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LOT NOI DAU

Cung véi su phat trién ciia cong nghé thong tin, cong nghé mang may tinh va
dic biét 12 mang Internet ngdy cang phat trién da dang va phong phu. Cac dich vu
trén mang Internet da xAm nhép vao hau hét cac linh vuc trong doi séng xa hoi. Cac
thong tin trao doi trén Internet ciing da dang ca vé ndi dung va hinh thtec, trong d6
c6 rat nhiéu thong tin can bao mat cao boi tinh kinh té, tinh chinh xac va tin cay cua
no.

Bén canh d6, nhitng dich vu mang ngay cang c6 gia tri, yéu cau phai dam bao
tinh 6n dinh va an toan cao. Tuy nhién, cac hinh thirc ph4 hoai mang ciing trd nén
tinh vi va phtrc tap hon, do do ddi véi mdi hé théng, nhiém vu bao mat dat ra cho
ngudi quan tri 1a hét st quan trong va can thiét.

Xuit phat tir nhitng thuc té néu trén, hién nay trén thé giol da xuét hién rat
nhiéu cong nghé lién quan dén bao mat hé théng va mang may tinh, viéc nim bt
nhimg céng nghé nay 13 hét strc can thiét.

Chinh vi vay, thong qua viéc nghién ctru mgt cach téng quan vé bao mat hé
théng va mot cong nghé cu thé lién quan dén bao mat hé théng, dé 1a cong nghé
Mang Riéng Ao (VPN-Virtual Private Network) trong khoa luan ndy cia chung toi
c6 thé gdp phan vao viéc hiéu thém va nim bat rd vé ky thuat VPN trong doanh
nghiép ciing nhu 13 trong nha trudng dé phuc vu cho linh vyc hoc tip va nghién
cuu.

Trong qua trinh x4y dung khéa ludn ndy, chung t6i di nhin dugc rit nhiéu su
gitip d&, gép ¥, va ung ho cua thiy co gido, ban bé ddng nghiép. Chung t6i xin chan
thanh cam on sy hudng dan nhiét tinh cta thay Nguyén Trung Phu, 14 thiy gido truc
tiép hudng dan khoa luan tot nghiép cta ching t6i, cam on cac thdy cd gido trong
trong khoa Cong Nghé Thong Tin da tao diéu kién giup d& ching t6i hoan thanh
khoa luan t6t nghiép nay.

Bao mat hé théng va ky thuat VPN la mot van dé rong va moi ddi voi Viet
Nam, déng thoi do kinh nghiém va k¥ thuat con han ché, noi dung tai li¢u chic chan
s& con nhiéu sai sot, hy vong cac thdy cung cac ban sinh vién s& dong goép nhiéu y
kién b6 sung hoan thién dé tai liéu dugc chinh xac va hiru ich hon.
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TOM TAT PO AN

1. Tiéng Viét

Mang riéng 40 VPN(Virtual Private Network) 1a mot mang riéng r€ st dung
mot mang chung (thudng 1a Internet) dé két ndi cung véi cac site (cac mang riéng
1¢) hay nhiéu nguoi st dung tor xa. Thay cho viéc st dung boi mat két ndi thuc,
chuyén dung nhu duong Leased Line, mdi VPN str dung cac két nbi ao dugc din
qua duong Internet tr mang riéng cia cong ty tdi cac site ciia cac nhan vién tu xa.

Mot tmg dung dién hinh ctia VPN 14 cung cip mdt kénh an toan tir dau mang
gitp cho nhiing van phong chi nhanh / van phong & xa hodc nhitng nguoi lam viée
tir xa c6 thé dung Internet truy cip tai nguyén coéng ty mot cach bao mat va thoai
mai nhu dang sir dung may tinh cuc bg trong mang cong ty.

Nhitng thiét bi & dau mang hd trg cho mang riéng 4o la switch, router va
firewall. Nhitng thiét bj nay c6 thé duoc quan tri boi cong ty hodc cac nha cung cap
dich vu nhu ISP.

Uu diém

Bdo mdt: VPN mi hoa tit ca dit liéu trén duong ham.

Tiét kiém chi phi: Sy xuét hién cia VPN di lam cho nhimg cudc quay sb
duong dai tén kém hay dudng day thué bao khong con can thiét nita ddi voi nhing
t6 chirc str dung VPN “dong goi” dir lidu 1 cach an toan qua mang Internet. Nhitng
t6 chirc co vin phong chi nhanh hay nhimg ngudi 1am viée tir xa 6 thé truy cap dit
lidu cta vin phong cong ty chinh tir bat ky dia diém nao trén thé giéi ma khong phai
tén kém nhiéu bang cach két ndi vao mang Internet théng qua nha cung cép dich vu
dia phuong.

2. English:

VPN (Virtual Private Network) is a private Network using public
Network( Internet) in order to connect to other site together ( individual Network)
or many people remote access.

VPN will replace expert actual connecting such as: Leased Line, each VPN
will use virtual connecting over In ternet from company Network to employee site.

One Application of VPN is that provide a safety channel in the beginning of
Network to help the child office or remote office or remote people can use Internet
access to company properties properly way and comfortable that is the same using
computer as inside company.

VPN require some equipments such as: Firewall, Switch, Router. This equipments
are controlled by company or ISP.
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Advandtage:

Encryptation: VPN encrypt all data on VPN tunnel.

Cost down: VPN appear is mean that replace on Leased Line and Dial up
they are expensive when VPN appear many company don’t need Leased Line and
Dial up instead of they use packing VPN. Data is safety in the Internet, the company

have remote office or remote people can access Company’s data in everywhere
which don’t need to use the local sevices.
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CAC CUM TU VIET TAT
ACL.: Access Control List
ATM: Asynchronous Transfer Mode ( Ché d6 truyén khong dong bo)
AH: Authentication Header
ESP: Encapsulation Security Payload
GRE: Generic Routing Protocol
ISP: Internet Service Provides (Nha cung cap dich vu Internet)
IP: Internet Protocol ( Giao thic Internet)
IPSec: IP Security
IETF: Internet Engineering Task Force
IPX: Internetwork Packet Exchange
ICMP: Internet Control Message protocol
IPMG: Internet Group Management Protocol
ISAKMP: Internet Security Association and Key Management Protocol
IKE: Internet Key Exchange
TCP/IP: Transfer Control Protocol/Internet Protocol
NAS: Network Access Server (May chu truy cap mang)
LAC: L2TP Access Concentrator
LNS: L2TP Network Server
LAN: Local area network (Mang cuc bo)
L2TP: Layer 2 Tunneling Protocol
L2F: Layer 2 Forwarding
OC3: optical carrier-3 ( Buong truyén cap quang)
OSI: Open Systems Interconnection (M6 hinh lién két cac hé théng mo)
PPP: Point To Point Protocol ( Giao thirc diém néi diém)
PAP: Password Authentication Protocol (Giao thirc xac thuc mat ma)
POP: Post Office Protocol (Giao thic buu di¢n)
PPTP: Point To Point Tunneling Protocol (Dich vu quay s 40)
PVC: Permanent Virtual Circuit (Mach 4o cb dinh)
QoS: Quanlity of Service (Chat luong phuc vu)
SA: Security Association
SPD: Security Policy Database
SPI: Security Parameter Index
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SAD: Security Association Database

RAS: Remote Access Server

UDP: User DataGram Protocol

VPN: Virtual Private Network ( Mang riéng a0)
WAN: Wide Are Network ( Mang Wan)
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CHUONG I: TONG QUAN VE VPN

1.1. Pinh nghia, chirc ning, va wu diém cia VPN

1.1.1 Khai ni¢m co ban vé VPN

Phuong 4n truyén thong nhanh, an toan va tin cdy dang tré thanh mdi quan tam
ctia nhiéu doanh nghi¢p, dac biét 1a cac doanh nghiép c6 cac dia diém phan tan vé
mit dia 1Iy. Néu nhu trudc day giai phap thong thuong 13 thué cac duong truyén
riéng (leased lines) dé duy tri mang WAN (Wide Are Network). Cac duong truyén
nay gidi han tir ISDN (128 Kbps) dén dudng cap quang OC3 (optical carrier-3,
155Mbps). Mdi mang WAN déu co cac diém thuén loi trén mot mang cong cong
nhu Internet trong do tin cdy, hi€u ndng va tinh an toan, bao mat. Nhung dé bao tri
mot mang WAN, dic biét khi sir dung cac dudng truyén riéng, co thé tré nén qua
dat khi doanh nghiép mudn mé rong cac chi nhanh.

Khi tinh phd bién cta Internet gia ting, cic doanh nghiép dau tu vao nd nhu
mot phuong tién quang ba va mé rong cac mang ma ho so hiru. Ban dau, 1a cac
mang ndi by (Intranet) ma cac site dugc bao mat béng mat khau duoc thiét ké cho
viéc st dung chi bdi cac thanh vién trong cong ty.

_'\.\____,. - _\__.___\_.\_-\:; .,
Aemot: 3 I\"-.;__"'.,_cch'-""'“'}a—" < I‘-—-_x___; A
Dffice - o
r'f 5 f
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Businiss
Fariner Mickile _
Warker © -

Hinh 1.1 M0 hinh VPN co ban
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Vé can ban, mdi VPN(virtual private network) 1a mot mang riéng 1& sir dung
mot mang chung (thudng 1a Internet) dé két ndi cung véi cac site (cac mang riéng
1¢) hay nhiéu nguoi st dung tur xa. Thay cho viéc sit dung bd1 mot két ndi thyc,
chuyén dung nhu duong Leased Line, mdi VPN str dung céc két nbi ao dugc din
qua duong Internet tir mang riéng cia cong ty tdi cac site ciia cac nhan vién tu xa.

Virtual Private

( Network

A

fimi Ny -

Remote Regional Home Mobile
Office Office Office Worker

Hinh 1.2 M6 hinh mang VPN

Nhitng thiét bi ¢ dau mang hd tro cho mang riéng ao la switch, router va

Business
Partner

firewall. Nhitng thiét bj nay c6 thé duoc quan tri boi cong ty hodc cac nha cung cp
dich vu nhu ISP.

VPN duoc goi 1a mang 4o vi day 1a mot cach thiét 1ap mot mang riéng qua mot
mang cong cong sir dung cac két ndi tam thoi. Nhitng két ndi bao mat duoc thiét 1ap
gitra 2 host , gilra host va mang hodc giita hai mang véi nhau

Mot VPN c¢6 thé dugce xay dung bang cach st dung “Duong ham” va “Ma
hoa”. VPN c¢6 thé xuit hién ¢ bit cir 16p nao trong mé hinh OSI. VPN 1a sy cai tién
co so ha ting mang WAN ma 1am thay d6i hay 1am ting thém tinh chét cua cac
mang cuc bo.

1.1.2. Chire ning cua VPN

VPN cung cap ba chirc niang chinh:

> Sw tin cdy (Confidentiality): Nguoi gui c6 thé mi hoa cac goi dir lidu
truée khi truyén chung ngang qua mang. Bang cach lam nhu vay, khong mot ai ¢o
thé truy cap thong tin ma khong dugc cho phép. Va néu c6 lay dugc thi ciing khong
doc duoc.

> Tinh toan ven dit liéu ( Data Integrity): ngudi nhan cé thé kiém tra rang
dir liéu da duoc truyén qua mang Internet ma khong cé sy thay doi nao.

> Xdc thue nguon géc (Origin Authentication): Ngudi nhan c6 thé xac thuc
ngudn goc clia goi dir lidu, dam bao va cong nhan ngudn thong tin.

1.1.3. Uu diém
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VPN c¢6 nhiéu wu diém hon so voi cac mang leased-line truyén thong. N6 bao
gom:

> VPN lam giam chi phi hon so véi mang cuc bg. Tong gia thanh cia viéc
s¢ hitu mot mang VPN s€ dugc thu nho, do chi phai tra it hon cho viéc thué bang
thong duong truyén, cac thiét bi mang duong truc, va hoat dong cua hé théng. Gia
thanh cho viéc két ndi LAN-to-LAN giam tir 20-30% so v&i viéc s dung duong
Leased-line truyén thong. Con dbi vai viéce truy cp tir xa thi giam toi tir 60-80%.

> VPN tao ra tinh mém déo cho kha ning qudn Iy Internet. Cac VPN da két
thira phat huy hon nita tinh mém déo va kha ning mo rong kién trac mang hon la
cac mang WAN truyén théng. Diéu nay gitp cac doanh nghiép co6 thé nhanh chong
va hi€u qua kinh té cho viéc mo& rong hay huy bo két ndi cua cac tru s& & xa, cac
ngudi stir dung di dong..., va mé rong cac doi tac kinh doanh khi c6 nhu cau.

» VPN lam don gian hod cho viéc quan ly cdac cong viéc so voi viéc so hiru
va van hanh mot mang cuc bo. Cac doanh nghiép co thé cho phép st dung mot vai
hay tit ca cac dich vu ctia mang WAN, gitip cac doanh nghiép c6 thé tap chung vao
cac dbi tuong kinh doanh chinh, thay vi quan Iy mot mang WAN hay mang quay sd
tur xa.

> VPN cung cdp cdc kiéu mang dwong ham va lam gid thiéu cdc céng viéc
quan Iy. Mot Backbone IP s& loai bé cac PVC (Permanent Virtual Circuit) ¢6 dinh
turong tmg véi cac giao thirc két ndi nhu 13 Frame Relay va ATM. Piéu nay tao ra
mot kiéu mang lu6i hoan chinh trong khi giam dugce d6 phirc tap va gia thanh.

Conventional VPN
Central . ) Central
Site - =" Site

(, P " Frame
iy Frame
Internet Internet j Relay
y — - e
L L - F Rel 1 \ - ( —
rame Relay Frame Relay §
Service v & Service 4
M_, - - TUF‘IHE' \__ .
Rela Frame
Branch 4 Eranch Relay
Office Office

Hinh 1.3 Uu diém ciia VPN so v6i mang truyén thong
Mot mang VPN ¢6 duge nhitng wu diém cta mang cuc bd trén co so ha ting
ctia mang IP cong cong. Cac uu diém nay bao gdm tinh bao mat va st dung da giao
thtrc.
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Virtual Netwark » Tunneling
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Private Network # Encryption
- -
Encrypted
Encrypt I ME?&EQE I Decrypt
ES————— —_————————

Virtual Privale Network = Tunneling + Encryption
Hinh 1.4 Céc uvu diém cua VPN

Mot mang 4o dugc tao ra nhd cac giao thirc duong hdm trén mot két ndi 1P
chuin. GRE (Generic Routing Protocol), L2TP (Layer 2 Tunneling Protocol) va
IPSec 1 ba phuong thirc dudng ham.

Mot mang cuc bd 1a mdt mang ma dam bao dd tin cdy, tinh toan ven va xac
thue, goi tat 1a CIA. M3 hoa dit liéu va st dung giao thire IPSec giup giit liéu c6 thé
chung chuyén trén Web véi céc tinh chat CIA trong tu nhu 1a mgt mang cuc bo.

1.1.4. Céc yéu ciu co ban dbi véi mét giai phap VPN

C6 4 yéu cau can dat duoc khi xdy dung mang riéng 4o.

o Tinh twong thich (compatibility)

M&i cong ty, mdi doanh nghiép déu dugc xay dung cac hé théng mang ndi bd
va dién rong cua minh dua trén cac thu tuc khac nhau va khong tuan theo mot chuin
nhit dinh ctia nha cung cp dich vu. Rat nhiéu cac hé thong mang khong st dung
cac chuan TCP/IP vi vaykhong thé két ndi truc tiép v6i Internet. Dé o thé sir dung
dugc IP VPN tét ca cac hé thong mang riéng déu phai duoc chuyén sang mot hé
thong dia chi theo chuan sir dung trong internet ciing nhu bo sung cac tinh ning vé
tao kénh két ndi 4o, cai dit cong két ndi internet c¢6 chirc nang trong viéc chuyén doi
cac thi tuc khac nhau sang chuan IP. 77% s6 luong khach hang dugc héi yéu cau
khi chon mot nha cung cﬁp dich vu IP VPN phai tuong thich véi cac thiét bi hién co6
cua ho.

o Tinh bdao mdt (security)

Tinh bao mat cho khach hang 1a mot yéu t6 quan trong nhat d6i véi mot giai
phap VPN. Nguoi st dung can duoc dam bao cac dit liéu thong qua mang VPN dat
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dugc mic d6 an toan gidng nhu trong mot hé théng mang dung riéng do ho tu xay
dung va quan ly.

Viéc cung cap tinh ning bio dam an toan can dam bao hai muc tiéu sau:
- Cung cip tinh ning an toan thich hop bao gdm: cung cAp mat khau cho ngudi st
dung trong mang va ma hoa dit liéu khi truyén.

- Don gian trong viéc duy tri quan ly, st dung. Do1 héi thuén tién va don gian
cho nguoi1 sir dung cling nhu nha quan tri mang trong viéc cai dat cling nhu quan tri
hé thong.

o Tinh kha dung (Availability):
Mot giai phap VPN cén thiét phai cung cip duoc tinh bao dam vé chat luong,
hiéu suit sir dung dich vu ciing nhu dung lugng truyén.

e Tiéu chudn vé chit lwong dich vu (Q0S):

Tiéu chudn danh gia cia mot mang ludi c6 kha ning dam bao chat luong dich
vu cung cip dau cudi dén dau cubi. QoS lién quan dén kha ning dam bao do tré
dich vu trong mgt pham vi nhét dinh hodc lién quan dén cé hai van dé trén

1.2. Pwong him va mi héa

Chtrc nang chinh cia VPN d6 1a cung cip sy bao mit bing cach mi hoa qua
mot duong ham.

Tunnel

& — &
l .l

Conlent I Encrypted Content
e —— . YPIEC | e,

Info
Encrypt Ciphertext Decrypt

Hinh 1.5 Pudng him VPN
< Puwong ham (Tunnel) cung cap cac két ndi logic, diém téi diém qua mang
IP khong hudng két nbi. Piéu nay gitip cho viéc sir dung cac uu diém cac tinh ning
bao mat. Cac giai phap dudng ham cho VPN I1a sir dung sy ma hod dé bao vé dir liu
khong bi xem trém bdi bat ctr nhimg ai khong duge phép va dé thuc hién dong gbi
da giao thirc néu can thiét. Ma hod duogc st dung dé tao két ndi duong ham dé dir
lidu chi co thé duoc doc boi ngudi nhan va ngudi gui.
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% Ma hod(Encryption) chic chin rang ban tin khong bi doc boi bat ky ai
nhung c6 thé doc duge boi ngudi nhan. Khi ma cang c6 nhiéu thong tin luyu thong
trén mang thi sy can thiét d6i voi viéc ma hoa thong tin cang trd nén quan trong. Ma
hoa s& bién d6i ndi dung thong tin thanh trong mot van ban mat ma ma 1 vo nghia
trong dang mat mi cua nd. Chirc ning giai ma dé khoi phuc vin ban mat ma thanh
n6i dung thong tin c6 thé dung dugc cho ngudi nhan.
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CHUONG II: CAC KIEU VPN

VPNs nhiam huéng vao 3 yéu cau co ban sau day :

e Co thé truy cap bat cir lic nao bang diéu khién tir xa, bang dién thoai cam
tay, va viéc lién lac gitra cac nhan vién ctia mot té chic téi cac tai nguyén mang.

e NOi két thong tin lién lac giita cac chi nhanh vian phong tir Xa.

e Puoc diéu khién truy nhap tai nguyén mang khi can thiét cua khach hang,
nha cung cdp va nhitng dbi twong quan trong cia céng ty nham hop tac kinh doanh.

Dua trén nhitng nhu cau co ban trén, ngay nay VPNs d3 phat trién va phan chia
ra lam 3 phan loai chinh sau :

> Remote Access VPNSs.
> Intranet VPNS.
> Extranet VPNS.

2.1 Céac VPN truy cap (Remote Access VPNS)

Gidng nhu goi ¥ cua tén goi, Remote Access VPNs cho phép truy cap bét cir
lac nao bang Remote, mobile, va cac thiét bi truyén thong ciia nhan vién céc chi
nhanh két ndi dén tai nguyén mang cua to chic. Dac biét 1a nhiing ngudi ding
thuong xuyén di chuyén hoic cac chi nhanh van phong nho ma khéng co két ndi
thudng xuyén dén mang Intranet hop tac.

Céc truy cip VPN thuong yéu cau mét vai kiéu phan mém client chay trén may
tinh cua ngudi sir dung. Kiéu VPN nay thudng duoc goi 1a VPN truy cap tir xa.

Remeote Access Clients Central Site

DSL = ( ! -
Cable B
POP - -(k Internet
S
Telecommuter ¢, ) ,A"' P
o

Y ¢ L .l-.,
A poP
S | =

L)
N

% Extranel Consumer-
Mobile io-Busingss

Hinh 2.1 M6 hinh mang VPN truy cép
Mot s6 thanh phan chinh :
Remote Access Server (RAS) : dugc dat tai trung tdm c¢6 nhiém vu xac nhéan va
chting nhan cac yéu cau gui tdi.
Quay sé két ndi dén trung tam, diéu nay s& lam giam chi phi cho mot s6 yéu
cau o kha xa so vdi trung tam.
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H& tro cho nhimg nguodi c6 nhiém vy ciu hinh, bao tri va quan 1y RAS va hd
tro truy cap tu xa béi nguoi dung.

Bing viéc trién khai Remote Access VPNSs, nhimg nguoi dung tir Xa hodc cac
chi nhanh van phong chi can cai dat mot két ndi cuc bo dén nha cung cip dich vu
ISP hoic ISP’s POP va két ndi dén tai nguyén thong qua Internet.

Server|
- | P
Server

Vin phong tir xa

Hinh 2.2: Cai dat Remote Access VPN

Thudn lgi chinh ciia Remote Access VPNSs :

v/ Sur can thiét cua RAS va viéc két hop v6i modem duoc loai trir.,

v/ Sur can thiét hd trg cho nguoi dung c4 nhan dugc loai trir boi vi két ndi tir xa
da dugc tao diéu kien thuan lgi boi ISP

v/ Viéc quay sé tir nhitng khoang cach xa duoc loai trir , thay vao d6, nhitng két
ndi véi khoang cach xa s& duoc thay thé bai cac két ndi cuc bo.

v Giam gia thanh chi phi cho cac két ndi véi khoang céch xa.

v Do day 1a mot két ndi mang tinh cuc bo, do vay téc do ndi két s& cao hon so
véi ket noi truc tiep den nhiing khoang cach xa.

v VPNs cung cap kha ning truy cap dén trung tdm tot hon boi vi né hd tro
dich vu truy cap ¢ mic do téi thiéu nhat cho du c6 sy ting nhanh chéng cac két ndi
dong thoi dén mang.

Ngoai nhimng thugn lgi trén, VPNs ciing ton tai mét sé bat lgi khdc nhw :

v"Remote Access VPNSs ciing khéng bao dam dugc chat lugng phuc vu.
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v'Kha ning mét dir liéu 1a rat cao, thém nita 1a cac phan doan cua goéi dir liéu
c6 thé di ra ngoai va bj that thoat.

v' Do d6 phuc tap cua thuat toan ma hod, protocol overhead ting dang ké, diéu
nay gay kho khan cho qua trinh xac nhan. Thém vao d6, viéc nén dit li¢u IP va PPP-
based dién ra vo cung cham chap va toi té.

v Do phai truyén dit liéu théng qua Internet, nén khi trao d6i cac dit lidu lén
nhu cic goi dir liéu truyén thong, phim anh, 4m thanh s& rat cham.

2.2. Cac VPN ngi bg (Intranet VPNS):

Intranet VPNs duoc st dung dé két ndi dén cac chi nhanh van phong cua to
chie dén Corporate Intranet (backbone router) st dung campus router. Theo mé
hinh nay sé& rat ton chi phi do phai str dung 2 router dé thiét lap dugc mang, thém
vao d6, viéc trién khai, bao tri va quan 1y mang Intranet Backbone s& rat tén kém
con tuy thudc vao lugng luu thong trén mang di trén n6 va pham vi dia ly cia toan
b6 mang Intranet.

Dé giai quyét vin dé trén, sy tén kém ciia WAN backbone duoc thay thé boi
cac két ni Internet véi chi phi thap, diéu nay co thé giam mot lugng chi phi dang
ké cua viéc trién khai mang Intranet.

Intranet VPNs 1a mdt VPN ndi by duoc st dung dé bao mat cac két ndi gifra
cac dia diém khac nhau cua mét cong ty. Diéu nay cho phép tit ca cac dia diém co
thé truy cap cac ngudn dit liéu duoc phép trong toan bd mang cta cong ty. Cac VPN
n6i bo lién két tru s¢ chinh, cac vin phong, va cac vin phong chi nhanh trén mét co
so ha tang chung sir dung cac két ndi ma luon ludn duoc mi hoa. Kiéu VPN nay
thudong dugc cdu hinh nhu 1a mot VPN Site-to-Site.

Remote Sites Central Site

Internet F‘
N P

Intranet

\.._*'--

Hinh 2.3 M6 hinh mang VPN noi b6
Nhéng thugn lgi chinh ciia Intranet setup dwa trén VPN:

v'Hiéu qua chi phi hon do giam sé luong router duoc s dung theo mo hinh
WAN backbone
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v Giam thiéu dang ké s6 luong hd tro yéu cau ngudi ding ca nhan qua toan
cau, cac tram & mot s6 remote site khac nhau.

v'Boi vi Internet hoat dong nhu mot két ndi trung gian, né dé dang cung cip
nhitng két ndi méi ngang hang.

v/ K&t ndi nhanh hon va tét hon do vé ban chat két néi dén nha cung cap dich
vy, loai bo van dé vé khoang cach xa va thém nita giup t6 chirc giam thiéu chi phi
cho viéc thuc hién Intranet.

Nhéng bét lgi chinh két hop Véi cdch gidi quyét :

v'Boi vi dir liéu van con tunnel trong sudt qué trinh chia s& trén mang cong
cong-Internet-va nhirmg nguy co tan cong, nhu tdn céng bang tir chéi dich vu
(denial-of-service), van con 1a mot mbi de doa an toan thong tin.

v Kha ning mat di liéu trong lac di chuyén thong tin ciing van rat cao.

v Trong mét s trudng hop, nhat 1a khi dit liéu 13 loai high-end, nhu cac tap tin
mulltimedia, viéc trao d6i dir liéu s& rat cham chap do duoc truyén théng qua
Internet.

v'Do 1a két ndi dya trén Internet, nén tinh hiéu qua khong lién tuc, thuong
xuyén, va QoS ciing khong dugc dam bao.

2.3. Cac VPN mé rong (Extranet VPNs):

Khong giéng nhu Intranet va Remote Access-based, Extranet khong hoan toan
cach li tr bén ngoai (outer-world), Extranet cho phép truy cap nhiing tai nguyén
mang can thiét cua cac ddi tac kinh doanh, chéng han nhu khach hang, nha cung
cép, dbi tac nhiing ngudi gitt vai trd quan trong trong td chirc.

Mang Extranet rat ton kém do c6 nhiéu doan mang riéng biét trén Intranet két
hop lai v6i nhau dé tao ra mot Extranet. Diéu nay lam cho kho trién khai va quan 1y
do c6 nhiéu mang, ddng thoi ciing kho khin cho ¢4 nhan lam cong viéc bao tri va
quan tri. Thém nita 13 mang Extranet s& kho mé rong do diéu nay s& lam réi tung
toan bd mang Intranet va c6 thé anh hudng dén cac két ndi bén ngoai mang. S& co
nhitng van dé ban gap phai bat thinh linh khi két néi mot Intranet vao mot mang
Extranet. Trién khai va thiét ké mot mang Extranet ¢ thé 1a mot con ac mong cua
cac nha thiét ké va quan tri mang.
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Cac VPN mo rong cung cap mot dudng ham bao mat giita cac khach hang, cac
nha cung cdp, va cac di tic qua mot co sd ha ting cong cong str dung cac két ndi
a0 mat. Kiéu VPN nay thuong duoc cdu hinh nhu 13 moét VPN
nhau gitra mgt VPN noi bd va mot VPN mo rong do 1a sy truy
cap mang ma dugc céng nhin & mot trong hai du cudi cia VPN. Hinh duéi day

ma ludn ludén duoc b
Site-to-Site. Su khac

Ha tﬁng
Mang chung

Mang nha

Mang nha :
Cung cap 2

Cung cép 1

Dichvu 1 Dich vu 2

Nha cung cp
Dich yu 3

minh hoa mdt VPN m¢o rong.

Remote Sites Central Site
DsL ‘
s —
Internet —ﬁ ﬁ
—
Telecommuter Pt
Intranet
S % Exlrane!
Intranet y Busingss-to-business

S

Hinh 2.5 M6 hinh mang VPN m¢ rong

Mgt sé thugn lgi ciza Extranet

4 Do hoat dong trén méi truong Internet, chung ta c¢6 thé lya chon nha
on va dua ra phuong phap giai quyét tuy theo nhu cau cua t6

phan phéi khi lya ch
chc.
4 Baoi vi

mot phan Internet-connectivity dugc bao tri bi nha cung cap

(ISP) nén ciing giam chi phi bao tri khi thué nhan vién bao tri.



v Dé dang trién khai, quan 1y va chinh sira thong tin.

Mgt sé bt lgi ciia Extranet

v Su de doa Vé tinh an toan, nhu bj tin cong bang tir chéi dich vy van
con ton tai.

v Tang thém nguy hiém sy xdm nhap di véi t6 chirc trén Extranet.

4 Do duya trén Internet nén khi dir liu 1a cac loai high-end data thi viéc

trao doi dién ra cham chap.

4 Do dua trén Internet, QoS ciling khong duogc bao dam thuong xuyén.

Ha tﬁng
Mang chung

Internet

Nha cung cap
Dichvu 1

Tru s& chinh

Hinh 2.7 Ba loai mang riéng 4o

Doanh nghiép déi tac
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CHUONG III: GIAO THUC PUONG HAM VPN

Giao thirc dudng ham 13 mot nén tang trong VPN. Giao thirc dudng ham déng
vai tro quan trong trong viéc thuc hién déng goi va van chuyén géi tin dé truyén
trén duong mang cong cong. C6 ba giao thirc dudng ham co ban va dugc st dung
nhiéu trong thuc té va dang duoc sir dung hién nay 13 giao thirc ting ham chuyén
tiép 16p 2 L2F, Giao thirc dudng ham diém t6i diém (PPTP), giao thirc ting ham 16p
2 Layer. Trong chuong nay s& di sau hon va cu thé hon céac giao thitc duong him
noi trén. N6 lién quan dén viéc thyc hién IP-VPN trén mang cong cong.

Nbi dung chuong niy bao gom:

e Gidi thiéu cac giao thie duong ham

Giao thtrc duong ham diém t61 diém

Giao thic chuyén tiép 16p 2

Giao thtrc dudng ham 16p 2

e GRE

e |IPSEC

3.1 Giéi thi¢u cic giao thirec dwong ham

C6 rat nhiéu giao thirc dudng ham khac nhau trong céng nghé VPN, va viéc str
dung céac giao thirc nao 1én quan dén cac phuong phap xac thuc va mat ma di kém.
Mot sb giao thire dudng hidm phd bién hién nay la:

e Giao thuc ting him chuyén tiép 16p 2 (L2F).

e Giao thuc dudng him diém t6i diém (PPTP).

e Giao thirc ting ham 16p 2 (L2TP).

e GRE

e |PSEC

Hai giao thirc L2F va PPTP déu duoc ké thira va phat trién dua trén giao thirc
PPP (Point to Point Protocol). C6 thé néi PPP 1a mét giao thirc co ban va dugc st
dung ndi tiép 10p 2, C6 thé st dung dé chuyén géi tin dit lidu qua cac mang IP va hd
trg da giao thic 16p trén. Giao thitc L2F dugc hiang Cisco nghién ctru va phét trién
doc quyén, con PPTP dugc nhiéu cong ty cling nhau hop tac nghién ctru va phat
trién. Dua vao hai giao thic trén duoc t6 chirc ki thuat Internet (IETF) di phat trién
giao thirc duong ham L2TP. Va hién nay cic giao thitc PPTP va L2TP duoc st
dung pho bién hon L2F. Trong cac giao thirc dudng ham nodi trén, giao thirc IPSec
12 mot trong nhung giai phap toi wu vé mat an toan dir liéu cia goi tin. N6 duge sir
dung cac phuong phap xac thuc va mat ma twong d6i cao. IPSec dugc mang tinh
linh dong hon, khong bi rang budc boi cac thuat toan xac thuc hay mat ma nao ca.

3.2 Giao thire dwong ham diém téi diém (PPTP).
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Giao thirc ndy dugc nghién ctru va phét trién bdi cong ty chuyén vé thiét bi
cong nghé vién thong. Trén co sé cua giao thic ndy 1a tach cac chic ning chung va
riéng cua vi¢c truy nhép tur xa, dy trén co sé ha téng Internet c6 san dé tao két ndi
duong ham giita ngudi dung va mang riéng do. Ngudi dung ¢ xa c6 thé dung
phuong phap quay s t6i cac nha cung cip dich vu Internet dé co thé tao duong ham
riéng dé két ndi t6i truy nhap t6i mang riéng ao ctia ngudi dung dé. Giao thirc PPTP
dugc xay dung dua trén nén tang ciia PPP, n6 c6 thé cung cap kha niang truy nhap
tao duong ham thong qua Internet dén cac site dich. PPTP sir dung giao thirc dong
g6i tin dinh tuyén chung GRE duoc mo ta dé dong lai va tach goi PPP. Giao thirc
nay cho phép PPTP linh hoat trong xtr Iy cac giao thirc khac.

3.2.1 Nguyén tic hoat dong cia PPTP

PPP 14 giao thirc truy nhap vao Internet va cac mang IP phd bién hién nay. N6
lam viéc & 16p lién két dir liéu trong mé hinh OSIL, PPP bao gém cac phuong thirc
dong goi, tach goi IP, 1a truyén di trén chd két ndi diém t6i diém tir may nay sang
may khac.

PPTP déng cac goi tin va khung dir liéu cta giao thirc PPP vao cac goi tin IP dé
truyén qua mang IP. PPTP dung két ndi TCP dé khai tao va duy tri, két thirc dudng
ham va dung mét gbi dinh tuyén chung GRE dé dong goi cac khung PPP. Phan tai
cua khung PPP co thé dugc ma hoa va nén lai.

PPTP sir dung PPP dé thuc hién cac chirc nang thiét lap va két thuce két ndi vat
1y, x4c dinh nguoi dung, va tao cac goi dir li¢u PPP.

PPTP c6 thé tdn tai mot mang [P gitta PPTP khach va PPTP chu cua mang.
PPTP khach c6 thé duoc ddu nbi truc tiép t6i may chu théng qua truy nhip mang
NAS dé thiét 1ap két ndi IP. Khi két ndi duoc thuc hién c6 nghia 1a ngudi dung da
duogc xac nhan. Do 1a giai doan tuy chon trong PPP, tuy nhién né luén luén dugc
cung cép boi ISP. Viée xéac thuc trong qué trinh thiét 14p két ndi dya trén PPTP s
dung cac co ché x4c thuc cta két ndi PPP. Mot s6 co ché xéac thuc duoc sir dung la:

° Giao thtc xac thyc mé rong EAP.
o Giao thirc xac thyuc c6 thir thach bat tay CHAP.
° Giao thtrc xac dinh mat khau PAP.

Giao thirc PAP hoat dong trén nguyén tic mat khau duoc gui qua két ndi dudi
dang van ban don gian va khong c6 bao mat. CHAP Ia giao thirc cac thirc manh
hon, st dung phuong phap bat tay ba chiéu dé hoat dong, va chong lai cac tin cong
quay lai bang cach str dung céc gia tri bi mat duy nhat va khong thé doan va giai
duoc. PPTP ciing duogc cac nha phat trién cong nghé dua vao viéc mat mi va nén
phan tai tin ciia PPP. Dé mat ma phan tai tin PPP ¢ thé st dung phuong thirc ma
hoa diém téi diém MPPE. MPPE chi cung cdp mat ma trong luc truyén dit liéu trén
duong truyén khong cung cAp mat ma tai cac thiét bi dau cudi ti dau cudi. Néu can
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str dung mat ma dau cudi dén dau cubi thi co thé ding giao thirc IPSec dé bao mat
lwu lwong IP giita cac dau cudi sau khi dudng ham PPTP duoc thiét 1ap.

Khi PPP dugc thiét 1ap két ndi, PPTP sir dung quy luat dong goi cua PPP dé
dong goi cac goi truyén trong dudng ham. Dé c6 thé du trén nhitng wu diém cua két
ndi tao bdi PPP, PPTP dinh nghia hai loai goi la diéu khién va dit liéu, sau d6 gan
chung vao hai kénh riéng 14 kénh diéu khién va kénh dit liéu. PPTP tach cac kénh
diéu khién va kénh dir lidu thanh nhiing ludng diéu khién vé6i giao thuc didu khién
truyén dit liu TCP va ludng dit liéu véi giao thirc IP. Két ndi TCP tao ra giita cac
may khach va may chil dugc st dung dé truyén thong bao diéu khién.

Cac g6i dir liéu 13 dir liéu thong thudng cua ngudi dung. Cac goi diéu khién
dugc dua vao theo mot chu ki dé ldy thong tin va trang thai két ndi va quan 1y bao
hiéu gitta mg may khach PPTP va may chu PPTP. Céac géi diéu khién ciing duoc
dung dé giri cac théng tin quan 1y thiét bi, thong tin cdu hinh giita hai dau duong
ham.

Kénh diéu khién dugc yéu cu cho viée thiét 1ap mot dudng ham giira cac may
khéach va may chu PPTP. May chu PPTP 1a mdt Server c6 st dung giao thirc PPTP
vo1 mot giao dién duogc ndi v6i Internet va mot giao dién khéc ndi v4i Intranet, con
phan mém client c6 thé ndm & may ngudi dung tir xa hodc tai cac may chi ISP.

3.2.2 Nguyén tic két ndi diéu khién dwong ham theo giao thiec PPTP

Két ndi diéu khién PPTP 1a két nbi giita dia chi IP ctia may khach PPTP va dia
chi may chu. Két ndi diéu khién PPTP mang theo cac géi tin diéu khién va quan 1y
duogc st dung dé duy tri dudng ham PPTP. Cac ban tin nay bao gdm PPTP yéu cau
phan hoi va PPTP dép lai phai hdi dinh ki dé phat hién cac 16i két ni giira cac may
tram va may chit PPTP. Cac géi tin cta két ndi diéu khién PPTP bao gdm tiéu dé IP,
tiéu d& TCP va ban tin diéu khién PPTP va tiéu dé, phan cubi cua 16p lién két dix
ligu.

Ban tin diéu
Khién PPTP

Tiéu dé lién

Kettirlion Tiéu de IP Tiéu dé TCP

Hinh 3.1: Goi dit liéu két ndi diéu khién PPTP

3.2.3 Nguyén ly déng goi dir li¢u dwong ham PPTP

Péng goi khung PPP va géi dinh tuyén chung GRE

Dit liéu duong ham PPTP duogc dong gbi thong qua cac mirc dugc mo ta theo
mo hinh.

Trang 15



Tiéu dé lién Tai PPP duoc
két dir liéu ma hoa

Hinh 3.2: M6 hinh déng géi dix liéu duong ham PPTP

Phén tai cua khung PPP ban ddu dugc ma hoa va dong goi véi tiéu dé PPP dé
tao ra khung PPP. Khung PPP sau d6 duoc déng goi v6i phan tiéu dé cua phién ban
giao thuc GRE stra doi.

GRE 1a giao thirc déng goi chung, cung cp co ché dong goi dir liéu dé dinh
tuyén qua mang IP. Di véi PPTP, phan tiéu dé cua GRE duoc stra d6i mot s6 diém
do 1a. Mot truong xac nhan dai 32 bits dugc thém vao. Mt bits xac nhan dugc su
dung dé chi dinh su c6 mait caa truong xac nhan 32 bits. truong Key dugc thay thé
bang trudng d6 dai Payload 16 bits va trudng chi s6 cudc goi 16 bits. Trudng chi s6
cudc goi dugc thiét 1ap bo1 may tram PPTP trong qua trinh khéi tao duong ham.

Dong goi IP

Trong khi truyén tai phan tai PPP va céc tiéu d& GRE sau d6 dugc dong goi véi
mot tidu dé IP chtra cac thong tin dia chi ngudn va dich thich hop cho méy tram va
méy chi PPTP.

Péng goi I6p lién két dir liéu

Dé c6 thé truyén qua mang LAN hay WAN thi goi tin IP cudi cing s& duoc
dong goi voi mot tidu dé va phan cudi cua 16p lién két dir liéu & giao dién vat Iy dau
ra. Nhu trong mang LAN thi néu géi tin IP dwoc giri qua giao dién Ethernet, no s&
dugc g6i v6i phan tiéu dé va dudi Ethernet. Néu goi tin IP dugc guri qua dudng
truyén WAN diém t6i diém né s& dugc dong goi v6i phan tiéu dé va dudi cua giao
thic PPP.

So do déng goi trong giao thirc PPTP

Qua trinh déng g6i PPTP tir mot may tram qua két ndi truy nhap VPN tir xa sir
dung modem dugc moé phdng theo hinh dudi day.
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Tiéu dé lién e R Tai PPP dugc
By 7o (P Tiéu de IP i
két div liéu ma hoa

CAu trac géi tin cudi ciing

Hinh 3.9: So db dong goi PPTP

e Cac goi tin IP, IPX, hoac khung NetBEUI dugc dua té1 giao dién 4o dai dién
cho két n61 VPN bang cac giao thic tuong tng st dung dac ta giao di¢n thiét bi
mang NDIS.

e NDIS dua goi tin dir liéu té61 NDISWAN, noi thuc hién viéc ma hoa va nén
dir li¢u, cling nhu cung cap tiéu dé PPP phan tiéu dé PPP nay chi gobm truong ma sé
giao thuc PPP khong c6 truong Flags va truong chuoi kiém tra khung (FCS). Gia
dinh truong dia chi va diéu khién dugc thoa thuan & giao thuc di€u khién duong
truyén (LCP) trong qua trinh két nd1 PPP.

e NDISWAN gui dir liéu to1 giao thic PPTP, noi doéng goi khung PPP voi
phan tiéu d€ GRE. Trong tiéu dé GRE, truong chi s6 cudc goi dugc dat gia tri thich
hop xé&c dinh duong ham.

e Giao thirc PPTP sau do6 s€ gui goi tin vira tao ra té1 TCP/IP.

e TCP/IP dong gbi dit liéu dudng him PPTP véi phan tiéu dé IP sau d6 g két
qua tdi giao dién dai dién cho két nd1 quay soé to1 ISP cuc bo NDIS.

e NDIS gt goi tin téi NDISWAN, cung cip céc tiéu dé va dudi PPP.

e NDISWAN guri khung PPP két qua t6i cong WAN tuong ung dai dién cho
phan cling quay so.

3.2.4 Nguyén tic thuc hién goi tin dir liéu tai ddu cudi dwong ham PPTP

Khi nhan dugc dugc dit liéu duong ham PPTP, may tram va may chu PPTP, s¢&
thuc hién cac budc sau.

e Xur 1y va loai bo goi phan tiéu dé va dudi cua 10p lién két dir liéu hay goi tin.

e Xirly va loai bo tiéu dé IP.

e Xu 1y va loai bo tiéu dé GRE va PPP.

e Giai ma hodc nén phan téi tin PPP.
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e Xir Iy phan tai tin dé nhan hodc chuyén tiép.

3.2.5 Trién khai VPN du trén PPTP

Khi trién khai VPN du trén giao thirc PPTP yéu cau hé thong tdi thiéu phai co
cac thanh phan thiét bi nhu chi ra ¢ hinh trén n6 bao gom.

e Mot may chu truy nhdp mang dung cho phuong thirc quay sb truy nhap bao
mat VPN.

e Mot may chu PPTP.

e May tram PPTP véi phan mém client can thiét.

Clien ‘ Client
PPTF; - ~FPPTP
A‘“O‘\
K TN
— cliel
0 0 jm R
— = &7 > N - 7 =
Conjpute Compute % - = Conpute Compute
= oJ 5 Internet f =]
= = Kerno‘r\ L > > = i‘
May chi LAN - LAN %a ung My chi e
Comptte  mang PPTP O18P NG ong PPTP Compute
8 ; truy cap mang Mang riéng dugc bao
Mang rién duoc béo PPTP ang riéng duc
vé — ve
Client
PPTP

Hinh 3.3: Céc thanh phan hé thdng cung cip VPN dua trén PPTP

May chu PPTP

May chii PPTP c6 hai chtc ning chinh, dong vai tro 1a diém két ndi cia duong
ham PPTP va chuyén cac géi tin dén timg duong ham mang LAN riéng. May chu
PPTP chuyén cac goi tin dén may dich bang cach xir 1y goi tin PPTP dé c6 thé duogc
dia chi mang ciia may dich. May cha PPTP ciing c¢6 kha ning loc goi, bang cach st
dung co ché loc goi PPTP méy chu c6 thé ngin cdm, chi c6 thé cho phép truy nhép
vao Internet, mang riéng hay truy nhép c4 hai.

Thiét 1ap may chu PPTP tai site mang c6 thé han ché néu nhu may cha PPTP
nam sau tuong lura. PPTP duoc thiét ké sao cho chi c6 mot céng TCP 1723 duoc su
dung dé chuyén dit liéu di. Nhuge diém ciia cdu hinh cong nay c6 thé 1am cho buc
tuong lira dé bi tin cong. Néu nhu bic tudng duoc cau hinh dé loc goi tin thi can
phai thiét 1ap n6 cho phép GRE di qua.

Mot thiét bi khac dugc dua ra naim 1998 do hang 3Com cé chiic ning twong tu
nhu may chi PPTP goi 13 chuyén mach dudng ham. Muc dich cta chuyén mach
duong ham 1a mo rong dudng ham tr mot mang dén mot mang khac, trai rong
duong ham tir mang ciia ISP dén mang riéng. Chuyén mach duong ham cé thé dugc
st dung tai buc tudong ltra 1am tdng kha ndng quan ly truy nhép tir xa vao tai nguyén
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cua mang ndi bg. N6 co thé kiém tra céac g0 tin dén va di, giao thtrc cua cac khung
PPP hoac tén cua nguoi dung tu xa.

Phan mém Client PPTP

Céc thiét bi ctia ISP da hd trg PPTP thi khong can phan cing hay phan mém bo
sung nao cho cac may tram, chi can mot két noéi PPP chuan. Néu nhu cac thiét bi
ctia ISP khong hd trg PPTP thi mot phan mém tng dung Client van c6 thé tao lién
két ndi bao mat bang cac dau tién quay sd két ndi t6i ISP bang PPP, sau d6 quay sd
mot 1an nita thong qua cong PPTP a0 duoc thiét 14p ¢ may tram.

May chu truy nhdp mang

May chu truy nhap mang Network Access Server (NAS) con c6 tén goi 1a may
chu truy nhdp tir xa hay b tip trung truy nhip. NAS cung cip kha ning truy nhap
duong day dua trén phan mém, c6 kha ning tinh cudc va c6 kha ning chiu dimg 16i
tai ISP, POP. NAS cua ISP duoc thiét ké cho phép mét sé luong 16n ngudi dung c6
thé quay s6 truy nhap vao cing mot lac. Néu mét ISP cung cap dich vu PPTP thi
can phai cai mot NAS cho phép PPTP dé hd tro cac client chay trén cac hé diéu
hanh khac nhau. Trong truong hgp ndy may cha ISP dong vai tro nhu mot client
PPTP két nbi voi may chii PPTP tai mang riéng va may chii ISP tro thanh mot diém
cudi ctia duong ham, diém cudi con lai may chu tai ddu mang riéng

3.2.6 Mt s6 wu nhuge diém va khi ning &ng dung cia PPTP

Uu diém cta PPTP 1a duoc thiét ké dé hoat dong & 16p 2 trong khi IPSec chay
& 16p 3 ctia md hinh OSI. Viéc hd tro truyén dit liéu ¢ 16p 2, PPTP c6 thé lan truyén
trong dudng ham bang cac giao thirc khac IP trong khi IPSec chi ¢6 thé truyén cac
goi tin IP trong dudng ham.

PPTP 1a mét giai phap tam thoi vi hiu hét cac nha cung cép dich vu déu co ké
hoach thay d6i PPTP bang L2TP khi giao thirc nay dd duoc ma hoa. PPTP thich hop
cho viéc quay sd truy nhap véi s luong ngudi dung giéi han hon 1a VPN két ndi
LAN-LAN. M6t van dé caa PPTP 1a xir Iy x4c thuc ngudi thong qua hé diéu hanh.
May chu PPTP ciing qua tai v6i mot sb luong ngudi ding quay sd truy nhap hay
mot luu lugng 16n dit lidu truyén qua, diéu nay 1a mot yéu cau cia két ndi LAN-
LAN. Khi st dung VPN duya trén PPTP ma c6 hd trg thiét bi ISP mot sb quyén quan
1y phai chia s& cho ISP. Tinh bao mat cia PPTP khong mang bang IPSec. Nhung
quan ly bao mat trong PPTP lai don gian hon.

Kho khin 16n nhat gin kém v6i PPTP 1a co ché yéu kém vé bao mat do no
dung mi hoéa dong bo trong khoa dugc xuat phat tir viée né sir dung ma hoa dbi
xung 13 cach tao ra khoa tir mat khau ctia ngudi dung. Piéu ndy cang nguy hiém
hon vi mat khau thuong giri dudi dang phoi bay hoan toan trong qué trinh xac nhan.
Giao thirc tao dudng ham ké tiép (L2F) dugc phat trién nham cai thién bao mat voi
muc dich nay.
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3.3 Giao thirc chuyén tiép I6p 2 (L2F)

Giao thire L2F dugc nghién ciru va phat trién sém nhat va 1a mot trong nhirng
phuong phap truyén thong dé cho nguoi sir dung & truy nhap tir xa vao mang cac
doanh nghiép thong qua thiét bi. L2F cung cap céc giai cho dich vu quay s 4o bang
thiét bi mot duong ham bao mat thong qua co so ha ting coéng cong nhu Internet.
N6 cho phép dong gbi cac goi tin PPP trong khuon dang L2F va dinh duong him &
16p lién két dir ligu.

3.3.1 Nguyén tic hoat dong caa L2F

Giao thtic chuyén tiép L2F dong goi nhitng géi tin 16p 2, sau d6 trong truyén
chung di qua mang. Hé thng str dung L2F gdm céc thanh phéan sau.

e May tram truy nhip mang NAS: hudng luu luong dén va di gira cac may
khach ¢ xa va Home Gateway. Mgt hé théng ERX c6 thé hoat dong nhu NAS.

e Pudng ham: dinh hudng dudng di gitta NAS va Home Gateway. Mot dudng
ham gdm mot sd két ndi.

o Két ndi: La mot két ndi PPP trong duong ham. Trong LCP, mot két ndi L2F
dugc xem nhu mdt phién.

e Diém dich: La diém két thiic & ddu xa ctia dudng ham. Trong truong hop nay
thi Home Gateway la dich.

-

[

Nguoi dung truy Mang ctia ISP
nhap tir xa

Mang riéng

Hinh 3.4: Hé thng str dung L2F

Qua trinh hoat dong cua giao thirc dudng ham chuyén tiép 14 mot qua trinh
tuong dbi phirc tap. Mot ngudi sit dung ¢ xa quay so toi hé théng NAS va khoi dau
mot két ndi PPP téi ISP. V6i hé thong NAS va may tram c6 thé trao ddi cac goi
giao thtrc diéu khién lién két. NAS sir dung co so dir liéu cuc bd lién quan téi diém
tén mién dé quyét dinh xem ngudi str dung c6 hay khong yéu cau dich vu L2F.

Néu ngudi st dung yéu cau L2F thi qué trinh tiép tuc, NAS thu nhan dia chi
ciia Gateway dich. Mot duong ham dugc thiét 1ap tir NAS tdi Gateway dich néu
giita chuing c6 chua c6 dudng ham nao. Sy thanh lap duong ham bao gém giai doan
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xac thuc tir ISP t6i Gateway dich dé chong lai tin cong boi nhiing ké thir ba. Mot
két ndi PPP méi dugc tao ra trong duong ham, diéu nay c6 tac dong kéo dai phién
PPP méi duoc tao ra nguoi str dung ¢ xa t6i Home Gateway. Két ndi nay duoc thiét
lap theo mot quy trinh nhu sau. Home Gateway tiép nhan cac lya chon va tat ca
thong tin xac thuc PAP/CHAP nhu thod thudn bai dau cudi nguoi sir dung va NAS.
Home Gateway chéip nhan két ndi hay thoa thuan lai LCP va xac thyc lai nguoi su
dung. Khi NAS tiép nhan luu luong dit liéu tir nguoi str dung, nd déng goi luu
luong vao trong cac khung L2F va hudng chiing vao trong duong ham. Tai Home
Gateway khung duogc tach bo va dit liéu dong goéi dugc hudng té1 mang mdt doanh
nghiép hay nguoi dung.

Khi hé thong d3 thiét 1ap diém dich duong hdm va nhimg phién két ndi, ta phai
diéu khién va quan 1y luu luong L2F bang cach. Ngin can tao nhitng dich dén,
duong ham va cac phién méi. Péng va mé lai tit ca hay chon lwa nhitng diém dich,
dudng ham va phién, c6 kha ning kiém tra tong UDP. Thiét 1ap thoi gian 18i cho hé
thong va luu giit co s dit lidu vao cac dudng ham két ndi.

3.3.2 Nhirng wu diém va nhwoc diém cia L2F

Mic du L2F yéu cau md rong xt Iy véi cac LCP va phuong phap tiy chon
khac nhau, n6 dugc dung rong rai hon so véi PPTP bdi vi nd 1a mot giai phap
chuyén huéng khung & cip thip. N6 ciing cung cdp mot nén tang giai phap VPN tbt
hon PPTP ddi v6i mang doanh nghiép.

Nhitng thudn loi chinh ciia viéc trién khai gidi phdp L2F bao gom:

e Nang cao bao mat cho qua trinh giao dich.

e C6 nén tang doc lap.

e Khong can nhiing su lép dat dac biét voi ISP.

e HO tro mdt pham vi rong rdi cac cong nghé mang nhu ATM, IPX,
NetBEUI, va Frame Relay

Nhitng khé khan cia viée trién khai L2F bao gom:

e L2F yéu cau cau hinh va hd trg 16n.

e Thyc hién L2F duya trén ISP. Néu trén ISP khong hé tro L2F thi khong thé
trién khai L2F duoc.

3.4. Giao thire dwong ham Iép 2 L2TP ( Layer 2 Tunneling Protocol)
3.4.1. Giéi thiéu
IETF da két hop hai giao thic PPTP va L2F va phét trién thanh L2TP. N6
két hop nhitng dac diém tot nhat cia PPTP va L2F. Vi vay, L2TP cung cap tinh linh
dong, c6 thé thay doi, va hiéu qua chi phi cho gidi phap truy cép tir xa cua L2F va
kha nang két ndi diém diém nhanh cua PPTP.
Do d6 L2TP 1a su tron 1an ca hai dic tinh ctia PPTP va L2F, bao gém:
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= L2TP ho tro da giao thirc va da cong ngh¢ mang, nhu IP, ATM, FR, va PPP.

= L2TP khong yéu cau viéc trién khai thém bat cr phan mém nio, nhu diéu
khién va hé diéu hanh hd tro. Do d6, ca nguoi ding va mang riéng Intranet cling
khong can trién khai thém cac phan mém chuyén biét.

= L2TP cho phép ngudi dung tir xa truy cdp vao mang tur xa thong qua mang
cong cong vo1 mot dia chi [P chua dang ky (hodc riéng tu).

Qua trinh x&c nhan va ching thyc cua L2TP dugc thuc hién boi céng mang
may chil. Do d6, ISP khong can gitr dif liéu xac nhan hodc quyén truy cp ctia nguoi
dung tr xa. Hon nita, mang riéng intranet ¢6 thé dinh nghia nhiing chinh sach truy
cap riéng cho chinh ban than. Diéu nay 1am qui trinh xr Iy cua viéc thiét 1ap duong
ham nhanh hon so véi giao thic tao him trudc day.

Piém chinh ciua L2TP tunnels 1a L2TP thiép lap duong ham PPP khong
gidng nhu PPTP, khong két thuc ¢ gan ving cua ISP. Thay vao dé, nhitng duong
ham mé rong dén cong ctia mang may chu (hodc dich), nhu hinh 3.23, nhiing yéu
cau ctia duong ham L2TP c6 thé khoi tao boi ngudi dung tir xa hodc bdi cong cua

ISP.

o , Diéu khién
Kétndi  ISP’s Intranet mang
Dial-up =

— . n . s . s o
1616 @
&5 L B . B [ 8
sudung
§) )
Puong ham L2TP
< — >
Két ni PPP

Hinh 3.5: Dudng ham L2TP

Khi PPP frames dugc guri thong qua L2TP dudng him, ching duge dong gbi
nhu nhing thong di€p User Datagram Protocol (UDP). L2TP dung nhiing thong
diép UDP nay cho viéc tao ham dir liéu ciing nhu duy tri duong ham. Ngoai ra,
duong ham dir lidu va dudng ham duy tri goi tin, khong giong nhimng giao thic tao
ham trude, ca hai cé ciing cau trac goi dir lidu.

3.4.2. Cac thanh phan ciaa L2TP

Qua trinh giao dich L2TP dam nhiém 3 thanh phﬁn co ban, mot Network
Access Server (NAS), mot L2TP Access Concentrator (LAC), va mot L2TP
Network Server (LNS).

Network Access Server (NAS)
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L2TP NASs la thiét bi truy cap diém-diém cung cip dua trén yéu cau két ndi
Internet dén ngudi dung tir xa, 13 nhitng ngudi quay sé (thong qua PSTN hoic
ISDN) st dung két néi PPP. NASs phan hoi lai x4c nhan nguoi ding tir xa & nha
cung cap ISP cudi va xac dinh néu c6 yéu cau két ndi a0. Giong nhu PPTP NASs,
L2TP NASs dugc dat tai ISP site va hanh dong nhu client trong qui trinh thiét 1ap
L2TP tunnel. NASs c6 thé hdi dap va hd trg nhiéu yéu cau két ndi dong thoi va co
thé hd trg mot pham vi rong cac client

B¢ tap két truy cap L2TP

Vai trd cia LACs trong cong nghé tao ham L2TP thiét 1ap mot dudng ham
thong qua mdt mang coéng cong (nhu PSTN, ISDN, hoic Internet) dén LNS ¢ tai
diém cudi mang chu. LACs phuc vu nhu diém két thuc ciia moi trudong vat 1y gitra
client va LNS cua mang chu.

L2TP Network Server

LNSs duoc dit tai cudi mang chu. Do do, chung dung dé két thuc két ndi
L2TP ¢ cudi mang chu theo cung cach két thuc dudng ham tir client ciia LACs. Khi
mot LNS nhan mdt yéu cau cho mot két ndi 4o tir mot LAC, no thiét lap duong ham
va xac nhan nguoi dung, 1a ngudi khoi tao yéu cu két ndi. Néu LNS chap nhan yéu
cau két ndi, né tao giao di¢n do.

3.4.3. Qui trinh xi ly L2TP

Khi mé6t ngudi dung tir xa can thiét lap mot L2TP tunnel théng qua Internet
hoic mang chung khac, theo cac budc tuan ty sau day:

(1) Nguoi dung tir xa giri yéu ciu két ndi dén ISP’s NAS gan nhét cua
né, va bat diu khai tao mot két ndi PPP v6i nha ISP cubi.

(2) NAS chép nhan yéu cau két ndi sau khi xac nhan ngudi ding cudi.
NAS dung phuong phap xac nhan PPP, nhu PAP, CHAP, SPAP, va EAP cho muc
dich nay.

(3) Sau d6 NAS kich hoat LAC, nhdm thu nhip théng tin cung véi LNS
cua mang dich.

4) Ké tiép, LAC thiét 1ap mot duong ham LAC-LNS thong qua mang
trung gian giita hai dau cudi. Puong hiam trung gian c6 thé 1a ATM, Frame Relay,
hoac IP/UDP.

(5) Sau khi duong ham di dugc thiét l1ap thanh cong, LAC chi dinh mot
Call ID (CID) dén két ndi va giri mot thong diép thong bao dén LNS. Thong bao
xac dinh nay chira thong tin c6 thé duoc dung dé x4c nhan nguoi dung. Thong diép
cling mang theo LCP options ding dé thoa thuan giita nguoi dung va LAC.

(6) LNS dung thong tin dd nhan dugc tir thong diép thong bao dé xac
nhan nguoi dung cudi. Néu ngudi dung duge xac nhan thanh cong va LNS chap
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nhan yéu cau duong ham, mot giao dién PPP ao (L2TP tunnel) dugc thiét 1ap cung
voi1 sy giup do cua LCP options nhan dugc trong thong di¢p thong bao.

@) Sau d6 nguoi dung tir xa va LNS bat dau trao d6i dir liéu théng qua
duong ham.
Két noi ISP’s Intranet Pidu khién mang
Dial-up -
= < |5 < |5 g@
Ngudi st dung NAS LAC
LNS
e
® Giri yéu ciu
@a)Xac nhin
A A N r 3
® b) Chap nhi : @ Chap nhén yéu cau
Choi d Thitt 1in véu A
B ole .gp yf,u Calf >
y ® Ban tin thong bao
® Chuyén téi >
LAC .
® Két thuc xac
Trao déi dit lidu nhan

- =

Hinh 3.6: M6 ta qui trinh thiét 14p L2TP tunnel

L2TP, gibng PPTP va L2F, hd tro hai ché d6 hoat dong L2TP, bao gdm:

Ché do goi dén. Trong ché do nay, yéu cau két ndi dugc khoi tao boi ngudi
dung tir xa.

Ché do goi di. Trong ché do nay, yéu cau két ndi duoc khoi tao bdi LNS. Do
d6, LNS chi din LAC 1ap mot cude goi dén ngudi dung tir xa. Sau khi LAC thiét
1ap cudc goi, ngudi dung tir xa va LNS c¢6 thé trao d6i nhitng goi dir liéu da qua
duong ham.

3.4.4 Dir li¢u dwong ham L2TP

Tuong ty PPTP tunneled packets, L2TP déng géi dir liéu trai qua nhiéu tang
dong goi. Sau day 1a mot s6 giai doan dong goi cua L2TP data tunneling:

PPP dong goi dir liéu khong gidng phuong thirc dong géi cua PPTP, dit lidu
khong dugc ma hoda trudc khi dong gbdi. Chi PPP header dugc thém vao dir liéu
payload gbc.

L2TP doéng goéi khung ctia PPP. Sau khi original payload dugc dong go6i bén
trong mot PPP packet, mot L2TP header dugc thém vao no.
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UDP Encapsulation of L2TP frames. Ké tiép, géi dir liéu dong goi L2TP
dugc dong go1 thém nita bén trong mot UDP frame. Hay noi cach khac, mot UDP
header dugc thém vao L2TP frame da dong gbi. Cong ngudn va dich bén trong
UDP header duoc thiét 1ap dén 1710 theo chi dinh.

[PSec Encapsulation of UDP datagrams. Sau khi L2TP frame tré thanh UDP
da dugc dong goi, UDP frame nay dugc ma hoa va mot phén dau IPSec ESP dugc
thém vao no. Mot phén dudi IPSec AH ciling dugc chén vao goi dit licu da duge ma
hoa va dong goi.

IP Encapsulation of IPSec-encapsulated datagrams. K¢é tiép, phan dau IP cubi
cung dugc thém vao goi dir liéu IPSec di dugc dong goi. Phan dau IP chira dung
dia chi IP ctia L2TP server (LNS) va nguoi dung tur xa.

Data

l Pong goi PPP

PPP Data
Header

l Poéng goi L2TP

L2TP PPP Data
Header | Header

Poéng goi IPSec

ESP L2TP PPP Data |AH Trailer
Header | Header | Header

l bong goi IP

IP ESP L2TP PPP Data |AH Trailer
Header | Header | Header | Header

bong goi Data Link
v
Data Link IP ESP L2TP PPP Data |AH Trailen|Data Link
Header | Header | Header | Header | Header Trailer

Hinh 3.7: Qua trinh hoan tit ciia dir liéu qua dudng ham
Pong gbi tang Data Link. Phan dau va phan cudi ting Data Link cudi cing
dugc thém vao géi dir liéu IP xuat phat tir qua trinh dong goéi IP cudi cuing. Phan dau
va phan cubi cua tang Data Link gitp goi dit liéu di dén nut dich. Néu nat dich 1a
noi bo, phﬁn dau va phﬁn cudi tﬁng Data Link dugc dua trén cong nghé LAN (vi du,
chung c6 thé 1a mang Ethernet). O mot khia canh khac, néu g61 dir li¢u 1a phuong
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tién cho mot vi tri tir xa, phan dau va phan cubi PPP dugc thém vao géi dir liéu
L2TP da dong goi.

Qui trinh xtr ly de-tunneling nhitng go1 dir 1iéu L2TP da tunnel thi nguoc lai
v6i qui trinh dudng hdm. Khi mot thanh phan L2TP (LNS hodc nguoi dung cudi)
nhan dugc L2TP tunneled packet, trude tién nd xt 1y goi dir liéu bang cach g& bo
Data Link layer header and trailer. K¢é tiép, goi dir liéu dugc xir Iy sdu hon va phan
IP header dugc g& bd. Goi dit liéu sau do duge xac nhan béng viéc st dung thong
tin mang theo bén trong phan IPSec ESP header va AH trailer. Phan IPSec ESP
header ciing dugc dung dé giai ma va ma hoa thong tin. Ké tiép, phan UDP header
dugc xtr 1y roi loai ra. Phan Tunnel ID va phan Call ID trong phan L2TP header
dung dé nhan dang phan L2TP tunnel va phién lam viéc. Cudi cung, phan PPP
header duoc xtr Iy va duoc g& bo va phan PPP payload dugc chuyén huéng dén
protocol driver thich hop cho qui trinh xtr 1y.

Data Link IP ESP L2TP PPP Data |AH Trailer|Data Link
Header | Header | Header | Header | Header Trailer
l D& goi Data Link
Ip EsP | L2TP | PPP | Data |AH Trailer
Header | Header | Header | Header

D& goi IP

ESP L2TP PPP Data |AH Trailer
Header | Header | Header

l D& goi IPSec

L2TP PPP Data
Header | Header

l D& goi L2TP
PPP Data
Header
l D& goi PPP
Data

Hinh 3.8: M0 ta qui trinh xur Iy de-tunneling géi dir liéu L2TP
3.4.5. Ché @9 dwong ham L2TP
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L2TP hd trg 2 ché d6 - ché do duong ham bat bude va ché do dudng ham tir
nguyén. Nhitng dudng hdm nay gitr mot vai trd quan trong trong bao mat giao dich
dit lidu tir diém cubi dén diém khéc.

Trong ché d¢ dwong ham bdt budc, khung PPP tir PC & xa dugc tao duong
ham trong sudt toi mang LAN. Piéu nay c6 nghia 1a Client & xa khong diéu khién
duong hdm va n6 s& xuit hién nhu nd dugc két ndi chinh xac t6i mang cong ty
thong qua mot két néi PPP. Phan mém L2TP s& thém L2TP header vao mdi khung
PPP cai ma dugc tao duong ham. Header nay dugc st dung & mot diém cudi khac
ctia dudng ham, noi ma goi tin L2TP ¢6 nhiéu thanh phén.

Mang LAN
Remote PC
E lntornot Gateway | |
PPP Client : (LAC) (LNS)
Két néi PPP P Tiéu dé IP moi

L2TP Tiéu dé thong diép L2TP

PPP Tiéu dé PPP PPP
P Tiéu dé IP géc IP IP
Payload | T3itin Payload Payload

Hinh 3.9. Ché d6 duong ham bét budc L2TP.

Céc budc thiét 1ap L2TP dudng ham bit bude duge mo ta trong hinh 3.28
theo cac budc sau:

(1) Nguoi dung tir xa yéu cau mot két ndi PPP tir NAS duoc dit tai ISP site.

(2) NAS xac nhan ngudi dung. Qui trinh xac nhéan nay ciing giup NAS biét
duoc cach thirc nguoi dung yéu cau két noi.

(3) Néu NAS tu do chip nhdn yéu cau két ndi, mot két ndi PPP duoc thiét lap
gitra ISP va nguoi dung tur xa.

(4) LAC khoi tao mot L2TP tunnel dén mot LNS ¢ mang cha cudi.

(5) Néu két ndi duoc chap nhan boi LNS, PPP frames trai qua qué trinh L2TP
tunneling. Nhitng L2TP-tunneled frames nay sau d6 dugc chuyén dén LNS thong
qua L2TP tunnel.

(6) LNS chap nhan nhiing frame nay va phuc hoi lai PPP frame gdc.
(7) Cudi cung, LNS xac nhan nguoi ding va nhan cac géi dit liéu. Néu nguoi
dung dugc xac nhan hop 1€, mot dia chi IP thich hop duoc anh xa dén frame

(8) Sau d6 frame nay dugc chuyén dén nat dich trong mang intranet.
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Két nbi ISP’ Intranet Diéu khién mang

PPP
sfé [ g 3 — ~'= -
G : (3 g
7 o o % «% | g
Nguoi s NAS LAC LNS
dung
(© Gui zéHI
cau
@ Xéac nhan
® Thi¢t i @ Bit dAu dudong hdm L2TP
1ap két noi < - —
< ® Thiét 1ap két noi
©® Khung duong ham L2TP »

@©@ Xac nhan
nguoi dung tur xa
—
Chuyén téi nat dich

Hinh 3.10. Thiét 1ap mot duong ham bat budc
Ché dg duwong ham tw nguyén c6 Client & xa khi gin lién chirc ning LAC va
n6 co thé diéu khién duong ham. Tir khi giao thirc L2TP hoat dong theo mot cach y
hét nhu khi str dung dudng ham bat budc, LNS s& khong thiy sy khac biét giita hai
che do.

Két néi PPP toi ISP

Mang LAN
Remote PC B

Gateway

L2TP Client | \_\/—/ (LNS)
(LAC) |

Két ndi PPP t&i LNS

P Tiéu dé IP méi

L2TP | Tieu dé thong diep L2TP

Tiéu dé PPP PPP.
Tiéu dé IP gbc P P
Tai tin Payload Payload

) A

Hinh 3.11 Ché d¢ duong ham tu nguyén L2TP.

Thuan lgi 16n nhét cua duong ham tu nguyén L2TP 1a cho phép nguodi dung
tir xa két ndi vao internet va thiét 1ap nhiéu phién lam viéc VPN dong thoi. Tuy
nhién, dé ing dung hiéu qua nay, ngudi dung tir xa phai dugc gan nhiéu dia chi IP.
Mot trong nhiing dia chi IP dugc dung cho két ndi PPP dén ISP va mét dugc dung
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dé hd tro cho mdi L2TP tunnel riéng bi¢t. Nhung 1¢1 ich nay cling 1a mot bat 1oi cho
nguoi dung tr xa va do d6, mang chu c6 thé bi ton hai boi cac cude tn cong.

Viéc thiét 1ap mot voluntary L2TP tunnel thi don gian hon viéc thiét lap mot
duong ham bat budc boi vi ngudi ding tir xa dam nhiém viéc thiét 1ap lai két ndi
PPP dén diém ISP cudi. Cac budc thiét 1ap dudng ham tw nguyén L2TP gom :

(1) LAC (trong truong hop nay 1a ngudi dung tir xa) phat ra mot yéu cau
cho mot duong ham ty nguyén L2TP dén LNS.

(2) Néu yéu cau duong ham duoc LNS chap nhan, LAC tao ham cic PPP
frame cho mdi su chi rd L2TP va chuyén huéng nhimg frame nay thong qua dudng
ham.

(3) LNS chip nhan nhitng khung dudng ham, luu chuyén théng tin tao
ham, va xur 1y cac khung.

4) Cudi cing, LNS xac nhan ngudi dung va néu nguoi dung dugc xic
nhan thanh céng, chuyén hudng cac frame dén nat cudi trong mang Intranet.

3 Diéu khién
Nguoi  ISP’s Intranet mang
st dung :
< N~ [ /| p ,:qf -
h'/égﬂ' 5 ; f:__ '}%_-':;}__ f‘;}
(’,sig} 6\51%, ‘h@
LAC LNS

® a) Gui ® b) Giri yéu cau

Chap nhan/ tir choi

@ Cac khung L2TP
------ P

® G& bo thong tin dudng ham

@ a) Xac nhan nguoi dung

[@ D) Cac Rt ng

chuyén t6i nat dich

Hinh 3.12: Thiét 1ap L2TP dudng ham tu nguyén.
3.4.6. Nhirng thuén lgi va bat lgi cia L2TP
Thuéan l¢i chinh cta L2TP duoc liét ké theo danh sach duoi day:

e L2TP 1a mot giai phap chung. Hay noi cach khac né 1a mot nén tang doc lap.
N6 cling ho trg nhiéu cong nghé mang khac nhau. Ngoai ra, n6 con ho tro giao dich
qua két n6i WAN non-IP ma khong can mot IP.

e L2TP tunneling trong sudt d6i v6i ISP gidng nhu ngudi dung tir xa. Do do,
khong doi hoi bat ky cau hinh nao ¢ phia nguoi dung hay ¢ ISP.
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e L2TP cho phép mot to chirc diéu khién viéc xac nhan ngudi ding thay vi ISP
phai lam diéu nay.

e L2TP cung cap chiic ning diéu khién cip thap co thé giam cac goi dit lidu
xubng tiy y néu duong hidm qué tai. Piéu ndy 1am cho qua trinh giao dich bang
L2TP nhanh hon so v6i qua trinh giao dich bang L2F.

e L2TP cho phép nguoi dung tir xa chua dang ky (hodc riéng tu) dia chi IP truy
cap vao mang tu xa thong qua mot mang cong cong.

e L2TP nang cao tinh bao mat do sir dung IPSec-based payload encryption
trong sudt qua trinh tao ham, va kha ning trién khai x4c nhan IPSec trén timg goi dit
liéu.

Ngoai ra viéc trién khai L2TP ciing gip mot so bét loi sau:

= L2TP cham hon so v&i PPTP hay L2F boi vi né dung IPSec dé xac nhan
moi goi dir liéu nhan dugc.

= Mic du PPTP duoc luu chuyén nhu mot giai phdap VPN dung sin, mot
Routing and Remote Access Server (RRAS) can c6 nhimg c4u hinh mé rong.

3.5. GRE (Generic Routing Encapsulution)

>  Giao thirc mang da giao thirc nay déng goi IP, CLNP, va bat ky cac goi dir
lidu giao thirc khac vao bén trong cac duong ham IP.

> Véi giao thirc tao dudng hAim GRE, mot Router & mdi diém s& dong goi
cac goi dir li¢u cua mot giao thirc cu thé vao trong mot tiéu dé IP, tao ra mot duong
két ndi ao diém-diém t6i cac Router ¢ cac diém khac trong mot ddm may mang IP,
ma & d6 tiéu dé IP s& dugc g bo.

> Bing cach két ndi cic mang con da giao thic trong mot mdi truong
Backbone don giao thirc, duong ham IP cho phép mé rong mang qua mot moi
truomg xuwong sdng don giao thirc. Tao duong ham GRE cho phép céac giao thirc
desktop c6 thé tan dung duoc cac vu diém cua kha ning chon tuyén cao cua IP.

>  GRE khéng cung cap su mi hoa va c6 thé duoc giam sat bang mot cong
cu phan tich giao thuec.

3.6 Giao thirc bao mat IP (IP Security Protocol)

3.6.1. Giéi thiéu

[PSec khong phai 1a mot giao thirc. No 1a mdt khung cua céc tap giao thic
chuan mé duoc thiét ké dé cung cép su xac thuc dir li€u, tinh toan ven dir li€u, va su
tin cay dir liéu.
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IPSec
Framework

Choices:

IPSec Protocol ESP +AH AH

Ammr A
Encryption DES DIE AES
F
Authentication

MD5 SHA

Diffie-Hellman DH1 DH2

Hinh 3.13 So d6 khung IPSec

IPSec chay & 16p 3 va st dung IKE dé thiét 1ap SA giita cac ddi tuong ngang
hang. Dudi day 1a cac doi tuong can dugc thiét 1ap nhu 1a mot phan cua sy thiét lap
SA.
Thuat toan ma hoa.
Thuét toan bam (Hash).
Phuong thuc xéc thyc.
Nhom Diffie-Hellman.

Chtrc ning cua IPSec 1a dé thiét 1ap su bao mat twong tmg giira hai déi tuong

>
>
>
>

ngang hang. Sy bdo mat nay xac dinh khod, cac giao thurc, va cac thuat toan dugc st
dung gitta cac ddi tugng ngang hang. Cac SA IPSec c6 thé chi duogc thiét 1ap nhu 13
v huong.

Sau khi géi tin dugc chuyén t6i tAng mang thi géi tin IP khong gin lién véi
bao mat. Boi vy, khong cam doan rang IP datagram nhén duoc 1a:

- TUr nguoi glri yéu cau.

- Dit liéu gdc tir nguoi giri.

- Khong bi kiém tra béi bén thir 3 trong khi goi tin dang dugc gui tir nguén
toi dich.

IPSec 1a mot phuong phap dé bao vé IP datagram. IPSec bao vé IP datagram
bang cach dinh nghia mot phuong phap dinh rd Iuu lwong dé bao vé, cach luu lugng
dé duoc bao vé va luu lugng d6 duoc gui téi ai. [PSec co thé bao vé gai tin gitra cac
host, giita cong an ninh mang, hodc giita cic host va cong an ninh. IPSec ciing thuc
hién dong goi dit liéu va xir Iy cac thong tin dé thiét lap, duy tri, va hiy bo duong
ham khi khong dung dén nita. Cac goi tin truyén trong duong ham cé khuon dang
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giong nhu cac goi tin binh thudng khac va khong lam thay doi cac thiét bi, kién tric
cling nhu cac img dung hién co6 trén mang trung gian, qua dé cho phép giam dang
ké chi phi dé trién khai va quan ly.

N6 1a tap hop céac giao thirc dugc phat trién boi IETF dé hd trg sy thay do6i
bao mat cua goi tin ¢ tang IP qua mang vat Iy. IPSec dugc phat trién rong rai dé
thuc hién VPN. IPSec hd trg hai ché do ma hoa: transport va tunnel

Ché dg transport chi ma hoa phan payload cia mdi géi tin, nhung bo di phan
header khong s& dén. O bén nhén, thiét bj IPSec_compliant s& giai md ting goi tin.

B ( mo!
\\k/*j

St dung ché do Transport (Tunnel) Giira hai Host

IP Header | TCP Header Data
Transport
Mode
IP Header IPSec TCP Header Data
gbe Header gbe

e IP Header bén ngoai o ¢ Mé hoa
< Ll

A 4

Hinh 3.14 Ché d6 Transport
Mode transport bao vé phan tai tin ctia goi dit liéu, cac giao thire & 16p cao hon,
nhung van chuyén dia chi IP ngudn & dang “clear”. Dia chi IP ngudn dugc sir dung
dé dinh tuyén cac géi dir liéu qua mang Internet. Mode transport ESP duoc st dung
gitta hai may, khi dia chi dich cudi cung 13 dia chi may cta chinh ban thin né.
Mode transport cung cip tinh bao mét chi cho cac giao thirc 16p cao hon.

Nhuoc diém cua ché do nay 13 né cho phép céc thiét bi trong mang nhin thay
dia chi ngudn va dich cua goi tin va c6 thé thuc hién mot sd xtr Iy (nhu phan tich
lwu lwong) duwa trén cac thong tin cia tiéu dé IP. Tuy nhién, néu dit liéu dugc ma
hoa boi ESP thi s& khong biét duge thong tin cu thé bén trong géi tin IP 1a gi. Theo
IETF thi ché d6 truyén tai chi c6 thé duoc st dung khi hai hé théng dau cudi IP-
VPN c6 thuc hién IPSec.

Ché dp tunnel ma hoa ca phan header va payload dé cung cip su thay doi
bao mat nhiéu hon ciia goi tin. O bén nhan, thiét bi IPSec_compliant s& gidi ma
ting goi tin. Mot trong nhiéu giao thirc pho bién duoc sir dung dé xay dung VPN 1a
ché 6 duong ham IPSec.
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IPSec IPSec
Gateway Imm Gateway

Chi str dung ché do Tunnel gitra 2 Gateways
An di dia chi IP ciia mang an toan

IP Header | TCP Header Data
Tunnel
Mode
New IP IPSec IP Header | TCP Header Data
Header Header gbe gbe
Ma hoa

<
<

A 4

__ IP Header bén ngoai_ _ IP Header'ben trong

3 >

Hinh 3.15 Ché d6 tunnel
Ché d6 nay cho phép cac thiét bi mang nhu bd dinh tuyén thuc hién xir 1y
IPSec thay cho cac tram cudi (host). Trong vi du trén hinh 3.9, bo dinh tuyén A xir
1y cac goi tir tram A, giri chung vao dudng him. Bo dinh tuyén B xtr Iy cac goi nhan
dugc trong dudng ham, dua vé dang ban dau va chuyén ching t6i tram B. Nhu vy,

céc tram cudi khong can thay ddi ma van c6 duge tinh an ninh dir liéu caa IPSec.
Ngoai ra, néu sir dung ché @6 duodng ham, cac thiét bi trung gian trong mang s€ chi
nhin thay duoc cac dia chi hai diém cudi ciia dudng ham (& day 1a cac bo dinh tuyén
A va B). Khi sir dung ché d6 dudng ham, cic dau cudi ciia IPSec-VPN khong can
phai thay d6i img dung hay hé diéu hanh.

Tram B

B6 dinh tuyén A B6 dinh tuyén B

- S—
4—( Puong ham IPSec (9—»

Hinh 3.16: Thiét bi mang thuc hién trong IPSec trong ché d6 duong ham

Trang 33



AH trong mode Transport

IP HDR DATA |

-+—  Authenticated Header and Data .

IP HDR AH HDR DATA

AH trong mode Tunnel

Tunnel HDR IP HDR DATA

\

-«— Everything is Authenticated @————

New IP HDR AH HDR IP HDR DATA

Hinh 3.17 AH trong mode Tunnel va transport

ESP trong mode Transport

IP HDR DATA

\

<— Encrypted Data —»

IP HDR ESP HDR Encrypted Data ESP

ESP trong mode Tunnel

\ \

New IP HDR ESP HDR Encrypted Original IP Header and Data ESP

«—— Everything is Optionally Authenticated ——»

Hinh 3.18. ESP trong mode Tunnel va transport
IPSec dugc phat trién cho 1i do bao mat bao gom tinh toan ven khong két nbi,
xac thuc dir liéu géc, anti_replay, va ma héa. IETF dinh nghia theo chiic ndng cua
IPSec.

» Tinh xdc thuc: Moi nguoi déu biét 1a dit liéu nhan dugc giong véi dir liéu
duoc giri va nguoi gl yéu cau la ngudi gui hién tai.
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= Tinh toan ven: Pam bao ré’mg dir liéu duoc truyén tu nguén té1 dich ma
khong bi thay d6i hay c6 bat ky su x4o tron no.

= Tinh bdo mdt: Ngudi gt c6 thé ma hoa cac goi dir liéu trudc khi truyén qua
mang cong cong va dit lidu s& dugc gidi mi o phia thu. Bang cach lam nhu vay,
khong mot ai co thé truy nhap thong tin ma khong dugc phép. Tham chi néu lay
duoc cling khong doc dugc.

»  Ma héa: Mot co cAu co ban duoc st dung dé cung cép tinh bao mat.

= Phdn tich luu lwong: Phan tich ludng luu lugng mang cho muc dich khau trir
thong tin hiru ich cho ké thu. Vi du nhu thong tin thuong xuyén dugc truyén, dinh
danh ctia cac bén dbi thoai, kich ¢& goi tin, dinh danh ludng sir dung, vv..

= SPI: Viét tit ctia chi sb tham s6 an toan (security parameter index), né 1a chi
s6 khong c6 két cau 1 rang, dugc st dung trong lién két voi dia chi dich dé dinh
danh lién két an toan tham gia.

Phuong phap bao vé IP datagram bang cach sir dung mét trong cac
giao thuic [PSec, Encapsulate Security Payload (ESP) hodc Authentication Header
(AH). AH cung cép chung co géc cua goi tin nhan, toan ven dit li€u, va bao v¢
anti_replay. ESP cung cap cai ma AH cung cap cong véi tinh bao mat dir lidu tiy ¥.
Nén tang bao mat duoc cung cAp boi AH hodc ESP phu thudc vao thuit toan ma
hoa ap dung trén chiung.

Dich vu bdao mat ma IPSec cung cép yéu cu khoa chia sé dé thuc
hién tinh xac thyc va bao mat. Giao thirc khoa chia sé 1a Internet Key Exchange
(IKE), 12 mot phuong phap chuin cia xac thuc IPSec, dich vu thuong lugng bao
mat, va phat sinh khoéa chia sé.

3.6.2 Lién két an toan

Mot lién két an toan SA 1a mét lién két don hinh, ma céac dich vu
bao mat cho phép truyén tai n6. Mot SA chinh 1a mdt su thoa thuédn gitra hai dau két
ndi cung cap chang han nhu giao thirc IPSec. Hai giao thic AH va ESP déu st dung
SA, va né 1a chtic nang chinh cia giao thic trao d6i khoa IKE. Vi SA 1a lién két
don hinh (c6 nghia 1a chung chi lién két theo mot huéng duy nhét) cho nén cac SA
tach biét duoc yéu cau cho cac luu luong gtri va nhan. Cac géi SA dugc sir dung dé
mo ta mot tap hop cac SA ma duoc ap dung cho cac géi dit liéu gbe duoc dua ra boi
cac host. Cac SA dugc thoa thuan gilta cac két ndi cung cap thong qua giao thirc
quan ly khoéa chéng han nhu IKE. Khi thoa thuan cua mot SA hoan thanh, ca hai
mang cung cip d6 luu cic tham s SA trong co s& dit liéu lién két an toan (SAD)
ctia chiing. Mot trong cac tham s6 cta SA 13 khoang thoi gian song (life time) cia
n6. Khi khoang thoi gian ton tai ciia mot SA hét han, thi SA nay s€ dugc thay thé
bo1 mot SA mai hoac bi huy bo. Khi mdt SA bi hiy bd, chi muc ctia n6 sé dugc xo6a
b6 khoi SAD. Cac SA dugc nhan dang duy nhat bdi mot bo ba chira chi s6 ciia tham
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s6 lién két an toan SPI, mét dia chi IP dich, va mdt giao thirc cu thé (AH hoic ESP).
SPI duoc st dung két hop véi dia chi IP dich va sb giao thirc dé tra ciru trong co s&
dir liéu dé biét duoc thuat toan va cac thong sd lién quan.

A B

_— R [l
Puwong ham IP an toan.

1. Dia chi IP dich.
SA 2. Giao thirc an toan. SA

3. Khoa bi mét.
4. Ché dé dong goi.
5. (SPI).

Hinh 3.19 Lién két an toan
Chinh sach
Chinh sach IPSec dugc duy tri trong SPD. Mdi cong vao ctia SPD
dinh nghia luu luong dugc bao vé, cach dé bao vé nd va su bao vé duoc chia sé véi
al. Vo1 moi goi tin di vao va roi khoi hang doi [P, SPD phai dugc tra ctru.
Mot céng vao SPD phai dinh nghia mot trong ba hoat dong:
= Discard: khong dé goi tin ndy vao hoic ra.
= Bypass: khong &p dung dich vu bao mat cho goéi tin di ra va khong doi hoi
bdo mat trén goi tin di vao.
= Protect: 40 dung dich vu bao mat trén goi tin di ra va yéu cau géi tin di vao
c6 ap dung dich vu bao mat.

Luu lugng IP dugc tao ra thanh chinh sach IPSec boi ngudi chon lya. Nguoi
luva chon IPSec la: dia chi IP dich, dia chi IP ngué)n, tén hé théng, giao thuc tﬁng
trén, céng nguén va céng dich va do nhay cua dir liéu.

SPD ghi vao dinh nghia hoat dong “bao v¢” s€ dugc chi rd trén SA ma dinh
danh trang thai str dung dé bao vé goi tin. Néu mot cong vao SPD khong dugc chi
dinh rd trong bat ky SA nao trong co so dit liéu SA (SAD), SA nay sé& phai duoc tao
trude khi bat ky Iuu luong nao c6 thé di qua. Néu luat duoc ap dung t6i luu luong di
vao va SA khong ton tai trong SAD, géi tin s& bi bo di. Néu né dugc ap dung cho
luu luong di ra, SA ¢6 thé duogc tao khi sir dung IKE.

Kién triic IPSec dinh nghia su twong tac ciia SAD va SPD véi chiic nang xir 1y
IPSec nhu dong goi va dd goi, ma hoa va giai ma, bao vé tinh toan ven va xac minh
tinh toan ven. N6 cling dinh nghia cach thuc thi IPSec khac nhau c6 thé ton tai.
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Khi nhan dugc goéi tin vao may tinh thi dau tién may tinh d6 tham khao co s&
dir liéu vé chinh sach. Trong trudng hop can xir 1y thi xtr Iy header, tham khao co s6
dir liéu, tim dén SA tuong tng.

X0 ly géi tin di vao

IPSec IP = IP

Data Header | Header | ssmsmsns: » Data Header

Dia chi
Security IP dich
Frotocal (SE) \

SAD SPD

Hinh 3.20. Chinh sach IPSec: xir 1y goi tin dau vao
Khi goi tin ra tr mgt may thi cting phai tham khéo co s& dit liéu chinh sach. Co
thé xay ra 3 truong hop:
- CAm hoan toan, goi tin khong dugc phép truyén qua.
- Puoc truyén qua nhung khong c6 ma héa va xac thuc.

- Co6 SA tuong ung

X ly goi tin dira

IP IPSec P

Data Hegthor ...... ........... > Data Header G it

Nguwoi Iya chon
chinh sach
SPD SAD

Hinh 3.21. Chinh sach IPSec: xir 1y goi tin dau ra.
3.6.3 Giao thirc xac thue tiéu dé AH

Authentication Header (AH) 12 mét giao thitrc khoa trong kién tric IPSec. N6
cung cap tinh xac thyc va tinh toan ven cho IP datagram.

N6 c6 thé hoan thanh viéc nay bang cach ap dung “Ham bam khéa mét chiéu”
cho datagram d¢é tao tin nhin gian lugc. Khi nguoi nhan thuc hién gidng chirc ning
bam mét chiéu trén datagram va thuc hién so sanh voi gia tri ciia ban tin gian lugc
ma ngudi gui da cung cap, anh ay s& phat hién ra mot phan cua datagram bj thay do6i
trong sudt qua trinh qua do néu bat ky trudng gdc nao bi thay doi. Theo cach nay,
tinh xac thuc va toan ven cua tin nhan c6 thé duoc dam bao khi st dung mot ma bi
mat gitta hai hé thong béi ham bam mot chiéu.
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AH ciing c6 thé ép budc bao vé anti_replay (chong phat lai) bang cach yéu cau
host nhan dit bit replay trong header dé chi ra rang géi tin da dugc nhin thiy. Mac
di khéng c6 bao vé nay, ké tan cong co thé giri lai goi tin trong ty nhiéu hon mot
lan.

Chtrc ning AH duoc ap dung cho toan bo datagram trir bat ky trudng IP header
nao thay doi tir trang thai nay sang trang thai khac. AH khong cung cAp ma hoa va
boi vay khong cung cép tinh bao mat va tinh riéng tu.

Hinh 3.22. X4c thyc tidu dé.
Cac budc hoat dong cia AH:

B Hoat dong

uoc

1 Toan bo goi tin IP (bao gdm header va data payload) duoc thuc
hién qua mot ham bam mat chiéu.

2 Mi bam (tin nhin gian lugc) duge st dung dé xdy dung AH
header méi, tiéu dé nay dugc gin thém vao géi tin goc.
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3 Goi tin mai dugc truyén t6i IPSec router & dich.

4 Router khac ¢ dich thyc hién bam IP header va data payload, két
qua thu dugc mot ma bam. Sau do, n6 so sanh vé1 ma bam dugc
truyén tir AH header. Hai ham bam phai giéng nhau. Néu chiing khac
nhau, bén thu 18p tirc phat hién tinh khong toan ven cua dir ligu.

Viéc xur ly AH phu thudc vao ché do hoat dong cua IPSec va phién ban str dung
cua giao thtrc IP. Khudn dang cua goi tin [Pv4 trude va sau khi xtr 1y AH trong hai
ché do truyén tai va duong ham duoc thé hién trén hinh:

Trudce khi thém AH

Pva | Tiude | 10p | py ligu
IP goc

Sau khi thém AH (Transport mode)

Tiéu dé
IP goc

IPv4 AH TCP Dir liéu

Xac thuc
(trir cac trudong bicn doi)

Sau khi thém AH (Tunnel mode)

Tiéu dé IP m&i AH | Tieu dé

IPv4 (tuy chon) 1P géc

TCP | Dir liéu

Xac thug
(Trir céc truong bién doi ¢ tiéu dé mabi)

Hinh 3.23: Khudn dang goi tin IPv4 trudc va sau khi xu ly AH

Khuén dang cta géi tin IPv6 trude va sau khi xir Iy AH duoc thé hién trén
hinh:

Trudce khi thém AH

1Py | Tieude | Cictieudephy | 1cp |Diliu
IP goc (néu cb)

Sau khi thém AH (Transport mode)

v | Tiéude | Hop-ndi-Hog, dich AH Pich TCP | Dit ligu

IP gbc | dinh tuyén, phan manh ituy chon

Xac thuc ’
(trir cac truong bién doi)

Sau khi thém AH (Tunnel mode)

IPve | Tiéu de Céc tii:u d'é‘phu Ay | Tiéu de Tiéu; de E)hu TCP | Di ligu
IP m&i (néu cd) IP goc¢ (néu cd)
Xéc thuc

A
.,

(trir céc trudng bién doi ¢ tiéu dé IP mai)

Hinh 3.24: Khuon dang goi tin [Pv6 trudce va sau khi xtir ly AH
Cau tric goi tin AH
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Céac thiét bi st dung AH s€ chen mdt tiéu dé vao gifra luu lugng can quan tdm
ctia goi IP, & giita phan tiéu dé IP va tiéu dé 16p 4. Boi AH duoc lién két véi IPSec,
IP-VPN c¢6 thé dinh dang dé chon luu lugng nao can duoc bao vé va luu lugng nao
khong can phai sir dung giai phép an toan giita cac bén. Vi du nhu c6 thé chon dé
xtr 1y an toan luu lwong email nhung khong can ddi véi cac dich vu web. Qua4 trinh
xtr 1y chén tiéu d& AH dugc minh hoa trén hinh 3.25

Tiéu dé IP géc | Tiéu dé I6p 4 géc D liéu
Tiéu dé IP géc Tiéu dé AH Tiéu dé I6p 4 géc Dii liéu

Payload
Length

Security Parameters Index (SPI)

Next Header Reserved

Sequence Number

D liéu xac thuc (do dai thay déi - s6 nguyén lan cua 32 bit)

- 32 bit: =
Hinh 3.25: C4u truc tiéu d& AH cho goi IPSec.

Y nghia cta céac trudng trong tiéu dé AH nhu sau:

= Next Header ( tiéu dé tiép theo). Co do dai 8 bit dé nhan dang loai dir liéu
ctia phan tai tin theo sau AH.

= Payload Length ( @6 dai tdi tin). C6 d6 dai 8 bit va chtra do dai cua tiéu dé
AH dugc biéu dién trong cac tir 32 bit, trir di 2. Vi du, trong trudng hop cta thuat
todn toan ven mang lai mot gia tri xdc minh 96 bit (3 x 32 bit), cong voi 3 tir 32 bit
cb dinh thi truong do dai ndy co gia trj 13 4. V6i Ipve, tong do dai cua tiéu dé phai 1a
boi clia cac khéi 8 bit.

" Reserved ( du trit). Truong 16 bit nay du trir cho ing dung trong tuong lai.
Gi4 tri clia truong ndy co thé dit bang 0 va co tham gia trong viéc tinh dit liéu xac
thuec.

= Security Parameters Index ( SPI-chi s6 théng so an ninh). Trudng ndy c6 do
dai 32 bit, cung véi dia chi IP dich va giao thitc an ninh ESP cho phép nhan dang
duy nhat SA cho goi dit lidu. Cac gia tri SPI tir 1 dén 255 dugc danh riéng dé st
dung trong tuong lai. SPI 13 trudng bat budc va thudng duge lua chon béi phia thu
khi thiét 1ap SA. Gia tri SPI bﬁng 0 duoc st dung cuc bd va co thé dung dé chi ra
rang chua c6 SA ndo ton tai.

= Sequence Number (Sé thit tir). Pay 1a trudng 32 bit khong dau chira mot gia
tri ma khi mdi géi duoc giri di thi ting mot don vi. Truong nay 1a bat bude va ludn
dugc dua vao boi bén giri ngay ca khi bén nhan khong st dung dich vu chdng phat
lai. Bo dém bén giri va bén nhan duogc khoi tao ban dau 12 0, goi dau tién co sb thi
tw 1a 1. Néu dich vu chdng phat lai duoc sir dung thi chi s6 nay khong thé lap lai.
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Khi d6, dé tranh truong hop b dém bi tran va ldp lai cac s6 thi tu, s& ¢ yéu cau
két thiic phién truyén thong va mot SA méi duoc thiét 1ap trude khi truyén goi thir 2
cua SA hién hanh.

* Authentication Data ( dir liéu xdc thuc). Con dugc goi la gia tri kiém tra tinh
toan ven ICV (Integrity Check Value), c6 d6 dai thay d6i va bang s6 nguyén lan cua
32 bit ddi voi IPv4 hay 64 bit ddi voi IPv6. N6 c6 thé chira dém dé 1ap day cho du
12 bdi sd cua cac khdi bit nhu trén. ICV duge tinh ton st dung thuat toan xéc thuc,
bao gdm ma xac thuc ban tin (MAC-Message Authentication Code). MAC don gian
c6 thé 1a thuat toan m3 hoa MD5 hodc SHA-1. Céc khoa dung cho ma hoa AH la
khoéa xéac thuc bi mat dugc chia sé gilra cac doi tuong tryén thong, co thé 1a mot sb
ngﬁu nhién, khong thé doan trude duge. Tinh toan ICV duoc thue hién dbi vai g61
tin m&i dua vao. Bat ki truong nao co thé bién ddi cua tiéu dé IP déu duogc cai dat
bang 0, dit liéu 16p trén duoc gia sir 1a khong bién doi. Mdi bén dau cudi VPN s&
tinh toan gia tri ICV nay mdt cach doc 1ap. Néu ICV tinh toan duogc & phia thu va
ICV do phia phat truyén dén so sanh v6i nhau ma khéng phu hop thi géi tin bi loai
b6. Bing cach nhu vy s& bao dam ring géi tin khong bi gia mao.

3.6.4. Giao thirc dong goi tai tin an toan ESP.

Encapsulation Security Payload (ESP) 1a mot giao thic khoa trong
IPSec, nd cung cap tinh toan ven va bdo mdt (md héa) cho IP datagram. ESP ciing
cd thé duoc st dung dé ma hoa toan bo IP datagram hodc phan doan tﬁng van
chuyén (vi du TCP, UDP, ICMP, IGMP). C¢ hai ché @6 ma ESP c6 thé thuc hién:
ché d6 tunnel va ché do transport.

Trong ché d¢ tunnel ESP, 1P datagram gbc duoc dwa vao phan ma
hoa cua ESP va toan bd khung ESP dugc dat vao trong mdt datagram co ti€u dé 1p
chua mi héa. Phan chua mi hoa cua datagram cudi cing c6 chira thong tin dinh
tuyén cho duong ham IP. Ché d6 tunnel 1a co ban nhit dugc st dung gitta hai
gateway hoic tir tram cudi téi mot gateway.

Ché dé transport ESP mi hoa giao thirc ting van chuyén va chén
vao mot tiéu dé ESP ngay trudc tiéu dé giao thic ma hoa. IP datagram méi khong
dugc phat sinh va ché do nay giir gin bang thong. Ché do transport dugc s dung
gitra hai tram cudi hodc gifra tram cudi va mot céng an ninh néu céng an ninh duoc
coi nhu mot host (vi du nhu telnet tir mot may tinh tdi mot cong an ninh).

Viéc xtr Iy ESP phu thudc vao ché do hoat dong cua IPSec va phién
ban st dung cua giao thuc IP. Khudn dang cua goi tin IPv4 trude va sau khi xur ly
ESP trong hai ché do truyén tai va duong ham dugc thé hién & hinh 3.17.

Trang 41



Trudce khi thém ESP
1pva | Titudé
IP goc

TCP | Dur ligu

Sau khi thém ESP (Transport mode)

py4| Ticu 9é Tiéu dé Tcp | Dit ligu Phén dudi |C4p quyén
IP goc ESP ESP ESP

«——Dugc ma hoa—»
<«—DPugc xac thye——»

Sau khi thém ESP (Tunnel mode)

Tié A A e A
IPv4 Tiéu dé ESP l'iéu 'de Dit lidu Phan du6iCap Quyén
IP m&i - IP goc ek ESP ESP

<«——Pugc md hohq———>
«———Puge xédc thye—————>

Hinh 3.26: Khu6n dang goi tin IPv4 trudce va sau khi xtr 1y ESP

Khuon dang ciia goi tin IPv6 trude va sau khi xir Iy ESP duoc thé
hién trén hinh 3.27
Trude khi thém ESP

o6 | Tieudé | Cac tieu dé phy
1P gdc (néu co)

TCP | Dirli¢u

Sau khi thém ESP (Transport mode)

« | Titudé | Hop-ndi-Hop.dich | | Dich .. | Phdn dusi|Cép quyén
IPv6 : : P quy
IPgéc |dinh tuyén, phan manh [ ESP jug chon| TCP | DFIRY | cn™ [ pgp

]

<—Dugc ma hod——>
<“«————Puge xdc thye———»

Sau khi thém ESP (Tunnel mode)

6 | Titudé |Cactidudd | op| Titudd |Tieudd ph .. |Phiin dudi [Clp quyén
IPv6 dé ' :  dé phy| . ; P quy
Pmoi | phymoi || Pgde | (nduco) | TOF |P¥E TEep [ Esp

«————Puge mi hof——>

A

Duge xac thye »

Hinh 3.27: Khuén dang géi tin IPv6 trudce va sau khi xu ly ESP

CAu tric géi tin ESP

CAu trac goi tin ESP dugc thé hién trén hinh 3.19. Cac truong trong goi tin ESP
c6 thé 13 bat budc hay tiy chon. Nhing truong bat budc ludn cd mit trong tat ca cac
g6i ESP. Viéc lya chon mot truong tiiy chon duoc dinh nghia trong qua trinh thiét
1ap lién két an ninh. Nhu vay, khuon dang ESP dbi véi mot SA 1a ¢ dinh trong
khoang thoi gian t6n tai ciia SA do.
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Security Parameters Index (SPI)

Sequence Number

-

Dii liéu tai tin (d6 dai thay déi - sd nguyén lan cuia byte)

oy} 08X 9PNG

ew jew opnG

Padding (0 - 255 byte)
Pad Length Next Header

-

D liéu x4c thuc (d6 dai thay d6i) (ty chon)

* 32 bit >

Hinh 3.28: Khuon dang goi ESP.

Sau day 1a ¥ nghia cta céc truong trong cau trac goi tin ESP.

= SPJ (chi s6 théng sé an ninh). La mot s6 bat ky 32 bit, cung véi dia chi IP
dich va giao thirc an ninh ESP cho phép nhan dang duy nhat SA cho géi dit liéu.
Céc gia tri SPI tir 0 dén 255 dugc danh riéng dé str dung trong tuwong lai. SPI la
truong bat budc va thuong dugc lwa chon bai phia thu khi thiét 1ap SA.

= Sequence Number ( sé thir tir). Tuong tu nhu truong sb thir tr cia AH.

= Payload Data ( dit liéu tdi tin). Dy 1a truong bat budc, bao gdm mot sb
lugng bién ddi céc byte dit li€u gé hoac mot phén dir liéu yéu cu bao mat di dugc
mo ta trong truong Next Header. Truong nay dugc ma hoda cung véi thuat toan ma
hoa di lya chon trong sudt qua trinh thiét 1ap SA. Néu thuat toan yéu cdu cac vecto
khoi tao thi né ciing dugce bao gdm ¢ dy. Thuit toan thuong dugce dung dé ma hoa
ESP 1a DES-CBC. Poi khi cac thuat toan khac cling dugc hd trg nhu 3DES hay
CDMF.

= Padding (dém). C6 nhiéu nguyén nhan dan dén su c6 mit cia trudng dém
nhu:

v Néu thuat toan mat ma st dung yéu ciu ban rd (Clear-text) phai 1a sd
nguyén lan cac khdi byte ( vi du truong ma khéi) thi truong dém duoc sir dung dé
dién day vao phan ban rd nay ( bao gom Payload Data, Pad Length, Next Header va
Padding) sao cho dat t6i kich thudc theo yéu cau.

v' Trudng dém ciing can thiét dé dam bao phan dir liéu mat ma ( Cipher-
text) s& két thuc & bién gidi s6 nguyén lan ciia 4 byte nham phan biét 1o rang voi
truong dir liu xac thuc (Authentication Data).

v' Ngoai ra, truong dém con co thé sir dung dé che dau do dai thuc cua tai
tin, tuy nhién muc dich nay can phai duoc can nhic vi n6 anh hudng téi bang thong
truyén dan.
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= Pad length (d¢ dai dém). Trudng nay xac dinh sé byte dém duoc thém vao.
Pad length 1a truong bat budc v6i cac gia tri phi hop ndm trong khoang tir 0 dén
255 byte.

= Next Header ( tiéu dé tiép theo). Next Header 1a trudng bt budc va co do
dai 8 bit. N6 xac dinh kiéu dir liéu chira trong phn tai tin, vi du mét tiéu dé mo
rong ( Extension Header) trong Ipv6 hodc nhan dang cua mdt giao thirc 16p trén
khac. Gia tri cia truong nay dugc lua chon tur tdp cac gia tri IP Protocol Nember
dinh nghia b1 [ANA.

= Authentication Data ( dit liéu xdc thwc) . Truong nay c6 do dai bién doi,
chtra mot gia tri kiém tra tinh toan ven ICV tinh trén dit liéu cta toan bd g61 ESP tru
truong Authentication Data. Do dai cua truong nay phu thudc vao thuat toan xac
thue dugc sir dung. Trudng nay 13 tiy chon va chi dugce thém vao néu dich vu xac
thuc duoc lya chon cho SA dang xét. Thuat toan xac thuc phai chi ra d6 dai ICV,
cac bude xtr Iy ciing nhu cac ludt so sanh can thuc hién dé kiém tra tinh toan ven
cua goi tin.

3.6.5. Giao thic trao dbi khéa

Tat ca giao thic trao doi khoa IPSec déu dya trén Internet Security
Association and Key Management Protocol (ISAKMP). ISAKMP tao va quan ly
lién két an toan. Qua trinh nay dau tién yéu cau hé théng IPSec tir x4c thuc v6i nhau
va thiét 1ap ISAKMP khoa chia sé.
Oakley Key Exchange Protocol sir dung thuit toan trao ddi khoa

Diffie Hellman dé thuan tién trao doi ma hoa bi mat.

Internet Key Exchange (IKE) 1a su két hop cua ISAKMP va giao
thirc trao d6i khoa Oakley.

IKE str dung hai “pha” cua thuong luong. Pha mét bat ddu xac thuc
lién két an toan giira hai server ISAKMP, duoc goi 1a Lién két an toan IKE. Trong
pha mot o hai ché d6 hoat dong: Main Mode (ché d6 chinh) va Aggressive Mode
(ché d6 linh hoat). Diéu nay bao dam tinh hop phap va riéng tu cua viéc thuong
luong lién két an toan. Mdi khi lién két duoc thiét 1ap giita cac server ISAKMP,
cong thém lién két an toan duoc tao va phan bo theo cach nao dé. Su thoa thuan
khoa Diffie-Hellman luén dugc sir dung trong pha nay.
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Nguoi khéi dau Nguoi dap lai

E IKE SA @
M‘ Proposal
<E IKE IKE SA
Header | Response
~ IKE | DHKey
‘Header | Exchange | R @
e ER
. ; ange
E Ma hoa
,:S,] oy | cert | sig: @ o
b ¢ Ma hoa

&LID, Cert, | Sig,

Hinh 3.29 IKE pha 1- Main Mode.
IKE Main Mode bao gdm 6 tin nhin duoc trao do6i giita nguoi khoi dau va
ngudi nhan cOt dé thiét 1ap mot lién két an toan IKE. Giao thic IKE st dung UDP
cong 500.

1. Nguoi khoi dau g 101 dé nghi IKE SA l4p danh sach tat ca phuong phap hd
tro xac thuc, nhom Diffie-Hellman, lya chon ma héa, va thuét toan bam, va mudn
trong sudt thoi gian SA ton tai.

2.Nguo1i nhan tra 101 voi cau tra 161 IKE SA chi ra phuong phap xac thuc uu
tién hon, nhém Diffie-Hellman, ma hoa va thuat toan bam, chép nhan thoi gian SA
tdn tai.

Néu hai bén c6 thé thuong lugng thanh cong tap hop cac phuong phap co ban,
giao thirc duoc tiép tuc bang cach thiét 1ap kénh truyén thong dugc ma hoa khi sir
dung thuit toan trao d6i khéa Diffie-Hellman.

3. Nguoi khoi ddu giri phdn ma bi mat Diffie-Hellman cua anh 4y cong thém
mot gia tri ngau nhién.

4. Ngudi dap lai lam twong ty bang viée glri phan ma bi mat Diffie-Hellman
clia anh ay cong véi mot gia tri ngau nhién.

Trao doi khoa Diffie-Hellman c6 thé dugc hoan thanh ngay béi ca hai bén dang
dinh hinh bi mét chia sé co ban. Bi mat chia sé nay thuong phat sinh ra khoa phién
dbi xtmg voi cai ma nhimg tin nhan con lai cua giao thirc IKE s& dugc ma hoa.

5. Tiép theo Nguoi khoi dau giri dinh danh cua anh 4y mot cach tiy y 1a mot
chtng chi lién két dinh danh toi mot khoa cong khai. C6 dugc diéu nay 13 boi mot
ham bam qua tat ca trudng tin nhin ra dau boi bi mat dugc chia sé trude hoic khoa
RSA riéng.

6. Gidng nhu budc 5, nhung dugc giri boi nguoi nhan.

Néu dinh danh cuia hai bén duoc xéac thyc thanh cong thi IKE SA s& duogc thiét
lap.
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Trong pha hai, IKE thuong luong lién két an toan IPSec va phat sinh nguyén
liéu khéa duoc yéu ciu cho IPSec. Trong pha hai c¢6 hai ché do hoat dong: Quick
Mode va New Group Mode. Ngudi gui dua ra mot hodc nhiéu tap hop bién ddi
dugc st dung dé chi rd sy két hop cho phép cua bién d6i véi cai dit tuong tmg cia
chung. Nguoi giri cling chi ra ludng dir liéu ma tap hop bién d6i duoc ap dung. Sau
d6, nguoi nhan gii lai tp hop ting bién doi, chi ra sy dong y bién doi 1an nhau va
thuat toan cho viéc tham gia phién IPSec nay. Su dong y Diffie-Hellman méi co thé
hoan thanh trong pha hai hoac khoa c6 thé duoc léy tur bi mat chia sé cua pha mot.

E— Router ) Router —E

Alice l T T Bob
ISAKMP ISAKMP ISAKMP
Alice session Bob

Hinh 3.30 Internet Key Exchange

Nhu hinh 3.21, ta thay qua trinh trao d6i dit liéu giita Bob va Alice dién ra nhu
sau:.

1. Goi tin dugc truyén tir Alice dén Bob, luc nay chua co SA nao.

2. IKE cua Alice bit dau thuong luong véi IKE ciia Bob.

3. Thuong luong hoan thanh. Alice va Bob bay gio da co IKE SA va IPSec SA.

4. Goi tin dugce gui tur Alice to1 Bob va dugc bao v¢ boi IPSec SA.

Qua trinh hoat dong cua IPSec

IPSec doi hoi nhiéu thanh phan cong nghé va phuong phap méi héa. Hoat dong
cua IPSec co6 thé dugc chia thanh 5 budc chinh:

E— Router Router _E

A B
1. Host A gli lwu lwong truyén dén host B.
2. Routers A va B thwong lvong phién IKE pha 1.

I <P > [

3.Routers A va B thwong Iwgng phién IKE pha 2.

~KEPhaseZ

4. Thong tin dwoc trao ddi théng qua dwdng hdm IPSec.

D —————>

5. bwérng ham IPSec két thuc.

s ) Te———

Hinh 3.31 Céc budc hoat dong ctia IPSec
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Host A Host B

E Router A Router B E
O el m |

Hinh 3.31. So do két ndi hai Router chay IPSec

Muc dich chinh ctua IPSec 1a dé bao v¢é luong dir liéu mong muodn véi cac dich

vu bao mat can thiét. Qua trinh hoat dong cua IPSec dugc chia thanh ndm budc:

>  Xac dinh ludng traffic can quan tam: Ludng traffic dwoc xem 1a can quan
tam khi d6 cac thiét bi VPN cong nhén rang ludng traffic ban mudn guri cAn bao vé.

>  Budc 1 IKE: Giita cic d6i tuong ngang hang (peer), mot tap cac dich vu
bao mat dugc thoa thuan va cong nhan. Tap dich vu bao mat nay bao vé tat ca céc
qua trinh trao d6i thong tin tiép theo giita cac peer.

> Budc 2 IKE:IKE thoa thuin cac tham s6 SA IPSec va thiét lap
“matching” cac SA IPSec trong cac peer. Cac tham s6 bao mat nay dugc sir dung dé
bao vé dit liéu va cac ban tin duoc trao doi gilra cac diém dau cudi. Két qua cudi
cung cua hai budc IKE 1a mot kénh thong tin bdo mat dugc tao ra gitra cic peer.

>  Truyén dir liéu: Dit liéu duoc truyén giita cac peer IPSec trén co s cac
thong s bao mat va cac khoa duoc luu trit trong SA database.

>  Két thuc duong hdm “Tunnel”: Két thiic cic SA IPSec qua viéc xo4 hay
timing out.

Buéc 1: xac dinh ludng traffic cin quan tim

Host A Host B
E Router A Router B
10.0.1.3 10.0.2.3

——————p Apply IPSec
i Bypass IPSec

r

Dizcard

Hinh 2.32 Xac dinh ludng traffic

Viéc xac dinh luéng dir liéu nao can dugc bao vé duoc thuc hién nhu 13 mét
phén trong viéc tinh toan mot chinh sach bao mat cho viéc st dung cia mdt VPN.
Chinh sach dugc sur dung dé xac dinh luéng traffic ndo can bao vé va luff)ng traffic
nao c6 thé giri & dang “clear text”. Pbi voi moi goi dit liéu dau vao va dau ra, s& co
ba lya chon: Dung IPSec, cho qua IPSec, hodc huy géi dit liéu. Dbi voi moi goi di
liéu dugc bao vé boi IPSec, ngudi quan tri hé thdng can chi 1d cac dich vu bao mat
duoc sir dung cho goéi dit liéu. Céac co sé dir liéu chinh sach bao mat chi rd cac giao
thirc IPSec, cac mode, va cac thuat toan dugc st dung cho luéng traffic. Cac dich vu
nay sau d6 dugc st dung cho ludng traffic danh cho mdi Peer IPSec cu thé. Véi
VPN Client, ban str dung cac cira s6 thuc don dé chon cac két néi ma ban mudn bao
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mat bai IPSec. Khi cac ludng dir liéu mong mudn truyén téi IPSec Client, client
khéi tao sang budc tiép theo trong qua trinh: Thoa thudn mot sy trao ddi buée 1
IKE.

Buéc 2: Buéce 1 IKE

H@Mu A | Router & Router B Host B
10.0.1.3 IKE Phase 1. 10.02.3
rnalm mode exchange
Megotiate the Megotiate the
policy policy
DH exchange * DH exchange
Verify the peer Verify the pear
identity identity

Hinh 3.33. Budc mot IKE

Muc dich co ban cta bude 1 IKE 1a dé thoa thuin céc tap chinh sach IKE, xac
thue cic dbi twong ngang hang, va thiét 1ap mot kénh bao mat giira cac ddi twong
ngang hang. Budc 1 IKE xuét hién trong hai mode: Main mode va Aggressive
mode.

Main mode ¢ ba qua trinh chao ddi hai chiéu giita noi khéi tao va noi nhan:

Qua trinh trao doi dau tién:

Host A Host B
—Ruuter A Router B S—
I - I . == =3 s )
10.0.1.3 Megotiate IKE proposals - 10.0.2.3
Tranziarm 10 Tramafarm 15
DES DES
MDS MD5
pre-share IKE policy sats pre-ahare
DH1 DH1
lifetirme Nifetime
Transform 20
3DES
SHA
pre-ghars
DH1
Hifiati Frvs

Hinh 3.34. Qua trinh trao d6i dau tién
Trong xudt qué trinh trao ddi dau tién cac thudt toan va cac hash dugc st dung
dé bao mat sy trao d6i thong tin IKE di dugc thoa thuan va di dugc dong ¥ giira cac
d6i tuong ngang hang. Trong khi ¢d ging tao ra mot két ndi bao mat giira may A va
may B qua Internet, cac ké hoach bao mat IKE duoc trao doi gitra Router A va B.
Céac ké hoach bao vé dinh nghia giao thic [PSec hién tai da dugc thoa thuan (vi du
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ESP). Duéi mbi ké hoach, nguoi khoi tao can phac hoa nhitng thuat toan nao dugc
sir dung trong chinh sach (vi du DES véi MD5). O day khong phai 1a thoa thuan
moi thuat todn mot cach riéng biét, ma 1a cac thuat toan duoc nhom trong céc tap,
mot tap chinh sach IKE. Mot tdp chinh sach mo ta thuat todan ma hoa nao, thuat toan
xac thyc ndo, mode, va chiéu dai khod. Nhiing ké hoach IKE va nhiing tip chinh
sach nay duoc trao d6i trong sudt qua trinh trao d6i dau tién trong ché do main
mode. Néu mét tap chinh sach match duogc tim thay giira hai ddi tugng ngang hang,
main mode tiép tuc. Néu khong mot tip chinh sach match nao dugc tim thay, tunnel
1a torn down.

Trong vi du ¢ trong hinh trén, RouterA gui cac tap chinh sach IKE 10 va 20 to1
RouterB. RouterB so sanh tip chinh sach cia nd, tap chinh sich 15, véi nhiing tap
chinh sach nhan dugc tir RouterA. Trong trudong hop nay, c6 mot cai match: Do 1a
tap chinh sach 10 ctia Router A match véi tap chinh sach 15 cua Router B.

Qua trinh trao d6i thir hai

Str dung mot sy trao d6i DH dé tao ra cac khoa mat ma chia sé va qua qua trinh
nay cac sd ngiu nhién gui t6i cac d6i tac khac, signed, va ldy lai xac thuc dinh
nghia cua chiung. Khoa mat ma chia sé dugc sir dung dé tao ra tat ca cac khoa xac
thuc va mi hoa khac. Khi budc nay hoan thanh, cac d6i tuong ngang hang co cing
mot méat mé chia sé nhung cac d6i twong ngang hang khong duoc xac thuc. Qua
trinh nay dién ra & budc tht 3 cua bude 1 IKE, qué trinh xac thue dic tinh cua dbi
tuong ngang hang.

Qua trinh thir ba — x4c thue dic tinh dbi twong ngang hang:

Remote office

Corporate office
e ok ) e -
Q— S _ Internet ™| |
| — J_/ HR
SErvers

| Peer |

authentication

Hinh 3.35 Qua trinh trao doi thir ba

Cac phuong thirc x4c thuc dbi tuong ngang hang:

> Pre-shared keys
> RSA signatures
> RSA encrypted nonces

Budc tht ba va ciing 1a budce trao doi cudi cung duge st dung dé xac thuc cac
dbi tugng ngang hang & xa. Két qua chinh ctia main mode 12 mot tuyén dudng trao
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d6i thong tin bao mat cho cic qua trinh trao ddi tiép theo giita cac ddi twong ngang
hang dugc tao ra. Co ba phuong thirc xac thuc ngudn gbe dir lidu:

»  Cac khod pre-shared: Mot gia tri khod mat ma dugc nhédp vao béng tay
ctia mdi d6i twong ngang hang dugc sir dung dé xac thuc ddi twong ngang hang.

>  Cac chir ky RSA: Sir dung viéc trao doi cac chimg nhan sé dé xac thuc
cac dbi twong ngang hang.

>  RSA encryption nonces: Nonces (mdt s6 ngau nhién dugc tao ra boi mdi
dbi trong ngang hang) dugc ma hoa va sau d6 duoc trao do6i gitta cac ddi tuong
ngang hang. Hai nonce duoc str dung trong sudt qué trinh xac thyc déi tuong ngang
hang.

Trong aggressive mode, cac trao ddi 1a it hon véi it géi dir liéu hon. Moi thir
déu duoc trao doi trong qué trinh trao d6i dau tién: Sy thoa thuén tip chinh sach
IKE, sy tao ra khoa chung DH, mot nonce. Trong aggressive mode nhanh hon main
mode.

Bwoce 3 — Budce 2 IKE

Host A Host B

E Router A Router B ==

O ol ]

10.0.1.3 Negotiate IPSec 10.0.2.3
security parameters

Hinh 3.36. Budc 2 IKE

Muc dich cta buée 2 IKE 1a dé thoa thuan céc thong s6 bao mat IPSec duoc sir
dung dé bao mat dudng ham IPSec. Budce 2 IKE thie hién cac chire ning dudi day:

»  Thoa thuén cac thong s6 bao mat, cac tap transform IPSec.

>  Thiét lap cac SA IPSec.

»  Thoa thuan lai theo chu ky cac SA IPSec dé chic chan bao mat.

>  C6 thé thuc hién thém mét su trao doi DH.

Trong budc 2 IKE chi c6 mdt mode, goi 1a Quick mode. Quick mode xuat hién
sau khi IKE d3 duoc thiét 1ap duong ham bao mat trong budc 1 IKE. N6 thoa thuan
mot transform IPSec chia sé, va thiét l1ap cac SA IPSec. Quick mode trao ddi cac
nonce ma duogc st dung dé tao ra khoa mat ma chia sé méi va ngan can cac tan cong
“replay” tur vi¢c tao ra cac SA khong co that.

Quick mode ciing dugc str dung dé thoa thuan lai mot SA IPSec méi khi thoi
gian séng cua SA IPSec di hét. Quick mode dugc st dung dé nap lai “keying
material” dugc st dung dé tao ra khoa matma chia sé trén co s& “keying material”
lay tir trao d6i DH trong budc 1.
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Céc tap Transform IPSec

Host A Host B
Router A Router B
— M tiat fi
10.0.1.3 ) egotiate fransform sets ) 10.0.2.3
Transform set 30 Transform set 55
ESP ESP
3IDES IDES
SHA IPSac transform sets S
Tiarrel Tuir el
Lifetime Lifatime

Transform set 40

Hinh 3.37. Thoéa thuan tap transform

Két qua cudi cung ctia bude 2 IKE 1a thiét 1ap mot phién IPSec bao mat giita
cac diém dau cudi. Trude khi diéu nay co thé xay ra, mdi cip cua cac diém dau cubi
thoa thuan muc bao mat yéu cau (vi duy, céc thuat toan xac thuc va ma hoa cho mot
phién). Khong nhiing 1a thod thuén nhitng giao thirc riéng biét, cac giao thirc dugc
nhoém vao trong cac tdp, mot tap transform IPSec. Céac tdp transform IPSec duoc
trao doi gitra cac peer trong xudt qua trinh “quick mode”. Néu mot “match”duoc
tim thay gitta cac tap, phién thiét 1ap IPSec sé tiép tuc. Néu nguoc lai thi phién sé& bi
huy bo.

Trong vi du trong hinh trén, RouterA giri cac tap transform IPSec 30 va 40 dén
RouterB. RouterB so sanh tip transform cua n6 véi nhitng cai da nhan duogc tur
RouterA. Trong vi du nay, c6 mot cai “match”. Tap transform 30 ctia RouterA
match voi tap transform 55 cua RouterB. Céc thuat todn ma hod va xac thuc co
dang mot SA.

SA (Security Association)
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SA

Ooooonnoooooooo | Security Policy Db
oonoa ooooo

+ Encryption Algorithm
+ Authentication Algorithm

192.168.2.1
SPI-12 * Mode
ESP/IDESISHA o
tunnel + Key lifetime
-
Py _ SA Db
E'_‘:E ~ .J' + Destination IP address
= =k © SPI
o * Protocol (ESP or AH)
Swee.,  192.168.12.1
SPI-38
ESPIDESIMDS ™,
tunnel "'H
28300

Hinh 3.38. C4c thong sb clia SA

Khi ma cac dich vu bao mét dugc dong ¥ giita cac peer, mdi thiét bi ngang
hang VPN dua thong tin vao trong mot SPD (Security Policy Database). Thong tin
nay bao gém thuat toan xac thuc, ma hoa, dia chi IP dich, mode truyén dan, thoi
gian sdng cua khoa .v.v. Nhimg thong tin nay dugc coi nhu 1a mot SA. Mot SA 1a
mot két ndi logic mot chiéu ma cung cip su bao mat cho tét ca traffic di qua két ndi.
B6i vi hau hét traffic 13 hai chiéu, do vay phai can hai SA: mot cho dau vao va mot
cho dau ra. Thiét bi VPN gan cho SA mot sd thu ty, goi 1a SPI (Security Parameter
Index). Khi gt cac thong sd riéng biét ctia SA ctia qua dudng ham, Gateway, hoic
Host chén SPI vao trong tiéu dé ESP. Khi ma d6i twong ngang hang IPSec nhin
duogc gobi dir liéu, n6 nhin vao dia chi IP dich, giao thirc IPSec, va SPI trong SAD
(Security Association Database) cua no, va sau do xu ly géi du li€u theo cac thuat
toan dugc chi ra trong SPD.

[PSec SA 12 mot su td hop ciia SAD va SPD. SAD duoc str dung dé dinh nghia
dia chi IP dich SA, giao thirc IPSec, va s6 SPIL. SPD dinh nghia cac dich vu bao mat
duoc st dung cho SA, céac thuat todn ma hod va xac thuc, mode, va thoi gian séng
ctia khoa. Vi du, trong két ndi tir tong cong ty dén nha bang, chinh sach bao mat
cung cap mot vai dudng hadm bao mat sir dung 3DES, SHA, mode tunnel, va thoi
gian séng cua khoa la 28800. Gia tri SAD la 192.168.2.1, ESD, va SPI 1a 12.

Budc 4 — phién IPSec

Host A Host B

— Router A Router B —
] o ]
O+ el
IPSec session

Hinh 3.39 Mot phién IPSec
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Sau khi budc 2 IKE hoan thanh va quick mode duoc thiét lap, traffic s€ dugc
trao ddi gitta may A va may B qua mot duong ham bao mat. Traffic mong mudn
dugc ma hod va giai ma theo cac dich vu bao mat dugc chi ra trong SA 1PSec.

Budée 5 — Két thiic dwong ham

Host A Host B

E Router A Router B

Hinh 3.40. Két thic mot phién IPSec
Cac SA IPSec két thuc théng qua viéc xo4 hay bang timing out. Mot SA c6 thé
time out khi lwong thoi gian di duoc chi ra 13 hét hodc khi sb byte duoc chi ra da
qua hét duong ham. Khi cac SA két thuc, cac khoa ciing bi huy. Khi ciac SA IPSec
tiép theo can cho mét luéng, IKE thuc hién mot budc 2 mdi, va néu can thiét, mot

su thod thuan mai trong budce 1 IKE. Mt sy thod thuan thanh cong s€ tao ra cac SA
va cac khod méi. Cac SA méi thudng duge thiét 1ap trude khi cac SA dang ton tai
hét gia tri.

Nim bwéc dwoe tong két ciia IPSec

B Hoat dong Miéu ta
udc
1 Luu luong Luwu lwong dwge cho riang dang truyén khi

truyén bit dau | chinh sich biao mat IPSec di ciAu hinh trong
qua trinh IPSec | cac bén IPSec bit diu qua trinh IKE.

2 IKE  pha IKE xac thwc cac bén IPSec va thwong
mot lwgng cic IKE SA trong sudt pha nay, thiét 1ap
kénh an toan cho viéc thwong lugng cac I1PSec

SA trong pha hai.

3 IKE  pha IKE thwong lwong tham s6 IPSec SA va
hai cai dat IPSec SA trong cac bén.

4 Truyén dir Dir liéu dwoc truyén giira cac bén IPSec
ligu dua trén tham s6 IPSec va nhirng khéa dwoc

luu trong CSDL cua SA.
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3) Két  thiic IPSec SA két thic qua viéc x6a hoic hét
dwong him | thoi gian thue hién.
IPSec

3.6.6 Nhirng han ché ciia IPSec
Mic du IPSec di sin sang dua ra cac dic tinh can thiét dé dam bao
thiét 1ap két néi VPN an toan thong qua mang Internet, né van con & trong giai doan
phat trién dé hudng toi hoan thién. Sau ddy 13 mot sé van dé dit ra ma IPSec can
phai giai quyét dé hd tro tot hon cho viée thyc hién VPN:

= Tét ca cac gbi duoc xtr 1y theo IPSec sé& bi ting kich thudc do phai thém vao
cac tiéu dé khac nhau, va diéu nay lam cho thong luong hiéu dung ctia mang giam
Xuéng. Van dé nay co thé duoc khic phuc béng cach nén dir liéu trudc khi ma hoa,
song cac ki thuat nhu vy van con dang nghién ctru va chua duoc chuan hoa.

» [KE van la cong ngh¢ chua thyc sy khfmg dinh dugc kha nang ctia minh.
Phuong thirc chuyén khoéa thii cong lai khong thich hop cho mang ¢6 sé luong 16n
cac d6i tugng di dong.

= [PSec dugc thiét ké chi dé hd tro bao mat cho luu luong IP, khong hd tro cac
dang luu lugng khac.

= Viéc tinh toan nhiéu giai thuat phirc tap trong IPSec van con 1a mot vin dé
kho d6i voi cac tram lam viée va may PC ning lyc yéu.

= Viéc phan phdi cic phan cing va phAm mém mat ma van con bi han ché ddi
v6i chinh phi mét s6 qudc gia.

Trang 54



CHUONG IV: THIET LAP VPN

Thiét 1ap mé hinh Client to site( Host to Network)

[k £ n—— Client-1

B2 S (Acts as a VPN chent in this lab)

//’ Hub or|Switch

Private LAN

Stv-1
with VPNsarver

-

Srv-M- - -
Domain Controller

Hinh 4.1: Mo hinh Client to Site

Thiét 1ap mé hinh Client to Site nhu trén cho cong ty C6 phan truyén thong va
may tinh Thanh Gidng

Cong ty Co phan truyén théng va may tinh Thanh Gioéng c6 1 duong truyén
ADSL dé két ndi voi internet thong qua vpn server tén 1a srv-1co 2 card mang la:

- Public nic:15.15.15.15/8

- Private nic: 192.168.1.201/24

Pé c6 thé quan 1y tai khoan ngudi ding 1 cach tap trung cong ty Co phan
truyén théng va may tinh Thanh Giong xay dung 1 hé thdng Active Directory trén
domain controler tén srv-11 c6 dia chi IP la 192.168.1.1/24, domain name la
cvntlip.com.
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-4 ey
T ey \\ / Hub 2

N //
Siatic IP Siave IP;
102.168.1.201/24 151515158
- fer N YR 1] Compute: Name, Sv. Computer Nasrw. Cligin- 1
s:x‘p‘-"m;':m 111/94 08 W2K Serve/SP2 Statc IP; 15,13 13 208
Defout Gatewny 162 168 1, 201/24 Servies Dafault Gateway: 15.15.15. 158
05 WK Sonvor'SF2 VPN 0S: W2K ProfossionalSP?
Sevicos:
Domaky Contolfer
ONS

Hinh 4.2: M6 hinh trién khai

Chung ta hdy xay dung hé théng cvntlip.com sao cho cac nhan vién kinh
doanh khi cong tac & xa hodc la viéc tai nha van c6 thé update dir liéu lén thu muc
chia sé Share reports trén domain controler srv-11

Trién khai mo hinh nay ching ta c6 thé dung lab véi 3 may nhu trén hinh vé,
trong d6 client-1 la may tinh ¢ bén ngoai co ip la 15.15.15.20/8.

Budcl: Trén srv-11 cai dat Domain Controler béng 1énh dcpromo véi domain
name cvntlip.com (chung ta can khai bao ding prefered dns server 13 192.168.1.1)

My Computer

.
 J

mE .

Microsolr

I
Windows Server 2003

= Type the name of a program, folder, document, or
8 Internet resource, and Windows will open it for you.

Open: Idcprornol EI g
| OK I Cancel | Browse... | Recycle Bin
Sau do Click Next
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Active Directory Installation Wizard X]

Welcome to the Active Directory
Installation Wizard

This wizard helps you install Active Directory services on this
servel, making the server a domain controller,

If this iz the first time pou have installed Active Directomy, it is
recommended that vou first read the overview n Active

Directory Help.

To continue, click Mexst.

Nhéap tén Domain vao: cvntlip.com

Active Directory Installation Wizard x|

Mew Domain Mame
Specify a name for the new domain.

Type the full DNS name for the new domain
[for example: headquarters. example. microsoft. com).

Full DMS name for new domain:

[ <Back | H !%J Cancel |
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Active Directory Installation Wizard x|
MetBI0S Domain Mame
Specify a NetBI0S name for the new domain. ~
This iz the name that users of earlier versions of ‘Windows will use to identify the new
domain. Click Mesxt to accept the name shown, or type a new name.
Dormairn NetBIOS name: |CVNTL.IP
< Back Next > Cancel
i
Sau d6 Click Next

Active Directory Installation Wizard )(l

Database and Log Folders
Specify the folders to contain the Active Directorny database and log files. =

For best performance and recoverability, store the databasze and the log on separate
hard disks.

Where do pou want to store the Active Directory databasze?
D atabase folder:

Browese...

C:\WINDODWSANTDS

Wwhere do pou want to store the Active Directory log?
Log folder:

I&\WINDD‘WS\NTDS Browse... |

< Back Nesxt > Cancel |
23

Trang 58



Active Directory Installation Wizard x|

DMS Registration Diagnostics N
Werify DNS support, or install DMNS on this computer, %
Diagnostic BResults -

The registration diagnostic has been run 1 time.
MHone of the DNS servers used by this computer responded within the imeout

irteryal.
For more information, including steps to comect this problem, see Help. =
Details

The S04 query for _Idap._tcp.dc._medcs.greenlizardbooks. com to find the primary _:]
" | have comected the problem. Perform the DNS diagnostic test again.

(%" Install and configure the DNS server on this computer, and set this computer to use
this DNS server as its preferred DNS server,

™ | will correct the problem later by configuring DNS manually. [&dvanced)

< Back Next > Cancel
L=

Active Directory Installation Wizard X|
Permissions
Select default permizsions for user and group objects.

Some server programs, such as Windows NT Remote Access Service, read information
stored on domain controllers.

™ Pemnissions compatible with pre‘Windows 2000 server operating systems

Select this option if you run server programs on pre-Windows 2000 server operating
systems of on 'Windows 2000 or Windows Server 2003 operating systems that are
members of preWindows 2000 domains.

i?_"'. Anonyrmous users can read information on this domain.

i+ Permissions compatible only with Windows 2000 or Windows Server 2003
operating systems
Select this option if you run server programs only on Windows 2000 or Windows
Server 2003 operating systems that are members of Active Directory domains. Only
authenticated users can read information on this domain.

=TTy

< Back | Next> Cancel

Chon Permissions compatible only with Windows 2000 or Window Server
20003 operating systems
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—

Active Directory Installation Wizard

Summary )
Review and confirm the options you selected. 5

You chose to:
Configure this server as the first domain contraller in a new forest of domain trees. :I

T‘ahe LR RG] Active Directory Installation Wizard
est,

The wizard is configuring Active Directory. This process can take several minutes or
The NetBIOS name of th  considerably longer, depending on the options you have selected.

Database folder: C:AWIN
Lag file folder: C:\wINDL
SYSVOL folder: C:\WINL

The DNS service will be
will be configured to use

| To change an option, clic

Creating directory partition:
CN=5Schema,CN=Configuration,D C=greenlizardbooks DC=com; 1585 objects remaining

B 2 -

Budce 2 : Join srvl in Domain Controller on srv11

Chuot phai vao Mycomputer chon Properties/ Computer Name/ Change/
Domain

System Properties 21X

Advanced | Automatic Updates | Remote |
General i Computer Name 1 Hardware

‘windows uses the following infarmation ta identify your computer
on the netwark.

Computer description: [
For example: "IlS Production Server or

“Accounting Server'.
Full computer name: srv-1.
Workaroup: ‘WORKGROUP I

Ta rename this computer or join a domain, click Change. Change... I

| oK I Cancel Spply

Nhap tén Domain vao 0 trong
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Computer Name Changes

gl
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Nhép User name va Password cia Administrator theo SRV11(DC)

System Properties

Computer Name Changes ﬂﬁl E—

‘You can change the name and the membership of this
computer. Changes may affect access o network resources. |

Computer Name Changes ﬂﬁl

- m -
|sw-1 '—-rﬁ‘
Full computer narme: .

syl
Enter the name and password of an account with permission
ta join the domain,
name: ini | .
~ Mertber of User Iﬂ administrator J __I
{* Domain: Password: |
Lvntlip.cnm
" Workgioup:
[WORKGROUP Cancel
0K Cancel |
0K Cancel Apply

Khi kiém tra tén may caa SRV1 1a: srv1.cvntlip.com 14 duoc

Budce 3 : Cai dat vpn server thong qua RRAS trén srv-1
Programs/ Administrator Tools/ Routing and Remote Access
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WPN-Client

™M »
) Microsoft Office >
[T) PrintMe Internet Printing  »
[T) Snaglt 7 >
@ Startup »
[T) Symantec Client Security >
) WinRAR >
fdobe Reader 6.0

Internet Explorer

Outlook Express

Remote Assistance

-I Activate Windows

‘windows Catalog

=
=
%

‘windows Update

Programs

511

Documents
Settings

Search

er 2003 Enterprise Edition

Help and Support

EHOBGFY « VOIS0 « WP

Certification Authority
Cluster Administrator
Component Services
Computer Management
Configure Your Server Wizard
Consolel

Data Sources (ODEC)

DHCP

Distributed File System

DKS

Event Viewer

Internet Authentication Service

Licensing
Local Security Policy
Manage Your Server

Microsoft .NET Framework 1.1 Wizards
Metwork Load Balancing Manager
Performance

Remote Desktops

Routing and Remote Access

Internet Information Services (I1S) Manager

Microsoft \NET Framework 1,1 Configuration

Chuot phai vao Srvl va chon Configure and Enable Routing and Remote

=
File  Action  Wiew Help
e = | | % | 2
E Routing and Remote Access SRA-1 (local)
Server Status EI
[BF5R V-1 (ipcall

All Tasks

Wiew

Delete
Refresh

ting and Rermote Access,

ut setting up a Routing and Remote
Brios, and troubleshooting, see Help.

Properties

Help

note Access, on the Action menu, click

|Configures Routing and Remote Access for the selected server

Chon Next
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Routing and Remote Access Server Setup Wizard

Welcome to the Routing and Remote
Access Server Setup Wizard

Thiz wizard helps you set up your server o that you can
connect to other networks and allow connections from
remote clients

To continue, click Mext

Cancel

Chon Virtual Private Network( VPN Access and NAT)

2 Routing and Remote Acc - 10| x|
(S Routing and Remote Access Server Setup Wizard

& = | [ Configuration -~
. You can enable any of the following combinations of services, or you can E/J
|5} Routing customize this server.
Serv a |
= SRy

" Remoate access [dialup or VPN)

Allow remote clients to connect to this server through either a dial-up connection or a
secure Virtual Private Network [VPN] Internet connection. lick

" Network address translation [NAT)
Allow internal clients to connect to the Internet using one public |P address.

* Mirtual Private Network [VPN) access and MAT:
Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Internet using a single public IP address.

" Secure connection betwesn two private netwaorks
Cannect this netwark to a remate netwark, such as a branch office.

" Custom configuration
Select any combination of the features available in Routing and Remoate Access.

For more information about these options, see Bouting and Bemote Access Help.

< Back I Mext > I Cancel | ;l

3
|

Chon adsl theo yéu cau ctia bai toan
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2 Routing and Remote Access

PN and Remote hccessserver Setup Wieard
& = | [ ¥PN Connection
—— To enable WPN clients to connect ta this server. at least one netwark interface
E Routing must be connected to the Intemet.
: % Sery
- Is) SRY: Select the network interface that connects this server to the Interet,
Network interfaces:
Hick
MName | Description | IP Address |
ads Cet PRO2UD PCI Fast .. 203.210.210.25
Lan CNet PRO200 PCI Fast... 132.168.1.201
[V Enable security on the selected interface by setting up Basic Firewall,
Basic Firewall prevents unauthorized users from gaining access to this server through
the Internet.
For more information about network interfaces, see Routing and Remote Access Help.
< Back Newt > Cancel |
L =
1 I
Chon From a specifield range of addresses
o[-

File  Actic Routing and Remote Access Server Setup Wizard

& - | [ IP Address Assignment S
e — You can select the method for assigning IP addresses to remote clients. b
E Routing if
1 % Serw
) SRY- How do you warkt IP addresses to be assigned to remote clients?
 Automatically

If you use a DHCP server to assign addiesses, confirm that it is configured properhy.
If pou do not use a DHCP server, this server will generate the addresses.

(% From a specified range of addressed

< Back I Nyt > I Cancel

R

Hick

=

1 |

Chon New sau do nhap dia chi IP cua cac may Client connect dén VPN server
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2 Routing and Remote Access

File  Actic
& =

@ Serv
+) SRV

Routing and Remote Access Se

Address Range Assignment

S S
You can specify the address ranges that this server will use to assign addresses to ?L/l
remote clients.

5]: New Address Range x| | of

Ad  Type a staiting IP address and either an ending IP address or the number of
— addresses in the range.

F il

Start |P address: I 192 .168. 1 . 1

End IP address: | D.0.0.0

Number of addresses: I 1]
oK I Cancel |

< Back Wext > Cancel I

=10l x|

.

lick

Chon Next sau d6 chon Finish

% Routing and Remote Access

File  Acti
& = [

|8} Routing
E Sery

@ SRV

Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote
Access Server Setup Wizard

You have successfully completed the Routing and Remote
Access Server Setup Wizard,

Summary:

VPN clients connect to the following public interface: j

adsl

RAS and VPN clients are assigned the following
network for addressing: Lan.

Client connections are accepted and authenticated ﬂ
Before clients can connect, user accounts must be added

locally or through Active Directory. For more information about
user accounts, see Routing and Remote Access Help,

To close this wizard, click Finish.

Cancel I

=10] x|

lick

Trang 66



_J Routing and Remote Access

. [ Routing and Remote Access Server Setup
e = | | Completing the Routing and Remote
m E Access Server Setup Wizard
~ Sery Completing Initialization Iing and Remote AI
%) SRW.
Please wait while the Routing and Remote Access
service finishes intialization. .
interface: - lick
wWing 1
Client connections are accepted and authenticated ll
Before cliefts can connect, user accounts must be added
locally or H gh Active Directory. For more information about
user accounts, see Routing and Remote Access Help,
Ta close this wizard, click Finish,
<Back | Fish |  Cancel -
Xem thong tin ctia cac Port/ Chudt phai vao Port
3, Routing and Remote Access 0] x|
File  Action View Help
] @
| Routing and Remote Access Ports
% Server Status Mame © ] Device ] Used By ] Status &
= e ._S_gr;: tbcalljl o 22 AN Miniport (PPTP) (VPN4-99) VPN RAS/Routing Inactive __|
Em neerraces 23WAN Miniport (PPTP) (VPN4-98) WP RAS/Routing Inactive
‘orks
E Remote Access Clients (0) %}?WAN Miniport (PPTP) (VPN4-97) VPN RA&S/Routing Inactive
% & 1P Routing T WAN Miniport (PPTP) (VPN4-96) VPN RAS[RoUting Inactive
B ;@v Remote Access Policies &,3 WAN M!nllport (PPTP) (VPN4-95) VYPN RASIRoutllng Inact.we
@[] Remote Access Logging 5,3 WAN Miniport (PPTP) (VPN4-94)  WPN RAS/Routing Inactive
= WaN Miniport (PPTP) (YPN4-93) VPN RAS/Routing Inactive
% '_?'_,?WAN Miniport (PPTP) (VPN4-92) VPN R&S/Routing Inactive
23WAN Miniport (PPTP) (VPN4-91)  WPN RAS{Routing Inactive
%?'WHN Miniport (PPTP) (VPN4-90) VPN RA&S/Routing Inactive
‘??WAN Miniport (PPTP) (VPN4-9)  WPN RAS[Routing Inactive
Z2WaN Miniport (PPTP) (VPN4-89) VPN RAS/Routing Inactive
?WAN Miniport (PPTP) (VPN4-88) VPN RA&S/Routing Inactive
T2WAN Miniport (PPTP) (VPN4-87) WP RAS/Routing Inactive
%}?WAN Miniport (PPTP) (VPN4-86) VPN RA&S/Routing Inactive
T WAN Miniport (PPTP) (VPN4-85) VPN RAS{Routing Inactive
'?-_—?WHN Miniport (PPTP) (VPN4-84) VPN RASIRouting Inacti\illl
4] | E
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~ Routing and Re 2| ol
file Action VYiew peyices
& -
iﬁi Fouting and Remote Access (RRAS] uses the devices listed below.
E_ Routing and Remol
% Server Status Mame Used B Type Mumb... | Status &
= [fa) SRV-1 {local) WAN Miniport [PPPOE) Houting : ;
B Network Ir WaN Miniport (PPTF) RAS/Routing  PPTP 128 ‘t'_”g Inactye -
B Ports WAN Miniport (L2T RAS/Routing  L2TP 123 iting Inactive
5 Remote Ac Direct Parallel Routing Parallel 1 iting Inactive
&= IP Routing iting Inactive
-5 Remote Ac bting  Inactive
#-{_] Remote fc itinig Inactive
Lting Inactive
iting Inactive
Lting Inactive
uting Inactive
iting Inactive
Lting Inactive
iting Inactive
Lkimg Inactive
Configure... | uting Inactive
iting Inactive
Lting Inactive o
| DI
| | oK I Cancel I Apply I |
- Routing and Ren|Ports Properties 2 x| - 10| x|
File Action View  pevices l
& - , .
ﬁl@'— Fouting and Remote Access [ARAS] uses the devices listed below.
E Routing and Remol
} % Comp el Configure Device - WAN Miniport (PPTP) 21 x| I
] Status &
=] Ry ) .
= * Sﬁvwleiz;:llq) Ir ‘You can use this device for remote access requests or demand-dial uting Inactive __|
E Ports BRI R Liking Inactive
| E Remote Ac V¥ Bemote access connections [inbound only) uting Inactive
-8 IP Routing [v Demand-dial routing connections (inbound and outbound) iting Inactive
# -@ Remote ac | I Demand-dial rauting cannections (autbournd arily) uting Inactive
[#-_] Remote Ac iting Inactive
. i Inacti
Phone number for this device: | ng nactive
uting Inactive
‘fou can set a maximum port limit for a device that supports multiple ports. iting Inactive
Lting Inactive
Maximurm ports: =i iting Inactive
Lting Inactive
uting Inactive
ol E Cancel | Lting Inactive
Tommgone. uting Inactive
Lting Inactive
Liting Inactive «
I 8
ok | concel | ook | :

Chung ta da cdu hinh xong vpn server trén srv-1 va xay dung domain controler
srv-11, lic nay chung ta c6 thé kiém tra két ndi vpn c6 thanh cong hay khong bang
cach tao tai khoan nguoi dung v008209 trén DC cho phép Allow (dial-in) va tao
vpn client conection trén may tinh ¢ xa client-1 (15.15.15.20)
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Vao Start/ Programs/ Administrator Tools/ Actice Directtory User and Computer

tao new user v008209

Tree l T Users 19 objects
< Active Directory Users and Computers [ S5v-11.greenlzardbooks.com] | Bame | rype :I
=29 greenlizardbooks.com €7 Domain Computers Security
(] Buikin Dornain Controllers Secuity_l
{ Dornain Guests Security
Domain Users Security
Enterprise Admins Security _
s v Dhals s Cwmsbmw Man - T wwibs
4 I » I
2 Acive Directury Users and Computers . =1E]
|| % Comol  window e | i) =]
| ation wew || &= =+ | M@ X R & OPGBTE D
Tree l S Users 19 cbpacts
hets Actvn Throctory U s ore) Comgatars [See L groond e cbocks o [ — |
= 49 aeerdradbonks.com Com Pl cbees SOy ©
= budun Unshdmes Secaty G
) Congators DnsLipdarary ey eerry O
(8] Doman Cortraliers Dok Adhrs Saowiy ©
- FaerCeca oo Dormer Comouters e
| Delegate Cortedt. .. Daman Cortrolys “eorry C
red. Oomaly Suweas Sk ©
Doman Uses Zeorky G
B oot Cerermerse admis earey
Wi Tasks v Cokect Gron o Pty Sredtof Onrees oy ©
o » r Guest User
Mon Whdaw Froem Hare — botge Usar
FAS vl 1AS Servaors Seorky ©
Ralresh Shorad raider “cvema Adnre Sy G
Expor st “wv-l User
Propartios € Tartereilar Usaw =
N 1 »19 i >
[Crookn & oW e 2 | | I

Chuot phai vao User vira chon va chon Properties/ Allow access

Remnoée conyol

Borard | Adades: | Account | Podk | Tekphome: | Oxancatcn
Menter OF Diskin | Erwonoed | Scesorm |

€ Cootand sovery $ e Pt Sraoms s ok

Tetrdnal Seivices Profis

S e e
Calbah Optkrs
% Ho Calbach

€ Sar by Callr Fouing shd Ramdte Aocce s Savwcs onl)

" Awsgs Calback o

= rsenaseac 1t o3k w [

g Sy Stz Frelrs

Define routes (o enathe for P Dk

corrmchionr,

= N
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Bu Gc 4: Tao VPN client dé connect vao srvl

Sau d6 chung ta tao 1 vpn client connection trén client 1 :chon start->setting-
>network and dialup connection va click make new connection

=
.T% Activate Windows

w Windows Catalog

“ Windows Update

[T Programs

Documents

Settings

/) Search
L7)

| Help and Support

1 Taskbar and Start Menu  _L, Lan

Run...

Y/
=7
@ Shut Down...

Start | [ @ | EL Routing and Remote Acc.. |

e | Windows Server 2003 Enterprise Edition

Chon Next/ Connect to the Network at my workplace

New Connection Wizard

Network Connection Type i
‘Wwhat do you want to do? ,

" Connect to the Internet
Connect to the Internet so vou can browse the \Web and read email.

& Connect to the network at my workplace!

Connect to a business network, [using dial-up or YPN] 20 you can work from home,
a field office. or another location.

" Set up an advanced connection

Connect directly to another computer using your serial, parallel. or infrared port, or
zet up this computer so that other computers can connect o it

< Back Next > Cancel I
Lo
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Chon Virtual Private Network connection

New Connection Wizard

Metwork Connection
Haow do you want ta connect ta the netwark at your workplace?

Create the following connection:

" Dial-up connection

Connect using a madem and a regular phone line or an Integrated Services Digital
MNetwork [ISDN) phone line.

* Mirtual Private Network connection

Connect to the network using a virtual private network WP connection over the
Internet.

< Back Helﬁt > Cancel

New Connection Wizard

Connection Hame >
Specify a name for this connection to your workplace.

Type a name for thiz connection in the following box.
Company Mame

INhép t8n cla connection LTEKHRMT 1K1

For example, you could type the name of your workplace or the name of a server you
will connect to.

< Back MNest > Cancel I

Nhép dia chi cia Host name srv11( 15.15.15.15): Day la dia chi external cua
VPN server trong thuc té dia chi nay duoc gan boi ISP
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VPN Server Selection

What is the name or address of the VPN server?

New Connection Wizard

conneching,

Type the host name or Internet Protocel [IP] address of the computer to which vou are

Host name or IP address [for example, microsoft.com or 157.54.0.1 ;

15.15.15.15

Chon My use only va Finish

¢ Back

Mext >

Cancel

New Connection Wizard

Connection Availability

You can make the new connection available to any uzer or only to yourself,

& connection that is created for your use only is saved in your user account and is not

available unlesz you are logged on.

Create this connechion for:

" Arwone's use
e My use only

Nhap user name va password ma ta da tao trén DC( SRV11)
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| Connect GreenLizard

User name: |v008209

Em“d: I......l

[T Save this user name and password for the following users:
& Me only

€ Anvone who uses this computer

[ Comect | cancel | Pugpeties |  Hep |

Connecting GreenLizard...

@1 Registering your computer oh the netwark...

Xem thong tin cua Card mang
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2
General Details I

__F'rn;aty I Y alue

iDevice Name ; WAaN Miiport (FETF)
Device Typpe YPR
Server lype FFPP
Transports TCRAP
Authentication MS CHAP W2
Encryption MPPE 128
Compression [none]
PPP multiink framing O
Server [P address 152.168.1.100
Client IP address 192.168.1.101

Close

Sau d6 ping dén srv11( 192.168.1.1) du gc 1a thanh cong
Budc 5: Join Client vao Domain cvntlip.com

Tuong tu nhu join Srvl vao Domain Controller

Budc 6: Tao mot thiét lap yéu cau gitta VPN server va Client

Tai ctra s6 Run/ mmc/ Enter
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File Action VYiew Favorites Window Help

hlews Cerl+n

Open... Ct+0

1 Consolel
2 CAWINDOWS\system32\ rrasmgmk
3 C:AWINDOWS\system32) compmgrm

Exit

are no ikems ko show in this view.,

Adds or removes individual snap-ins.

Vao Add/ Remove Snap-in.../ Add/ Cerfiticates

Standalone | Extensions |

Use this page to add of remave a standalone Snap-in from the console.

<=

=10/

Snapins added to: I’ﬁ Console Root LI ml .

~ Description

Add.. | Remaove | About.. |

oK |_II

Chon Computer account

Add Standalone Snap-in _‘ﬂll

Awallable Standalone Snap-ns:

Snhap-in | Vendor |4
-‘!ﬁ MET Framework 1.1 Configuration  Micrasoft Corporation
@Ehctive Directory Domains and Trusts - Microsoft Corporation

Aclive Directory Sites and Services  Microsoft Corporation -
@Active Directoy Users and Comput...  Microsoft Corporation
g,lf]ActiveX Contral Microsoft Corporation
EAuthorization Manager Microsoft Corparation
Certificate Templates Microsoft Corporation

Microsoft Corparation
(L Certification Authority
&3 Component Services lI

~— Description
The Certificates snap-in allows you to browse the contents of the
certificate stores for yourself, a service, or a computer.

Add Cose |
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o Remavesnapn T

Standalone I Eumsinnsl

Use this page to add or remave a standalone Snap-in from the console.
Snapring added to: Irﬂ Console Root ;I

Certificates snap-in

This snap-in will always manage certificates for:

71 x
X

" Service account

" Computer accT?

~ Description

Add.. Hemave A

Chon Personal/ All Tasks/ Request New Certificate.../ Next

AT 2

Fle Action View Favorites Window Help
cs @ e RE | 2

-,'m Console Root'Certificates {Local Computer)'Personal

£ Certificates (Local Cor | [ Object Type
e W! |
Elg Trust  Find Certificates. .. ere are no items to show in this wview.
& Ij Enter
i All Tas > d Certificates...
-] Inten ks
-] Trust Wiew » E'ﬁ:]ue:‘-‘_ New Certificate..
- untr.  New Window from Here my
-3 Third:
W] Trust  Mew Taskpad View. ..
@70 Carkif
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Certificate Request Wizard
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General | Cross-Certficates |

Friendly name:

Description: I

~ Certificate purposes

{+ Enable all purposes for this certificate

" Dyzable all purposes for this certificate

" Enble only the following purposes
Mote: “You may only edit certificate purposes that are allowed by
the certification path.

[ Client Authentication

¥ Server Authentication

4 | »f

fdd Purpose... |

Cai dat certificate service trén srv-11 thong qua add/remove program -> add /
remove windows component, ching ta st dung CA dé cip phat certificate cho
domain cvntlip.com chon ché @6 cai dat enterprise CA

% Windews Components Wizaed ] |
Windows Components 9
You oan add crrenove conpanane of Widows 2000 ’

Toadd o (evove & corporend, Chch the dhechboe A daded box ness Bt oy
port of #0 corrponent vl ba mstaled  Tocan mhafs scloded n a componert. olck

Dobod.
12148 &
—J\j:u
«

Conponsns

M (HAvcormane: and Uties

[ < Cuger Sevice 2548
b 539 rdesng Serviom 00MB

[ W tened It oams o n Seswwrs 1151 ZINKHA =

Desciphion  Inutalk & ceificaton auhody 04| 1o ieaas cediicate: loc uss vath
ptiic Koy secuy aopl R re

Total dek cpace 1oqured: 0aue Deatad

Space awalabke on 9723 WE _Datuds.._ |

<Bk [ Met> | Cee |
Microsoft Certificate Services ] |

.f'! After installirg Certificats Services, the computer caroct be renamed and the compecer cannot [oin o be removed
from & daman. Do you wark b corbrue?

I Yes I I Mo I
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Wedows Componeats Wrard

Shl-lud'-i

el v shonage koo aon b e conlipadion dity catshaie and g

Budc 7: Thiét 1ap connection tdi VPN server sir dung giad thirc L2TP.
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General | Options | Securty Networking IAdvancedl

Type of YPN:
LZTF IPSec VP

This conhection uses the following tems:

T Metwork Monitar Diiver

M %= Internet Protocal (TCPAP)

B File and Printer Sharing for Microsoft Metwoarks
E Cliert for Microsaft Netwarks

Install... Uninstall Properlties

Description
Metmon Packet capture driver that allows the Metmon Ul to
acquire packets from the local netwark.

oK I Cancel

P Security Monitor\CLIENT-1'Main Mode'\Generic Filters]

f) Eile Action View Favorites Window Help
|« = &@m B | @

[ Console Root Name | Source _ + Destination IKE Pol

= S Ip Security Moritor E-3121F Client Inbound and Outbound Filter Me
= &y CLIENT-1
{1 Active Policy
=10 Main Mode
1 {3 Generic Filker
(L] Speific Filter
{1 IKE Policies
{7 Statistics
{1 Security Assc
-] Quick Mode
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PPP adapter GLB:

Connection—specif ic . B
Description - - - = = =
Physical Addre - - e e .
DHCP Enahled. . I ) Accessibility
IP Addre . . e e

Subnet M . . s s & s
Default Gateway . SRR | Entertainment

DNS Servers
[T System Tools
Documents and Settingssadministra L) Addvess Bock

WAN (PPP/SLIP> Interface

un: Metwork Connections

MNew Connection Wizard

=l Calculator
Command Prompt
. Notepad

Y Paint

®)) Program Compatibility ‘Wizard
(':.) Synchronize

1 Windows Explorer

‘Windows Catalog

‘Wwindows Update

) Administrative Tools

41 Documents » ) Snaglt 7 »
™) Start »
B' Settings » it e
& Internet Explorer
o Search 3 ._‘,'Ej Qutlook Express

Remote Assistance

PPP adapter GLB:

Connection—specific DNS Suffix . =
D ription = = = = = = = =« = WAN (PPP/SLIP)> Interface
s s s : AB-53-45-00-BA-80A

IP Addpess . Remote Desktop Connection

Subnet Mask . .

Default Gateway ‘s \"'J o
DNS Servers . . “?
2

S\Documents and Set

Computer: I1 9216811 ﬂ

Con Cancel | Options >>
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Nhép dia chi ctia Srv11( 192.168.1.1)

Log On to Windows

Windows Server2003

¥ Erterprise Edition

Copyright € 1885-2003 Microsaht Corparation

Username: | admiristrator

Password: | seeas|

m Cancel Options >

Man hinh hién ra nhu trén la thanh cong
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CHUONG V: BAO MAT TRONG VPN

5.1 TONG QUAN VE AN NINH MANG
5.1.1. An toan mang la gi?

Muc tiéu cua viéc két ndi mang la dé nhiéu nguoi s dung, tir nhitng vi tri dia
1y khac nhau c6 thé str dung chung tai nguyén, trao d6i thong tin v&i nhau. Do dic
diém nhiéu nguoi st dung lai phan tan vé mat vat 1y nén viéc bao vé cac tai nguyén
thong tin trén mang, tranh su mat mat, xam pham la can thiét va cép bach. An toan
mang co thé hiéu 1a cach bao vé, dam bao an toan cho tit ca cac thanh phﬁn mang
bao gém dit liéu, thiét bi, co s& ha téng mang va dam bdo moi tai nguyén mang
dugc st dung tuong tng véi moét chinh sach hoat dong duoc 4n dinh va chi véi
nhimg ngudi c¢6 thim quyén tuong Gng.

An toan mang bao gom:

= X4c dinh chinh xac cac kha ning, nguy co xdm pham mang, cac sy ¢d rui ro
ddi vai thiét bi, dix lidu trén mang dé co cac gidi phap phu hop dam bdo an toan
mang.

= Panh gia nguy co tan cong ctia Hacker dén mang, su phat tan virus... Phai
nhan thdy an toan mang 13 mot trong nhimg van dé cuc ky quan trong trong cac hoat
dong, giao dich dién tir va trong viéc khai thac str dung cac tai nguyén mang.

Mot thach thirc ddi véi an toan mang la xac dinh chinh xac cép do an toan
can thiét cho viéc diéu khién hé thng va cac thanh phan mang. Panh gia cac nguy
co, cac 16 hong khién mang c6 thé bi xAm pham thong qua cach tiép cin c6 ciu trac.
Xac dinh nhimmg nguy co in cip, pha hoai may tinh, thiét bi, nguy co virus, bo gian
diép.., nguy co xo0d, pha hoai CSDL, an cip mat khau,... nguy co dbi voi sy hoat
dong cua hé théng nhu nghén mang, nhidu dién tir...Khi danh gia dugc hét nhimg
nguy co anh hudéng t6i an ninh mang thi méi cé thé co dugc nhimng bién phap t6t
nhit dé dam bao an ninh mang.

Str dung hi€u qua cac cong cu bao mat (vi du nhu Firewall ...) va nhiing bién
phap, chinh sach cu thé chat ché.

Vé ban chat co thé phan loai cac vi pham thanh hai loai vi pham thu dong va
vi pham chu dong. Thu dong va chu dong duoc hiéu theo nghia c6 can thi€p vao ndi
dung va ludng thong tin co bi trdo d6i hay khong. Vi pham thy dong chi nham muc
dich nam bat duoc thong tin. Vi pham cha dong la thyc hién su bién d6i, xo04 bo
hozc thém thong tin ngoai lai dé 1am sai léch thong tin gdc nham muc dich pha hoai.
Céac hanh dong vi pham thu dong thuong khé co thé phat hién nhung c6 thé ngin
chan hi¢éu qua. Trai lai vi pham chu dong rat dé phat hién nhung lai kh6 ngan chan.

5.1.2. Cac dac trung ky thuat cia an toan mang
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1. Xac thwe (Authentification): Kiém tra tinh x4c thuc ctia mét thuc thé giao
tiép trén mang. Mot thuc thé ¢ thé 1a mot nguoi st dung, mot chuong trinh may
tinh, hodc mot thiét bi phan ctng. Cac hoat dong kiém tra tinh xac thuc duoc danh
gia la quan trong nhét trong cac hoat dong cua mdt phuong thirc bao mat. Mot h¢
thong thong thuong phai thyc hién kiém tra tinh xac thuc cia mot thuc thé trude khi
thuc thé d6 thuc hién két ndi véi hé théng. Co ché kiém tra tinh xac thuc cua céc
phuong thire bao mat dya vao 3 mo hinh chinh sau:

= D4i twong can kiém tra can phai cung cip nhimg thong tin trudce, vi du nhu
Password, hodc mi s6 thong sb c4 nhan PIN (Personal Information Number).

= Kiém tra dwa vao mé hinh nhitng théng tin di co, ddi tuong kiém tra can
phai thé hién nhimng thong tin ma chung sé hitu, vi du nhu Private Key, hodc s thé
tin dung.

= Kiém tra dya vao mo hinh nhiing thong tin x4c dinh tinh duy nhat, ddi tugng
kiém tra can phai c¢6 nhiing thong tin dé dinh danh tinh duy nhat cia minh vi du nhu
thong qua giong noi, diu van tay, chir ky ...

Co thé phan loai bao mat trén VPN theo céc cach sau: mat khau truyén théng
hay mat khau mét 1an; xac thyc thong qua cac giao thuc (PAP, CHAP, RADIUS...)
hay phan ctng (cac loai thé card: smart card, token card, PC card), nhan dién sinh
trac hoc (d4u van tay, giong néi, quét vong mac...).

2. Tinh kha dung (Availability): Tinh kha dung la dac tinh ma thong tin trén
mang duoc cac thuc thé hop phéap tiép can va sir dung theo yéu cau, khi can thiét bat
ctr khi nao, trong hoan canh nao. Tinh kha dung néi chung dung ty 1€ gitra thoi gian
hé théng duoc sir dung binh thuong voi thoi gian qua trinh hoat dong dé danh gia.
Tinh kha dung can dap ¢ng nhitng yéu cau sau: Nhan biét va phan biét thuc thé,
khdng ché tiép can (bao gém ca viéc khdng ché tu tiép can va khdng ché tiép can
cudng buc), khdng ché luu lugng (chdng tic nghén..), khéng ché chon duong (cho
phép chon duong nhanh, mach ndi 6n dinh, tin ciy), giam sat tung tich (tit ca cac su
kién phat sinh trong hé thdng dugc lwu giit dé phan tich nguyén nhén, kip thoi ding
cac bién phap tuong tng).

3. Tinh bao mat (Confidentialy): Tinh bao mat 1a dac tinh tin tc khong bi
tiét 16 cho cac thuc thé hay qua trinh khong duoc uy quyén biét hoac khong dé cho
cac dbi tugng d6 loi dung. Thong tin chi cho phép thuc thé dugc uy quyén sir dung.
K§ thuat bao mat thuong 1a phong ngira do la thu thap (Iam cho ddi thi khong thé
do la thu thap dugc thong tin), phong ngtra bic Xa (phong ngtra nhitng tin tic bi bac
Xa ra ngoai bang nhiéu duong khac nhau), ting cudng bao mat thong tin (dudi su
khong ché cua khod mat ma), bao mat vat 1y (s dung cac phuong phap vat 1y dé
dam bao tin tirc khong bi tiét 16).
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4. Tinh toan ven (Integrity): La dac tinh khi thong tin trén mang chua dugc
uy quyén thi khong thé tién hanh bién d6i duoc, tirc 1a thong tin trén mang khi dang
lwu giir hodc trong qua trinh truyén din dam bao khong bi xo4 bo, sira d6i, gia mao,
lam r6i loan trat ty, phat lai, Xen vao mdt cach ngau nhién hoic ¢b y va nhitng sy
pha hoai khic. Nhimg nhan t6 chi yéu anh huéng téi su toan ven thong tin trén
mang gom: sy ¢ thiét bi, sai ma, bi tac dong cia con ngudi, virus may tinh.. .

Mot s6 phuong phap bao dam tinh toan ven thong tin trén mang:

= Giao thirc an toan co6 thé Kiém tra thong tin bi sao chép, stra doi. Néu phat
hién thi thong tin d6 s€ bi v6 hiéu hoa.

* Phuong phap phat hién sai va stra sai. Phuong phap stra sai ma hoa don gian
nhat va thudng dung 1a phép kiém tra chin - 18

= Bién phap kiém tra mat mi ngin ngira hanh vi xuyén tac va can tré truyén
tin.

» Chir ky dién tir: bao dam tinh xac thuc cua thong tin.

= Yéu cau co quan quan ly hoic trung gian chimg minh tinh chan thuc cua
thong tin.

5. Tinh khéng ché (Accountlability): La dac tinh vé nang luc khdng ché
truyén ba va ndi dung vén c6 cua tin tic trén mang.

6. Tinh khong thé chéi cdi (Nonreputation): Trong qua trinh giao luu tin
tire trén mang, xac nhan tinh chin thuc dong nhat caa nhitng thuc thé tham gia, tirc
1a tit ca cac thyc thé tham gia khong thé chdi bo hoic phi nhan nhiing thao tac va
cam két da duoc thuc hién.

5.1.3. Cac 16 hong va diém yéu cia mang

1. Cac 16 héng bao mat hé théng 1a cac diém yéu c6 thé tao ra su ngung tré
cua dich vy, thém quyén ddi voi ngudi sir dung hoic cho phép cac truy nhap khong
hop phap vao hé théng. Cac 15 hdng ton tai trong cac dich vu nhu Sendmail, Web,
Ftp ... va trong hé diéu hanh mang nhu trong Windows NT, Windows 95, UNIX;
hoic trong cac ung dung. Cac loai 16 hdng bao mat trén mot hé théng dugc chia nhu
Sau.

L6 hong logi C: cho phép thuc hién cac phuong thic tin cong theo kiéu tir
chéi dich vu DoS (Dinal of Services). Mac nguy hiém thap, chi anh huéng chat
luong dich vy, c6 thé lam ngung tré, gian doan hé thong, khong pha hong dit lidu
hodc chiém quyén truy nhap.

L6 hong logi B: cho phép nguoi sir dung c6 thém cac quyén trén hé théng ma
khong can thuc hién kiém tra tinh hop 18. Mac d6 nguy hiém trung binh, nhing 18
hong nay thuong cé trong cac tng dung trén hé thong, cé thé dan dén 1o thong tin
yéu cau bao mat.
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Lé hong logi A: Céac 16 hong nay cho phép nguoi st dung ¢ ngoai cho thé
truy nhap vao hé théng bat hop phap. Ld hong rat nguy hiém, c6 thé lam pha hay
toan bo hé thng.

2. Cac phwong thic tin cong mang:

Ké pha hoai c6 thé loi dung nhiing 15 héng trén dé tao ra nhiing 15 hong khac
tao thanh mét chudi nhitng 16 hdng méi. Pé xam nhap vao hé théng, ké pha hoai s&
tim ra céc 15 hong trén hé thong, hoic tir cac chinh sach bao mat, hoic st dung céac
cong cu do xét (nhu SATAN, ISS) dé dat duoc quyén truy nhap. Sau khi xAm nhap,
ké pha hoai c6 thé tiép tuc tim hiéu cac dich vu trén hé thong, nim bit duoc cac
diém yéu va thuc hién cac hanh dong pha hoai tinh vi hon.

5.2 MQT SO PHUONG THUC TAN CONG MANG PHO BIEN
5.2.1. Scanner:

Ké pha hoai stt dung chuong trinh Scanner tu dong ra soat va co thé phat
hién ra nhiing diém yéu 16 hong vé bao mat trén mot server ¢ xa. Scanner 13 mot
chuong trinh trén mot tram lam vi¢c tai cuc bo hoac trén mot tram & xa.

Céc chuong trinh Scanner c6 thé ra soat va phat hién cac sb hiéu cong (Port)
str dung trong giao thirc TCP/UDP cuia ting van chuyén va phat hién nhimg dich vu
st dung trén hé thong d6, nd ghi lai nhimg dap tmg (Response) ciia hé thdng & xa
tuong ung véi cac dich vu ma no6 phat hi¢n ra. Dya vao nhitng thong tin nay, nhitng
ké tAn cong c6 thé tim ra nhimg diém yéu trén hé thong .

Céc chuong trinh Scanner cung cap thong tin vé kha ning bao mat yéu kém
ctia mot hé thong mang. Nhitng thong tin ndy 1 hét strc hiru ich va can thiét d6i véi
ngudi quan tri mang, nhung hét stc nguy hiém khi nhiing ké pha hoai c6 nhimg
thong tin nay.

5.2.2 Bé khoa (Password Cracker)

Chuong trinh bé khod Password la chuong trinh c6 kha nang gidi ma mot
mat khau dd dugc ma hod hodc c6 thé vo hiéu hoa chirc nang bao v¢ mat khau cua
mot hé théng. Hau hét viéc ma hoa cac mat khau duoc tao ra tir mot phuong thirc
ma hoa. Cac chuong trinh ma hoa sur dung cac thuat todan ma hoa dé ma hoa mat
khau. C6 thé thay thé pha khoa trén mot hé thong phan tan, don gian hon so véi viéc
pha khoa trén mot Server cuc bo.

Mot danh sach cac tir duogc tao ra va thuc hién ma hoa timg tir. Sau moi lan
ma hod, s& so sanh véi mat khau (Password) di ma hod can pha. Néu khong tring
hop, qué trinh lai quay lai. Phuong thic bé khoa nay goi 1a Bruce-Force. Phuong
phap nay tuy khong chuan tic nhung thuc hién nhanh vi dua vao nguyén tic khi dat
mat khau ngudi st dung ciling thudng tuan theo mot sd qui tac dé thuan tién khi st
dung.
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Thong thudng cic chuong trinh phd khoa thuong két hop mot sé thong tin
khac trong qua trinh do mat khau nhu: théng tin trong tap tin /etc/passwd, tir dién va
sir dung cac tir lap cac tir liét ké tuan tu, chuyén d6i cach phat am cia mot tir ...

Bién phap khic phuc 1a can xay dung mot chinh sach bao vé mat khau ding
dan.

5.2.3 Trojans

Mot chuong trinh Trojans chay khong hop 1¢ trén mot hé thdng véi vai tro
nhu mot chuong trinh hgp phdp. N6 thyc hién cac chirc ndng khong hop phap.
Thong thudng, Trojans c6 thé chay duogc 1 do cac chuwong trinh hop phap da bi thay
d6i ma bang nhitng ma bat hop phap. Virus 1a mot loai dién hinh cua cac chuong
trinh Trojans, vi cac chuong trinh virus che ddu cac doan ma trong nhitng chuong
trinh sir dung hop phap. Khi chuong trinh hoat dong thi nhitg doan ma an sé& thuc
hién mot sb chirc ning ma ngudi sir dung khong biét.

Trojan c6 nhiéu loai khac nhau. C6 thé 1a chuong trinh thuc hién chic ning
an dau, co thé 1a mot tién ich tao chi muc cho file trong thu muc, hodc mgt doan ma
pha khoa, hodc ¢ thé 1a mot chuong trinh xir Iy vin ban hodc mat tién ich mang...

Trojan c6 thé lay lan trén nhiéu méi truong hé diéu hanh khac nhau. Dic biét
thuong lay lan qua mot s6 dich vu phé bién nhu Mail, FTP... hodc qua cac ti¢n ich,
chuong trinh mién phi trén mang Internet. Hau hét cac chuong trinh FTP Server
dang st dung 13 nhimg phién ban cii, c6 nguy co tiém tang lay lan Trojans.

Danh gia mac d6 pha hoai ctua Trojans 1a hét stc kho khin. Trong mot sb
truomg hop, né chi 1am anh huéng dén cac truy nhap cia ngudi str dung. Nghiém
trong hon, né 1a nhitng ké tin cong 16 hong bao mat mang. Khi ké tan cong chiém
dugc quyén Root trén hé thdng, n6é ¢ thé pha huy toan bo hodc mot phan cua hé
théng. Chiing sir dung cac quyén Root dé thay dbi logfile, cai dit cac chuong trinh
Trojans khac ma ngudi quan tri khong thé phat hién duoc va ngudi quan tri hé
théng do chi con cach la cai dat lai toan b hé théng

5.2.4 Sniffer:

Sniffer theo nghia den 1a “danh hoi” hodc “ngui”. La cac cong cu (co thé 1a
phan ctng hodc phan mém) “tom tat” cac thong tin luu chuyén trén mang dé “danh
hoi” nhiing thong tin ¢ gia tri trao d6i trén mang. Hoat dong cua Sniffer ciling
gidng nhu cac chuong trinh "tom bat" cac thong tin gd tir ban phim (Key Capture).
Tuy nhién cac tién ich Key Capture chi thuc hién trén mot tram lam viéc cu thé,
Sniffer c6 thé bat dugc cac thong tin trao doi giita nhiéu tram 1am viéc v4i nhau.
Cac chuong trinh Sniffer hodc cac thiét bi Sniffer c6 thé ”ngui” cac giao thuc TCP,
UDP, IPX .. ¢ ting mang. Vi vdy nd c6 thé tom bét cac goi tin IP Datagram va
Ethernet Packet. Mat khac, giao thirc & tﬁng IP duoc dinh nghia twong minh va cau
trac cac truong Header 16 rang, nén viéc giai mi cac géi tin khong kho khan lam.
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Muc dich cia cac chuong trinh Sniffer 1a thiét lap ché do dung chung
(Promiscuous) trén cac Card mang Ethernet, noi cac géi tin trao doi va "tom bat"
cac goi tin tai day.

5.3 Cac mic bao vé an toan mang

Physical protection

login/password
data encrytion

Hinh 5.1. Céc 16p bao vé

Vi khéng c6 mot giai phap an toan tuyét ddi nén nguoi ta thudng phai sir
dung dong thoi nhiéu mirc bao vé khac nhau tao thanh nhiéu 16p "rao chin" ddi véi
cac hoat dong xam pham. Vi¢c bao v¢ thong tin trén mang chu yéu 1a bao vé thong
tin cat giir trong cac may tinh, dic biét la trong cac server clia mang

> Lép bao vé trong cung 1a quyén truy nhdp nhiam kiém soat cac tai nguyén (&
day 1a thong tin) ctia mang va quyén han (c6 thé thuc hién nhiing thao tac gi) trén
tai nguyén d6. Hién nay viéc kiém soat & mirc ndy dugc 4p dung sdu nhat dbi véi
tep.

> Lép bao vé tiép theo 1a han ché theo tai khoan truy nhap gdm ding ky tén va
mat khiu tuong ung. Dy 1a phuong phap bao vé phd bién nhit vi né don gian, it
tén kém va ciing rat c6 hiéu qua. Mdi ngudi st dung muén truy nhap duoc vio
mang st dung cac tai nguyén déu phai c6 dang ky tén va mat khau. Nguoi quan tri
hé théng c6 trach nhiém quan 1y, kiém soat moi hoat dong ctia mang va xac dinh
quyén truy nhap cua nhimg ngudi sit dung khéc tuy theo thoi gian va khong gian.

» Lop tht ba 1a sir dung cac phuong phap ma hoa (encryption). Dt li¢u dugc
bién ddi tir dang "doc dugc" sang dang “khéng doc dugc" theo mot thuat toan nao
d6. Chung ta s€& xem xét cac phuong thic va cac thudt todn ma hod hién duoc su
dung pho bién ¢ phan dudi day.

> Lép thir tu 1a bao vé vat 1y (physical protection) nham ngin can céc truy
nhap vat 1y bat hop phap vao hé thong. Thuong dung cac bién phéap truyén thong
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nhu ngin cAm ngudi khong cé nhiém vu vao phong dit may, dung hé thong khoa
trén may tinh, cai dat cac hé thong bao dong khi co truy nhap vao hé théng ...

> Lép thtr nam: Cai dit cac hé thong birc twong ltra (firewall), nham ngin chin
cac tham nhép trai phép va cho phép loc cac goi tin ma ta khong mudn gii di hoic
nhan vao vi mot 1y do nao do.

5.4 Cac ky thuat bao mat trong VPN

VPN str dung mot vai ki thuat dé bao vé dir liéu truyén qua mang Internet .
Nhitng khai niém quan trong nhét 1a firewalls (tuong Itra) , nhan thyc, ma hoa va
tunneling

5.4.1. Firewalls

Thuat ngit Firewall c6 ngudn gdc tir mot ki thuat thiét ké trong xay dung dé
ngan chin, han ché hoa hoan. Trong cong nghé mang thong tin, Firewall 1a mot k¥
thuat duogc tich hop vao hé théng mang dé chéng su truy cip trai phép, nham bao vé
cac nguén thong tin nd1 by va han ché sy xam nhap khong mong mudn vao hé
thng. Ciing c6 thé hiéu Firewall 1a mot co ché (mechanism) dé bao vé mang tin t-
udng (Trusted network) khoi cac mang khong tin tudng (Untrusted network).

Thong thuong Firewall dugc dat gitra mang bén trong (Intranet) ctia mot
cong ty, to chirc, nganh hay mét quéc gia, va Internet. Vai tro chinh 1a bao mat
thong tin, ngin chin sy truy nhip khong mong mudn tir bén ngoai (Internet) va cAm
truy nhap tir bén trong (Intranet) téi mot sd dia chi nhat dinh trén Internet.

Mot tuong Itra Internet st dung céac k¥ thuat vi du nhu kiém tra dia chi
Internet cua cac goi dir liéu hodc cac cong truy nhip ma cac két ndi yéu cau dé
quyét dinh truy nhap d6 c6 duoc phép hay khong

Firewall
Router Application gateway
|
nternet Pt @_ i "
i
Host
Router } :
_.'%"7 Internal

network

Hinh 5.2. Firewall
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Firewalls cung cap hai chtic niang chinh cho nha quan tri mang. Thi nhét 1a
chirc nang kiém soat nhiing gi ma nguoi ding tir mang ngoai c6 thé nhin thay dugc
va nhitng dich vu nao dugc cho phép st dung & mang noi bo. Thir hai la kiém soét
nhiing noi nao, dich vy nao cua Internet ma mgt user trong mang ndi bg co thé duoc
truy cap, dugc su dung.

Hau hét cac ky thuat tuong lua déu duoc thiét két tuong tu nhau la c6 mot
diém diéu khién tap trung, do d6 chi can khao sat mot sd bién déi & mirc cao nhat 1a
du

5.4.1.1. Router lgc goi dir liéu ( Packets Filtering Router)

Céc router ma c¢6 nhiém vu loc goi dit li¢u s€ lua chon dé gt dir 1iéu té1 mot
mang nao d6 dya vao mot bang g6m cac luat da dugc xac dinh trude. Router khong
quyét dinh dua trén thong tin dit liéu cta goi dir liéu ma chi quan tim 1 g6i d6 dén
tir dau va dich dén cua no 1a gi, tirc 1a nd chi quan tim dén phan thong tin tiéu dé
TCP/IP. Néu g61 d6 phu hop voi mot hoac mot tap hop cac luat thi router sé thuc
hién tuong ung la cho phép di qua hay khong.

Bang cac luat & day chinh 1a cac danh sach diéu khién truy cap - ACL (
Access Control List). Nhitng danh sach nay chi cho Router biét cac kiéu cua cac goi
dtr 11éu nao duoc chép nhan “permit” hodc loai bo “deny”. Viéc chép nhan hay loai
b6 dua trén cac diéu kién duogc chi ra. Cac ACL giup quan 1y luu luong va bao mat
truy cap to1 va tr mot mang.

Cac ACL c6 thé duoc tao ra cho tat ca cac giao thirc mang c6 kha nang dinh
tuyén, nhu 1 IP, IPX. Cac ACL c6 thé dugc cdu hinh & Router dé diéu khién truy
cap td1 mot mang hay mot mang con.

Cac ACL loc luu luong mang bang cach diéu khién cho phép hay khong cho
phép cac goi dir liéu duoc chuyén di hay chin lai & cong cua Router. Router kiém
tra mdi goi dit lidu dé xac dinh c6 hay khong chuyén hay huy né, trén co s cac diéu
kién duoc chi ra trong ACL. Co s¢ dé cho phép hay huy bo c6 thé 1a dia chi IP
ngudn, dich, cac giao thirc, sd hiéu cac cng & 10p trén.
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Segment
{for example, Data
TCP header)

Frame Packet
header {IP header)

Paort

number
—

Use
access
list statements
to test
the packet

Protocol

Source address

Destination address

| Deny | [ Permit]

Hinh 5.3. Céc théng soé ciia ACL

Dé diéu khién ludng luu lugng trén moi mot cong, moét ACL can dugc dinh
nghia cho moi giao thuc dugc sur dung trén mdi céng. Mot ACL riéng bi¢t can dugc
tao cho mdi hudng, mdt cho mat 161 vao, va mét cho mot 16i ra. Cudi cung moi
cong co thé co nhidu giao thirc va nhiéu huéng duoc dinh nghia. Néu Router c6 hai
cong dugc cau hinh cho IP, IPX, va Apple Talk thi phai can dinh nghia 12 ACL
riéng biét.

IP — P
Hn. _hn.-
AppleTalk AppleTalk

One list. per port, per direction, per protocol

Hinh 5.4. Vi tri cua cac ACL

Chure nang cua cac ACL

> Gi6i han luu lugng mang va ting hiéu suit ctia mang.

> Diéu khién luéng luu luong. Cac ACL co thé loai bo viéc trao doi cac ban tin
cap nhat dinh tuyén néu cac ban tin nay 1a khong duoc yéu cau.

> Cung cdp mot miic co ban ciia bao mat cho truy cdp mang. Cac ACL c6 thé
cho phép mot may truy cap dén mot phan clia mang va ngan can cac may khac truy
cap dén phan mang do.

> Quyét dinh cac kiéu luu luong nao duoc chuyén hay bi huy trén cac cong cia
Router.

Mot vi du nhu ¢ hinh dudi ddy. Néu mot router duoc yéu cau cho phép tat
ca cac traffic tir mang 1.34.21.0/24, no s& kiém tra tat ca cac goi dir liéu xem goi
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nao cé dia chi nguon phu hop véi dia chi d6 thi s& cho phép di qua, con cac goi
thudc mang khac s€ b1 huy bo.

1.46.182 1 1.34.21.44

Internet

This gateway allows only certain
traffic to enter the network bDased
on source and destination addresses
along with port number.

Router
Cisco 2501

2.48.29.1

Packet Filtering Router

248.29.2 248293 248294 2482920 2.48.29.21

Hinh 5.5. Packet filtering Router
5.4.1.2. Bastion host

Pay 1a mdt host vira ¢cd chirc nang bado mat lai vira c6 chtic nang loc goi di
liéu ctia mot router, hé diéu hanh va nhitng dich vu quan trong ctiia né dugc cai dat
mot chuong trinh bdo mat chuyén dung. Nhiém vu bdo mat thuc hién chu yéu bai
router va host bao mat dugc st dung dé thyc thi cac luéng dir liéu theo mot trong
hai chiéu Bastion host thuong di cting véi router loc boi vi hé théng loc goi dir liéu
don gian khong thé loc cac loai giao thirc hay 16p tmg dung. Viéc ciu hinh va bao tri
kha dé dang vi nhom céc traffic duoc gui toi chi mot hé thong (mail server hay ftp
server....)

Bastion host ludn chay cic version an toan (secure version) ciia cac phan
mém hé théng (Operating system). Cac version an toan nay duogc thiét ké chuyén
cho muc dich chdng lai su tin cong vao Operating System, ciing nhu 13 dam bao sy
tich hop firewall.
Chi nhitng dich vu ma ngudi quan tri mang cho 14 can thiét méi dugc cai dat trén
bastion host, don gian chi vi néu mot dich vu khong duogc cai dat, no khong thé bi
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tan cong. Thong thuong, chi mot sd gidi han cac tmg dung cho cac dich vu Telnet,
DNS, FTP, SMTP va xac thuc user la dugc cai dat trén bastion host.

Bastion host c6 thé yéu cau nhiéu muc d6 xac thuc khac nhau, vi du nh user
password hay smart card.

Tuy nhién phuwong phap diéu khién tip trung nay trd nén bat tién khi st dung
trong mot mang lon bdi vi s€ can nhiéu bastion host, thAm chi s& can phai co han
mot mang bastion host ngoai vi dé tranh xung dot.

1.34.21 44

A combinahon of packst ering
router and secured ho S 3
Qaleway 10 @Iy NEMWOVK CNENS.

Router Packet Filtering Router

Cisco 2501
248291

Web Server I FIP Server Workstaion |

248292 248293 248294 2482920
248.29.254

Hinh 5.6. Bastion host

5.4.1.3. Proxy server

Day 1a mot loai Firewall duoc thiét ké dé ting cuong chirc ning kiém soat
cac loai dich vu, giao thirc dugc cho phép truy cap vao hé théng mang. Co ché hoat
dong cua n6 dua trén cach thuce goi la Proxy service. Proxy service 1a cac b code
dic biét cai dat trén gateway cho timg mg dung. Néu ngudi quan tri mang khong
cai dat proxy code cho mot ting dung nao d6, dich vu tuong ung s€ khong dugc
cung cip va do d6 khong thé chuyén thong tin qua firewall. Ngoai ra, proxy code co
thé duoc dinh cdu hinh dé hd trg chi mot s6 dic diém trong Gng dung ma nguoi
quan tri mang cho 1a chap nhan duoc trong khi tir chdi nhimg dic diém khac.

MBJi proxy dugc dit cau hinh dé cho phép truy nhap chi mot sé cac may chu
nhat dinh. Piéu nay c6 nghia rang bo 1énh va dic diém thiét 1ap cho mdi proxy chi
dung vi mot sé may chi trén toan hé thong.
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Mdi proxy duy tri mot quyén nhat ky ghi chép lai toan bo chi tiét cia giao
thong qua n6, mdi su két ndi, khoang thoi gian két ndi. Nhat ky nay rat cé ich trong
viéc tim theo diu vét hay ngan chin ké pha hoai.

Mdi proxy déu doc lap voi cac proxies khac trén bastion host. Diéu nay cho
phép dé& dang qua trinh cai dat mot proxy mdi, hay thao g& mét proxy dang cé van
dé

Uu diém

Cho phép nguoi quan tri mang hoan toan diéu khién dugc timg dich vu trén
mang, bai vi img dung proxy han ché bd 1énh va quyét dinh nhitng may chu nao c6
thé truy nhap duogc boi cac dich vu.

Cho phép ngudi quan tri mang hoan toan diéu khién dugc nhitng dich vu nao
cho phép, boi vi sy vang mit cua cac proxy cho cac dich vu tuong tng c6 nghia la
cac dich vu 4y bi khoa.

Luat 18 loc filltering cho cong tmg dung 14 dé dang ciu hinh va kiém tra hon
so v&i bo loc packet.

Han ché

Yéu ciu cac users thay doi thao tac, hodc thay doi phan mém da cai dat trén
may client cho truy nhép vao cic dich vu proxy. Chang han, Telnet truy nhap qua
cong tmg dung doi hoi hai budc dé ndi véi may chu chir khong phai 1a mot . Tuy
nhién, ciing dd c6 mot sé phan mém client cho phép tmg dung trén cong tmg dung
1a trong sudt, bang cach cho phép user chi ra may dich chir khong phai cong tng
dung trén I¢nh Telnet khac.
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1.164.128.7

Router Exterior Packet
IR LTE Filtering Router

LCTCN (nterior Packet
CIELILE Filtering Router
21814 L2112

CED ED EED G

248292 248293 248294 2482920

Hinh 5.7. Proxy server
5.4.2. Authentication (nhan thuc)

Authentication déng vai trd quan trong ddi v6i VPNs, phuong phap nay dam
bao cac bén tham gia truyén tin trao ddi dir liéu véi ding nguoi, dung host.
Authentication ciing twong tu nhu "logging in" vao mot hé thdng véi username va
password, tuy nhién VPNs yéu ciu cac phuong phap nhan thuc chit chg, nghiém
ngat hon rat nhiéu dé xéac nhan tinh hop 1€. HAau hét cac hé théng nhan thuc VPN
déu dya trén hé théng khod bao mat chung, cac khoa duogc dua vao thuat toan bam
dé tao ra cac gia tri bam. Dé c6 quyén truy nhép thi gia trj bam cta bén yéu cu phai
trung véi gia tri bam duoc phép tai dich. Céc gia trj bam nay khoéng nhin thdy dugc
khi truyén qua Internet do d6 viéc dn cap password 1a khong thé. Mot s6 phuong
phéap nhan thyc thong dung 1a CHAP, RSA

Authentication thuong dugc thuc hién khi bat dau phién truy cap, va sau do lai
dugc thuc hién ngau nhién tai thoi diém nao d6 trong sudt thoi gian cua phién d6 dé
dam bao chic chan rang khong c6 ké mao danh ndo tham nhap trai phép. Ngoai ra
authentication ciling co thé duoc st dung dé dam bao su nguyén ven cua dir li€u.
Ban than dir li€u cling dugc dua vao ham bam dé thu duoc gia tri bam va no6 duoc
gui di cung dit liéu, tuong ty nhu checksum ctia mot ban tin. Bat ky sy sai khac nao
giita gia tri dugc giri di véi gid tri nhan dugc tai cac tram ké tiép thi diéu do c6
nghia 1a dir liu da bi pha huy ,bi chdn trong qué trinh truyén tin hoac dir liéu da bi
thay d6i trén duong truyén.

Trang 95



5.4.3. Encryption ( ma hoa)

Encryption duoc str dung dé chic chan rang ban tin khong bi doc boi bat ky ai
nhung c¢6 thé doc duoc boéi ngudi nhan. Khi ma cang cé nhiéu thong tin luu thong
trén mang thi sy can thiét d6i voi viéc ma hoa thong tin cang trd nén quan trong. Ma
hoa s& bién d6i ndi dung théng tin thanh trong mot vin ban mat ma ma 1a vo nghia
trong dang mat mi cua nd. Chirc ning giai ma dé khoi phuc vin ban mat ma thanh
n6i dung thong tin c6 thé dung dugc cho ngudi nhan

Qua trinh ndy mat ma dir liéu khi truyén di khoi may tinh theo mot quy tac
nhat dinh va mot may duoc phép tir xa co thé giai ma duoc. Hau hét cac hé thong
ma hod may tinh thudc vé mot trong hai loai sau:

o Ma hoa st dung khoa riéng ( Symmetric-key encryption)
o Ma hoa su dung khoa cong khai (Public-key encryption)
Trong hé symmetric-key encryption, mdi may tinh c6 mot ma bi mat st dung
dé ma hoa cac géi tin trude khi truyén di. Khoa riéng ndy can duogc cai trén mdi
may tinh c6 trao doi thong tin st dung ma hod riéng va mdy tinh phai biét duoc
trinh tu gid ma da dugc quy udc trude. Vi du: Ban tao ra mét birc thu ma hoa ma
trong ndi dung thu mdi ky tu duoc thay thé bang ky tw & sau n6 2 vi tri trong bang
ky tu . Nhu vay A sé dugc thay bang C, va B s& dugc thay bang D. Ban d3 ndi véi
ngudi ban khod riéng 1a Dich di 2 vi tri (Shift by 2). Ban cua ban nhan duogc thu sé
gidi ma st dung chia khod riéng d6. Con nhirng nguoi khac s€ khong doc dugce nodi
dung thu. (symetric key), sau dé sir dung khod bi mdt nay dé giai ma dir liéu
Hé Public-key encryption sir dung mot t6 hop khoa riéng va khoa cong cong
déthyc hién md hoa, giai mi. Khod riéng chi st dung tai may tinh
d6, con khod cong cong duoc truyén di dén cac may tinh khac ma né mudn trao ddi
thong tin bao mat. Dé giai ma dir liéu ma hoa, may tinh kia phai st dung khoa cong
cdng nhan duogc, va khoa riéng cua chinh no.
5.4.4 Pwong ham (Tunnel)
Cung cap cac két ndi logic, diém t&i diém qua mang IP khong huéng két ndi.
Piéu nay giup cho viéc sir dung cac wu diém cac tinh ning bao mat. Cac giai phap
duodng ham cho VPN la st dung su ma hoa dé bao vé dir liéu khong bi xem trém bdi
bat cit nhiing ai khong dugc phép va dé thuc hién déng goi da giao thirc néu can
thiét. M4 hoa duoc str dung dé tao két ndi dudong ham dé dir liéu chi ¢ thé duoc doc
boi nguoi nhén va nguoi gui.
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CHUONG VI: KET LUAN

Cong nghé mang riéng a0 VPN (Virtual Private Network) 1a mot cong nghé
tuong d6i méi, viéc nghién ctru va trién khai cac loai mang VPN doi hoi nhiéu thoi
gian va cong suc.

Trong ban d0 4n nay, ching t6i di trinh bay nhimg khai niém co ban nhét vé
VPN, van dé bao mat hé thong, nghién ctru mét cach k¥ ludng co so 1y thuyét

Trong phan thuc nghiém cua dd 4n, chung t6i di xay dung va cau hinh thanh
cong mang VPN Client to site.

Trong mot khoang thoi gian ngin, ching toi khong thé tranh khoi nhing sai
sot, chung t6i xin chan thanh cam on thiy c6 dic biét 1a thiy Nguyén Trung Phu,
ban bé, dong nghiép da giup 45, gbp ¥ chiing t6i hoan thanh dd 4n nay.
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BANG POI CHIEU THUAT NGU VIET - ANH

Danh sach diéu khién truy nhap

Access Control List

Ché d6 truyén khong dong bd

Asynchronous Transfer Mode

Pau nhan thyc

Authentication Header

S6 luong bao mat goi gon

Encapsulation Security Payload

Giao thirc duong di chung

Generic Routing Protocol

Nha cung céip dich vu Internet

Internet Service Provides

Giao thuc Internet

Internet Protocol

Bao mat dia chi IP

IP Security

D6 manh chu dé ky su Internet

Internet Engineering Task Force

Trao do6i goi lam viéc trén Internet

Internetwork Packet Exchange

Giao thirc thong diép diéu khién
Internet

Internet Control Message protocol

Giao thirc quan 1y nhom Internet

Internet Group Management Protocol

Giao thtc quan 1y khoa va tich hop an
ninh

Security Association and Key
Management Protocol

Trao doi khoa Internet

Internet Key Exchange

Giao thirc diéu khién chuyén ddi

Transfer Control Protocol/Internet
Protocol

May chu truy cap mang

Network Access Server

Truy cip tap trung giao thirc ting ham
l6p 2

L2TP Access Concentrator

May chu mang L2TP

L2TP Network Server

Mang cuc b0

Local area network

Giao thirc ting ham 16p 2

Layer 2 Tunneling Protocol

Chuyén tiép 16p 2

Layer 2 Forwarding

Puong truyén cap quang

Optical carrier-3

M0 hinh lién két cac hé thong mo

Open Systems Interconnection

Giao thirc diém noi diem

Point To Point Protocol

Giao thurc xac thuc mat ma

Password Authentication Protocol
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Giao thire buu dién

Post Office Protocol

Dich vu quay s6 dao

Point To Point Tunneling Protocol

Mach 4o cb dinh

Permanent Virtual Circuit

Chét luong phuc vu

Quanlity of Service

Bao mat tong quan

Security Association

Chinh sach bao mat CSDL

Security Policy Database

Chi s6 gi61 han an ninh

Security Parameter Index

CSDL tich hgp bao méat

Security Association Database

May chu truy cap tir xa

Remote Access Server

Giao thirc so dd ngudi ding

User DataGram Protocol

Mang riéng 4o

Virtual Private Network

Mang Wan

Wide Are Network
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