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LOI MO DAU

Ngay nay, viéc duy tri hé thong mang ndi bd hoat dong 6n dinh , nhanh
chéng, an toan va tin cy dang 1a vin dé duogc cac to chirc va doanh nghiép dic
biét quan tdm. Trong d6, yéu té an toan mang ludn duoc dit 1én hang dau. Nam
bat dugce nhu cu cia céc to chic va doanh nghi¢p, mot $6 tap doan cong ngh¢
thong tin va truyén thong hang dau trén thé giéi da dua ra nhidu giai phap bao
mat cling nhu cac Firewall (ca phan ctng 14n phin mém) dé bao vé méi truong
mang dugc trong sach va an toan. Hién nay, cac t6 chtrc va doanh nghiép chon
cho minh céch bao vé hé thong mang ciia ho bang nhiéu cach khac nhau, trong
do, Isa Server duoc dung kha phd bién.

ISA Server la phén mém Firewall chay trén h¢ diéu hanh Windows
server 2003 Service Pack 2 ciia Microsoft. Ké thira cac wu diém cta nhiing
diém cua nhiing phién ban trudc d6, ISA Server 2006 dem dén cho ngudi ding
mot giao dién than thién, cac thao tic quan tri don gian va dé thyc hién. Déng
thoi, phién ban méi ndy c6 thé duoc cau hinh dé tro thanh firewall voi cac vai
tro da dang nhu : bao vé hé théng mang ndi bg, tdng tde do truy cap web, quan
ly bang thong, xuat ban web server , FTP server, Mail server, VPN Gateway. ..

Mong rang phan mém ISA Server 2006 nhim bao dam an toan cho
nhirg hé théng mang nho dén trung binh, két hop véi PC Monitor Console va
mot sd tinh ning ctia Mail Mdeamon duoc trinh bay trong d6 4n s& gitp cho
nhirg doanh nghiép vira va nhé dang c¢6 nhu cdu mudn bao vé hé thong mang

ndi bd cua minh dugc tot hon, an toan va trong sach hon.



LOI CAM ON

Sau 2 thang nd luc thyuc hién do an tot nghiép da phan nao hoan chinh.
Ngoai sy ¢d gang hét minh cia ban than va cac thanh vién trong nhom, nhém
con nhan duoc su hd tro rat 1on tir ban be, thﬁy co va gia dinh.

Trude hét, nhdm chling em cam on dén cé4c thay co da truyén dat nhimg
kién thirc quy bao cho chung em trong sudt qua trinh hoc tap. Pic biét, nhom
chuing em xin goi 101 cam on chan thanh va sau sic dén thiy Nguyén Duy, thay
d3 tan tinh hudng dan giup d& va dong gop cho chiing em nhiéu y kién qui bau
trong sudt qua trinh 1am do an.

Cém on gia dinh, nhiing ngudi ban than trong nhém ciling nhu céc ban
chung khéa da luén bén canh va cho nhiing 161 khuyén chan thanh. Cam on
thay ¢ & trung tAm da tao diéu kién tot nhat dé cho nhom chiing em ciing nhur
cac nhom khac thue hién do 4n mot cach thuan loi va sudn sé.

Cubi ciing, nhém chiung em xin cdm on tit ca moi ngudi, cam on tat ca

nhitng gi ma moi nguoi da danh cho nhom.
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GIOI THIEU SO LUQC PO AN

e Tén do an:

Thiét ké va xay dung giai phdp quan tri an ninh mang véi phan mém
Firewall ISA Server 2006 cho mé hinh doanh nghiép vira va nho

e Noidung dd an :
Xay dung hé thong mang ndi b cho doanh nghiép vira va nho.

Str dung phan mém Firewall ISA Server 2006 dé bao vé hé thong mang
ndi by va ting tdc do truy cap web,quan ly bang thong, xudt ban Web Server ,
Mail Server...

e Muc tiéu db an

Thiét ké va xay dung giai phdp quan tri an ninh mang v6i phdn mém
Firewall ISA Server 2006 bao vé mang nd bg. Ngan chan sy xam nhap cua cac
Hacker do tim nhitng 16 hong ctia cac port thong qua mang Internet. Bén canh do,
str dung nhitng chirc niing c6 san va nhitng chirc ning add-in ctia ISA Server 2006
dé han ché cac nhan vién sir dung internet khong hop 1y. Pong thoi str dung cac
chtc ning trén dé Publish cac dich vu Web, Mail ra ngoai internet nham phuc vu
qua trinh lam viéc caa cac nhan vién. Ngoai ra, cac nhan vién c6 thé truy cap tir xa
qua mang nho chirc nang VPN Client To Site. ..

Tuy nhién, Firewall ISA Server 2006 chi c6 thé ngin chian sy xdm nhap
ctia nhitng ngudn thong tin khéng mong mudn nhung phai xac dinh rd cac thong
s6 dia chi. Firewall ISA Server 2006 khong thé ngan chin sy xdm nhép cua nhan
td con nguoi nhu nhan vién, hodc USB c6 chtra cac virus doc hai. Vi thé, chung
em d3 két hop phin mém Pc monitor console cho phép quan sat man hinh cua
nhitng may tinh duoc nbi trong mang.

Theo cach nay co the quan sat nhan vién st dung may tinh va ngan chan
s xam nhép ciia nhitng ngudn thong tin khong mong mudn bén ngoai internet.

e Linh vuc ing dung

Ung dung thyc tién dé giai quyét nhitng van dé vé quan tri va an ninh
mang trong mo hinh cua Doanh Nghiép vira va nho.
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CHUONG I : TONG QUAN VE FIREWALL

1. Firewall la gi ?

Thuat ngir Firewall c¢6 ngudn gbc tir mot ki thuat thiét ké trong xay dung
dé ngan chin, han ché hoa hoan. Trong cong ngh¢ mang thong tin, Firewall 1a mot
ky thuat dugc tich hop vao hé thong mang dé chdng su truy cap trai phép, nham
bao vé cac ngudn thong tin ndi bd va han ché sy xam nhap khéng mong mudn vao
hé théng

Thong thuong Firewall duoc dat glu:a mang bén trong (Intranet) cuia mot
cong ty, to chirc, nganh hay mot qubc gia, va Internet. Vai tro chinh la bao mat
thong tin, ngan chin sy truy nhap khong mong mudn tir bén ngoai (Internet) va
cAm truy nhap tir bén trong (Intranet) téi mot sb dia chi nhat dinh trén Internet.

2. Phan logi firewall

Firewall duoc chia 1am 2 loai, gom Firewall cang va Firewall mém:
Firewall ceing: La nhiing firewall dugc tich hgp trén Router.

Router Firewall

Pic diém cua Firewall cing:

Khéng duoc linh hoat nhu Firewall mém: Khéng thé thém chuc ning,
thém quy tic nhu firewall mém

Firewall cting hoat dong ¢ ting thap hon Firewall mém (Tang Network
va tang Transport)

Firewall cing khong thé kiém tra dugc not dung caa gai tin.
Vi du Firewall cang: NAT (Network Address Translate).

Firewall mém: La nhirng Firewall dugc cai dat trén Server.

Server firewall

Pic diém cua Firewall mém:

Tinh linh hoat cao: C6 thé thém, bét cac quy tac, cac chire ning.

Firewall mém hoat dong & tang cao hon Firewall ciing (tang ung
dung)

Firewal mém c6 thé kiém tra dwgc ndi dung cua géi tin (thong qua
cac tu khoa).

Vi du vé Firewall mém: Zone Alarm, Microsoft ISA Server 2006, Norton
Firewall...

3. Chirc ndng chinh:

Chtic ning chinh cua Firewall 1a kiém soat ludng thong tin tir giira Intranet
va Internet. Thiét 1p co ché diéu khién dong thong tin giita mang bén trong
(Intranet) va mang Internet.

Cho phép hodc cidm nhimg dich vu truy nhdp ra ngoai (tir Intranet ra
Internet). Cho phép hoic cdm nhiing dich vu phép truy nhap vao trong (tir Internet
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vao Intranet). Theo doi ludng dit liéu mang gitta Internet va Intranet. Kiém soat
dia chi truy nhap, cam dia chi truy nhdp. Kiém soat ngudi sir dung va viéc truy
nhap cua nguodi st dung. Kiém soat ngi dung thong tin thong tin luu chuyén trén
mang.

4. Cau truc firewall

FireWall bao gém :

Mot hodc nhieu h¢ thong may chu ket noi voi cac bo dinh tuyen (router)
hoac cd chirc nang router. Cac phan mém quan ly an ninh chay trén hé thong may
chu.

Thong thuong la cic hé quan tri xac thuc (Authentication), cip quyen
(Authorization) va ke toan (Accounting).

5. Cac thanh phan cia FireWall

Mot FireWall bao gdm mét hay nhiéu thanh phan sau:

Bo loc packet (packet- filtering router);

Cong ung dung (Application-level gateway hay proxy server);

Cdng mach (Circuite level gateway).
| |

Secure! | Secure/ | Application state and data flow
Destination Destination
IP Address | Port

I
e =
L )

~
L Router Packet Fillers J

T
Gateways

6. Bg loc paket (Paket filtering router)
Nguyén ly :

TGP - UDF

IP address

Data Link

]

Khi n6i dén viéc luu thong dir lidu giita cac mang véi nhau thong qua
Firewall thi didu d6 c6 nghia rang Firewall hoat dong chat ch& véi giao thirc
TCP/IP. Vi giao thirc nay lam viéc theo thuat toan chia nho céc dir li€éu nhan dugc
GVGD: NGUYEN DUY SVTH: LE THAI GIANG

PANG QUOC QUAN
NGUYEN ANH DUNG
NGUYEN TRIEU TIEN




tr cac ung dung trén mang chay trén cac giao thuc (Telnet, SMTP, DNS, SMNP,
NFS...) thanh cic géi dir lidu (data pakets) rdi gan cho céc paket nay nhimng dia
chi dé c6 thé nhan dang, tai lap lai ¢ dich can gui dén, do d6 cac loai Firewall
ciing lién quan rat nhiéu dén cic packet va nhiing con sb dia chi ciia chung.
Bo loc packet cho phép hay tir chdi mdi packet ma né nhan duoc. N6 kiém tra
toan b doan dit liéu dé quyét dinh xem doan dit li¢u d6 c6 thoa man mot trong )
cac luat 1¢ cua loc packet hay khong. Cac luat 1¢ loc packet nay la dua trén céc
thong tin & diu mdi packet (packet header), dung dé cho phép truyén cac packet
dé o trén mang.
Dia chi IP noi xuat phat ( IP Source address)
bia chi IP noi nhan (IP Destination address)
Nhitng thu tuc truyén tin (TCP, UDP, ICMP, IP tunnel)
Cong TCP/UDP noi xuat phéat (TCP/UDP source port)
Cong TCP/UDP noi nhan (TCP/UDP destination port)
Dang théng bao ICMP ( ICMP message type)
Giao dién packet dén ( incomming interface of packet)
Giao dién packet di ( outcomming interface of packet)
Néu luat 1& loc packet duoc thoa man thi packet dugc chuyén qua firewall.
Néu khong packet s& bi bo di. Nho vay ma Firewall c6 thé ngén can dugc céc
ket
ndi vao cac méay chu hoic mang nao d6 duoc xac dinh, hoic khoé viéc truy cap
vao hé thong mang noi bo tir nhitng dia chi khong cho phép. Hon nira, viéc kiém
soat cac cong 1am cho Firewall ¢é kha ning chi cho phép mét s6 loai két ndi nhét
dinh vao cac loai may chu nao d6, hoac chi c6 nhirng dich vu nao d6 (Telnet,
SMTP, FTP...) duoc phép mai chay dugc trén hé théng mang cuc bo.

7. Uu diém:

Da s cac hé thong firewall déu sir dung bo loc packet. M6t trong nhiing
vu diém cua phuong phap dung b loc packet la chi phi thip vi co ché loc packet
da doc bao gom trong mdi phan mém router. Ngoai ra, bd loc packet 14 trong sudt
d6i voi nguoi st dung va cac tmg dung.

8. Nhitng han ché ciia firewall

Firewall khéng dii thong minh nhu con ngudi dé co thé doc hiéu timg loai
thong tin va phan tich ndi dung tot hay xau ctia no.

Firewall chi c6 thé ngin chin sy xdm nhap cia nhitng ngudn thong tin
khong mong muén nhung phai xac dinh o cac thong s6 dia chi.

Flrewall khong thé ngan chin mot cudc tin cong néu cudc tin cong nay
khong “di qua” nd. Mot cach cu thé, firewall khong thé chong lai mot cude tan
cong tir mot dong dial-up, hodc su do ri thong tin do dit liéu bi sao chép bat hop
phap 1én dia mém.

Firewall ciing khong thé chéng lai cac cudc tan cong bang dir liéu (data-
drivent attack). Khi c6 mot $6 chuong trinh duogc chuyén theo thu dién tir, vuot
qua firewall vao trong mang duoc bao vé va bat dau hoat dong ¢ day.

Firewall khong thé lam nhiém vu va quét virus trén cac dit liéu dugc
chuyen qua no, do tdc d6 1am viéc, sy xuat hién lién tuc cua cac virus méi va do
c6 rat nhidu cach dé ma hoa dir liéu, thoat khoi kha nang kiém soat ctia firewall.
Tuy nhién, Firewall van 13 giai phap hitu hiéu dugc ap dung rong rai.
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CHUONG II : GIOI THIEU ISA SERVER 2006
1. Microsoft ISA Server 2006 la gi ?

Microsoft ISA Server 2006 la phén mém, duoc tao ra nhim bao vé hé
thong mang ndi bo trude sy tan cong tu Internet, dong thoi giup cho nguoi st
dung trong mang ndi b truy cdp cac img dung va dir liéu mdt cach an toan.

Remote Laptop

| Active Directory Server

ISItarePolntSErril: ™

Pl

Corporate HQ |

Cac phién ban cuaa ISA Server 2006

ISA Server 2006 c6 hai phién ban: Standard va Enterprise. Trong do phién
ban Standard duoc thiét ké cho nhitng nguoi dung can bao vé hé théng mang nho
v6i chi mot firewall. Cao cép hon, phién ban Enterprise dugc thiét ké cho nhiing
hé thdng mang trung tim trd 1én voi mot hay vai nhom firewall.

So sanh giira 2 phién ban :Standard Editionva Enterprise Edition
- V& co ban thi ban Standard va ban Enterprise c6 cac chirc ning twong
duong nhau.
- Ban Enterprise ¢6 hd trg thém 3 tinh ning sau khong co trong ban
Standard:
+ Centralized storage of configuration data:

Trong khi ban Standard lwu théng tin vé cdu hinh (configuration
information -> conf info) trong registry trén chinh may cai ISA thi ban Enterprise
luu conf info ciia nd trén mot thu muc (directory) riéng bi¢t. Khi ban cai ban
Enterprise ban phai chi ra mot hay nhiéu may déng vai tro 1a may luu cdu hinh
(Configuration storage server). Cac storage server nay su dung ADAM (Active
Directory Application Data) dé luu trit cdu hinh ciia tit ca cac ISA trong to chuc.
ADAM c6 thé cung luc cai dat trén nhidu may, nén ban c6 thé c6 nhiéu storage
server.(Ban c6 thé cai ADAM 1én may khac ko c¢6 ISA hay cai 1én may ISA ciing
dugc). Dir liéu trén cac storage server ndy s€ tu nhan ban (replicate) cho nhau theo
chu ky. Nho d6 hd tro tot hon cho ngudi quan tri. Vi du nhu ban muén thay d6i
c4u hinh ctia mot hay nhiéu ISA server ban chi viéc ngdi vao mdt trong nhiing
storage server ma lam. Con v6i ban Standard, ban phai dén timg may dé cau hinh.
+ Support for Cache Array Routing Protocol - CARP:
Ban Enterprise cho phép ta chia sé viéc cache gitta mot day cac ISA véi nhau. Véi
ban Enterprise, mot ddy gdm nhiéu may ISA s& dugc cau hinh tré thianh mot ving
cache don luan 1y bang cach két ndi kha ning cache cua tit ca cac ISA lai véi
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nhau. Dé thuc hién tinh nang nay, ISA st dung CARP. Co ché nhu sau : khi mot
may client di mgt trang web nao d6, CARP s& chi dinh mdt ISA trong day cache
lai trang d6. Khi mot may client khac di trang web khac, CARP chi dinh tiép mot
may ISA khac cache lai trang web. Ctr luan phién nhu thé. Khi mot client bat ki di
mot trang web da dugc cache thi CARP s€ chi dinh ra mdy ISA nao da cache
trang d6 dé tra vé cho may client. CARP gitip t6i uru hoa kha ning cache.

+ Integration of Network Load Balancing - NLB : (Tich hop cin bang tdi lén
ISA)

NBL 13 mét thanh phan network c6 sin trong Windows 2000 Server va
Windows Server 2003. Str dung NLB tic 1a chung ta phai chap nhan du thira
(redundancy), ta s& co tur 2 dén nhiéu may cung chirc ning (vd cung la ISA) dé
can bang duong truyén, tranh hién tuong qua tai. NLB cing la mot hinh thire
backup, vi néu c6 mot may bi down (chét) thi s& co may khac thay thé nhiém vu
trong thoi gian phuc h6i may kia. NLB dap ung nhu cau vé tinh 6n dinh va tinh
san sang cao trong hé thong.
V6i ban Standard, ban phai cau hinh NLB bang tay. Con véi ban Enterprise, NLB
dugc tich hop vao ISA nén ban c6 thé quan Iy NLB tir ISA. Ban c6 thé dung ISA
Server Management Console dé cdu hinh, quan 1y, giam sat (monitor) NLB.

2. Cdc dic diém ciia Microsoft ISA 2006:

Cung cip tinh niang Multi-networking: K§ thuat thiét 1ap cac chinh sach
truy cap dua trén dia chi mang, thiét lap firewall dé loc thong tin dua trén tung dia
chi mang con,...

Unique per-network policies: Pac diém Multi-networking duoc cung cip
trong ISA Server cho phép bao vé hé thong mang ndi bo bang cach gidi han truy
xuat cta cac Client bén ngoaiinternet, bang cach tao ra mot ving mang ngoai vi
perimeter network (dugc xem 1a ving DMZ,demilitarized zone, hodc screened
subnet), chi cho phép Client bén ngoai truy xuit vao cacServer trén mang ngoai
vi, khong cho phép Client bén ngoai truy xuat truc tiép vao mang ndi bo.

Stateful inspection of all traffic: Cho phép giam sat tat ca cac luu lugng mang.
NAT and route network relationships: Cung cap ky thuat NAT va dinh tuyén dir
liéu cho mang con.

Network templates: Cung cép cac mo hinh miu (network templates) vé
mot s6 kién trac mang, kém theo mét sé ludt can thiét cho network templates
tuong Ung.

Cung cip mot sd dic diém méi dé thiét 1ap mang riéng ao (VPN network)
va truy cép tor xa cho doanh nghi¢p nhu gidm sat, ghi nhan log, quan ly session
cho timg VPN Server, thiét 1ap access policy cho timg VPN Client, cung cap tinh
ning tuong thich vi VPN trén cac hé théng khac.

Cung cip mot sd ki thuat bao mat (security) va thiét 1ap Firewall cho
h¢ thong nhuAuthentication, Publish Server, gioi han mot s0 traffic

Cung cap mot s6 k¥ thuat cache thong minh (Web cache) dé 1am ting toc
d6 truy xudt mang,giam tai cho duong truyén, Web proxy dé chia sé truy xuat
Web

Cung cap mot s tinh ning quan 1y hiéu qua nhu: gidm sat luu lugng,
reporting qua Web, exportva import cdu hinh tir XML configuration file, quan 1y
16i hé thongthdng qua k¥ thuat gai théngbao qua E-mail,..

Application Layer Filtering (ALF): 1a mot trong nhiing diém manh cia ISA
Server 2006, khonggidng nhu packet filtering firewall truyén thong, ISA 2006 c6
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thé thao tac sau hon nhu c6 thé locdugc cac thong tin trong ting tmg dung. Mot s6
dic diém ndi bac clia ALF:

Cho phép thiét 1ap bd loc HTTP inbound va outbound HTTP.

Chan duogc céac ca cac loai tap tin thyc thi chay trén nén Windows nhu .pif,
.com,...
C6 thé giéi han HTTP download.

C6 thé gidi han truy xudt Web cho tit ca cac Client dua trén ndi dung truy
cap.

C6 thé diéu kién truy xuat HTTP dua trén chit ky (signature).

Piéu khién mot s6 phuong thic truy xudt cia HTTP.

3. Cai dat Microsoft Server 2006

3.1. Yéu ciu h¢ thong:

Thanh phan Yéu cau
Hé diéu hanh Microsoft Windows Server 2003 32-bit service
Pack 1 hoac Microsoft Windows Server 2003 R2
32-hit.
Ram 512 MB hoac cao hon.
Card mang Mot card mang LAN (card host-only)
Mot card mang DMZ (card host-only)
Mot card mang WAN (card Bridged)
O dia cai dat CD-ROM hoic DVD-ROM
Dat dia chi IP:
Card mang Pia chi IP
Card mang LAN IP Address: 10.0.0.1
Subnet Mask: 255.0.0.0
Default Gateway: 10.0.0.1
DNS Server: 10.0.0.2
Card mang DMZ IP Address: 172.16.0.1
Subnet Mask: 255.255.0.0
Default Gateway: 172.16.0.1
Card mang WAN IP Address: 192.168.1.100
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1
DNS Server: 8.8.8.8
8.8.4.4
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3.2. Tién trinh cai dit:

W o Dacuments ani Sethings’ Administrator De s op TSAS06 Sai .-JM
D Gk yew Favon >
Dl o O - T e ———— e ——" =ioix )
W]_Jc;\mmmua e | B
[home - A Windows Server System
chent
= By
- v e |
l_ﬂ.smfuun.a:e -
Bramco Internet Security &
Qppice un Acceleration Server 2006
B Standard Edition
Read Lipgrage Guide

180-Day Evaluation

#2000 Misissshl Cospeialion. All ighs iesemel Microsaft
Wisant| | (3 @ | L cipements o Settin. [ Microgelt 154 Server . EELEETN

Bat dau tién trinh cai dat ISA Server 2006.
fi Microsoft ISA Seryer 2006 - Installation Wizard x|

Microsoft "
Internet Security &
Acceleration Server 2006

Welcome to the Installation Wizard for
Microsoft ISA Server 2006

The Installation Wizard will inskall Microsoft IS4 Server 2006 on
wour camputer,

WARMING: This program is protected by copyright lawv and

international treaties,

To continue, click Mext,

= Back

Khéi dong chuong trinh cai dat ISA Server 2006.

Cancel |

i-.% Microsoft ISA Server 2006 - Installation Wizard x|
Customer Information
Please enter your customer details,
User Mame:
2
Qrganization:
Product Serial Mumber:
|MD6W9 | |F?M3Y | |53022 | |RPE-DF |_|296VG |
< Back I Next = I Cancel |

Dién diy khoa va cac théng tin vé khach hang
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i Microsoft ISA Server 2006 - Installation Wizard x|
Internal Network

Specify the address ranges you want included in the ISA Server Internal
nebwork,

Click Aadd ta specify the network address ranges.

Internal Metwork Address Ranges (From-To):

@Fnr details, see the Installation Guide.

Chon Add dé bo xung day IP
x|

Select the network adapters associaked with the network wou are configuring.

< Back I [exk = I Cancel |

Metwork adapters:

Mame

O Ewan
O oz
=

Mebwaork adapter details:

Mame: ¥Mware Acceleraked AMD PCret adapter ;l
IF Addresses: 10.0.0.1
Rouke Information:

10.,0.0.0 - 10,255,255, 255

=l
I (=4 I Zancel I
B0 xung day dia chi IP cho mang ndi bd vdi Add Range
=lo x|

Installing Microsoft ISA Server 2006

The program features vou selected are being installed.

Flease waik while the Installation Wizard installs Microsoft 1S4 Server 2006 .
This may kake several minutes,

Stakus:

[ ]]

10

= Back [dExt = - Cancel
Tiép tuc next dé cai dat ung dung.
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B Microsoft Internet Security and Acceleration Server 2006 X|

Installation Wizard Completed

Pﬁgﬁﬂ SECI..II'ity& The Installation Wizard completed successfully,
Acceleration Server 2006

[ Invoke ISA Server Management when the wizard closes!

Click. Finish ko exit the wizard,

Nhén Finish dé hoan thanh tién trinh cai dit ISA Server 2006

4. Cai 3 Leg Perimeter Template
e MO0 hinh

Mail Server
Web Server "

Local Host

Internal Network

External Network

V&i mo hinh nay trong Internal network chiing ta s& chia 1am hai phan:

Phan thir nhat 1a cic may nhu Mail Server ...dé ngudi dung tir External
NetWork c6 thé truy cép vao.

Phan thtr hai 12 cac may ndi bd can duoc bao mat ki cang hon phan thir

nhét.
Tai may ISA Server ta can dén 3 card mang.
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e Qua trinh cai dat

B® Microsoft Internet Security and Acceleration Server 2006 =10 ﬂ

Flle Action Yiew Help

= R REROIC

1= Microsoft Internet Security and Accele i‘hc{mfretsm rity&
£ g tréaedseansred nternet Secul Network
i Acceleration Server 2006 etwarks
-] Monioring Standard Edition

g Firewal Policy
{4 Virtual Private hetwarks (WPH) @ Click here to learn about the Customer Experience Improvement Program.

142 Configuration
; / Networks \

&

Templates

o3 Aeldins Edge Firewall ~
o General // g r~ Edge
Z { Firewall

Connect your Internal network,
ta the Interngt and protect it
from intruders.

N
|
- B Eren et ol
2
ﬁ 3-leg
/NetwurksYNatwarkSetsYNatwurkRu\es‘Web Cha\ning\ @"?@ Perimeter

VPN Clients

4

x : .
Hame | Description | Address Ranges | G e s
ﬂ External  Built-innetwork ... = IP addresses ... ta the Internst, protect it from
inkruders, and publish services to
hoInternal  Metworkreprese.., 110.0.0.0-10.., the Internet from a Perimeter
network,

helocalHost  Built-in network o, 1 No TP address..,
= Quarantin,., Built-in dynamic n.,. 2 No IP address...
d Front
L3 VPN Clients  Built-in dynamic ... 7 Ko IP address... Firewall
v
ﬂ—l ﬂ J Ve 154 Sarer 2c th Frank lins ﬂ

O khung bén trai click vao muc Networks. O khung bén phai chon Templates va

click chon 3 Leg Perimeter Template.
Network Template Wizard x|

g Welcome to the Networl
Microsoft

Internet Security & Template Wizard
Acceleration Se

‘You have selected the 3-Leg Perimeter network template
(also known as DMZ, demilitarized zone, and screened
sub-net), This wizard will help vou configure your
network topology, and apply a Firewall policy For this
configuration.

= Back

Cancel |

Khéi chay trinh tao Template.
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Network Template Wizard x|

Export the ISA Server Configuration
Use the export Feature to back up wour current IS8 Server configuration.

Changing the network configuration will overwrite the current
network configuration and fireveall policy rules,

Before applying a network template, we recommend using the
expoart Feature ko save the current 154 Server configuration. IF
necessary, even after you apply a network template, you can
revert back to this exported configuration.

< Back I Mext = I Cancel I

Sao luu cau hinh hién tai.
x|

Internal Network IP Addresses
Define the IP addresses For this netwark, You can add IP address ranges, IP
address ranges associated with a network adapter, and private IP ranges,

Address ranges:

Start Address | End Address Add Adapter, I
10.0.0.0 10.255.255.255

Edit... |

Remove |

Add Private |

Add Range... |

= Back I Mext = I Cancel |

bién day IP tuong ting véi mang ndi bo.
x|

Perimeter Network IP Addresses
Define the IP addresses for this network. ¥ou can add IF address ranges, IP
address ranges associated with a network adapter, and private IP ranges.

Address ranges:

Start Address End Address | | d &dapter. ..
172.16.0.0 172.16.255.255
Edit. .. |
Remove I
Add Private I
Add Range... I

= Back l Mext = I Cancel

Dién day IP tuvong tng v6i mang DMZ.
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MNetwork Template Wizard |

5Select a Firewall Policy

Select the defaulk firewall policy that will be applied ko the networks specified in
this template.

Select a firewall policy:

Q Allaw limited Web access

ol

Q Allow limited Web aocess and access to ISP network, services
Q Allow unrestricked access

<] |

Descripkion:

1. Allow HTTP, HTTPS, FTP From Internal Metwork and WP Clients Network to
Perimeter Mebwork and External Mebwork, (Internet)

2. Allow DMS Eraffic From Internal Mebwork and VPN Clients Metwork to Perimeter
Mtk

et | T

3. Allow all prokocals from YPM Clients Netwark ko Internal Metwork

< Back l Mexk = I Cancel

Chon chinh sach phu hgp véi yéu cau cia minh.
x|

Completing the Networlk

imrchr;met ity & Template Wizard

noerm Securi

0y You have successfully completed the Metwork Template

Acceleration Sefrver 2006 Wizard. The network configuration and policy rules will be
based on the Following:

Creake the Following networks: -
Internal
10.0.0.0 - 10.255,255.255
Perimeter

172.16.0.0 - 172,16.255.255
apply the Following security policy:
Allows limited web access, allow access to network se

Mebwork, Rules: -
— o

To close this wizard, click Finish.

< Back I Finish I Cancel

Hoan thanh viéc cai 3 Leg Perimeter Template
R

e Action iew Help

= |BEREA|FE

=3 Microsaft Internet Security and Accele i“ktee‘t ity &
-5 b-egedeeBc0sTet nternet Security
LEE Monifo;ng © Acceleration Server 2006 Networks

Standard Edition

Firewall Policy

) Vel Private Networks (PN | 9, [apply | | Discard | To save changes and update the configuration, click Apet
=% Canfiguration g - &) P ) s PPl

=l Metworks
fg C:;he HNetworks N Templates
- Add-ins

3-Leg Perimeter [

General

Edge
Firewall

VPN Clients | | Connect your Internal network
to the Internet and protect it
From intruders.,

Local Host

A} External Network ¥ ||
4 | 3

Networks (Network Sots X Network Rules X eb Chaining . .~g®=§ o

Perimeter
Name = | Description | Address Ranges | -
; Connect your Internal network
@ External Built-in network o... IP addresses ... o the Tternet, protect i From
: intruders, and publish services t
ZiInternal  Metworkreprese... ©3110.0.0.0- 10... | TR NI SR
i LocalHost  Built-in netwark o... 7 No TP address... network,

_iPerimeter  Metwork objectr... 57 172.16.0.0 - ...
Fi b
. Quarantin,.. Built-in dynamic ... ) No TP address. ., N R@fgo HoILt

Nhén Apply hoan tit viéc cai 3 Leg Perimeter Template
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5. Thiét lgp Access Rule

Access Rule diéu khién cac truy cdp ra bén ngoai tir mot Network duoc
bao vé nam trong dén mot network khac khong dugc bao vé nam ngoai.
CA4c thanh phan cia cua Rule:

Rule name

Action

Protocols

Source

Destination

User

5.1. Cho vung Lan ra ngoai Internet
e~ EmeE 1|03

[ Microsoft Internet Security and Accele Microsoft:

= (g pea-t78777b20 Internet Security & Firewall Palic
; - Acceleration Server 2006 7
E Manitaring Standard Edition

L Firewall Policy
; L3 Virtual Private Refresh ere ko learn about the Customer Experience Improvement Program.
[#-45 Configuration ;
Export... -
Import..,  Policy \ Toolax VY Tasks  Help
Edit System Policy... cals | From | Listener | To | Cond =
b ci i LAl .
Exc.hange Web .ChPTnt Access Publishing Rule. .. EI Firewall Pol icy
ien R Mail Serv.'er P.ubhshln.g Rule... Tasks
SharePaint Sike Publishing Rule. .
Help ‘Web Site Publishing Rule. ., ‘5] Publish Erchange ‘Web
Hor-weh Server Protacol Publisting Rule. ., Clienk Access
I Arcess Rule.., I %7 Publish Mail Servers

‘5] Publish SharePoint Sites
“ 7] Publish Wehb Sites

‘5] Publish Non-Web Server
Protocols

‘5 Create Access Rule

R_Click Firewall Policy\New\Access Rule...
x|

Welcome to the New Access Rule

Microsoft i
internet Security & Wizard

Acceleration Se 2006

Thiz wizard helps you create a new access rule, Access
ules define the action that iz taken, and the protocols that
may be uged, when specified clients from one netwark,
atternpt to access specific destinations or content an
aniother netwark.

==- &CCBSS e
-- IChD oo

To continue, click Mext.

< Back I Mest E I Cancel

s
Pién tén Access Rule, sau do Click Next
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New Access Rule Wizard x|

Rule Action

Select how client requests for content from the specified destination are dealt with

if the conditions specified in the rule are met.
Action ko take when rule conditions are met:
<

< Back ﬂq{t > Cancel I
L

Chon Allow, sau d6 Click Next

Protocols
Select the pratocols this rule applies to,

x|

This rule applies to:

ISeIe-:ted protocols

Protocols:

LiHTTP
LAHTTRS

; ;
__Femoue |

Edit...

Remove

Paits

< Back MHesx

Cancel |

Add HTTP va HTTPS, sau d6 Click Next

Access Rule Sources
Thisg rule will apply to traffic onginating from the sources specified in thiz page.

x|

Thiz rule applies to traffic from thesze sources:

=l Inkernal

Edit... |
Bemaowve |

< Back I Mesgt.» I Cancel
Add Internal, sau d6 Click Next
GVGD: NGUYEN DUY SVTH: LE THAI GIANG
DANG QUOC QUAN
NGUYEN ANH DUNG

NGUYEN TRIEU TIEN



17

MNew Access Rule Wizard pd |

Access Rule Destinations

Thiz rule will apply ta traffic zent from the rule zources to the destinatioh:z specified
in thiz page.

Thiz rule applies ta traffic sent to these destinations:

a External

< Back l Mest P I Cancel I

Add External, sau d6 Click Next

New Access Rule Wizard x|

Uszer Sets

You can apply the rule to requests from all users, Or, vou can imit access to
specific user sets.

Thig rule applies to requests from the following user sets:

A2 Users Add...

Editi..

Eemoyve

i

< Back I ﬂe:-it\> I Cancel I

by

Click Next

Mew Access Rule Wizard |

Completing the New Access Rule

Microsoft ) Wizard
Internet Securi
Acceleration Se|

'ou have successfully completed the Mew Access Rule
Wizard. The new dccess Rule will have the following
configuration:

Mame: -
cho tat ca ra internet

Action
Allow

HTTP.HTTFS

Source:

Internal -
= E

Tao cloze the wizard. click Finish.

< Back I Fini;E I Cancel |

W

Click Finish
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File  Action Wiew Help

&= | Bm @m 4

D SOICION

Standard Edition

Firew

- Wirkual Private Networks (YPR) ': & Di | ) ! )
iscard To save changes and update the configuration, click Apphy,
[-%4% Configuration [ s

=3 Microsoft Internet Security and Accele Microsaft: .
&= (g pe3-167677e7b20 Internet Secuity & o Firewall Policy
Monitaring =

/Firewall Polic!\ Toolbox Y Tasks

Help

| Protocols | From { Listener | To | Cond
L HrTR 4. Inkernal @ External ol

Tasks
I3 Al Traffic < all Networks (... <, All Networks (... 82l

Cliert Access

Click Apply

E‘EHTTPS Firewall Policy

|1 Publish Exchange Web

1) Publish Mail Servers
{1 Publish SharePoint Sites
=) Publish Web Sites

{31 Publish Non-Web Server

File Edt Wew Favortes Tools Help

-

DBk~ 63 - (%] (2] wm | O Search iFavorkes ) [ (- B

Address [*4 http:jfwme, google.com.vnf

= Ed e |Links =

2! o timkiEn - - - (- B B @

-

Web Hinh &nh “ideo Tintde Dich GidiBPap Grmail thém v

iGoogle | Cai d&t tim kiém | Bang nhap =

® @ O

Tirm kigm néng
= ‘ Cang cu ngdn

Tim we&i Google

Hermn trang GAu tign firm dwoc

Tirm kifm trén: @ weh O nhitng trang vidt bing ting Vigt © nhibng trang tir Vigt Mam

VVao may DC trén thanh Address gd http://google.com.vn

5.2. CAm may truy cip vao trang Web ngoisao.net

BE Microsoft Internet Security and Acceleration Server 2006

File Action View Help

yét web nhanh hon.

dat Google Chrome

can
nii

=101 x|

t o | BE2E G S

Standard Edition

g Firevsall Policy
Lol virkual Private Networks (VPN) @

H Click here to learn about the Customer Experience Improvement Program.
[#-"5% Configuration

[ Microsoft Internet Security and Accele i\‘"(teet Sec ri'ty&
=L@ pra-1678777020 nternet Secu 7 7
@53 Manitoring Acceleration Server 2006 Firewall Policy

/Firewall Pnlicz\ Toolbox N Tasks \{ Help

Crder I Mame | Ackion I Protocols

Protocols

= [#]1 cha tak carainte... (4 Allow L HTTR Users
I._{‘E HTTPS —

- Content Types
[#] Last Default rule @ Deny L_LH Al Traff

Schedules

MNetwork Objects

PP ®E®©

Mew = Edit... Delete

(L Hetworks |
[ Metwork Sets
Ca

Expart all
Import Al

MNew Computer, ets

Help e Sets
web Listeners
(3 Server Farms

nges

R_Click Computer\New Computer
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MNew Computer Rule Elemenk 2=l
L
= | dc

Computer IP Address:

I 10 . 0 .0 .2 EBrowse, ..

Description {optional):

I O I Cancel I

2
Dién dia chi cia may DC, sau d6 Click OK

File  Action ¥iew Help
esBEREE e

[ Microsoft Inkernet Security and Accele
=- pe3-167877e7hz0 o i i
5 o Acceleration Server 2006 Firewall Policy
] Monicoring Standard Ecition
g Firewall Policy
£ ¥irtual Private Networks (YPH) | (1) Click here to learn about the Customer Experience Improvement Program.
B Configuration

Microsaft .
Internet Security &

/Firewall Pulicz\ Toolbox Y Tasks \{ Help
Sy | raame | Action | Protocols Protocals
ERGH cho kat carainte.., @AIIOW l—_"% HTTP Users
L HTTPS =

Lontent Types

[ 3
\_TI Last Default rule @ Deny i all Traff schedules

MNetwork Objects
[t - Edit... Delete
4 Networks
[ Metwork Sebs
et [ Computers
[ Address Ranges
3 subrets
[ Computer Sets
2
[ Domai Expert Al
4 webL ImportAl

] SE"’El Mew URL Set...

Rl | O 0 — 0 Help
R_Click URL Sets\New URL Set...
21|

I . -
| ] Mame: I ngoisao
I

i If the DMS is not configured correckly, rules using URL seks may
“‘f) nok be applied as expected.

GEElEE

LIRLs included in this set (applicable For HTTP Eraffic onlwl:
Example: hkkp: ffmicrosoft, comysomepathf™*

Add Benane I Eeleke I

Descripkion
{optional:

Ok I Cancel I

Click Add
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MNew URL Set Rule Element el |

-
| Mame: ngoisap
e '

- IF the DMS is nok configured correctly, rules using URL sets maty
\‘](f) nok be applied as expected.

URLs included in this sek (applicable For HTTP trafFic only):
Example: hkep: i imicrosoft . comfsomepakh)*

‘hikp: ffngoisao.net |

Sdd BEenanme I Lelete I

Crescripkion
{opkional):

I OE‘E I Cancel I
L=
bién tén trang Web http://ngoisao.net, sau do Click OK

B Microso ernet Security and Acceleration Server 2006 i =] |
Eile  Action ¥ew Help
A= EEEE eI
Q_{I Microsoft Internet Security and Accele i.mtrréwfret ity &
B 55 pea-167877e7b20 nternet Security o i
2 et Acceleration Sefver 2006 TR
o Standard Edition
L 220 Virtual Privaty Refresh hete to learn about the Customer Experience Improvement Program.
A Configuration Export...
Import... L Policy Toolbox \{ Tasks \{ Help
Edit System Policy... | taame | Action | Protocols Protocols @
Exchange Web Client Access Publishing Rule. ., %HTTP Users @
- Mail Server Publishing Rule. .. | HTTPS — =)
= SharePaint Sike Publishing Rule.., Al Traff | fomwentlypes W9
Help wieh Site Publishing Rule. .. - Schedules @
- Ion-\Web Server Pratocal Publishing Rule... MNetwork Objects @
Arcess Rule.. Wew ~ Edit.. Delete

[ Mebworks
(23 Metwork Sets
Y @ [ Computers
4 Address Ranges
(3 subrets
(23 Computer Sets
El [ URL Sets
19 ngeisan
(23 pomain Mame Sets

R_Click Firewall Policy\Access Rule...
INew AccessRulewizard B x|

1
! Welcome to the New Access Rule
Microsoft: i

] Inhemet&enﬁt;& Wizard

' Acceleration Se 2006
Thiz wizard helps pou create a new access rule. Access
rules define the action that is taken, and the protocols that
may be uzed, when specified clients from one netwark,
attermpt to access specific destinations or content on
another network.

- Access rule name:
-- Im de truy cap wao trang web ngoisan. net

To continue, click Nest.

< Back I et > I Cancel

bt

Dién tén access Rule, sau d6 Click Next
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MNew Access Rule Wizard

Rule Action

Select how client requests for content from the specified destination are dealt with
if the conditions specified in the rule are met.

Chon Deny, sau d6 Click Next

Mew Access Rule Wizard

Protocols
Select the pratocolz this rule applies to.

Selected protocols

Add HTTP va HTTPS, sau d6 Click Next

New Access Rule Wizard

Access Rule Sources
Thiz rule will apply to traffic orginating from the zources specified in thiz page.

Add DC, sau d6 Click Next
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New Access Rule Wizard |

Access Rule Destinations

Thiz rule will apply to traffic gent from the rule zources to the destinations specified
in thiz page.

Thizg rule applies to traffic zent to these destinations:

|t ngoizao

Edit... |
Bemowve |

< Back I Mewnt I Cancel I

L

Add ngoisao, sau do6 Click Next
|

Uszer Sets

r'ou can apply the rule to requests from all users. Or, you can limit access o
specific user sets.

Thiz rule applies to requests from the following uzer zets:

EAII Uszers add...

Edit... I
Eemowe I

< Back I ﬂerﬂr\} I Cancel |

kg

Click Next
e x|

5 Completing the New Access Rule

Micrasoft i Wizard
Internet Security &
Acceleration Se| 2006

“'ou have successfully completed the New Access Rule
whizard. The new Acceszz Rule will hawve the following
configuration:

[REUEN -
cam dc truy cap vao trang web ngoizao.net

Action:
Dreny

Traffic:
HTTPHTTPS

Source:

o N

To close the wizard, click Finish.

<Back [ Figsh | Cancel |

- - - l""s
Click Finish
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B Microsoft Internet Security and Acceleration Server 2006 (=] 9]

File Action VWiew Help

= -

e R RERONCI]

[ Micrasoft Internet Security and Accels iui(tn‘émﬂ'et &
=g pes-16787767b20 nternet Security Firewall Poli
; Acceleration Server 2006 =L
] tontering Standard Edidion

L Virtual Private Nstworks (4PH) '! m Discard | Ta save changes and update the configuration, click Apply.
B Configuration P
/F—zirewall Polic \ Toolbox N Tasks '\ Help
| | sction | Protacols Protocols @
cam de truy cap v, @ Deny LA HrTR Users @
L HTTRS =
@ ol Content Types Q
chotat carainte... (2 Alow LA HTTR
QE TS Schedules @
- Metwork Objects @
[ ] Last Default rule @ Deny m All Traff

_|New = Edit... Delete

[ Metworks
3 Metwork Sets
3 Computers
3 Address Ranges
[ subrets
[ Computer Sets
B [ URL 5ets
L‘l-ﬁ ngoisao
[ Domain Mame Sets

Click Apply

Eile

Error Message osoft Internet Explorer

Edt Yew Favorites Tools  Help

DBack -~ 3 - (%] (@] 0| ) search < Favorites £ | (- il [

Address [&] http:/fngoisso.net/ =] Go |Unks >

MNetwork Access Message: The page cannot be displayed |

Explanation: There is a problem with the page you are trying to reach
and it cannot be displayed.

Try the following:

= Refresh page: Search for the page again by dlicking the Refresh

button. The timeout may have occurred due to Internet

congestion.

Check spelling: Check that you typed the Wweb page address

correctly. The address may have been mistyped.

* Access from a link: If there is a link to the page you are looking
For, try accessing the page from that link.

If wou are still not able to view the requested page, try contacting your
adrninistrator or Helpdesk.

Technical Information (for support personnel}

Error Code: 502 Proxy Error, The ISA Server denied the specified
Uriform Resource Locator (URL). (12202)

1P Address: 10.0.0.1

Date: 9j24/2011 2:54:03 AM [GMT]

Server: pc3-167877e7b20.dung. com

Source: proxy

Vao may DC trén thanh Address g6 http://ngoisao.net

5.3. Cam User nvkt va nvns ra ngoai internet trong gio' lam viéc

= osoft Internet Security and Acceleration Server 2006 ]
Eile  Action  Yisw  Help
e |OMER2EA|LFxXDO® S
=] Microsoft Intermet Security and Accele i“kgﬂﬂ-e‘t ity &
=L pe3-167677e7b20 nternet Security Firewall Polic
Acceleration Server 2006 &
E0] Monitoring Standard Edition
1 Firewall Palicy
£ Mirtual Private Metwarks (¥PM) | (T) Click here to learn about the Customer Experience Improvement Program.
4% Configuration
/ rewall Polic \ Toolbox Tasks Help
o f Listener Ta Condition Description Protocols @
Users (&)
Mevs Igdit... Delete
LAl Metworks ... All Networks (... all Users Predefined acc)
= & P Authenticated Users
A2 Al Users
r&. System and Metwork Service
[
Content Types (&)
Schedules )
| >l Al | Network Objects @

4l
Click New
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1
jMNew User Set Wizard x|

Microsoft .
| Internet Securi

© Acceleration Se 2006

Welcome to the New User Set
Wizard

Thiz wizard helps you create a new user zet, A uzer zet iz
a group of ugers, whether Windows or non“windows [e.g..
RADIJS] uzers, defined together as a zingle set.

“when you create eb publishing. protocol, and access
policy rulez, you can apply the rule ta ohe or mare user sets.

Uszer zet name:

To continwe, click Mext.

2 Back I ﬂp{t > I Cancel I
Pién User Set Nane, sau Next do Click
Microsoft Internet Se and Arceleration Server 2006 =l
Provverseiwn R
_<} Users
= Select the users to inchude in this user set
=

f

Firewall Policy

Hamespace

| Group

| Domain

e Improvement Program.

‘Windows users and groups. .. Toolbox Y Tasks '\ Help

RADILS. ..
SecurlD...

Protocols

Users

edefined ac|

< Back | Hest |

Click Add\Windows users and groups...

Select Users or Groups

Mew Edit... Delste

% All duthenticated Users
2l Users
) ystem and Netwrk Service

21 x]

Select thiz object type:

ILlsers, Groupsz, or Builk-in secunity principals Obiject Types...

Fram this lazation:

IF‘E3-1 BFE7FETRZ0 Locations...

Erter the abject names to select [examples):

rrvns;rivk | Check Nampg
Advanced... | 0k Cancel |

Pién tén User, sau d6 Click Check Name
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A object named "nviz'' cannot be found. Check the selected object types and location for
accuracy and enzure that you typed the object name carrectly, ar remove thiz objgct from the
zelection,

&% Comect this object information and s=arch again

Select thiz object type:

ILIsers, Graupsz, o Built-in security principals Object Types...

From this location:

IF'CS-'I BPEYVEYEZ0 I Luﬁtions... I

Enter the object name:
Ihvns

' Remave "fwng" from selection

Ok I Cancel

= T | 3 T T

Click Locations...

=
ik

Enkter the name and password of an account with permissions
for durg.com.

21|

T

Iy

I

For example user, user@example,microsoft, com, or
domainfuser name

User name: |€F administrator 2

Password: | T

I [k I Cancel |

&

Pién User name va Password ctia may DC, sau d6 Click OK

Select the location pou want to search.

Location:
E@ dung.cam ;l

=-{<3] Builtin

@ Computers

@ Domain Controllers

@ FareignS ecurnityPrincipals

(& LostindFound

@ Frogram Data

@ System

e (0 i —

m Cancel |
A

Click OK
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A object named "nvnz'' cannot be found. Check. the zelected object types and location for

accuracy and ensure that you twped the object name comrectly. or remowve this object from the
zelection.

% Comect thiz object infarmation and search again

Select thiz object type:

IUsers or Groups Object Typesz... |

FErom thig location:
IUsers

Enter the object name:

Im-'na

7 Bemowve "nvns'" from selection

@ Cancel |
Click OK

Select Users or Groups 2| =]

Select thiz object tupe;

ILlsers aor Groups Object Types... |

Eram thiz location;

ILlsers Locations. .. |

Enter the object names to zelect [examples]:

nvns ; k] Check Mamesz I

Advanced... | EIKF I Cancel |

=5 o
Click OK
x|
Users

Select the users to include in this user et

Namezpace | Group | Domain |
o Wwindows r DUNG
A windaws nvhE DUMG

Bemowve |

< Back I ﬂext& I Cancel
My

Chon next
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New User Set Wizard |

Completing the New User Set
Microsoft wWizard
Internet Security &
Acceleration Sel 2006

You have successiully completed the Mew Uzer Setwizard.
Vou created a new uzer zet with the fallowing configuration:

M ame: ;l
vkt wa nvns

Uzers:
DUMNG Skt
DUMNG\Avhs

1 o

Ta clage the wizard, click Finizh.

< Back | Finis, | Cancel |

Chon Finish

Mew Access Rule Wizard x|

Welcome to the New Access Rule

Microsofr i
Internet Security & Wizard

Acceleration Sel 2006

This wizard helps you create a new access rule. Access
rules define the action that i taken, and the protocols that
may be uzed, when zpecified clients from one network
attempt to access specific destinations or content on
another network.

--- Acceszs wle name:

To continue, click Mext.

< Back I ﬂqa\t > I Cancel I

R_Click Firewall Policy\New\Access Rule... Pién tén Access Rule, sau d6 Click
Next

Mew Access Rule Wizard =|

Rule Action

Select how client requests for content from the specified destination are dealt with
if the conditions specified in the rule are met.

Action to take when rule conditions are met:
7 Allaws

< Back l ﬂe:-ctr; I Cancel I

M

Chon Deny, sau d6 Click Next
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Mew Access Rule Wizard

]
Protocols
Select the protocals this rule applies to.
This rule applies ta:
ISeIec:ted protocols LI
Pratocols:
LinTTR TR
LEHTTPS i I
Edit. ..
FRemove I
Poarts. .. I
< Back I ﬂe:-ct[h; I Cancel I
Add HTTP va HTTPS, sau d6 Click Next
x

Access Rule Sources

Thisz rule will apply to traffic onginating from the zources specified in thiz page.

Thig mile applies to traffic from these sources:

== Internal

Edit... |
Eemove |

Add Internal, sau d6 Click Next

New Access Rule Wizard

Access Hule Destinations

Thisz rule will apply to traffic zent from the rule sources to the destinations specified
in this page.

Thig rule applies to traffic sent to these destinations:
a E ztermal

Edit... |
FBemove |

< Back ﬂe:-'r!\> Cancel

Add External, sau d6 Click Next
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Mew Access Rule Wizard Xl

Uzer Sets
ou can apply the rule to requests from all userz. Or. pyou can limit access to
zpecific user sets.

This rule applies to requestz from the following user sets:

vk va nvns

< Back I Me=t ; I Cancel |
Add nvkt va nvns, sau d6 Click Next
|

Completing the New Access Rule

Microsoft Wizard

Intemetslea.ritg&
Acceleration Se 2006

Vou have successfully completed the Mew Access Rule
Wizard. The new Access Rule will have the following
configuration:

I arne: -
khong cho vkt wa hvns ra ngoai internet trong gio lam
Achion:
Crery
Traffic:
HTTRHTTPS
Source:

Intermal -
4| | 3

To cloge the wizard. click Finish.

< Back I Fini$|; I Cancel |

™

Click Finish
=

File  Ackion Wiew Help

¢ |AmEZEE LFEXBEO e @

[=3 Microsoft Internet Security and Accele

= g pe-t6787767b20 Acceleration Server 2006

£ Moritoring Standard Edition
g Firewsall Policy

Microsaft
Internet Security &

Firewall Policy

123 ¥irtual Private Metworks (vPN) | () Click here to learn about the Customer Experience Improvement Program.
2 Configuration
/M\ Toolbox \{ Tasks \ Help
Protocols From [ Listener To Pratocols Q
B HTTR L_Trternal & Frternal Users @
. VR Mew Edit... Delete
LEHTTR = xternal g} -
[_j_E HTTRS G 2 all Authenticated Users
(&, Al Users
m All Traffic Export Selected bl Networks (... B vkt va vns
Impark to Selected. .. A P System and Metwork Service
Mowve Down
Disable U
. N .
R_Click Rule vira xet\ Properties
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khong cho nvkt va nvns ra ngoail internet EFrong o ?l xl
General I Action I Protocols From I To I
Uzers Schedule Content Types I

Schedule: Im m - I I NEW I

Dezcription:

L
12- 2 - 4 -6 -8 -10-12- 2 - 4 - 5 - & -10- 12

From: Sunday
To: S aturday
Time: 12 &bkd - 12 2abkd

- Achive I_ lhactive
Ok I Cancel I Al I

Click New

T
Mame: I 11h-1h

Crescription:

Sek the activaktion times For rules that are based on this schedule.

From: Sundawy
To: Saturday
Time=: 11 &AM - 1 PM

. 7 Ackive

I Ik I Zancel I

Dién tén va chon khoang thoi gian cam, sau d6 Click OK

khong cho nvkt wa nwns ra ngoai internek Erong o = =]
General I Achion l Protacols From I To I
Users Schedule Content Tupes I
Schedule: I?:ﬁ T1h-1h - I

D ezcription:

From: Sunday
To: S aturday
Time: 12 abkd - 12 Abd

- Active I_ Inactive
I Ok I Cancel I I g?\pl}l I

Click Apply\OK
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= Microsoft Internet Security and Acceleration Server 2006 =0 =]
File Action Miew Help

= EEEZ@Ea[LFXPE + @3
=3 Microsoft Internet Security and Accele
-l pra-167577e7020

- E0] Monitaring
g Firewuall Palicy

=] \u'\rtu.a\ Priv:ata Metworks (¥PH) !) I Ap;}l\ly I Discard | Tao save changes and update the configuration, click Apply.
“4 Configuration £ o

/Firewall Pnlicz\

Microsaft® .
Internet Secu

Acceleration Serv%rzooe Firewall Policy
Standard Edition

Toolbos { Tasks \ Help

I Ta I Condition I Description Protocols @
g External 2 bt va vns Users @
] 11h-th —
Mew Edit... Delete
nal @ External All Users
° & A2 all Authenticated Users
& all users
sbworks (... <, all Networks €. .. A2 all Users Predefined acces. .. A vkt va nvns

M & System and Metwark Service

Content Types

Schedules

1 SN >

2r©

al Metwork Dbiects
File Edit ¥iew Favorites Tools  Help
(P Back - £3 - ] (2] «w | 0 search <% Favorites £ | - fn B3
address [&] http:digoogle. com.vn/

| - MNetwork Access Message: The page cannot be displayed

Explanation: There is a problem with the page you are trying to reach
and it cannot be displayed.

Try the following:

e Refresh page: Search For the page again by clicking the Refresh
button. The timeout may have occurred due bo Internet

congestion

Check spelling: Check that you typed the \Web pags address

cotrectly, The address may hawe been mistyped.

Access from a link: If there is a link ko the page vou are looking

far, try accessing the page From that link.

IF you are still not able to visw the requested pags, bry contacting your
adrministrator or Helpdesk,

Technical Information {for support personnel)

Error Code: S02 Praxy Ervar. The ISA Server deried the specified
uriform Resource Locator (URL), (12202)

1P Address: 10,0.0.1

Date: 9/24/2011 6:35:57 AM [GMT]

Server: pc3-167677e7b20,dung.com

Source: proxy

Logon User nvkt va nvns ra ngoai Inernet khong dugc

5.4. Tpkt va tpns ra ngoai internet nhung khéng nhin thiy hinh va
khong cho download file .rar

B vicrosft ntermet securkty and ccelratonserver 200 -Injx]
File  Action Yiew Help

e~ |&m @

[ Microsoft Internet Security and Accele
g pea-167677e7h20

- £ Meritoring
g Firewall Policy

£ Virtual Private Metworks (WPH) (D Click here to learn about the Customer Experience Improvement Program.
A Configuration

Microsoft .
Internet Security &

Acceleration Server 2006 Firewall Policy
Standard Editien

/FirEWﬂ"Pﬂli(Z\ Toolbox V Tasks \{ Help

Order = | [Hame | Action | Protocols Protocols Q
= [#]1 khong cha vkt v... (5 Deny LE HTTR Users @
E_{'E HTTFS =

- Meﬁ kdit.‘. Delete
= |_T| 2 cho tat carango.., @A\Iow B Hrre S Athenticated L
UCNENCICale: ISErS
L HTTPS &

& Al Users

(7] Last Default rule & Deny Lﬁml Traff| | ) hwkt va nwns
A & System and Metwark Service

Click New
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Mew User Set Wizard |

Welcome to the New User Set

Microsoft i
Irllctr;metSeu.n & wizard

Acceleration Se 2006

Thiz wizard helps pou create a new user zet. A uzer zet iz
a group of ugers, whether Windows or non-windows [e.q..
RADIUS] uzers, defined together az a single set.

“when you create Web publizhing, protocol, and access
policy rules, you can apply the rule to one or more uger sets,

Us=er get name:

Itpkt va tprs

To continue, click Mest.

< Back Mex Cancel
Dién User set name, sau do Chck Next
e nd A " =]
T T S ﬂ
7(: Users
L Select the users to include in this user st
=
£ Firewall Policy
Namespace [ Group [ Domain e Improvement Program.
£ T
windows users and graups... I Toolbox \‘ Tasks V Help \
\B0ELoa Protocols (]
RADIUS...
SecurIly.. psers Q
s Mew Edit... Delete
HTTP
ﬁHTTPS 22, all Authenticated Users
A2 All Users
L A Traff ) rvkt va mens
N & System and Metwark Service
[
< Back Mext » Cancel U
Click Add\Wlndows users and groups..
New User Set Wizard x|
i Users
Select the uzers to include in this uzer zet.
el Select Users or Groups el A =

Select thiz object type:

IUSEIS, Groups, or Built-in zecurity principals Object Types... |

Erom thiz lozation:

IF'EZS-‘I E7S77ETEZ0 Locations... |

Enter the object names to select [examples]:
tpkttpns

LCheck Mames

Advanced... | ak. | Cancel I

P

< Back Mext > | Cancel I

Dién tén User , sau d6 Click Check Names
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2

An object named "tpkt'* cannot be found. Check the selected object types and location far
accuracy and enzure that you typed the object name carrectly, or remove this object from the
zelection.

£ Cormrect thiz object infarmation and search again

Select thiz object type:

IUSE.'[S_. Groupsz, or Built-in zecurity principals Object Typesz... |

Erom thig location:

IPE3-1 BFAFFEVEZ0 I Locations... I
Enter the object name:

[kt

= Bemove "tpkt" from selection

Ok I Cancel

Click Locations...

Enter Network Password 2=

T

Enter the name and password of an account wikth permissions
for dung.com,

For example user, user@example . microsoft. com, or
domaintuser name

User name: Iﬂ adrniniskr akar ;I __I

Password: I T

@ Cancel |

Pién User name va Password ctia may DC, sau d6 Click OK
tocations 2| x|

Select the location you want to search.

Location:
EI@ dung. com ﬂ
(] Builtin
(& Computers
@ Dormain Controllers
@ Fareigns ecuntyPrincipals
& LosttndFound
(& Program Data
@ Systemn
-@ |_|:' S

-

I FIK I Cancel

b 4

Click OK
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A object named "tpkt" cannot be found. Check the selected object types and location for
accuracy and enzure that vou tpped the object name corectly, or remove thiz object from the
zelection,

* Conect thiz object information and search again

Select thiz object tupe:

ILlsers or Groups Object Types... |

From thig location;

ILIsers

Enter the object name:

WM

" Bemave "tpkt" from selection

EIKi I Cancel |
Click OK

il Select Users or Groups el e

Select this object bype:

IUsers or Groups Object Types... |

Frarm thiz location:

IUsers Locations... |

Enter the object names ta select [examples):

tpkt; tphs LCheck Mames I

Advanced... | I I:I|<\ I Cancel |

2 P
Click OK
xi
Users
Select the ugers to include in this user set.
Mamespace | Group | Dlomain |
A windows tpns DUMG
A windows tpkt DUNG :
Bemove I
< Back I HMext e I Cancel I
Click Next
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frew user see vzara R |
: Completing the New User Set
| Microsoft ) Wizard

Internet Security &

Acceleration Se| You have successfully completed the Mew Uszer Set \Wizard.

rou created a new uzer et with the following configuration:

M arne: ;I

tpkt wa tprs
zers:

DUMNG A phs

DUM G pkt

a o

Ta cloze the wizard, click Finizh.

¢ Back | Finish I Cancel |
2y

Click Finish

B= Microsoft Internet Security and Acceleration Server 2006 =10 x|

File  Action Wisw Help

&= |BE@m a0 s

[-5) Microsoft Internet Security and Accele i“ktewfwfret ity &
=g pr3-167877e7h20 nternet Security i i
A Acceleration Sefver 2006 Erevaliiclicy
] Monicaring Standard Edition
) Refresh N
~L virtual Priv k here to learn about the Customer Experience Improvement Program.

- Configurat

Export...

Impart... ball Policy Toolboxr % Tasks W Help

il Syt [ o o | Mame |_tiction Protocols Protocols @
_ Exchange Web Client Access Publishing Rule. .. I% HTTP Users @

- b IMail Server Publishing Rule... [_{;_HTTPS = .

= SharePoint Site Publishing Rule... 0 HrTe = = =

Help Wb Site Publishing Rule. .. ﬁHTTPS 22 all duthenticated Users
D Non-Weh Server Pratocol Publishing Rule. .. fes 2 Al Users

Access Rule.. L i Trafe A2kt va nvns

A ™ System and Mebwork Service
2 tpkt va tpns

R_Click Firewall Policy\New\Access Rule...

x|
Welcome to the New Access Rule
Microsoft i
internet Securt ity & Wizard
Acceleration Se 2006

Thiz wizard helps you create a new access rule. Access
rules define the action that is taken, and the protocols that
may be used. when specified clients from one network,
attempt to access specific destinations or content on
another network.

Access rule name:

I intermet nhung khong load duoc hinh anh

To continue, click Mext.

< Back I ﬂekt > I Cancel I

by

Pién tén Access Rule, sau d6 Click Next
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New Access Rule Wizard

Rule Action

Select how client requests for content from the specified destination are dealt with
if the conditionz zpecified in the rule are met.

Chon Allow, sau d6 Click Next

Mew Access Rule Wizard

Protocols
Select the protocols thiz rule applies ta.

Selected protocols

Add HTTP va HTTS, sau d6 Click Next

New Access Rule Wizard

Access Rule Destinations

Thiz rule will apply to traffic sent from the rule zources to the destinations specified
i thiz page.

Add External, sau d6 Click Next
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Mew Access Rule Wizard

37

Uzer Sets

T'ou can apply the rule to requests from all users. Or, pou can limit access o
specific user sets,

T hiz rule applies to requests from the following uzer sets:

2 tpkt wa tphs

< Back

I Mexat E I

Cancel

Fh

Add tpkt va tpns, sau d6 Click Next

Completing the New Access Rule
Wizard

You have successfully completed the Hew Access Rule
Wizard. The new Access Rule will have the follawing
configuration:

M arne: -
tpkt va tpng ra ngoai intermet nhung khong load duoc b
Action:
Al
Traffic:
HTTP.HTTFS
Source:
Intermal

l |

=

To cloge the wizard. click Finizh.

x|

< Back I FinisE I Cancel I
b
Click Finish
=]

Fle  Ackion Yiew Help

¢~ |AEE2EE GFXDEO * @

[ Microsaft Inkernet Security and Accele
=g pra-167877e 7020

iE0] Monitoring

g Firexvall Policy

% Wirtual Private Networks (YPR)
5 Configuration

Microsoft: .
Internet Secul

1 &
Acceleration Server 2006
Standard Edition

(i) Click here to learn about the Customer Experience Improvement Program.

Firewall Policy

/Firewall Policz\

Toolbox % Tasks % Help
Order =+ Mame Actian Protocols Protocols ®
toktsabonecan B Al g HTTR
1 5 LU
— Delete - Mew  Edit... Delete
=¥z I I{%HTTP
Copy %HTTPS (&, all autherticated Users
- 2 all Users
B [¥]3 ¢ Ezpart selected E%HTTP T —
Impart b Selected. . %HTTPS A B System and Network Service
[#] tast [ Move Down T4 al Traff 2 tpkt vatpns
Disable
Configure HTTP

R_Click Rule vira xét\ Properties
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tpkt wva tpns ra ngoai internet nhung khong load ?| X|

S ensral I Ao I Frotocals I From I To I
U=zers I Schedule Content Types

Thi= rule applies to:
Al content bypes

* Selected content tppes [with this option =elected. the rule i= applicable
only ko HT TR traffic]

Content tppes:

_:] ASpplication - Mlewva

_j Application D ata Files =

3 Audio = =T I
9 Compressed Files

L] Docurmnents

[ |
- |
_:] HTHRL Documsnts
=
1
<

_j Images
L1 Macro Docurments
UL Text

LY wideo -~
| >

Help about faccess Fule Content Types

ITI Cancel I IW“
Chon Selected content types(with this option selected, the rule is applicable only
to HTTP traffic) va Check vao nhu hinh trén, sau do click Apply\OK

File  Ackion Miew Help
o EEEE L EX0© s @
=3 Microsoft Internet Security and Accele
=)-ig pe3-167877e7h20 Firewall Policy
£ Monitoring

\_-/'3 Firewall Policy

4 Virkual Private Metworks (YP) !E m Discard | To save changes and update the configuration, click Apply.
"

B Configuration

Firewall Polic Toolbox Y Tasks W Help
| | Fram  Listener | Ta | Condition | De| Protocols @
-;:qJ All Metworks (... 1—1 All Metworks (... EAII Users Pre| Users @
< Internal ‘@b External Etpkt wa kpns Mew Edit,.. Delete
.1 Application D... Y -
j o —— $ A:: Authenticated Users
._] Documents I All Dsers
__JHTML Dacume. .. T nvkt va nvns
j Macro Docurn. .. [ Swstem and Metwark Service
[ Text P tpk va tpns
= Inkernal @ External P rivkt va rvns -
EH11h-th
=i Inkernal @ External Al Users

Content Types @
schedules @
q | | o ol Network Objects @
3 Daily News - Ngoisao - Microsoft Internet Explorer =] =]
File Edit View Favortes Tools  Help |
@Back -~ 3 - [x] (2] | 2 search Favaorites 42 | (- . &
Address [&] httpiingoisac.net/ Sl B e |unks >
= e FExpress [go1 Sao © Hoa TOne That so GATE alk  Them | lﬁ
t . . . - .
5] e HAU TRUONG THE THAO TH& cudc PHONG CACH

=

Thir béy, 24972011 | 15:21 GhT+7

Quy&t dinh I3y chéng
chdng vanh cda sao
Chi tigy

C8m lang ¥ong
B3u Truding
Quyé&t dinh I3y|

‘If I Let You Eclll
’

Logon tpkt va tpns ra ngoai internet s& khong thay hinh
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B Microsoft Internet Security and Acceleration Server 2006 =10] x|

Eie Action Wiew Help

« 2 AR 2EA [ LFXeE s @@

|53 Microsoft Internet Security and Accele [Y—— Y
=L pe3-16787727bz0 K‘teri'lﬂ ?.ECUSQ
oo Acceleration Sefver
g Firewall Palicy
£ Mirkual Private Metworks (¥PN) | (i) Click here to learn about the Customer Experience Improvement Program.
=¥ Configuration

Firewall Policy

R_Click Rule vira xét\Configure HTTP

Configure HTTP paolicy For rul ?I XI

General I Methods Exktensions IHeaders I Signatures I

Specify Ehe action taken For File extensions:

'Elock specified extensions (allows all Dthersi I vI

Extension | Descripkion | I AE |I

I Block requests containing ambiguous extensions

(a4 I Zancel I apply I

Vao tab Extensions va chon Block specified Extensions(Allow all other),
Click Add

Extension x|

Specify an extension:
Extenziar: Eme [
Example: .exe 1
Dezcription
[optional];

aF Cancel |

g

Dién .exe( file ndo co dudi .exe s& khong dowload dugc), sau d6 Click OK

PANG QUOC

/Firewall Polic \ Toolbox Tasks Help
B | _From [ Listener | Ta | Condition | e Protocols @
E =, All Nebworks (... <%, All Networks (... % all Users Pre Users @
&= Inkernal @ External ¥ Mew Edit... Delete
Properties % all duthenticated Users
Leiere % all Users
2 nvkk va mvns
Copy 2 System and Network Service
o
Export Selected 753 tpkE wa tpns
o Interr  Lmport to Selected. ..
| U R 1th1h
e Trkerr  Disable = &l Users
Content Types @
Schedules @ |

sau do

SVTH: LE THAI GIANG

QUAN

NGUYENANHDONG
NGUYEN TRIEU TIEN



40

Configure HTTP policy For rule ?| x|
General I Mekthods Extensions IHeaders I Signatures I

Specify Ehe ackion taken For fFile extensions:

IEilock specified extensions (allove all obthers) "I
Exk=nsion | Crescripkion |
.exe

I Elock requests containing ambiguous extensions

I ks I Zancel I I ﬂRply I
=

Click Apply\OK

5.5. Cam chat Yahoo!Messenger

File  Action  Wiew Help ‘

« = | B@E2Ea arXx3ew s -

[ Microsoft Internet Security and Accele Microsoft E
= (g pea-16767767h20 I 5 Firewall Policy

i+ ] Monitoring Standard Edition
i L# Firewall Policy

{23 Virtual Private Metworks (wPN) | (i) Click here to learn about the Customer Experience Improvement Program.
(=55 Configuration
: Hetworks i i
s Eirewall Polic | |/ Tt o\
iy Cache
L3 Add-ins Order = Nanme Action Pratocols Bratoeni @
[ General 7] cho tat carainte... @ Allow Users @
Pmlpett'es o Content Types @
7 Delete P
[#] Last D Deny Lidl all Traff Schedules @
Copy Network Dbjects @
Export Selected Mew ~ Edit,.. Delete
Impart to Selected. .
| UM EEEEE, | 3 metworks
Disable: [ Network Sets
Configure HTTP L Computers
3 address Ranges I%
[ Subnets
[ Computer Sets
=l 27 URL Sets
18] ngoisan
3 Domain Mame Sets
3 web Listeners
3 server Fatms
B | =

R_Click Rule cho tat ca ra ngoai internet\Configure HTTP
R

Seneral I Methods I Extensions I Headers Signatures I

Elock conktent containing these signatures:

Farme I Descripktion I

I Shows only enabled search strinas

(14 I Cancel I SppEle I

Vao tab Signatures, sau do Click Add
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signature x|

Specifv a name For this signature search:

Mame: I vahoo!Messenger
Diescripkion deny wahoolMessenger
{optional):
— Signature Search Criteria ]
Search in: IRequest headers =1
J

HTTF header: I hoast:

Specify the signature to block: |

Sl Fmsg.yahoo.comll =1

Bvterange ——————————— Formak
Eror: I]_— 1= Text
To: 100 £ Binary
I =" I Zancel I

| el

Signature dién msg.yahoo.com, sau d6 Click OK
2
Gensral I Methods I Extensions I Headers Signatures I

EBlock conkent conktaining these signaktures:

Marne | Descripkion |
w] waboall... deny yvahoo!Messenger

Edit. .. I
Remowve I

I sShow only enabled search strings

Search in: Request headers ‘I
HTTP header: hosk:
Pattern: msg.wahoo.com

o1 comcer [z ]
Click Apply\OK. Sau do Click Apply

W AaELOON MESSENGER
I ger Help

s ic:
P =

Tahoo! Messenger Troubleshookter

M¢ yahoo!Messenger logon user chang rua91 khong dugc
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6. Pulishing website

Web publishing: Dung dé publish cac Web Site va dich vu Web. Web
Publishing do6i khi duocgoi 1a 'reverse proxy' trong dé ISA Firewall dong vai tro l1a
Web Proxy nhan cac Web request tirbén ngoai sau dé né s& chuyén yéu cau do
vao Web Site hodc Web Services ndi bd xir 1y.
Mot s6 dic diém cua Web Publishing:
Cung cip co ché truy xuét ity quyén Web Site théng qua ISA firewall.

[

e Chuyén huéng theo duong dan truy xuit Web Site (Path redirection)

¢ Reverse Caching of published Web Site.

e Cho phép publish nhiéu Web Site thong qua mét dia chi IP.

e (6 kha ning thay ddi (re-write) URLs bang cach st dung Link Translator

cua ISA firewall.
e Thiét 1ap co ché bao mat va hd trg ching thuc truy xuit cho Web Site
(SecurID authentication,RADIUS authentication, Basic Authentication)
e Cung cép co ché chuyén theo Port va Protocol.
6.1. Cai dat Application Server

o

My Doruments

w ‘Windows Catalog
% ‘Windows Lpdate

Programs

Documents

Settings |[} Control Pane! I

Q Metwark, Connections
'y Printers and Faxes
Help and Support E Taskbar and Start Menu

Search

| Windows Server 2003 Enterprise Edition

Eile  Edit Wiew Favorites Tools Help |
(Dback - 3 « [F | DO scach (= Folders | s 3 X € | -
Address I[} Contral Panel =l &

Mame = | commerts |

Adjust your compLt. ..
Installs and trouble.. .
UERAIRRE | Lnstall or remove pr...
Configure administr...
Set up Windows to ...

+# Date and Time Set the date, time, ...
. Display Change the appear...
[iFolder Options Customize the displ...
ﬁFonts Add, change, and ...

= Game Controllers Add, remove, and ...
B Irternst Options Configure your Inke. ..

EmKeyboard Custarize yaur key...
‘aLicensing Changes licensing o...
yMouse Customize your ma. ..
&2 retwork Connect...  Connects to other c...

¥ Phone and Mode...  Configure your tele...
D Portable Media D...  Wiew the portable m...
2 Power Options Configure energy-s...
Y 4Printers and Faxes  Shows installed prin...
& Regional and Lan... Customize settings ...
‘= Scanners and Ca...  Add, remove, and c...
ﬁs:heduled Tasks Schedule computer ...

Click Add or Remove ...
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Windows Components Wizard

Windows Components
“r'ou can add or remowe components of Windows,

To add or remowve a component, click the checkbox, A shaded box means that only
part of the component will be installed. To zee what's included in a component. click
Dretails.

Components:

Accessones and Utilities

ertficate Serices 1.2 ME

| E-mail Services 1.1 MB
[] &4 Fax Services 7 AR LI

Description:  Includes A5FP.MET. Intermet Information Services [I15]. and the
Application Server Console.

Total dizk space reguired: 221 MB
Space awailable on dizk: 64438 MB
< Back I Mext » I Cancel Helg I

Chon Application Server

Configuring Components
Setup iz making the configuration changes vou requested.

Flzage wait while Setup configures the componentz. Thig may take
zeveral minutes, depending on the components selected.

Statuz:  Installing Internet Infarmation Services. .

|

< Black I MHexst = I Helm I
Chon next dé cai chuong trinh.

Windows Components Wizard |

Completing the Windows
Components Wizard

“ou have successfully completed the wWindows
Components Wizard.

To cloge thiz wizard, click Finigh.

< Back Helm |
Click Finish
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6.2. CAu hinh Web

Zerkificakion Autharity

Clusker Adrinistrator
Component Services
Computer Managemenk
Configure Your Server YWizard
Data Sources (CODEC)
windows Catalog Distributed File System
Ewvent Viewmer

windows Update
Licensing

e Local Security Policy

Manage Your Serwver

Docurnents Startup Microsoft \MET Framework 1.1 Configuration

g Internet Explorer Microsoft \MET Framework 1.1 wWizards
SRS > [“Z] Cutlook Express Metwork Load Balancing Manager
Search » ;. FRemots Assistance Performancs

Remote Desktops

Help and Suppork Routing and Remoke Access
Services

Bun... B B q
Terminal Server Licensing

Terminal Services Configurakion
Shut Down. ..

@ s |
Start\Programs\Administrative Tools\ Internet Information Services(I1S)Manager

Terminal Services Manager

Internet Imformakion Services (II1S) Manager I

'5 Internet Information Services (I15) Manager — o =)

g Fil=  Action Wiew ‘Window Help | o =0 |
= |[mEEEZE2]r =

P'! iInternet Information Services | | Computer | Local | Version | Status
-8 PC4-D4CFFDO0733 (local ¢ | 5 IPC4-D4C7FD00733 (local computer)  Yes 115 Y6.0

- __J Application Pools

[3 web Site.. .

) webs Al Tasks 3 Web Site (Framn File), ..

Mew Windaw From Here

Refresh

Properties

Help

4l o fiE I =l
|Creates a new ikem in this container, | |

R_Click Web Sites\New\Web Site...
x|

web Site Desciption
Dezcribe the “Web zite to help adminiztrators identify it

Type a description of the “Web zite.

Dezcription:
Iweb

< Back l Mex=t = I Cancel I

Click Next
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Web Site Creation Wizard

IP Address and Port Settings
Specify an IP address. port setting, and host header for the new wWeb zite.

Enter the IP address to uze far thiz Web site:
1721802 =

TCP port thiz "web site should uze [Default: B0):
IBD

Hozt header for this Web site [Default: Mone]:
Eww.wem Dnline.coﬂ

Far more information, read the 15 product docurmentation.

< Back MHex Cancel I

Dién tén trang Web, sau d6 Click Next

Web Site Home Directory
The home directony iz the root of pour Web content subdirectones.,

Enter the path to pour home directon.

Path:
IE:\.quan Iy dienhanhdung Browse. .. |

¥ Allows anorymous access to this Web site

< Back

Tao duong dan tdi trang web, sau d6 Click Next

=l
Web Site Access Permissions Q
Sel the accesz permiszions for thiz Web zite. ._‘;"‘-‘*.b
5

Allow the following permizsions:

I Fead
I Run scripts [such as ASP)

[T Execute [zuch as IS4P1 applications or CGl)
I wiite

[T Browse

To complete the wizard. click Next .

< Back I ﬂexp I Cancel I

by
Click Next
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You have successfully
completed the Web Site
Creation Wizard.

To cloze thizs wizard. click Finizh.

< Back Cancel

Click Finish
6.3. Cau hinh Isa cho viing Lan truy cap Web

Windows Catalog

Windows Update

Fon

» 7] Accessories

[T Administrative Tools
Diocuments g F

IS4 Server Managemenk

E] Skartup 154 Server Performance Monitor
42 Internmet Explorer

Search » L“S] COutlook Express

Settings

i . Remobe Assistance
Help and Suppork

Run...

Shut Down. ..
e .
Click Start\Programs\Microsoft ISA Server\ISA Server Management

Windows Server 2003 Enterprise Ed|

File Action Wiew Help
e = | Bm @2ma|®e @
=3 Microsoft Internst Security and Accele iw-ctrcésofret ity &
=L@ pea-167877erhz0 nter Security - "
= Eqm Acceleration Setver 2005 Firewsall Policy
onitoring Standard Edition
Refresh
i———— ) Click here to learn about the Customer Experience Improvement Program.
Export...
Import... Firewall Policy
Toolh Task:
e ——— asks \(Help
T T rder = | Mame | action | Protocols =
Exchange Web Client Access Publishing Rule. .. L prre
— Iail Server Publishing Rule. .. ['_]» HTTPS Firewall Policy
= SharePoint Site Publishing Rule. .. A Al p Tasks
L1 Al T
Bl
Help web Site Publishing Rule =) Publish Exchange Web
Non-web Server Protocol Publishing Rule...
Client Access
I Access Rule‘.] :
5 Publish Mail Servers
[ = Publish SharePoint Sites
5 Publish Web Sites
= ‘5 Publish Non-Web Server
Frotocols
=) Create Access Rule o
Policy Editing Tasks
System Policy Tasks
I 3
K | D] m A Fdit Swstem Prlicu =

R_Click Firewall Policy\New\Access Rule...
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New Access Rule Wizard =

Welcome to the New Access Rule

Micrasoft i
Irllchr;metslen.ri Wizard

&
Acceleration Se 2006

Thiz wizard helps you create a new access ule. Access
rules define the action that iz taken, and the protocols that
may be uzed, when specified clientz from one networlk
attempt to access specific destinations or content on
another network.

Access e name:

To continue, click Mext,

< Back Mex Cancel |

Click Next
x|

Rule Action

Select how client requests for content from the specified destination are dealt with
if the conditions zpecified in the ule are met.

Action ta take when rile conditions are met:

" Deny

< Back I ﬂe‘\:-:t > I Cancel

b

Click Nex
S|

Protocols
Select the protocols thiz rule applies to.

Thiz rule applies to:

ISeIected protocols LI

Frotocols:

LiHTTR
LEHTTPS

Edit...

|
R
| R |

Remove

Farts. ..

< Back I HN S I Cancel |

Add HTTP va HTTPS, sau d6 Click Next
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Mew Access Rule Wizard =]

Access Hule Sources
This rule will apply to traffic originating from the sources specified in this page.

Thiz rule applies to traffic from these zources:

=l Internal

Edit... |
Bemowve |

< Back I ﬂﬁ\t > I Cancel

L™y
Add Internal, sau d6 Click Next
x|

Access Rule Destinations

This rule will apply to traffic zent from the rule zources to the destinations zpecified
in this page.

Thiz rule applies to traffic zent to these destinations:

== Perimeter

Edit... |
Bemove |

< Back I Mesxt E I Cancel
g
Add Perimeter, sau d6 Click Next

Mew Access Rule Wizard =|

User Sets

“ou can apply the rule to requests from all users. Or. you can limit access ta
zpecific user sets.

T hiz rule applies to requests from the following user =ets:

Al Uzers Add...

Edit... |
Eemowe |

< Back I ﬂe:-'\> I Cancel I

Add All User, sau d6 Click Next

GVGD: NGUYEN DUY SVTH: LE THAI GIANG
PANG QUOC QUAN
NGUYEN ANH DONG

NGUYEN TRIEU TIEN



49

; New Access Rule Wizard |

! Completing the New Access Rule

Microsaft Wizard

Internet Sﬂt;&
Acceleration Se 2006

You have successfully completed the Mew Access Rule
“Wwizard. The new Accesz Rule will have the Fallowing
configuration:

M arne: -
cho wung lan truy cap web

Action:
Allow

Traffic:
HTTPHTTPS

Source:

Internal -
= ¥

To cloze the wizard, click Finish.

<Back [ Finish | Cancel |

LS

Click Finish

Fle Action Wiew Help

e |E@WRE 2008

[ Microsoft Internet Security and Accele Microsafts .
Internet Secu

-1 pea-167877e7b20 ¢
¥ E Acceleration Server 2006
] Mertoring Standard Edition

Firewall Policy

Virtual Private Metwarks (YPN) 'z Ann o n .
iscard To save changes and update the configuration, click Apply.
4% Canfiguration i !
/Firewall Polic: \ Toolbox W Tasks % Heln
Order = | Iame | Action | Frotocols =
= Ii—‘ 1 cho vung lan kruy... Allawy [J] HTTP N .
9 Uinmes || Firewall Policy
- . Tasks
= m 2 cho tat carango... @Allnw [J] HTTP
[.II HTTPS ) Publish Enchange 'Web
p— Cliert Access
m Last Default rule & Deny !;_.'d! All Traff

2 Publish Mail Servers
71 Publish SharePaint Sites
51 Publish Web Sites

=) Publish Non-Web Server
Protocols —

2 Create Access Rulz

Click Apply .
6.4. Phan giai tén mién

Active Directory Domains and Trusks
Active Directory Sikes and Services
Active Directory Users and Compukers
—ertification Authority

Cluster administrator

Zomponsnt Services

Computer Management

Configure Your Server Wizard

Drata Sources (ODEC)

Distribuked File Swskem

windowes Catalog
Domain Contrallsr Security Palicy
wiindowes Update i N )
Domain Security Policy
Accessories [ERASIIE WSy
Startup » 4Z3 ticensing
Docurnents Internet Explorer -~ # Manags Your Server
Outlook Express & Microsoft .MET Framework 1.1 Configuraktion
SSE e R emobe Gesistance ¥ Microsoft .MET Framewsork 1.1 Wizards
Search . g Metvesork Load Balancing Manager
®&F Performance
Help and Support ﬁ Remote Desktops
E R.outing and Remoks Access
2. o i Services
B! Terminal Server Licensing
e L Terminal Services Configuration
F Terminal Services Manager

Click Start\Programs\Administrativi ToolsS\DNS
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s dnsmgmt - [DNS\PC2-D2B13093973\Forward Lookup Zones] B [ 3

=181

'Eq File  Action View Window Help

4 EEPRIREEER
,4%., OnS Forward Lookup Zones
EB PC2-D2B13093973

Mame Type Skatus

Event Yiewer

CE

T e e drs.dinn.rom Ackive Direct...  Running
D Reverse Lookup Zore Ackive Direct...  Running
Vigw 4
Hew Window from Here
Refresh
Export List...
Help

R_Click Forward Lookup Zone\New Zone...

Mew Zone Wizard x|

Welcome to the New Zone
% VWizard

This wizard helps you create a new zone For your DRSS
SEFVEF.,

A zone translates DRSS names to relaked data, such as IP
addresses ar network services,

To conkinue, click Mexk,

= Bacle

Zancel I Help I

Click Next
x|

Zone Type Q
The DMNS server supporks various bypes of zones and storage. !

Select the type of zone wou wank to create:

Creates a copy of a zone that can be updated directly on this server,

" Secondary zone
Zreates a copy of a zone that exisks on another server, This option helps balance
the processing load of primary servers and provides Faulk kalerance,

" Stub zone

Creates a copy of a zone conkaining only Mame Server (N3], Start of Authority
(S04}, and possibly glue Host (&) records, A server containing a stub zone is nok
authorikative For that zone,

¥ Store the zone in fckive Direckary (available only if DNS server is a domain conkroller)

< Back I Mext ; I Cancel Help

v

Chon Primary zone, sau do Click Next
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Mew Zone Wizard x|

Active Directory Zone Replication Scope Q
Wou can select how wou wank DMS data replicated throughout wour network, .

Select how wou want zone data replicated:
" Ta all DMS servers in the Active Direckary Forest dunag,com

" To all DMS servers in the Active Direckory domain dung. com

" To all domain controllers in the Active Direckory domain dung. com:

Choosze this option if the zone should be loaded by Windows 2000 DMNS servers
running on the domain controllers in the same domain.

= T all domain controllers specified|in the scope of: the Fallawing application directar:

parkibicn;

= Back I hpak > I Cancel | Help |

Chon To all domain controlleras in the Active Directory domain dung.com, sau do
Click Next
x|

Zone Mame Q
Wwhat is the name of the new zone? ‘

The zone name specifies the portion of the DMS namespace Far which this server is
authoritative, It might be vour organization's domain name (for example, microsoft,com}
or a porkion of the domain name (for example, newzone.microsoft.com), The zone name is
not the name of the DMNS server.,

ZONE name:

l weblonline. com |

For more information about zone names, click Help,

< Back I Hexk > I _ancel I Help |
by

Pién tén Zone, sau d6 Click Next
x|

Dynamic Updakte Q
You can specify that this DMNS zone accepks secure, nonsecure, or no dynamic ‘

updates.

Dvwnamic updakes enable DRSS client compukers to register and dynamically updake their
resource records with a DS server whenewver changes occur.

Select the tvpe of dynamic updakes wou waank ko allow:

£+ Allows only secure dynamic updates (recommended For Active Directory i
This option is available only for Ackive Directory-inkegrated zones.

" Allove bokh nonsecure and secure dynamic updates
Dvwnamic updates of resource recards are accepked From any clienk.
& This option is a significant security wulnerability because updates can be
accepted from untrusted sources.
" Do not allow dynamic updates

Dwnamic updates of resource records are nok accepted by this zone. ¥ou rmuskt updake
these records manually.

< Back I MNexk = I Cancel I Help I

Chon Allow only sercure dynamic updates(recommended for Active Diretory),
sau do6 Click Next
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Mew Zone Wizard x|

Completing the New Zone Wizard

You have successfully completed the Mew Zone wWizard. You
specified the Following setkings:

Mame: web. local
Type: Active Directory-Integrated Primary
Lookup bype: Forward

Moke: vou should now add records ko the zone or ensure
that records are updated dynamically. You can then werify
name resolution using nslookup,

To close this wizard and create the new zone, click Finish,

= Back Cancel Help I
Click Finish
_i._ dnsmgmt - [DNSPC2-D2B13093973Reverse Lookup Zones] - |EI|5|
;J?J-‘ File  Action Miew Window Help |_|— _Iﬁ' il

eo 8@ R 258 B

,J?J., DS Reverse Lookup Zones

- Pcz-DeB1z093973
Ewent Yiewer
Farward Lookup Zones

Add aNew Zone

reverse Lookup Zonre
Mew Zone, ..
stemn (DMS) allows a DNS namespace to be divided into zones. Each zone stares
View » e or more contiguous DMS dornains,
Mew Window From Here on the Action menu, click Mew Zane.
Refresh
Help

R_Click Reverse Lookup Zone\New Zone...

wWelcome to the New Zone
vWizard

This wizard helps wou create a new zone For your DS
SErVEr,

A zone translates DRSS names ko relaked data, such as IP
addresses or nebwork services,

To conkinue, click Mext,

= Bach Cancel I Help I
Click Next
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Mew Zone Wizard x|

Zone Type g
The DNS server supparts warious bypes of zones and storage. .

Select the type of zone wou wank to creake;
" Primary zane:
Creates a copy of a zone that can be updated directly on this server.

" Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Fault tolerance.

" stub zone

Creates a copy of a zone conkaining anly Name Server (MS), Start of aukhoriky
{504, and possibly glue Host (A records, & server containing a stub zone is nok
authoritative For that zone,

[+ store the zone in Active Directory (available only if DMS server is a domain contraller)

< Back I Merd = I Cancel I Help |

Chon Primary zone,sau d6 Click Next
=

Active Directory Zone Replication Scope #
Y¥ou can select how vou want DMNS data replicated throughout wour network, ‘

Select how wou want zone data replicated:
" To all DMS servers in the Active Directory Forest dung, com

" To all DMS servers in the Active Directory domain dung. com

% To all domain controllers in the Active Direckory domain dung.com

“hoose this option if the zone should be loaded by Windows 2000 DS servers
running on the domain controllers in the same domain,

! To 2l domain conttallers specitied in the scope of the Fallowing application ditecbors:
pattitian:

| 4|

= Back l Mexk ; I Zancel I Help I

)

Chon To all domain controlleras in the Active Directory domain dung.com , sau
do Click Next

x|

Reverse Lookup Zone Name Q
A reverse lookup zone translates IP addresses inko DMS names, ‘

To identify the reverse lookup zone, kype the network ID or the name of the zone.
& Metwork I0:
172 16 .0

The network ID is the portion of the IP addresses that belongs to this zone, Enter the
nebwork ID in its normal {not reversed) order,

IF wou use a zero in the nebwork ID, it will appear in the zone name. For example,
nebwork ID 10 would create zone 10.in-addr. arpa, and network ID 10,0 would create
zone 0.10.in-addr.arpa.

" Reverse lookup zone name:
I 0.16.172.in-addr.arpa

For more information on creating a reverse lookup zone, click Help.

= Back Cancel Help
bién Network ID, sau d6 Click Next

GVGD: NGUYEN DUY SVTH: LE THAI GIANG
DANG QUOC QUAN

NGUYEN ANH DUNG

NGUYEN TRIEU TIEN



54

MNew Zone Wizard |

Dynamic Update Q
“ou can specify that this DNS zone accepks secure, nonsecure, or no dynamic !
updakes.

Dynamic updates enable DS client computers to register and dynamically update their
resource records with a DMS server whenever changes occur.

Select the bype of dynamic updates wou wank ko allows:

" allow only secure dynamic updates frecormended For Active Directaryd
This option is awvailable only For Ackive Directory-integrated zones.

= allow both nonsecure and secure dynamic updates
Dvnamic updates of resource records are accepked From any client.
& This option is a significant security vulnerability because updates can be
accepked from untruskted sources.
= Do not allow dynamic updates

Drwnamic updates of resource records are not accepted by this zone. ¥ou must update
these records manually.

= Back l Mexk = I: I Cancel I Help I

L

Chon Allow only sercure dynamic updates(recommended for Active Diretory),
sau do6 Click Next

Mew Zone Wizard |

Completing the New Zone Wizard

You have successfully completed the Mew Zone Wizard, You
specified the Following sektings:

Mame: 0.16,172.in-addr. arpa
Type: Active Directory-Integrated Primary
Lookup bvpe: Reverse

Moke: vou should now add records to the zone or ensure
that records are updated dynamically. ¥ou can then wverify
name resolution using nslookup,

To close this wizard and create the new zone, click Finish,

= Back Cancel I Help I
Click Finish
_ dnsmgmt - [DNS\PC2-D2613093973' Reverse Lookup Zones] =10l xl
H?;,‘ Fle Action Wew ‘Window Help |;|i|§|
s | AERR@mEER
,4?1., Dhs Reverse Lookup Zones

- Pee-DaB1a0ea97

@ Event Yiewer
- Forward Lookup Zones

Type Status
172.16.0.% Subnet Active Direct...  Running

Wigty 3
Mew ‘Window Fram Here

Refresh
Expart List..,

Help D

R_Click Reverse Lookup Zone\New Zone...
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MNew Zone Wizard |

Welcome to the New Fone
wWizard

This wizard helps vou create a new zone For your DNS
Server,

A zane translakes DMNS names ko related data, such as IP
addresses or network services,

To continue, click Mext,

Cancel Help I

Click Next
x|

Zone Type ?
The DMS server supports warious bypes of zones and storage. !

Select the bype of zone wou want to create:

Creates a copy of a zone that can be updated directly on this server,

i~ Secondary zone
Creates a copy of a zone that exisks on another server. This option helps balance
the processing load of primary servers and prowvides Fault balerance.

i Skub zane

Creates a copy of a zone containing only Mame Server (N3, Start of Authority
(52a), and possibly glue Host (&) records. & server conkaining a stub zone is nok
authoritative For that zone.

¥ Store the zone in Active Direckary {available only if DMS server is a domain controller)

= Back Zancel | Help |

Chon Primary zone,sau d6 Click Next
x|

Active Directory Zone Replication Scope Q
Yol can select how wou wank DMS daka replicated throughout wour Rebwork., ~

Select how wou want zone daka replicated:
" To all DMNS servers in the Active Directory Forest dung. com

" Toall DMS servers in the Active Directory domain dung.com

* To all domain controllers in Ehe Ackive Directory domain dung, comd

Choose this option if the zone should be loaded by Windows 2000 DMNS servers
running on khe domain controllers in the same domain.

) Tio &l domain contrellers specified in the scope of the: fallawing applicaticn directors:
parkiton

| =

= Back l Mexk ; I Zancel I Help I

LS
Chon To all domain controlleras in the Active Directory domain dung.com , sau
do Click Next
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New Zone Wizard |

Reverse Lookup Zone Mame
A reverse lookup zone translates IP addresses into DMNS names,

To identify the reverse lookup zone, bype the network ID or the name of the zone.
* Metwork ID;
10 .0 i

The network ID is the portion of the IP addresses that belongs ko this zone. Enter the
network ID in its normal {not reversed) order,

If wou use a zera in the network ID, it will appear in the zone narme. For example,
network ID 10 would create zone 10.in-addr, arpa, and nekwork ID 10,0 would create
zone 0, 10.in-addr . arpa.

" Rewerse lookup zone narme:

For rore information on creating a reverse lookup zone, click Help.

< Back I et = I Cancel Help |

Pién Network ID, sau d6 Click Next
x|

Dynamic Update
Wou can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates,

Dwnamic updates enable DMS client computers to register and dvnamically update their
resource records witkh a DRS server whenever changes occur.

Select the tvpe of dynamic updates wou wank ta allove:

* BAllow only secure dyvnamic updates (recormmended For Active Direckory)
This option is available only For Active Direckory-integrakted zones.,

" Allow both nonsecure and secure dynamic updates
Dwnamic updates of resource records are accepked From any client.

& This opkion is a significant security wulnerability because updates can be
accepked From unktrusked sources.

" Do not allow dynamic updates
[vwnamic updates of resource records are nok accepted by this zone. You must update
these records manually.

= Back I Mexk = I Cancel | Help |

Chon Allow only sercure dynamic updates(recommended for Active Diretory),
sau do Click Next
x|

Completing the New Zone Wizard

You have successfully completed the Mew Zone Wizard, ¥ou
specified the Following settings:

Marne: 0.16.172.in-addr.arpa
Tvpe: Ackive Directory-Integrakted Frimary

Lookup bvpe: Rewverse

Mote: You should now add records ko the zone or ensure
that records are updated dynamically, ¥ou can then verify
name resolution using nslookup,

To close this wizard and create the new zone, click Finish.

<= Back. Cancel Help

Click Finish
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= dnsmgmt - [DNSPCZ-DZE13093973 Forward Lookup Zones'web1online.com] =10 =]
2 Fle Action Wiew Window Help | =1=11
e | BE| XEFE R 2E| 8 E®

,43., DrS weblonline.com

= PC2-D2E13093973
=8 Type Data

- Event Viewer
= Forward Lookup Zones [£] {same as parent Folder) Start of Authority (5083 [1], pc2-dzb13093973.dung. ..
T E- @] _msdes.dung.com (same as parent Folder) Mame Server (NS) pec2-dzb13093973,dung. com,

3 n
werse Lookup Zon Update Server Data File
72.16.0.x Subr Reload
Mew alias (CHAME). ..
Mews Mail Exchanger {MX). ..
Mews Domain. ..
Mew Delegation...
Other Mew Records. ..

All Tasks »

e 3
Mew Window From Here

Delete
Refresh
Export List. ..

Properties

Help

R_Click webZlonline.com\New Host(A)...

zlxl
Mame {uses parent domain name iF blank):
I dns

Fully qualified domain narme (FQDM):

I dns.weblonline, com,

IP address:
|1EI o oz

[w Create associated pointer (PTR) record:

[ allow any authenticated user ko update DRS records with Ehe
SAME OWNEr NAMEe

I Adgl Host I Cancel I

=

Pién IP address, sau d6 Click Add Host

_L_ dnsmgmt - [DNSPC2-D2B13093973" Forward Lookup Zones'yweblonline.com] i ] ]
,E,‘ File Action Wiew ‘Window Help | =11
- A XFER|2EE &
,J?.I.‘ ] weblonline.com
- B PC2-D2B13093973
T . Tyvpe Data
[~ Event. Viewer
@ Farward Laokup Zanes Z] {same as parent: folder) Start of Authority (SOA) [1], pc2-d2b13093973.dung. ..
@1 sdes.dung.com same as parent folder) Mame Server (NS) pr2-d2b13093973,. dung.com.
a1 Host (&) 10,0,0,2
v =
ElD Reverse Lookup Zar Update Server Data File
(5 172.16.0.% Sub teoad
[z 10.0.0.x Subne
Mews Alias (CHAME). ..
Mew Mail Exchanger (MX)...
Mews Domain, ...
Mew Delegation. ..
Other New Records...
Al Tasks 3
Wiew »
Mew Window from Here
Delete
Refresh
Export List...
Properties
Help
I
R_Click weblonline.com\New Host(A)...
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New Host 2| x|

Mame {uses parent domain name if blank):

I sServer

Fully qualified domain name (FODM):
I server.weblonline. com.

IP address:
|1?2 16 .0 2

v Create associated pointer (PTR) record

[~ Allow any authenticated user ko update DMS records with the
sare oWner Name

Add

Cancel |

Pién IP address, sau d6 Click Add Host

_;._ dnsmgmt - [DNSYPC2-D2B13093973Forward Lookup Zones'weblonline.com]
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,Jg,l Fil=  Action Wiew Window  Help

¢« = |Em| X TR 8 5@

2, DNS

=3 PCz-DzB13093973
+-- Event Viewer

weblonline.com

Forward Lookup Zones
(20 _msdcs.dung.com { )
5] dung.com Hast (&}
-3 ST [Z] server Host () 172.16.0.2
-0 Reverse Lookup Zones
gl 172.16.0.% Subnet
-z 10.0.0.x Subnet

Click (same as parent folder) ...

[

B web lonline.con Properties ?| Xl
- WIS I Zone Transfers | Security |
General | Start of Autharity [SO04A] MHare Servers

To add name servers to the list, click Add.

Mame =ervers:

Server Fully Qualified Domain MName [FODM] | |F Address

[10.0.0.27]

add.. | Edit... || Bemagye I

* represzents an IF address retrieved as the r‘g'gult of a DMNS query and may
nok represent actual records ztored on thiz server.

Ok I Cancel I Spply

Click Remove
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vreb1online.com Properties ?| Xl

Wl S I Zone Transfers | S ecurity |
General I Start of Authaority [SO58] Hame Servers

To add name servers to the list. click 2dd.

Mame servers:

Server Fully Qualified Domain MName [FODM] I |F Address I

Edit... I Bemowe I

= represeﬁs an |F address retrieved as the rezult of a DS query and may
ot reprezent actual records stored on this zerver.

OE I Cancel I Apply I

Click Add
21|

Mlame Server (RS I

Enter a server name and one or more IP addresses. Bokh are required ta
identifFw the name server.

Server Fully gualified domain name (FoDM):

I dn=s.weblonline.com EBrowse. .. I Resolve I

IF address:
|1 o .0 0 A Add

Bermowe I
ST
[CrEs T I

I ol I Cancel I

=

Click OK
2

el S I Zone Tranzfers I Securiky l
General I Start of Autharibe [S04]) Mame Servers

To add name servers to the list, click Add.

Mame servers:

Server Fully Qualified Dornain Mame [FQDR] I IF Address I
dns.webl online. com. [10.0.0.2]

Edit. .. I Bemove I

* representz an |IP address retrieved as the rezult of a DHS query and may
ot reprezsent actual records stared on this server.

I Ok I Cancel I I Eﬁ{pl}l I

Click Apply\OK
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== dnsmagmt - [DNSY

\
|
|_a. e @ction

ew  Window  elp

=~ | ElW|> f B[ F |8 [ G

——
I Z o=
=[] Poz-DEa13093573

L2 (L] Ervemnt Wimemr

=1 ) Ferward Lockup Zenes

(=00 Rmveres Lok Fonme

G _medes duna,corn

o3 >QJ chang.com

{2 web Lonline.com

172.16,0.x Subnet
H1-iEd 10.0,0,% Subnet

e comy 9 rmcard(e)

(] tsame as parent Folder)

2 D2B13093973\Forward Lookup Zones'\web lonline.com]

Hast (A)
Hast (a)
Tarne Server (NS)

Click (same as parent forlder) start of Authority(SOA).

weblonline.com Properties

WS |
General

Serial number:

Zone Tranzfers

Start of Authority [504] |

|1

Brimary server:

dns weblonline, com.

Security

il
I

Marne Servers

Ihzrement I

[dnsweblonline.com |

Bezponzible perzon:

Ihostmaster.dung.com.

Browse. .. I

Refrezh interval: I'I 5 I minutes LI
Retmy interwal: |1 a I minutes LI
Expire=s after: |1 I daps ;I
Fimirnum [default] TTL: |1 I Fours LI
TITL for this record: ID o 0 [DDDDD:HH. M. .S5]
Ok, I Cancel I I &Qpl_l,l I

L

Click Browse chon dns.weblonline.com, sau d6 Click Apply\OK

_;_ dnsmgmt - [DNSYPC2-D2B13093973% Forward Lookup Zonesweblonline.com]

2 Eile Action  View

Window

Help

=10] x|
ST

2 ons
EB PCZ2-DEE13093975
@ Event Viewer

Forward Lookup Zones
E‘ _msdcs.dung.com
[zd dung.com
IS8k v=b 1 online. corg
{3 reverse Lookup Zo
[l 172.16.0.% Suk
(@] 10.0.0.x% Subne

web1lonline.com

4 rece

Tvpe

Data

[£] (same as parent Fold
Update Server Data File

Reload

[Mew Host (A)...
ias (CMAM
Few Mail Exchanger (M), ..
Mew Domain,..

Mew Delegation. ..

Cther Mew Records. ..

or

all Tasks »

Wiew 3
Mew Window From Here

Delete
Refresh
Export Lisk. ..

Propetties

Help

R_Click New Alias (CNAME)...

GVGD: NGUYEN DUY

Start of Authority (SOAY
Host {a)

Hosk (A3

Mame Server (N5}

[1], dns.weblonline.com, h...
10.0.0.2

17z2.16.0.2
dns.weblonline.com.
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|
Alias (CHAMED |

Alias name (uses parent domain iF leFE blank):
I EIeIE

Fully qualified domain nanme (FoDr):

I vavaws wmebl online. com.

Fully qualified domain name (FODR) For target hosk:
Iserver.weblonline.com l

I Allove any authenticated user to update all DRS records with Ehe came
name. This setkting applies only o DRSS records For a new name.

I Lw] I Cancel I

Ly

Chon dudng dan t6i server.weblonline.com, sau d6 Click OK

File Edt Wisw Favortes Tools Help

| &

[
Qback ~ ) - [x] [2] 2] D search JiFavarites € | L1 b B 5

Address |48

= |Links =

TEANGCHT — ThI TUC EHAC

Gidi thiéu Cong ty Dién Luc Ba

Trén tljanh Address go dia chi http://www.webZlonline.com
6.5. Cau hinh Isa ngoai internet truy cap vao web

B Microsoft Internet Security and Acceleration Server 2006

-10j x|

File  Action Yiew Help

¢4 | EE2E 26 © .38

[ Microsoft Internet Security and Accele ?‘xmﬂSx ri'ty&
£ g pe3-167877e7b20 nternet Secu _ _
@53 Monitoring Acceleration Server 2006 Firewall Policy

Standard Edition

Refresh

Fe Virkual Pri ick here to learn about the Customer Experience Impr t Program.
[ Configure Expart...

Import... wall Polic: \

Edit System Policy. .

Toolbox W Tasks Y Help

= | Mame | Action | Protocals %

Exchange Web Client Access Publishing Rule. .. A HTTR . .
" , Mail Server Publishing Rule. .. IEE HTTRS Firewall Policy
Wiew

_ = " sharePaint Site Publishing Rule. .. i Tasks
Help I ‘Web Site Publishing Ru\e.I. HTTP 8

ﬁ HTTPS %5 Publish Exchange ‘Weh
n =i

] [on-wWeb Server Protocal Publishing Rule. .. i Client Access

[ accessRule, R AT | b mal servers

‘2 Publish sharePoint Sites
‘2 Publish web Sices

1) Publish Non-Web Server
Protocols

‘5] Create Access Rule

Policy Editing Tasks

Svstem Policy Tasks

R_Click Firewall Polycy\New\Web Site Publishing Rule..
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New Web Pub

i Welcome to the New Web

|nur;7-°nﬁets“urity& Publishing Rule Wizard
Acceleration Server zoos

This wizard help vou publish Web sites. Web publishing
rules makch imcoming client requests to the appropriate
Weh sike on the Web server or Web Farm.

wWeb publishing rule name;

I publishing web

To conkinue, click Mext,

= Bacl I Mexk = { I Cancel I

ClickNext

Mew YWeb Pub himg R

wizard >

Seleckt Rule Action
Specify hows wou vwwank this rule to respond when the rule conditions are mek,

action ko kaks when rule conditions are mek:

=

wWith this option selecked, incoming requests makching the rule conditions will be allovesd.

£ Deny

“With Ehis option selected, incoming requeskts makching the rule conditions will be denied
and the Eraffic will be blocked.

= Back l Flexk [: I Zancel I

Chon Allow, sau d6 Click Next
x|
Publishing Type

Select if this rule will publish a single Web sike or external load balancer, a Wweb
server Farm, or multiple Wweb sites.

= Publish a single Web site or load balancer}

Use this option ko publish a single Web site, or ko publish a load balancer in Fronk of
several servers,

Help about publishing a single Web site or load balancer

« publish a server Farm of load balanced YWeb servers

Us=se this opkion to hawve ISA Server load balance requests bekbwesen a server Farm
{mirrored serversi.

Help about publishing serwer Farms
£ publish moulkiple Wweb sites
U=e this option to publish more Ehan one Web site. & neve rule will be created For each

=ite published.

Help about publishing multiple Web sites

= Back IWI —ancel I
Chon publish a single Web site or load balancer, sau do Click Next
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MNewr Web Pul hing Rule Wizard x|

Server Connection Security
Zhoose the bype of connections ISAS Server will esktablish with the published YWeb
server or server Farm.

T Use SSL ko conneck to Ehe published web server or server
Farm

ISA Serwver will connect o Ehe published Web server ar
server Farm using HTTPS {recommended).

i+ iise non-secured connechions Eo connect Bhe published
aveb server or serwer Farm

hitkp:ss
IS4 Serwver will connect to Ehe published YWweb server or
server Farm using HT TR,

wWhen ISA authenkticakes o Ehe published server on behalf of the client, user
credentials may be sent ower the netveork in clear bext. Sukhentication using S5L
wiill help prokeck client credentials.

Help abouk zerver conmection securik

= Back Flexh = Zancel I

Chon non-secured connetions to connect the published Web server or server using

HTTP , sau d6 Click Next
{{~ew web Publishing Feule wizard =1

Internal Publishing Details
Specify the inkternal name of the Web site wou are publishing.

The internal sike name is the name of the YWeb site wou are publishing as it appears inkernally .
Twpically, this is the name internal users bype into their browsers ko reach the Web site.

Inkernal site name: Iwww.weblonline.com I

ISA Server may nok be able to connect to Ehe server hosting the published YWeb site unless its
computer name or IP address is specified. For example, the computer name or IP address
musk be specified iF ISA Server cannot resolve the inkernal site name.

I Use a computer name or IF address to connect to the published server

Computer name or IP address: I172. 16.0.2 I Browse... I

= Back. l Mesxk l —ancel I
A . . B i 7 .
Dién internal site name va computer name or IP address, sau d6 Click Next

MNew Web Pul hing Rule Wizard X|

Internal Publishing Details
Specify the internal path and publishing options of the published Web site. vou
can publish the entire Web site, or limit access to a specified Folder.

Enter the name of the File or Folder wou want ko publish. To include all files and subfolders
wikthin a folder use f*. Example: Folderf*.

Path {optional): I Il

EBased on wour selecktion, the Following YWeb site will be published:

web site: I htkp: f fens web, localf™

I Forward the ariginal host header instead of the actual one specified in the Internal site
name Field on the previous page

= Back Mgk = Zancel I

Dién path(optional), sau d6 Click Next
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Mew Web Publishing Rule Wizard =]

Public Name Details

Specify the public domain name (FQDM) or IP address users will bvpe bo reach the
published site.

Accept requests For: IThis daomain name (type below): LI

Only requests For this public name or IP address will be Forwarded to the published sike.

Public name: l s, weblonline . com)| I

Example: www, conkoso, com

Path {optional): I I

Based on vour seleckions, requests sent to this site (host header walue) will be accepted:

Site: I htkp: f v webl online . com*

= Back. I Mext = I Zancel I

L=

Dién public name, sau d6 Click Next

Mew Web Publishing Rule Wizard >=|
Select Web Listener

The Wweb liskener specifies the IP addresses and port on which the IS8 Server

compuker liskens For incoming Web regquests,
weeh liskener:
O | edic.. |
Listener properties:

Properk: | walue
< Back I Mlexk = I Cancel I
=

. welcome to the New Web
Microsoft

Intermet Security S Listener Wizard
Acceleration Server 2006

T hiz wizard helps vou create a new web listener. wiebh
lizterners specify how 1S58 Server listens For and
authenticates incoming “eb requests from clients.

__ IIiStens wen ve et

To continue. click Next

A eb listener name:

cBack [ Mew s | Cancel |

Click Next
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New Web Listener Definition YWizard =

Client Connection Security
Select what tppe of connections this “web Listener will establizh with clients.

B iy

https:ss

£~ Bequire SSL secured connections with clients

1S4, Server will publizh servers only over HTTPS to the
clients [recommended].

i Do not require SSL secured connections with clients ¥ | . —
- gFl_T_‘g

httpss

155 Server will publish servers owver HT TP, Client credentials
will be =ent unencrypted ta the |58 Server computer.

clear text, depending on the zslected clisnt authentication method. Suthentication

If client authentication is required. user credentials may be zent over the network. in
- Y = F : .
uzing SSL will help protect client credentials.

Help about web liztener clisnt connections

=< Back l ﬂ%t > I Cancel I
ey

Chon Do not require SSL sercured connection with clients, sau d6 Click Next
x|

n Wizard

tener Def

Mew Web

web Listener IP Addreszes
Specify the 154 Server network s, and the IFP addrezses on those network s, that

will lizten for incoming “Web requests.

Listen for incoming "“'eb requests on these netweorks:

M ame I Selected |IF=

@ E=ternal <&l 1P addrezszes>
[ & Internal <l IP addreszes> —

[ - Local Host <4l 1P addressess>

[ —%- Perimeter <&l 1P addreszses> -
o e e I _>I_I

I Select |IP &ddresses ]

I+ 1S4 Server will compress content sent ta clients through this “»eb Listener if the clients
requesting the content support compression.

Help about *»'eb liztener |IF addr

< Back I =T I Cancel I

Click Select IP addresses...

rk Listener IP S

il |

External Ne

Lisken For requests on;

i 4ll IP addresses on the ISA Server computer that are in the selected nebwork

i Default IP addresses For network adapters on this network,

i+ Specified IP addresses on the ISA Server computer in the selected netwark:

Available IP Addresses Selected IP Addresses

I IP Address | Server |

bdd = I 192.168.1.124 pc3-1675. ..
= Bemove |

IP Address | Server

I Ok I Cancel

Click OK
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Mew Web Listener Definition Wizard =

web Listener IP Addresses
Specify the |54 Server networks, and the IP addresszes on thoze networks, that
will listen For incoming “eb requests.

Listen far incaming “eb requests on these networks:

M ame I Selected IFP= -
@) External 192.168.1.124
[ <% Intemnal <Al IF addresses:» —
[ -% Local Host <all IF addresses>
[ =% Perimeter <&l P addreszess -
o AT et I ;l_l
Select IP Addresses. . l
I+ 154 Server will compress content sent to clients through this " eb Listensr if the clisnts

requesting the content suppart compression.

Help about b listener IP addresses

< Back. I ﬂp}it = I Cancel I

Click Next
x|

Authentication Settings
Select howe clients will authenticate to 154 Server, and how 154 Server will validate
thieir credentials.

Select how clients will provide credentials to 154 Server:

Select how 1S54 Server will walidate client credentials:

= wWindows [Sctive Directon] ) HaplUs OTE
£ [L04AP [fctive Directan)] = BSh Securll
= BEnlls

Help about authentication settings

< Back ﬂer’{> Cancel I
L

Chon No Authentication, sau do Click Next
|

Single Sign On Settings
Single Sign On [S50] allows users o authenticate once to 155 Server o access
all published “web zites that use this “web listener.

I | Enable S50 fon ek sites published with this web listener,

- S50 iz not available for the currently z=elected client authentication method. S50 is
\\‘) only available for HTRL Form Authenticatiomn.

Cancel I

< Back

Click Next
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Mew Web Listener Defi n Wizard =]
Completing the New web
et . Listener Wizard
Intermet Security 8
Acceleration Server 2006 r'ou have succeszszfully completed the Mews "web Lizstener
whizard, The new listener will hawve the following
configuration:
Marne: AI
lizten web
Client Connection:
Insecure [HTTR]
Listen or:
E =ternal
Clignt Authentication b ethod:
Mo Authentication
550 Enabled:
=]
-
A I ¥
To close this wizard, click Finish.
Cancel I
NEA W eD =]
Select Web Listener
The web listkener specifies the IP addresses and port on which Ehe IS0, Serwver
compuker lisktens For incoming “Web requests,
wab listensr:
Ilistens weebh wa mail vI Edit. I
Listener properkies:
Properk | Walus |
Descripkion
Metworks External
Port{HTTP3 a0
Port{HTTFS) Disabled
Authentication methods Mo Authentication
= Back l Mexbrs I Zancel I
=
Authentication Delegation
Aukhentication delegation is the method ISA Server uses o authenticakte the
session it apens with the published site.

Select the method used by ISA Server to authenticakte to the published Web server:

Description

If the published web server requests HTTP authentication, ISa Server will nok pass the
authentication requeskt ko the user. The user will not be able to authenticate to the
published Web server. The client request will be denied.

Help aboutk authentication delegation

= Back. e Zancel I

Click Next
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Mew Webh Publis g Rule Wizard

User Sekts

You can apply Ehe rule to requests From all users. Or, wou can limit access ta
specific user sets,

This rule applies to requests From the Following user sets:

2 all Users

add. ..
Edit. .. I
Remave I

= Back I Besg, = I Zancel I

68

Click Next

1
i Mewr Web Publishing Rule YWizard

Completing the New Wel»

Microsoft Publishing RPule Wizard
Internet Securi
Acce

8
leration Se 2006

vou hawve successFully completed the Mew Web Publishing
Rule wWizard, The new Web Publishing Rule will hawve the
Fallowing configuration:

Mame: -
publishing web

Ackion:
Allones

Publishing Twpe
FPublish a single web =site.

Zonnect the published Wweb server using HTTPS
[m}

i willl

To close the wizard, click Finish.

Cancel I

Click Finish

File Action Wiew Help
il s =N o RE RN FONC N
L:-I_-‘EI Microsoft Internet Security and Accele Micresoft .
0@ pes-16787707b20 Internet Security& S
] Menitering Standard Edition .
£ Virtual Private Networks (VPH) 1 Discard | To save changes and update the configuration, cick Apply.
45 Configuration L
/ Eumwall Policy Ny Tasks \(Fe
Drder - | Mame | Action | Protocals =
i 1 publishing web Allaw LA HTTR . .
o g < Firewall Policy
= [z cho vung lan truy.... () Allow L HTTR Tasks
LiiHTTPS
— . ‘=) Publish Enchange ‘Web
= [#]3 cho tat ca rango... (2 Allow E%HTTP Client Access
Sl HTTPS B 3 Publish Mail Servers
[ Last Default rule O Deny L an el || = Publish SharePaint Sites
25 Publish Web Sites
|5 Fublish Non-Web Server
Prokocols -
5] Create Access Rule
Policy Editing Tasks
System Policy Tasks
a a1 I3 e v

Click Apply
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R AL . Sm— =5
WL » Computer » Local D\sk([] » Windous » Syrtem]l b divers ) ele v H Search e J

Ognzev | Opn B Newfode =R

| *mes * Name ' Datemodfied ~ Type Size
| M Deskop _ hoss 1ML File 118

oﬁ Recent Places m hosts SA02L34PM iCalendar File 118
| _ Inhestssam GAL/MI4BDAN  SAMFile 4K
i 7 Lbrares _ networs SAL/MI4BIAN  File 1K

@ Documents _ prtcol GALANO4TAM il 18

o Wi s SALAM4BHAN  File 18K

2 P
YO TR T
Fle Edt Fomat View Help

y 127.0.0.1 wnw,ursoftuare, con .
[ 1% Gt - |[205.199.44,156 registeridn. con
£ Locllisk(c) =05 199 .16 regwsterwdm com

GO NSRRI

I len 2

 anhvanl {

. demoichcounter

L duley

 modul @

. Mha di T of Triew ien

. taptnng

)

Vao File host phan giai tén mién 192.168.1.124 thanh www.weblonline.com

v D Amazon B4 YouTube DWea\ha v @ ChiN - @ Fun Games = 5 Celehﬁy M l ] Emil @g Options

| More» _ Signhn 4

X Gumgle v s o

< Favoies H@ @Suggsiedes'
B oobinghaivaaTong e ] Bv v @ e Sty Tooke @

Trén thanh Address go dia chi http://www.weblonline.com
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7. Public mail Mdeamon

Bao vé hé théng Mail Server 1a mdt chirc nang chinh cua ISA Server véi
mot sd cong nghé tap chung vao viée ting cudng bao mat cho Mail Server khi
xudt ban ra Internet, ISA da tré thanh giai phap Firewall s6 mot dé trién khai dich
vu mail ctia Microsoft. Trong phan nay, ching ta tién hanh cai dat va public mail
Mdeamon.

7.1. Cai dat Mdeamon

File Yersion: 10,0.1.0
Date Created: 9/13(2011 1231 AM
Size: 45.5 MB

Click phan mém Mdmeamon

43 MDaemon Server Installation X|

Welcome To MDaemon!

Thiz installation program will install WD aemon Server «10.0.7.
Prezs the Mest button ta start the installation or upgrade.

‘f'ou can press the Cancel buttan now if you do not want to install MDaemon Server
at thiz time.

Pleaze exit all other programs: before continuing this installation.

Click here to s=ee what's new before inztaling MD=semaon Server w1001,

Cancel |

Click Next
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;‘3_- MDaemon Server Installation x|
License Agreement
Alt-M Techhologies End-User Licenze Agreement [ELLA] ﬂ
LICEMSE AGREEMEMNT

Fleaze read thiz entire agreement. |f pou do not agree ta the terms of this
agreement promptly return pour diztribution materials to the place you obtained

therm for a full refund or delete vour trial package.
! ’ ALT-M TECHMOLOGIES EMD-USER LICEMSE AGREEMEMT
Thiz End-Uszer License Agreement [V"EULA' iz a legal agreement bebween wau
["'Custamer'’ ar "Sub Licensee"] and Alt-H Technologies ['Licensee"] far the
Alk-M zoftvweare product[s] wou are installing which includels] computer software,

"anline'' or electronic documentation, and may include associated media and
printed materials ["SOFTWARE PRODUCT" or "SOFTwWARE"].

I
LCancel |

< Back

Click Agree

MDaemon Server Installation |

Select Destination Directory

Pleaze zelect the root directary where MDasmon Server files are to be installed.
If you are upgrading an exizting inztallation pleaze pravide the path ta the previous

installation's root MDaemon directary. For example. if the previous version's
MDaemon.exe file iz located in o mdaemonsapp then just enter c:hmdaemon here.

For new inzstallations, thiz process will create a directony structure off the stem directon
» lilke thiz: cihatemhapp. cohstemiremoteq, eto.. just enter the chstem part.

C:Ak D aemon Browse. .. |
LCancel |
X

< Back

Click Next

;,".i!. MDaemon Server Installation

Registration Informuation

Fleaze enter the fallowing infarmatian.

Licenze name

» Compar or digtributor

Reqiztration key (leave blank for 20-day fully functional trial)

I Install the limited, FREE wersion of MD'asmon

< Back LCancel |
Click Next
GVGD: NGUYEN DUY SVTH: LE THAI GIANG
DANG QUOC QUAN
NGUYEN ANH DUNG

NGUYEN TRIEU TIEN



72

= MDaemon Server Installation x|

Ready to Instail!

t'ou are now ready to install MDaemon Server,

Pregs the Mext button to begin the installation or the Back button to reenter the
inztallation infarmation.

Click Next

< Back

Cancel |

.

MDaemon Server Installation 5'

What Is Your Domain Namne?

Pleaze enter your domain name here. our domain name iz the part ta the right of
the @ zpmbol in your email address.

Damain name Imail. local I

Dién tén Domain, sau d6 Click Next

I ﬂexp I LCancel |

K

2

;‘-i!- MDaemon Server Installation x|

Piease Set Up Your First Account

¥'ou zan set up more accounts fram within MDaemon later.

Thiz account will be zet up with the RFC required 'Postmaster’ alias.

Full hame [ex: Frank Thomas] |anhdung

Mailbox [ex: Frank - don't include a donfain name) Ianhdung
Pazzword [ex: SwordFizh - no spaces] I"“"“*“

Usze upper and lower case letters and numbers in your pazeword. Aleo, the pazsword
must be between & and 12 characters in length. Do not include the mailbox or full
name ag part of the password,

¥ This account is an administrator - full configuration access is granted

< Back I Mext = I LCancel

L3\

Click Next
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-_@_- MDaemon Server Installation 5'

Please Set Up Your DNS
If you want to use specific DMS zervers you can configure them here. Otherwise,
MD aemon can use the DMS settings alieady present in 'Windows.
¥ UseWindows DNS settings
- _ _
Frimary DNS |P Address |1 72.16.0.4 [optional]
i ' Backup DMS IP Address I [optional]

Click Next

MDaemon Server Installation |

Please Set Up Your Service Settings
Wwould wou like to configure MO aemon to run as an auto-starting system service?
' [ Setup MDasmon as an auto-starting spstem service

Click Next

42 Installation Complete x|

Finished

Click to download additional zaftware far your MO aemon:

SecuntyPluz far MDasman
Traditional and *Zerc-Hour' Antiirus, Snkispan, and AntiPhizhing
pratectian for MO aeman frarm the authors of MDaeman

-

Outlook Connectar for MD aemon
Share your Outlook. folders, calendars, address books, and create
workgroups with your peers uzing Dutlook. and MO aemon

i

[~ “iew the release notes file

< Back I Einisp> I [Fanzel

< Back I ﬂ-;t:b I Cancel |

Iy

LCancel |

- - - h¢
Click Finish
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| Alt-N MDaemon PRO for 3 — Ol =]
File Edit Setup Security Accounts  Liskts  Gakeways Catalogs  Queones  Windows  Help
e ] e Lo B B (]
H%I'@\rﬁl G eSS SS -EP= @
0 Inbound queue i~ |Sat 2011-10-01 17-18:56: Creating defaull file: D eliveryE ror dat =
- Local queus: 0 Sat 2011-10-01 17:18:56: Creating default file: Receipt.dat
BB Remote queue: Sat 2011-10-01 171256 Creat!ng default f!le: MoComd. dat
: Sat 2011-10-01 17:18:56: Creating default file: RFCE22 mbf
= Retry queus: 0 Sat 2011-10-01 17:18:56: Creating default file: Digest.mbf
= Holding queue: Sak 2011-10-01 17:12:56: Creating default file: IPShield.dat
= Bad queus: © Sat 2011-10-01 171856 Creating default fils: Translat dat
[ Suarantine que Sat 2011-10-01 17:18:56: Creating default fils: R efusal.rsp
Sak 2011-10-01 17:12:56: Creating default file: LocOnlye.rsp
B LAN queue: 0 Sat 2011-10-01 171856 Creating default fils: Censor. dat
t- = Raw queue: 0 Sak 2011-10-01 17:18:56: Creating default file: SPFCache. dat
Servers Sak 2011-10-01 17:12:56: Creating default file: LDAPCache. dat
] Sat 2011-10-01 17:18:56: Creating default file: IPCache. dat
B stTe server(s): || oS 511 10001 17118:56: Creating default fle: MXCache dot
-3k POPS server(s): Sat 2011-10-01 17:18:56: Creating default file: NoCache. dat
-Gk TMAR server(s): Sat 2011-10-01 17:18:56: Creating default file: ['omains haring. dat
48k Minger: inactive Sak 2011-10-01 17:12:56: Creating default file: MuliPOP. dat
4BF Ankivirus: doubl Sat 2011-10-01 17-18'66 Creating defaul file: Priority dat
35 AnbiSpam: activ Sat 2011-10-01 17:18:56: Creating default file: Excption. dat
P P Sak 2011-10-01 17:12:56: Creating default file: DIUnless.dat
49k DomainPOP: ina Sat 2011-10-01 17:18:56: Creating default file: Fulnless. dat
----- 488 MultiPOP; inacti Sat 2011-10-01 17:18:56: Creating default file: D vUnless.dat
148k webdAdmin: acti Sat 2011-10-01 17.12:56: Creating default file: MsglD.dat
-4k wrorldlisnt: ac Sat 2011-10-01 17:18:56: Creating default file: LnDomain. dat
: Sat 2011-10-01 17:18:56: Creating default file: Relay. dat -
N — < _l_I
Stats " System J Statistics £ Routing § Security [ kail .( Qusues _,( Plug-ins ,( Sessions f
| maillocal 17216.0.2 | Active: 0 [ Buk: 040 [ SMTP: 020 [ POP3: 040 | IMAP: O | Time left: 4:30 [ Up: €

Bén trén la giao dién Mail Mdeamon
7.2. cau hinh WebMail

Certification Authority
Cluster Administrakor
Component Services
Computer Management
Configure Your Server \Wizard
Draka Sources (ODEC)
Distributed File System

Event Yiewer

Licensing

Local Security Palicy

Manage ¥our Server

Microsoft \MET Framework. 1.1 Configuration
Microsoft \MET Framework 1.1 Wizards

Docurnents » Startup L3

Internet Explarer

BT e O BB - DR

B
=
]
= =
B Settings > ‘f
&5 55) Outlook Express
© " Performance
Search » ;.. Remote Assistance Configures and manages Mek
] MDaemon » Remote Deskiops  [clusters
Help and Support Fouting and Remote Access
Services
Run... . ) )
Terminal Server Licensing
Terminal Services Configuration
Shut Dvaowen. ..

Terminal Services Manager

2e | =
Start\Programs\Administrative Tools\ Internet Information Services(I1S)Manager
"fg File  Action Wew Window Help |;|i|ﬂ
& = |[@m| B R2E(E»r =0

?.5 Internet Information Services
- .1‘5 PC4-D4C7FDO0733 {local ¢

Internet Information Services (IIS) Manager I

Descripkion | State | Stakus |
o DefaultppPaol Running

g DefaultAppF

all Tasks
. web Sites =
: 3 Default Wet  yiew >
web Mew Window From Here
<) Web Service Exl
Refresh
Export List..,
Properties
Help

El— |
R_Click Application Pools\New\Application Pool...
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Add Mew Application Pool

application pool 10 I worldclient

—Application pool settings

75

{+ Use default settings for new application poal

™ |Use existing application pool as template

Application pool name: IDeFault.ﬁ.ppF'Dcul j
s Cancel | Hel |
| Help

A

Dién Application pool ID, sau d6 Click OK

":g File  Action Wiew Window Help |;|i|l|
¢ AW XEREER[(2m (2] =
?Ig Internet Information Services | Description | Path I
= .1‘5 PC4-D4CFFDO0733 {local . . -
= sipplication Paols There are no items to show in this view,
14 DefaultAppPaool
3
B2 Weh Sites Ztart
) Default vy Stom
" weh Recycle
B+ web Service E Mew v
All Tasks L4
Wiew 3
Mew Window from Here
Delete
Refresh
Export List...
I Properties I
Help
Ei—
R_Click worldclient\Properties
1 worldclient Properties ﬂil

Recycling  Performance IHeaIth | 1dentity |

-

= Idle timeout

Shutdown worker processes after being idle For
(kirne in minukes]):

=0

—Reqguest queue limit

r Limit the kernel request gueus {number of requesks):;

=TT

—I Enable CPU monitoring

Maximum CPU use (percentage):

Refresh CPU usage numbers {in minutes):

Ackion performed when CPU usage exceeds maximum CPU use:

IND ackion

—WWeb garden

Maxirmun number of worker proceszes:

i (A REMELE

C o 1

Cancel

| e ]

Help I

Lass

Vao tab Performace check bo Idle timeout va Request queue limit, sau d6 Click

Apply\OK
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t Internet Information Services (II5) Manager
‘_'_“g File  Action Wiew Window Help

= | A@EXEFER2E[(2]r =0
?_‘J Inkernet Information Services
E...-.:J PC4-D4CFFDO0733 (local ¢ . o
) Application Pocls There are na itemns to show in this view,
“!,:- DefaultappPaoal

-0l x|
ST

Descripkion | Path |

Def: I L
web Al Tasks ‘Web Site (From File). ..
- web Sel

Mews \Window from Here

Refresh

Propetties

Help

E——

|Creates a new item in this container,

R_Click Web Sites\New\Web Site...

Web Site Creation Wizard

Welcome to the Web Site
Creation Wizard

Thiz wizard helps pou create a new wWeb zite on this
computer.

To continue, click Next.

< Back

Click Next

Wehb e Creation ard

Wweb Site Desciption
Describe the “Web site ta help administrators identify it.

Type a dezcription of the WwWeb site.

Dreszcription:

Imail

< Back [ [= Cancel

Click Next
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Web Site Creation Wizard

IP Address and Port Settings
Specify an IP address. port setting. and host header for the new “Web site.

Enter the I[P addresz: to uze for thiz Wweb site:

[17218.0.2 =

TCF port thiz web zite should use [Default: 0]
IEEI

Huozt header for this “»feb site [Default: Mone]:
[l.-_\lww.maiﬂ c\nline.cu:-rr_]]

For more infarmation, read the (15 product docurmentation.

< Back I I‘_*-ka:-:t > I Cancel I

L

Dién tén trang Web, sau d6 Click Next

: Web Site Creation Wizard

=
] Web Site Home Director
1 ¥ -.,“‘-.ig

The home directory iz the root of vour Web content zubdirectornes. =

Enter the path ta your home directory.

Bath:

EMDaemon'\WorldClient'\HThﬂ Browse. .. |

[ Allow anonymous access o this Web site

< Back

Cancel |

Chon duong dan, sau d6 Click Next
|

Web Site Access Permiszions &
Set the access permizzions for this Wweb zite. S5

Allove the following permiszsions:

[+ Bead
[+ Bun scripts [such as A5P)

[¥ Execute [such as |SAP] applications or CGIE
[ “wite
I Browse

To complete the wizard, click Mext .

< Back I ﬂe:-c\t@ I Cancel I

F
Click Next
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Web Site Creaktion

You have successfully
completed the Web Site
Creation Wizard.

To close this wizard. click Finish.

Eanzel |

Click Finish

% Internet Information Services (I15) Manager —1o] =]
¥@ File  Action  wiew window Help | ==l
e o  Eo@m X @ B | 206E 2] > = o
3 Internet Information Services | |_Mame [ Path [ seatus
=8 PCH-D4CFRDO07SS flocal © || 1w
=11 Application Pools AT
gl DefaulkappFool Al
ol worldclient i Debug
1 ‘web Sites ~J Globe
Defaulk WwWeb Site IEER
vk Explare
_J websSe  Open
Permissions
Browse
Start
Stop
Pause skall, exe
Mews
All Tasks » [
Wigw dll
Mew WWindows From Here
a1l et ] ]
Opens the propertie:  Rename Lion. [
Refresh
Export List. ..
Properties I

R_Click mail\Properties

HTTP Headers |
ISAPI Filkers

2=l

Zuskorm Errors |
Home Direckory

Directory Security I
Performance I

Documents I
wieb Site |
The conktent For this resource should come Frorm:

= A direckory located on this compuker
i & share located on another computer
A redirection to a LIRL

Local path: I CHMDaemon’worldClient \HTRML

Browse, .. I
I+ Log wisits

W Index this resource

|| Scripk source access
v Read

I write

I Directory browsing

Application sekkings

Application name: I Default Applicakion

Remowe I
Zonfiguration. . I

IScrlpts and Executables
— |

Starting point: <mail =

Execute permissions:

Application pool:

o 1

Vao tab Home Directory chon wordclient

Zancel I apply I Help I

SVTH: LE THAI GIANG
DANG QUOC QUAN
NGUYEN ANH DUNG
NGUYEN TRIEU TIEN

GVGD: NGUYEN DUY



‘Web Site | Performance I ISAFI Filters I Home Direckory
Documents I Direckary Securiby I HTTF Headers I Cuskom Errars

gl b3

| —I+ Enable default content page

Diefault . bkm

index.htm

Mowe Up I Mowe Down |

—1  Enable document Fooker

Append an HTML Formatked Footer to every docurment wour Web
server returns,

I EBrowse, ., |

()4 I Cancel I apply |

79

Help
|
Vao tab Documents Remove hét cac file mac dinh
2]
web Site | Performance I ISAPI Filkers I Home Direckory
__________ Documents ¢ Directary Security I HTTP Headers I “usktorm Errars
—Iv Enable default content page
| Add.
25
Bemowe I
Mowe L I Mowe Crawrm I
— 1 Enable document fooker
Append an HTRML Formatked Fooker ko every document wour Web
server returns.
I Browse, . I
(o] 4 I Cancel I apply I Help I
Click Add
Add Content Page x|
Defaulk content page:
I worldchent. dll
ancel_|
-
Click OK
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mail Properties

web site |
Documents

—Iv Enable defaulk content page

| Remowe I

Performance I
Direckary Security I

ISAFI Filkers
HTTP Headers I

80

cd

I Home Directory I
iZuskom Errars

Move U@

[Mowe Loy

— Enable document fooker

Append an HTML Formatked Footer to every docurment your Web
server returns,

Browse, . . I

Click Apply\OK

o ] v |

'f"g File Action  Wiew \Window Help

| =11

¢+ am R 2m[E]) 5

?g Internet Information Services

1‘5 PC4-D47FD00733 {local o

EI _,_J P.ppllcatlon Ponls

! l “.,- DefaultAppPool

Lk mal

- ) Weh Sites

i Default Weh Site
mail

l | Wieb Service Extensior

D o

. Web Service Extensions

Alloyg
Prahitit
Fropeties

Tasks

/ | Web Service Extension | Skatus

K ndd & riew web service extension...

K pllow all Web service extensions for 3

specific application...

K prohibit all Web service extensions

@ Qpen Help

Prohibited

“F Al unknown CGI Extensions
i Prahibited

i Al Unkniown ISAPT E3

Aickive Server Pages Prohibited
@ A3P.MET v1.1.4322 Allowed

Internet Data Conneckor Prohibited
Server Side Includes Prohibited
WebDAY Profibited

Extended A Standard /

|
Web service Extension\All Unknown ISAPI Extensions\ Click Allow
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File Edit|§etup Security  Accounts  Lists Gateways Catalogs Queues ‘Windows Help

Default Domain | Servers,., F2 =, G b & @ . ‘
% ‘ 1 Extra Domains. .. FISTCA S = @
JE e | R 24
i ! 58 * Starting delivery (local) thread: 1824
GRE  rasiiet i Gt 53 * Stating delivery (inbound) thread: 1828
- Preferences o 58 * Starting schedule manager thread: 1832
- B oo

[ Bad queue: 0 ‘wed 2011-0921 17.47-55: ueve states... o
[ Quarantine que Wfed 2011-03-21 17.47.58: * Inbound queus iz active
Wied 2011-09-21 17:47:58: * Remote queus is active
<0 L queues 0 luged 20110921 17,4758 * Local queue is active
BB R queus: 0 |'whed 2011-09-21 17-47-58:
Elﬁ SErvers Wwied 2011-09-21 17:47:58; Initializing socket laver and services...
[]---'ﬁ SMTP server(s! wied 2011-09-21 174758 * WinSock 2.0 32767 total sockets
o wed 2011-09-21 17:47:58: ® Starting socket window thread: 1836
- 488 POP3 server(s, | lyyicd 2011.08.21 1747.58 * SMTP service for citdlocal i using 172.16.0.2 an port 25
-4 TMAP server(s) | [\wied 2011-09-21 17:47-53 = MSA service for citd lacal is using 172.15.0.2 on port 597
ﬁ Minger: inactiv | |'wed 2011-03-21 17:47:58: * 0DMRA service for citd local is using 172.16.0.2 on port 366
,ﬁ Antivirus: dout | |%'ed 2011-03-21 17:47.58: ® POP3 service for citdlocal is wsing 172.76.0.2 on port 110
[]---'ﬁ AntiSpam; ac wied 2011-09-21 17.47:58: * IMAP zervice for citd local is using 172.16.0.2 on port 143
' Wwhed 2011-09-21 174758 e
g DomainPOP: i | Pwied 2011-09-21 17:47:58: Server startup: Wed, 21 Sep 2011 17:47:58 +0700 [EvStartup]
408 MUlEPOP: inact | |'Wed 2011-03-21 17.47:58 e
488 Webadming act | |ed 2011-03-21 17.48:00: AntiSpam daemon host: 127.0.0.1
o Wwied 2011-09-21 17:48:00: AnhiSpam daemon part; 783
-4 WorldClient: ac=
* | [Wwed 2011-09-21 17 48:00 -veeeee

1 | JREl | 3
| Stats | _‘\ System ,( Statigtics j{ Routing ,( Security )| Mail | Queues ,( Plug-ing ,( SESSionsf
Edit damain setings and server preferences

Setup\Web & SynML Servies

L]

WorldClient {web mail} x|

wholdClient [web mail]

[=l- WarldClient (veb mail)

Web Server " WorldClient is disabled
55L & HTTPS € WorldClient runs using built-in web server
i Calendar : :
SynchL & WiorldClient runs using extemal webserver (115, &pache, etc)
- RelayFax
. Optians Run W ordClient server using this TCP port I 3000
[=I-Webadmin (web configuration) ; ;
Weh Server Fasimum number of concurrent sessions I 200
#55L & HTTPS Sessions not composing & Message expire after I 20 inactive minutes

Sessions compozing a message expire after I 120 inactive minutes

[¥ Cache HTML templates to increase web server performance

[¥ Use cookies to remember logan name, theme, and other properties
[ Respond to read confimation requests

¥ Require |P persistence thioughout WorldClient sezsion

v Use HTTP compression

Bind WorldChent's web server to these [Pz only. Separate multiple values
with commas. Leave blank to bind to MDaemon's 1P fist,

| i Restart \WorldChient i

Cancel | Help |

Chon worldClient runs using external webserver (IIS, Apache, etc), sau d6 Click
OK
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7.3.Vung lan truy cap mail

B Microsolt Internet Security and Acceleration Server Z006
File  Action

=10 ]

Wiew

Help

- |BE @m|a

LEFEXPE® G

|53 Microsoft Internet Security and Accele
g pes-167877e7h20

£ Monitoring
ERFircwall Policy

Microsofts .
Internet Security &

Acceleration Server 2006
Standard Edition

Firewall Policy

ere to learn about the Customer Experience Improvement Progran.

L3 Wirtual Private bR
5 Configuration Ewpart,,,
Import,..

Policy \

* Toolbox Y Tasks Y Help
Edit System Policy. .. beols | From | Listerer | To | cond =
Exchange Web Client Access Publishing Rule... &IA" ; .
v Mail Server Publishing Rule. .. Firewall Pol Icy
=)
= SharePaint Site Publishing Rule. ., £ Tasks
Help ‘web Site Publishing Rule. .. ‘5 Publish Exchange Web
Mon-web Server Protocol Publishing Rule... Client Access
I Access Rul 5-~| {=) Publish Mail Servers
1 ‘5] Publish SharePoint Sites
q “5) Publish Web Sites
| 7 Publish Non-Web Server
Protocals

1) Create Access Rule

R_Click Firewall Policy\New\Access Rule...

Mew Access Rule Wizard

Welcome to the New Access Rule
Microsoft i
Internet Security & Wizard
Acceleration Se| 2006
Thiz wizard helps pou create a new access ule. Access
rules define the action that is taken. and the protocols that
may be used, when specified clients from one netwark
attemnpt to access specific destinations or content on
another network.

focessz rule name:

e

To continue, click Mest.

< Back

Pt >

Cancel |

Next

Rule Action

Select how client requests for content from the specified destination are dealt with
if the conditions zpecified in the wile are met.

Action o take when ile conditions are met:

" Deny

< Back

l ﬂth[':I I

Cancel

Next
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Add HTTP va HTTPS, sau do6 Click Next

83

New Access Rule Wizard |

Protocols
Select the protocaols this rule applies to.

This rule applies to:

ISeIected protocols ;I

Pratocals:

LEHTTR
LEHTTPS

Edit... |

Remowe

i

Parts....

< Back l ﬂe:-:li\> I Cancel I

L

Mew Access Rule Wizard |

Access Rule Sources
Thiz rule will apply to traffic originating from the zources specified in thiz page.

Thiz rule appliez to traffic from these sources:

= Inkernal

Edit.... |
Femove |

< Back qu:t}> Cancel |

Add Internal, sau d6 Click Next

|
Acceszz Rule Destinations
Thiz rule will apply to traffic zent from the rule sources to the destinations specified
in thiz page.
Thiz rule applies ko traffic sent to these destinations:
=he Perimeter
Edit... |
Bemaove |
< Back I ﬂer:l\> I Cancel I
GVGD: NGUYEN DUY SVTH: LE THAI GIANG
DANG QUOC QUAN
NGUYEN ANH DUNG

NGUYEN TRIEU TIEN



Add Perimeter, sau d6 Click Next

New Access Rule Wizard

Uszer Sets

'ou can apply the rule to requests from all uzerz. Or, vou can limit access to

specific uzer sets.

84

Thiz rule applies to requests from the following user sets:

A2 Al Users

Add...

Edit...

Eemowe

L

< Back

=k

Cancel I

Next

New Access Rule Wizard

Completing the New Access Rule

Wizard

Micrasoft .
Internet Security &
Acceleration Se 2006

“'ou have succeszsfully completed the Mew Access Rule
wizard. The new dccess Rule will have the following

configuration:

M ame:

wung lan truy cap mail
Auction:

Al
Traffic:

HTTPHTTPS
Source:

Internal
=

To cloze the wizard, click Finish.

|

i

< Back

Cancel I

i

Click Finish

B Microsoft Internet Security and Acceleration Server 2006

File  Ackion Wiew Help

Al EdiAc AR ENE RS R SCIOR R ONE

L:{I Microsoft Internet Security and Accele
g pra-167677e7h20
- E] Menitarin

Microsaft .
Internet Security &

Acceleration Server 2006
Standard Edition

- Virkual Private Mebworks (WPR)
-5 Configuration

1 } Discard To save changes and update the configuration, click Apply.
)

Firewall Policy

/Firewall Pulicz\

Toolbox Y Tasks \ Help

| Protocals | From [ Listener | To | Cond
DiHTe = Intemal <. Perimeter oAl
[:"E HTTPS
L HrTRe = Inkernal @ Extzrmal &l all
EE HTTRS

Ll i Traffic <, Al Metworks (...

Click Apply
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. Al Networks (... 5% al

| »

Firewall Policy

Tasks

=) Publish Exchange Web
Client Access

=) Publish Mail Servers

=) Fublish SharePeint Sites

=) Publish Web Sites

=) Publish Non-Web Server
Protocols

) Create Access Rule
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Active Directory Domains and Trusts
Active Directory Sites and Services
Active Directory Users and Compukers
Certification Authoriky

Cluster Administrator

Component Services

Computer Management

Configure Your Server Wizard

Data Sources (ODBC)

Distributed File System

Domain Controller Security Palicy

Cromain Security Policy

Accessories Event Yiewer

Licensing

Startup | Manage Your Server

@ Internet Explorer
I:S]] Caklook Express

Microsoft .MET Framework 1.1 Configurakion
Microsoft \MET Framework 1.1 Wizards
Mebtwork Load Balancing Manager

Remate Assistance

L.
Ferformance

Rouking and Remoke Access

Serwvices

Terminal Server Licensing

=l Terminal Services Configuration

Terminal Services Manager

i
L
]
fix <
e
3
)
Ea Remote Desktops
=
S
IE
-

|

=, dnsmgmt - [DNS',PC2-D2B13093973\Forward Lookup Zones] =loixi
'3" Fle Action Wiew ‘Window Help |;|i|l|
- | EmEER @ ER

,J?.I.‘ (B Forward Lookup Zones

B- B PC2-DEB13093973

@ Eventt Wiewer 1T Status
= ward Lookup Zones

ol _msdes.dung.com Active Direct,,.  Running

9 Mew Zone. .. Ackive Direct,..  Running
Nes E . Active Direct,..  Running
o g EDI.-n iew 3
-z weblonline.com A N ——
{3 Reverse Lookup Zone e dndow fram hers
Refresh
Expork List...
S I
Help

R_Click Forward Lookup Zones\ Click New Zone...

New Zone Wizard =

Yelcome to the MNew Zone
YWizard

This wizard helps wou create a new zone For your DRS
SErver.

A zone ktranslates DMS names ko relaked daka, such as IP
addresses or nebwork services,

To continue, click Mext.

= Bachk Cancel I Help I

Click Next

GVGD: NGUYEN DUY SVTH: LE THAI GIANG
DANG QUOC QUAN

NGUYEN ANH DUNG

NGUYEN TRIEU TIEN



MNew Zone Wizard |

Zone Type Q
The DMS server supports various bvpes of zones and storage., !

Select the tvpe of zone you want ko create:

Creates a copy of a zone that can be updated directly on this server.

" Secondary zone
Creates a copy of a zone that exisks on another server. This option helps balance
the processing load of primary servers and provides Fault tolerance.,

" Stub zone

Creates a copy of a zone containing only Mame Server (MS), Start of Authority
(50a), and possibly glue Host {4 records. A server containing a stub zone is not
authoritative For that zone.

[» Store the zone in Active Directory {available only if DMS server is a domain controller’

= Back I Mexk T-t I Cancel I Help I

Chon Primary zone, sau do Click Next

MNew Zone YWizard =]

Active Directory Zone Replication Scope Q
You can seleck how wou want DMS data replicated throughout ywour netwark., ‘

Select howe wou want zone daka replicaked:

7 To all DMS servers in the Active Direckory Forest dung. com

" To all DMS servers in the Active Directory domain dung.com

= To all domain controllers in the Active Directory domain dung, com:

Choose this option if the zone should be loaded by Windows 2000 DMNS servers
running on the domain controllers in the same domain.

{2 T &l demaing contrallers specified im Hhe scope ol bhe Follawing application directory:
parbiticm

| |

= Back l Megk = I Cancel I Help I

Chon To all domain controllers in the Active Diretory domain dung.com, sau do6
Click Next
|

Zone Name Q
‘“What is the name of the new zone? .

The zone name specifies the portion of the DNS namespace Far which this server is
authoritative. It might be wour organization's domain name {for example, microsoft,com)
or a portion of the domain name (For example, newzone. microsoft, conn), The zone name is
nok the name of the DMS server.,

ZOMNE Manne

| mail L online, com I

For more infarmation about zone names, click Help.

< Back l Mexk E I Cancel | Help |

h
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bién Zone Name, sau d6 Click Next
]

Dynamic Update Q
You can specify that this DMS zone accepts secure, nonsecure, or no dynamic ‘
updates,

Dynamic updates enable DS client computers ko register and dynamically update their
resource records with a DMS server whenewver changes occur.

Select the type of dynamic updates you want to allow:

% Allowe only secure dynamic updates (recommended For Ackive Direckory )
This option is available only For Active Directory-integrated zones,

" allow both nonsecure and secure dynamic updates
Dwnamic updates of resource records are accepted From any client,
fi\. This option is a significant security wulnerability because updates can be
accepted From untrusted sources,
£~ Do not allow dynamic updates

Dvnamic updates of resource records are nok accepted by this zone, You must update
these records manually.

= Back kb = Cancel | Help |

L

Chon Allow only secure dynamic update(recommended for Active Directory), sau
do Click Next

MNew Zone ard x|

Completing the New Zone Wizard

You hawe successfully completed the Mew Fone Wizard. You
specified the Following settings:

Mame: mail Jocal
Type: active Directory-Integrated Primary
Lookup bvwpe: Farward

Mote: ¥ou should now add records to the zone or ensure
that records are updated dvnamically. ¥You can then verify
name resolution using nslookup,

To close this wizard and create the new zone, click Finish,

= Back Cancel I Help |
& dnsmgmt - [DNS4PC2-D261 3093973 Forward Lookup Zones'maill online.com] 1ol =]
Ele Action View ‘Window Help |;|i|5l|

=» | B=m| X B @om|E 5 &
DMS
a PC2-D2B13093973

@ Evert Wiswer
=11 Forward Lookup Zones

-zl _msdes.dung.com
-zl dung.com
2

ohe 4 [

[z weblonline.com
] maillonline. com
{21 Reverse Lookup Zones

[
Click (same as parent folder) name server(NS)....
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maill online.com Properties = =]
R o S I Zone Tranzsfers l Security l
Gernsral | Start of Authority [S 048] Mlame Servers

To add name servers to the list. click Sudd.

Mame servers:

Server Full

M are [FGIDR] [ 1P Address |
o002+

sdd. | Edit... | Bemope l

* represents an |IP address retrieved as the result of a DS query and may
not represent actual recaords stared an this server.

(] I Cancel I ot = = [V I

Click Remove

B maill online.con Properties = | xl
B R o =4 I =Zocr= Transfers l S ecuriky I
Giereral | Start of Authoriby (SO FHame Servers

To add names serwers ko the list, click Sdd.

FHame servers:

Server Fulls Dualified D omain Mame (FODMN] [ 1P sddress 1

Edit. | Bemouwe |

= reh\r sents an IF address retriewved as the result of a DMHS query and mass
ok represzent actual records staored on this serwer.

Ok I Cancel I =y =T =111 I

Click Add
2y x|

Mame Serwver (MRS I

Enter a server name and one or more IP addresses. Bokh are required ta
identify the name server.

Server Fully qualified domain name (FoODM:
Ens.webl anline. corﬂ EBrowse. .. I Resolve I

IP address:
j1o .o .0 = Add

I Ok I Cancel I

Lars

Chon dudng dan t6i dns.weblonline.com, sau d6 Click OK
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mail 1 online.com Properties T =

WA RS I Zone Transfers I S ecurity I
General I Start of Authoribe [S02] MHame Servers

To add name servers to the list, click &dd.

Mame servers:

Server Fully Qualified D omain Mame [FQDM] [_IF Address |
drnz webl online. com. [10.0.0.2]

Edit. .. I Bemaowe I

* represents an IP address retrieved as the result of a DMHNS guerny and may
not represent actual recaords stared on thizs server.

I Ok, I Cancel I &er!y

Click Apply\OK

dnsmgmit - [DNSYPC2-D2B1 3093973 Forward Lookup Zonesmaill online.com] ;lglﬂ
51, Ble  Action  Wiew  Window  Help |;|i|5|
e [ BEXFREE AN
* o -

LS maillonline.com

EB PCZ-D2ZE153093973
@ Event Yiswer
= Faorward Lookup Zones
- _msdes.dung.com
[z dung.com
(g weblonline.comn

-] maillonline.com
-0 Reverse Lookup Zones

Click (same as parent folder) start of Authorty(SOA)...
mailionline.com Properties 21

R = I Zone Transfers I S ecuriky I
General Start of Autharity (S04 I Mame Servers I

Serial number:

|1 In=rement I

Erimary server:
ldns.web1 online. com I

Besponsible person:

Ihostmaster.dung.com. Browse. I

Fefrezh interval: |1 5 I minutes = I
Fetry interval: |1 o I minutes =~ I
Exzpires after: |1 I daps= = I
Fdinirmum [defaulk] TTL: |1 I hours =7 I
T TL for this record: ID B 0 0 [DDDDD:HH. MR .55]

o 1 corca |[_ape |
Chon dns.weblonline.com, sau d6 Click Apply\OK
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_'__ dnsmgmt - [DNS\PC2-D2B13093973" Forward Lookup Zones'\maillonline.com] =18 x|
,3_‘ File Action Yiew ‘Window Help ‘_I_I- 2 1‘
«+ | EE XFRAR| @E|E

B, DMS mailtonline.com
= B PC2-D2B13093973

+)-|i1] Event Viewer
Forward Lookup Zones
(5 _msdcs.dung.com
=1 dung.com
weblonline.com

Type Data
[£] tsame as parent Folder) Start of Authority (S0a) [1], dns.weblaonline.cam, b,
{same as parent Folder) Marme Server (MS) dns.weblonline.com.

(5]

d Revares Lonkup ¢ Update Server, Data File

Reload

Mews Host (4.,

FlEws Mail EXCanger (af. ..
Mew Dormain,.,.

New Delegation. ..
Other New Records. .

ll Tasks 3

Wiew 3
Mew Windaw fram Here

Delete

Refresh

Export List...

Properties

Help

R_Click maillonline.com\New Alias (CNAME)...
2]

alias (CHMAME) |

Alias name {uses parent domain if left blank):

I LAY

Fully qualified dornain name (FODR):

I wieaiy, maillonline . com.,

Eully qualified domain name (FODR) For barget hosk:
Eerver.weblonline.cnrﬂ

I allow any authenticated user ko update all DMS records with the same
name. This setting applies only b0 DRNS records Far a new name.

OKI\ Cancel I

Chon duodng dan t6i server.weblonline.com, sau d6 Click OK

2} worldclient - Microsoft Internet Explorer =& x|
Fle Edt View Favortes Took Help ‘ o>
@Bk - - %) 2] 0| search Favoites & | - L 3

Address [] http:ffwm mallonline.comf = Beo s »

% WorldGlient)

r MDaemon®

Email Address:

Password:

Language:

Theme:

MDaemon/WorldClient ¥10.0.1 © 2008 Alt-N Technologies.

Trén thanh Address g6 http://www.maill.online.com
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7.5. Publishing mail Mdeamon

File Action “iew Help

91

= ElEE R EIeY

|53 Microsoft Internet Security and Accele
g pes-167677e7hz0
£ Moritoring

L Virbual Pr

Refresh L
-5 Canfigur.

Micrasoft 5
Internet Security &

Acceleration Server 2006
Standard Edition

lick here to learn ahout the Customer Experience Improvement Program.

Firewall Policy

R_Click Firewall Polycy\New\Web Site Publishing Rule..

Expott...
Import... wall Polic Taalbox Y Tasks Y Help
Edit System Policy... | & | Hame | ction | Protocals =
Exchange Web Client Access Publishing Rule... L Hrre ) .
=eiiangs HER e ? G Firewall Policy
Mail Server Publishing Rule. .. b3
Yiew Ly HTTP Tasks
SharePaint Site Publishing Rule... I_..&i HTTRS
Help I \teb Site: Publishing RU|E-l e 5 Publish Exchange ‘Web
=T  hon-Web Server Protocol Publishing Rule... Fs:. HTTP Client focess
1
AccessRule,., i HTTPS (=) Publish Mail Servers
[#]Last Defaul rule © Deny L’\ﬂ ANTEfE ) publish SharePoint Sites

5] Publish Web Sites

5] Publish Non-Web Server
Pratocols

5] Create Access Rule

Mew Web Publishing Rule Wizard

1

. Welcome to the New web

Internet Security & Publishing Rule wWizard

Acceleration Se| 2006
This wizard help wou publish ‘Web sites. Web publishing
rules match incoming client requesks to the appropriate
web site on the Web server or Web Farm,
weeb publishing rule name:
I publishing mail
To continue, click Mext,

= Back I Mext & I Cancel
. by
bién Web Publishing rule name, sau do Click Next
I

Select Rule Action

Specify how wou want this rule to respond when the rule conditions are met,

Action to take when rule conditions are met:

~ @

with this option selected, incoming requests makching Ehe rule conditions will be allowed,

 Deny

witith this option selecked, incoming requests matching the rule conditions will be denied

and the traffic will be blocked.

= Back

' e §t > I

Cancel I

15

Chon Allow, sau d6 Click Next
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NMew Web Publishing Rule Wizard >

Publishing Type
Select iF this rule will publish a single YWeb sike aor external load balancer, a Web
server Farm, or multiple Wweb sites,

i+ Publish a single Web site or load balancer

IU=se this opkion ko publish a single web site, or ko publish a load balancer in Front of
sevveral servers.,

Help about publishing 5 single Web sike or load balancer

i publish a server Earm of load balanced Web servers

Use this opkion ko have ISA Server load balance requests between a server Farm
frirrored servers).

Help about publishing server Farms

= publish mulkiple Web sites
se this opkion to publish more than one Web site, & new rule will be created for each
site published.

Help about publishing mulkipls Web sites

< Back I Blpock = II Cancel I

Chon Publishing a single Web site or load balancer, sau do Click Next
fiNew Web Publishing Rulewizard =i

i Server Connection Security
5 “hoose the tvpe of connections IS4 Server will esktablish with the published Wweb
server or server Farm,

" Use 55L ta conneckt ko the published Web server or server —

Farm I_b

150, Server will conneck ko the published Web server or
server Farm using HTTPS (recommended).

https:s’

i+ Lse non-secured connections to conneckt the publishe:
fv'eb cserver or server Farm

HE5E

kikkpeds

154 Server will conmect ko the published Web server ar
server Farm using HTTP.

wihen ISA authenticates to the published server on behalf of the client, user
credentials may be sent over the network in clear text. Authentication using S50
will help protect client credentials.

LE ]

Help abouk serwver conneckion securit:

= Back I Mex, = I Cancel I

L2
Chon use non-secured connections to connect the published Web server or server
farm, sau d6 Click Next

=<1

Internal Publishing Details
Specify the internal name of the Web sike vou are publishing.

The internal site name is the name of the Web site wou are publishing as it appears internally .
Typically, this is the name internal users kype into their browsers ko reach the YWeb site,

Internal site name: I v . maillonline .com I

ISA Server may not be able to connect tao the server hosting the published YWeb site unless ikts
computer name or IF address is specified. For example, the computer name or IP address
must be specified iF ISA Server cannok resolve the inkernal site name.

Iv Use a computer name or IP address ko connect ko the published server

Zomputer name or IP address: III?Z. 156.0.2] I Browwse, .. I

< Back ' ek = I Cancel I

L
Dién Internal site name va Computer name or IP address, sau d6 Click Next
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MNew YWeb Publishing Rule YWizard =]

Internal Publishing Details
Specify the internal path and publishing options of the published Web site. You
can publish the entire Web site, or limit access to a specified Folder.

Enkter the name of the file or Folder vou wwant to publish. To include all Files and subfolders
within a Folder use [+, Example: Folder ™.

Pakth {optional): I =]

Based on wour selection, the Following Web site will be published:

Web sike: I hEEp: f vy mail . local 4

I Forward the original host header instead of the actual one specified in the Internal site
name Field on the previous page

= Back I ek == I Cancel I

Click Next
|

Public Name Det
Specify the public domain name (FODM) or IP address users will bype ko reach the
published site.

fAccept requests For: IThis domain name {type below): LI

Only requests For this public name or IP address will be Farwarded to Ehe published site.

Public name: l www.maillonline.comﬂ

Example: wwws, contoso.com

Path {optional): I 1

Eased on your selections, requests sent to this site (host header walue) will be accepted:

Site: I htkp: P maill online . com)f

< Back. l ek = I Cancel I

L=

Pién Public name, sau d6 Click Next
|

Select Web Listener
The Web liskener specifies the IP addresses and pork on which Ehe ISA Server
computer liskens Ffor incoming Web requests.

wiebh liskener:

Listener properkies:

Pl
Properk: | Walue |
Description
Metbworks External
Fort{HTTP) [=1u}
Port{HTTPS) Disabled
Authentication methods Mo Authentication

< Back I hlext, = I Cancel I
oy

Chon listens web va mail, sau d6 Click Next
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Click Next

jiMew Web ing Rule Wizard i |
i Authentication Delegation
: Authentication delegation is the mekthod ISA Server uses bo aukhenticats the
session it opens with the published site.
Select the method used by 154 Server to authenticate to the published web server:
Description
If the published Wweb server reguests HTTF authentication, IS4 Server will not pass the
authentication request to the user, The user will nok be able ko authenticate to the
published Web server. The client request will be denied.
Help abouk authentication delegation
= Back I [ I Cancel I
Mew Web Publishing Rule Wizard =|

User Seks

wou can apply the rule to requests From all users. Or, wou can limit access to
specific user seks.

This rule applies to requests Ffrom the Following user sets:

}?j all Users

< Back. l Mext I Cance|

L=
Click Next

MNewr Web P ing Rule YWizard

Completing the New Web

Microsoft Publishing Rule Wizard
Internet Security 8

Acceleration Server 2006

Wou hawve successfully completed the Mew Web Publishing
Rule Wizard. The new ‘web Publishing Fule will have the
Followwing configuration:

Marne:
publishing mail
Ackion:
Ll
Publishing Twpe
Publish a single wWeb site.

Connect the published Web server using HTTPS
[ [=]

=N

To clase the wizard, click Finish.

= Back l Fir[{ih I Cancel I

Click Finish
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f Microsoft Internet Security and Acceleration Server 2006 -0l x|

File Action %ew Help

Click Apply

e BE2EALDEXDOE ¢+ 03
Lz_fl Microsoft Internet Security and Accele Microsaft k.
£ (g pertermentan il . Firewall Policy
] Monteoring Standard Editon ]
4 Firewdl Policy
-L3 Virtual Private Networks (WPH) _ﬁ Appl Di
H iscard T save changes and update the configuration, cick Apply,
& Configuration s P ? ! PR
V/ Firewall Polic \ Toolhox V' Tasks '\ Help
Order = | Iame | Action | Protocals =
publishing mail Allow [ rre . .
9 f Firewall Policy
publishing web @ Allow [ﬂ HTTR Tasks
cha vung lan bruy. .. @A\Iﬂw E%HTTP =) Publish Exchange Web
i [-J.L HTTPS Client Access
[=ARIE] chotat carainte.., @A\Iow E%HTTP ‘) Publish Mail Servers
[:-ﬁ. ATTFS ‘) Publish SharePaint Sites
Last Default rule @ Deny Eﬂ &l Traff ‘2] Publish Web Sites -
‘2] Publish Non-Web Server
Pratocols
i5) Create Access Rule
—weame & S — 2.0
ﬁ:ﬁ, ¥ Computer b Local Gtk [C) & Windows & Symemd2 » diivess b ot

Organice v

W Faverites
[ Desitop

Cpen Bum New foider

Name

A Lecanes
_'-' Decurments
o Mus
k= Pictures.
B Ve

& Computer
B Locel Dk {5
a DATAD)
e RELAX (&)
i €0 Bmee ()

T Btk

95

@) WordChent

- Y sench e .;m»

i Foveres | iy 8 Sugyesled Ses

fpv B v om o Pager Sayr Tods @

o Sgnk %y

& WoridGlient)

for MDaemon®

Trén thanh Address g6 http://www.maillonline.com
Gui mail qua lai tir ving lan ra ngoai Internet va nguoc lai
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a http://www.maillonline.com - user tpns dang ngoai internet - Microsoft Internet Explorer - | 0 ﬂ

[J{sendlater “Fspelcheck |~ advanced (| (2 | ) cance
"y

Frum:l“tpkt" <tpkti@mail lacal j Spell Check Language:
Ta: English 7

"tpris" <tpns@mal.localz, P —

Cc |

Subject: |user tpns dang ngoai intermet

’;_|||N0rmal x| Tahoma cleww -8 1 U s | _A_ﬁm| X, ¥
i=|Dacmalnumbers ] 45 E §§|—@$E|l) ﬁcj*@ﬁg%ﬁ
BEA|A== 28 L i deras

BRIEN 160 d

i uang cafe e

Click send Now dé gri mail cho user tpns ¢ ngoai Internet

oo % oy Ar
mmh_.menB\‘mTﬂeEm:tDﬂvﬂ[m&mtEEﬂﬁﬂvEﬂmﬂvm 8, Opsons
x Googie o Roemhe | Moen Lk -

o BeB -0 s g

_iu UM M . o B BRI 124 P
Temmiliocsl o l Soncer mﬂ
| e im) | Wisesmon # matceal ekt g oo el

. 1€ user tpns ngoai internet gui mail cho tpkt trong vung |a| = Hlams E'temet M_ gxi

|&‘ http://www maillonline.com/worldclient.dl?Session=TPQMWOI&View=ComposeBiNew=Yes ‘ @T

Lt Send Now | (7 Send Later ‘5% SpellCheck | Advanced (] (43 | @ cancel

From: “tpns” <tpns@mail local= - Spell Check Language:
English -
Attachments: none

RO E @@

To: okt <tpit@maillocal,

Ce:

Subject: usertpns ngoai internet gui mail cho tpkt trong vung lan

’a| Hormal w Tahoma ~ Z(0pty + B I U S‘Aﬁ‘ X, x,|§
£=| Decimal numbers = ‘

El—GeE 9B R G
== | |

uh. 7h30 nhe!

Click Send Now dé guri thu cho user tpkt trong ving lan
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/4 WorldClient - Microsoft Internet Explorer =|81%|

Fle Edt Yiew Favortes Took  Help

@Back 41 d @ _."J|j:" Search f?Favorites {‘?‘ - & F

Address |@ Fittpo o vl o Comworldelisnt i iew=Main j GD Links *
- Inbox
& WorldClient

For MDaement _ﬂNEW v | (j .B X
= Folders @| |Sender
[~Jtpkt@mal Jocal At
-] Inbox (2(0) a8 MDaJ%:n at mal ocal
] Drafts {0f0) Uk, 730 rhel
] Senk Ttems (1/0)
H Calendr
(] Deleted Tems (0]0)
) Contacts
o Tasks
| Nates
(3104 Public Felelers (i

User tpkt da nhan dugc mail

GAGB+ v ARlE-BQE2E

|
\

+/Subject: user tpns ngoaiintemet qui mal cho tpkt tral

8. Vpn client - to - site

VPN Server cho phép cic may tram VPN Client két nbi dén thong qua
Internet, va giao tiép véi cic may tinh trong mang ndi bo. Trong khi cic VPN
Server trén nhitng nén tang khac cho phép may tram co tat ca cic quyén dé giao
tiép vo1 mang ndi bo mot khi da két ndi, thi VPN Server trén ISA Server gitp ban
chi dinh 1& nhitng giao thirc cu thé dé cac may tram giao tiép véi mang ndi bo.
Bing cach nay ISA Server gitp ban ning cao d6 bio mét cho cac hé thong mang
VPN

Bén canh d6 ISA Server cho phép ban xay dung mang VPN dudi dang
Site-To- Site. Mot Site-To-Site VPN cho phép hai hay nhiéu mang c6 thé két n6i
v6i nhau thong qua Internet.

Trong phan nay, ching ta s& sir dung ISA Server 2006 dé trién khai VPN
Client-To-Site
Budc 1: tao user VPN va bat chirc ndng Remote Desktop ciia may DC

Active Directory Domains and Trusks

Active Directory Sites and Services

Activie Directory Users and Cormpubsrs |

il

Cerrification Authority
25y Cluster Administrator
Componsnt Services
Computer Management
Configure Your Server Wizard
Data Sources (ODBCY
Distributed File System
swindowes Catalog DS

Domain Controller Security Policy

windows Update
Domain Security Policy

RFEE0S P~ Ewvenk Wiewer
== _ i Licensing

Manage Your Server

=y Documents Startup 3

"
e . 45 Internet Explorer Microsoft \MET Framework 1.1 Configuration
= Q outlook Express Microsoft \MET Framework 1.1 Wizards
L=

Metwork Load Balancing Manager

Rermobe Assistance

Search
Performance

Remote Deskkops

Routing and Remote Access

BUM...
Services

Terminal Server Licensing

@
&) Help snd Support
==
@

Shut Dowr.. ) .
Terminal Services Configuration

RLTEHOBRRF « DEBE B

dtictart| | (B3 & 1
Vao Start\Programs\Administrative Toos\Active Directory Users and Computers

Terminal Services Manager
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4# Active Directory Users and Computers —ol =]
<5 File  action  Yiew Window Help [ISETE|
o (D@l B X EFBR 2m'EiEE T4 2
[ Active Directory Users and Computer
-{C1 Saved Queries -
= ) cung com HName Type Description 1
(1 Buitin € Administrator  User Built-in account For admini...
23 Computers €7 Cert Publishers  Security Group ... Members of this group ars. ..
(€] Domain Controllers R onsadmins Security Group ... DNS Administrators Group
(2 ForeignSecurityPrincipals €Hi0nsUpdatePr... Security Group ... DRS dlients who are permi...
§ Nomain Admins  Security Group Designated administrators. ..
Delegate Control. .. \ain Com...  Security Group Al workstations and serve. ..
Find... ain Cont,.. Security Group ... &l domain controllers in th..
T All domain guests
All Tasks > Contact All domain users
— | e Designated administrators. .
Wiewy L4 InetCraPerson up ... Members in this group can...
Mew Window From Here MSMQ Queue Alias Built-in account For guest ...
Refresh Printer up ... Group For the Help and Su...
Export List... User
Shared Folder
Properties up ... Servers in this aroup can .
o ema Admins  Security Group ... Designated administrators. .
= PORT_38... User This is & vendor's account .
€ TeinetClisnts  Security Group ... Members of this group ha...
tpkt User
€ tpns User
I — 1|
Creates a new item in this conkainer.

R_Click Users\New\User

ﬁ Create irn: dung.com/lzers
Firzt name: van Iritials: I
Last name: I
Full name: van

Uzer logon name:

I\-'pr‘] I @dung. com LI
U=zer logon name [prewindows 2000]:
IDLING\ I'-.-'pn

< Back

I MHext » I

Cancel

Dién thong tin User, sau d6 Click Next

Mew ject - User

&

Create ini - dung.comUzers

Pazzword: Iooo

LConfirm pazzword: I...

[ Uszer must change password at next logon

W User cannot change password

[ Password never expires

[ Account iz dizabled

< Back

Cancel_|

Dién Password va Check vao User cannot change password, sau d6 Click Next
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MNew Dbjeckt - User

“wihen pou click Finish, the following object will be created:

Create irn: dung. comsUzers

Full name: »pn
Uszer logon name: »pr@adung. com

The uzer cannot change the pazsword.

Jod|

< Back Cancel I
Click Finish
T — -i0i
File Action View Window Help |- 2| x|

m B XxFEIR 2E gRGTEE

< Active Directary Users and Computer (T5 305

|
1| 5721 saved Queries
‘ =39 dung.com

(£ Builtin
(1 Computers
(&3] Domain Controllers
(2 ForeignSecurityPrincipals

Mame

Type

Descripkion

€ Administrator

User

€l onsadmins

€5 Cert Publishers  Security Group ...
Security Group ...
ChonslpdatePr .. Security Groop ...
@Domain Admins  Security Group ...

Built-in account For admini. ..
Members of this group are...

DNS Administrators Group

DN dlients wha are permi...
Designated administrators. ..

i Users
€7 0omain Cam...  Security Grouo ...

‘ All workstations and serve. ..
| €0 0omain o Copy. .
I

Al domain controllers inth. ..
Al domain guests
All domain users

¢€lDomain G Addto aaroup...
€l Domain s Disabls Account

@Enterprise Reset Password. .. Designated administrators...
Group Poli Move... Members in this group can...

hcuest Open Home Page Built-in account far guest ..,

€hrelpservic Send Mail Group for the Help and Su...

€ e £l Tasks ,

€ rvns _—

€HrASand]  Cut Servers in this group can ...
€0schema i Delsts Designated administraters. ..

$hsUPPORT, Rename This is a vendor's account ...

gg::getc‘ie:nnperties Mermbers of this group ha...

€ tons Help

KN — |

‘Opens the properties dialog box for the current selection,

R_Click User vpn\Properties

Bvpnrroperties 2 x|

1 Hemote control I T erminal Services Profile I COk +
1 General I Address I Lccounk | Frofile I T elephones I Organization
kMember OF E mwironment Seszzions
r Femote Access Permis=sion [Dial-in ar PR
1 i Derny access

7 Control access through Bemote Access Ealicy

I | “erify Caller- 0 I
— Callback Options

i po Callback
i Set by Caller [Bouting and Remote Access S ervice only]

i Alwags Callback to: I
I &ssign a Static IR Address I
| &pply Static Boutes
D =fine routes to enable for this Dial-in Siatic Houtes . I
conmEckion. —
I (] I Cancel I Lapply I

Vao tab Dial-in chon option Allow access, sau d6 Click OK
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<3 Fle  Action  Wisw  Window  Help

100

=10

[T

& -

EIENEES

&% Active Directory Users and Computer
(221 saved Queries

Hame: Type

TRl T G E

Description

=2 dung.com

+1-[_] Builtin

{1 Computers

{£] Domain Controllers

(L3 ForeignSecurityPrincipals

€2 Administrator  User

€5 Onsadmins

Delegate Contral...

omain Com, ..
Find.

UPPORT_38... User
€7 TelnetClients

okt User
€ tpns User
G vpn User

T | |

€7 Cert Publishers  Security Group ...
Security Group ..
€HOnsUpdatePr... Security Group
omain Admins  Security Group

E Security Group
omain Cont... Security Group ...

ECurEy

Computer
&ll Tasks »
“

i Ul e
New Windaws From Here i
Refresh Printer
Export List User

Shared Folder
Proparties =
el chema Admins  Security Group ..

Security Group ...

BuilE-in account For admini...
Members of this group are...
DS Administrators Group

DINS clients wha are permi...
Designated administrators...
&ll workstations and serw

All domain controllers in th...

roup .. All domain guests

roup ... All domain users

roup ... Designated administrators. .
roup ... Members in this group can...

Built-in account For quest ...
roup .. Group For the Help and Su...
roup ... Serversin this group can ...

Designated administrators, ..
This is & vendor's account ...
Members of this group ha. .

R_Click Users\New\Group

Mew Object - Group

Create in:

dung.comfUsers

Eraup nanme:

group_vpn

Group name (prefwindows 20000;

group_vpn

SFrOUp SCOpe

" Domain local
= Slobal

Sroup bype
= Security
" Distribution

€ Universal

I (8.4 I Cancel
bién Group name, sau dé Click OK
[Z ctve ovectory usersond Computers 0 JRT=TEY
Action  Misw  Window  Help |;|g|5|

| < Eie

o | EE| s B XEFER| 2

ictive Directory Users and Computers [pez RIS
1] Saved Queries

Bl TEE

Marmne Type

Description

ﬂ dung.com

b1 Builtin

H- [ Computers

(<2 Domain Controllers

H- ([ ForeignSecurityPrincipals

425 Users

Built-in account For admini
Members of this group are...
DMS Administrators Group
DM clisnts who are permi. ..
Designated administrators, ..
All workstations and serve...
Al domain controllers in th..

€ administrator  User

@Cert Publishers  Security Group ...
DnsAdmins Security Group ...

€T onsUpdatepr...  Security Group ...

€T omain Admins  Security Group ...

!ﬁDomaln Com,, Security Group ..,

| ﬁDomain Conk... Security Group ...
@Domain Guests  Seourity Group ... £ Copy

! €h0omain Users  Serurity Group ... £

| o Enterprise ... Security Group ... [ & Accourk
ﬁGrnup Policy ... Security Group ... I Reset Password...

group_vpn Security Group ... Mowve...

O cuest User £ OpenHome Page
ﬁHelpServices. .. Security Group ... ¢ Send Mail
£ Her ol Tasks ,
€ nvns User =
RS and 185 ... Seowrity Group ... © CuE
0 schems Admins  Security Graup ... [ Delets
G SUPPORT_38,,, User 1 Rename
@Te\netclients Security Group ... [
ﬂ tpkk User Proper|
€ tpns User

o ey »
R_Click User vpn\ Add to a group...
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select Group

Select this object tupe:

IGru:uup ar Built-in security principal Dhject Types..

From thiz location:

Idung.u:u:nm Locations. ..

Enter the object name to zelect [examples]:
| Lheck Mames

EE

T

A
Click Advanced...
Jociectcrown ETE]

| Select this object type:
I

IGloup or Built-in security principal Object Types I il

Erorm this location:

Idung com Locations... I i

Common Queries I

Mame: Ista[lg with = | I Columns... I
Deseription: IStarts with = |
I Disabled accounts Stop | ¢

I | Mon expiting password t

L ays zince |ast logom: I VI @

(m] .

I Cancel I
Search results:

Mame [RDM] | D escription I In Folder ;I :
!ﬁDomain Contr... A&l domain contr... dung.com/sers
DComain Guests  All domain guests dung.com/sers
m Domain Users Al domain users dung. comsUsers L
!ﬁ Enterprize &d...  Designated admi... dung.comdUzers J "
- M ermbers in this _comsSL sers L
4 t
. . -eoo ) -, ’ P v . X "
Click Find Now, sau d6 Doubleclick group vpn
celect Group 7]
Select this object type:
IGroup ar Builtin security principal Object Types... |
From thiz location:
Idung.cnm Locations. .. |
Enter the object name to zelect [examples):
group %pn Check Mamez |
o
Click OK
GVGD: NGUYEN DUY SVTH: LE THAI GIANG
DPANG QUOC QUAN
NGUYEN ANH DUNG

NGUYEN TRIEU TIEN



102

Active Directory X|

L]
1 ) The Add to Group operation was successfully completed,

Click OK

Open

Explore
Search...
Manage

Map Metwork Drive. ..
Disconnect Network Drive. .

Create Shortcut
Delete
Renamg

msgriiue

R_Click My Computer\Properties

System Properties _?lil

General I Computer Fame I Hardweare |

Advanced I Automatic L pdates
! Select the ways that thizs computer can be uzed from another
location.

— Remote Assistance

i Turn on Bemote Azzistance and allovs inwvitations to be zent from this
compukber

Learn more about Hemote Assistance.

Adivanced! .. I

— Remote Dezkiop

Important: To allow uzers ko connect rermotely ta this computer, click
Select Bemote Users.

Full computer name:
pc2-d2bl 3093973 dung. com

Learn more about Hemote Desktop.

I Select Remote User=... I

(n] . I Cancel I Apply I

Vao tab Remote va Check Enable Remote Desktop on this computer, sau do6
Click Select Remote Users.
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Remote Desktop Users 7|

The uzers listed below can connect to this computer, and any members of
the Adminiztratars group can connect even if they are not listed.

DUMGhadminiztrator already has access.

Add. . Bemove |

To create new uger accounts or add ugers to ather groups, go to Contral

Fanel and open User Accounts.
]9 I Cancel |

Click Add...

Select Users or Groups il |
Select thiz object type:

IUsers Object Types. .. |
From this location:

IEntire Drirectony Locations. . |
Enter the object names to zelect [examples]:
Eheck Hames |

[ ] coca |
4

Click Advanced...
I =

Select thiz object type:

ILlsers Object Types. .. I
Eram this location:
IEntire Drirectary Locations. .. I

Common Quesries I
Mame: IStarts waith LI I Columns. .. I
Dezcription: IStarlS waith LI I
T Dizabled accounts Stop I

I Mon expiting password

Cavs since last logon: I vI @

Search results: Bl I ESnss! I

durng.comAld zers

% krbkgt dung.comsldzers

ket durng.comAld zers

Click Find Now, sau do Doubleclick Administrator
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Select Users or Groups 2=l

Select this object type:

IUsers Object Types... |

Erormn thiz location:

IEntire Directany Locations... |

Enter the abject names to select [exarples]:

Adrinistratar Check Mames |

o

Click Ok
21

The uzerz lizted below can connect to thiz computer, and any members of
the Adminiztrators group can connect even if they are not lizted.

DUMG S adminiztrator

DM GYadminiztrator already haz access.

Remowve |

To create new uzer accountz or add users bo other groupz, go to Contral

Fanel and open User Accounts.
I (1] I Cancel

Click OK

System Properties el 1|

General I Computer Mame I Hardware |
Advanced I Avutomatic dpdates Remote

&=y Select the ways that this computer can be used from another

T location.

— Femote Assistance

— Turn on Bemote Assistance and allovs inwvitations to be zent from this
camputer

Learn more about Bemote Assistance.

Sdvanced... I

— Remate Deskiop
Iv Enable Remote Deskiop on this computer

Irmpartant: Tao allowve uzers bo connect remaotely o thiz computer. click.
Select B emote Users.

Full cormputer hanme:
po2-d2b1 3093973 dung. com

Learn more about Bemote Deskiop.

| Select Remote Users. . j

I Ok I Cancel I apply I

Click Apply\OK
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Budc 2: CAu hinh ISA

‘Windows Catalog

‘Windows Update

ﬁ Accessories
Adrinistrative Tools

»

Docurments

] Ft E 154 Server Management I

* . —

@ Startup b 4~ ISA Server Performance Manitor
» 4 Internst Explarer

[5) Outlook Express

f PRemote Assistance

Settings
Search
Help and Support

Run...

Shut Down. ...
2e |
Vao Start\Programs\Microsoft ISA Server\ISA Server Management

Eile  Action Wiew Help

=10ix|

e = | B@m @l e
[ Microsaft Internet Security and Accels Microsoft: "
-l pea-187877e7b20 Internet Security & - .
@E Mot Acceleration Sefver 2006 ¥irtual Private Networks (YPN)
) Standard Edition
g Firewall Policy
e Pt (i) Ulick here to learn about the Customer Experience Improvement Program.
=42 Configuration
-l Metworks -
& cache ¥PM Clients Y Remate Sites Y /Tasks \ -
3 Add-ins = =

General

Configure VPN Client Access
This page helps vou define and configure how
clients access the corporate network using a virtual
private network (VPN connection.

VPN Clients Tasks
() Enable vPH Client Access
| Configure VPN Client

onfigure Address Assignment Beeess
lethod and Enable VPN Client Access | %
Allovs remate clients to connect to the netwark, General VPN

using a YPN connection. Configuration

Specify Windows Users or select a b (5 Select Access Networks

RADIUS Server

| Define Address

Spedify the Windows users (domain groups) Assignments L
allowed YPM access or, i using RADIUS g Select Authentication
authentication, select the RADIUS authentication = Methods
server,
|2 Specify RADILS
Configuration

Verify ¥YPN Properties and Remote
Access Configuration

18
=l e e o =
Networks(VPN)\ Click Configure address Assignment

Dalatad Taclk-= 'I

4
Click Virtual Private
Method

wirtual Private Metworks (¥PMN) Properties ?l x|
Access Mebworks Address Assignment I Aukhentication I RADILS I
— Select the IP address assignment mekthod:
IFP address ranges:
Skark Sddress I Ernd address I I s [ P I

Edit. .. I
BRemowve. .. I

i~ Dwnamic Hosk Configuration Protocol {DHCP).

== Ehe Following netweork o aobkain DHIP, DRS and WIS services:

=1

IInternaI

advanced seckings are only applicable For Adwanced. .. I
remokte WP clients.
ok I —ancel I e ] I

Click Add

SVTH: LE THAI GIANG
DANG QUOC QUAN
NGUYEN ANH DUNG
NGUYEN TRIEU TIEN

GVGD: NGUYEN DUY



106

IP Address Range Properties 2=

Specify the range of IP addresses:

Start address; End address:

172 . 1le . 0O ., 100 II?Z.IE.D.EDD

Cancel |

Dién day IP

¥irtual Private Networks (¥PMN) Properties ?I XI

Access Metworks  Address Assignment I.ﬁ.uthentication I RADILS I

—Select the IP address assignment method:
{* Static address poal

IF address ranges:

Startk address I End address I | """""" add.. T j

172.16.0.100 172.16.0,200
Edik... I
Bemove... I

" Dwnamic Host Configuration Protacal EDHCP),

Use the Following network to obtain DHZP, DRS and WIS services:

IInternaI LI

Advanced settings are only applicable For Advanced. .. I
remoke YPM clients,

I (=] 4 I —ancel I apply I

Click OK
R 20

General I Groups I Pratocal= I Uzer b apping I

I|7 {Enable WPM client access|

M azirnurm humber of WPH clients allowed:

I‘IDD

I (0] l Cancel I Apply I

Click Enable VPN Client Access, vao tab General Check Enable VPN client
access, sau do Click OK
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B= Microsoft Internet Security and Acceleration Server 2006 =10 ﬂ

File  Action ¥iew Help

o |E@E@E I FE

Ft Internet Security and Acceleration Serve i\dxgoﬂ'et ity &
-167577e7h20 nternet Security i i

‘ Acceleration Server 2006 Yirtual Private Networks {¥PN)
Monitoring Standard Edition
Firgwall Policy
irtual Private Metworks (¥RA) (i) Qiick here to learn about the Customer Experience Improvement Program.
Configuration
g Metworks /VPH Clients ‘Remote Sites \

Cache e

. SART clients access the corparate network using a wirtual — +|
-+ Add-ins
private network (VPN connection,

- General

WPN Clients Tasks

(#) Disable uPn Client Access
[ Configure VPN Client

Configure Address Assignment
Method and Enable ¥PN Client Access

Allow remote dients to connect bo the netwark

using a YPM connection. Access
pecify Windows Userglor select a General VPN
RADIUS Server 7 Configuration
Specify the Windows users {domain groups) o
allowed YPN access or, if using RADIUS ﬁ Seleck Access Metworks
authentication, select the RADIUS authentication f Define Address
server. - =
Assignments |
[ Select Authentication
E Verify VPN Properties and Remote Methods
Access Configuration

[ Specify RADILS
Yerify that YPM properties, such as protocals and Configuration
access points, are defined according to your

niekwork requirements,

mtaaroli -l

4l I vl
Click specify Windows Users

¥PN Clients Properties i |

General Groups I F'rotoc:olsl zer Mappingl

Select the domain groups for which remote accez=z iz allowed:

Marmespace | Group | Cromain

- zer accountz belonging to these domain groups zhould have
\_],:r) WM access [dial-in optionsz] set to "Control access through
remote acceszz policy.*' If thiz option iz not awvailable, select
tallove Access

Ok I Cancel I Al I

Click Add

Select thiz object type:

IGrDup& Object Types. .. |

From thiz location:

IF'E3-1 BFEFFEFBZ0 I Locations... I
Enter the object names to select [eramples):
Lheck Wames |

I
Advanced... | ]S I Cancel |

P

Click locations...
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Select the lozation you want to search.

Location:

108

-l PCIETATTETR2D
IRiETE durg.com |

Corce

J_

Chon dung.com, sau d6 Click OK

Select thiz object type;

IGrnups

From this location:

Dbject Types...

Idung.cum

Enter the object names to select [examples]:

Locations. ..

BE

Lheck Hames

Click Advanced...

o | _cwed |
Y
focicctoroups R 21

Select thiz object type:

IGroups

Erom thiz location:

Object Types. I

Idung.com

Comrmon Quesries I

Mame: |Slarts waith LI I

Description: ISlalts with LI I

™| Disabled accounts
I | Mo ezpiring passwoand

Days since last logom: I VI

Locations. . I

Columns... I

]

Ok I Cancel I

Search rezults:

Mames [RDM] I Description | In Folder
DrzldpdatePr... DHS clients who...  dung.comdUzers
Domain Admins  Designated admi... dung.com/Us=sers

ﬁz Dormain Comp... Al workstations .. dung.com/Users
ﬁs Dormain Contr... Al domain contr... dung.com/sers
ﬁs Domain Guests Al domain guests dung.comsUsers
gﬁ Domain Uzers Al domain uzers dung.com/sers
ﬁ: Enterprize &d... Designated admi... dung.comdUsers
R <£dcThs It b erobers in Ho
[ £ group_wpn dung. d

Click Find Now, sau d6 Doubleclick group vpn
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Select Groups

Select thiz abject type:

IErDups

Eram thiz location:

Idung.cnm

Enter the object names to select [examples]:

group Ypn

FEE
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Ohbject Types...

Locations...

Check Mamez

Click OK

4
IV~ chients properties 2=

General

Select the domain groups For which remote access iz allowed:

Groups I FProtocols I =zer b apping I

MNamespace

I Group

I D omain

™| windowes

aroup__wpn

DUMNG

Uallow Access !

zer accounts belonging to these domain groups should hawve
WPH access [dial-in options] ==t bo "Control access through
remokte access policy. ' IF thiz option iz not available. select

Click OK

Fle Action Yiew Help

I Ok I Cancel I Apply I
B Microsoft Internet Security and Acceleration Server 2006 _ ol x|

= |[BEE2EAFE

|3 Microsoft Internet Security and Accele
=+l pea-167877e7h20

i Moritoring

Q Firewall Policy

) Wirtual Private Networks (VPM)
=% Configuration

Microsoft 3
Internet Security &
Acceleration Server 2008

Standard Edition

Virtual Private Networks (¥PN)

e Netwarks

- % Cache

<3 Add-ins
General

Click Apply

GVGD: NGUYEN DUY

ks Y Remote Sites

B 3
private network (WPH) connection.

Configure Address Assignment
Method and Enable ¥PN Client Access

Allow remote clients ko connect to the netwark,
using a VPN connection,

Specify Windows Users or select a
RADIUS Server

Specify the Windows users [domain groups)
allowed YWPN access o, if using RADIUS
authentication, select the RADIUS authentication
server,

Verify VPN Properties and Remote
Access Configuration
werify that YPM properties, such as protocols and

access points, are defined according bo your
nietwork requirements.

VPN Clients Tasks

@ Disable WPl Client Access
[ Configure VPN Client

General VPN
Configuration

|25 Select Access Networks
[ Define Address

Access

Assignments

1% Select Authentication

Methods

[ Specify RADILS

Zonfiguration
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icrosoft Internet Security and Acceleration Server 2006 (=] 3]

File Action Wiew Help

e | EEEEL YOO

[ Microsoft Internet Security and Accele Microsoftt k
=] 13 pc3-167877e7h20 E&;&%ﬁ%ﬁm 2006 ¥irtual Private Networks (YPN)
0] Monitoring Standard Ediion

Firewall Palicy
2 Wirkual Private Networks (VPH) | (1) Click here to learn about the Customer Experience Improvement Program.

/VPN Clients ‘(Rsmute Sikes \ Tasks m
Specify the Windows users (domain groups) -
allowed YPM access or, if using RADILS
authentication, select the RADIUS authentication

SErver, General VPN
Configuration
B Yerify ¥PN Properties and Remote 5 Select Access Networks
Access Configuration

[ Define address
Verify that YPN properties, such as protocols and

. . Assignments
access paints, are defined according to your -
netwiork requirements, 5 Select Authentication
Methods

E. View Firewall Policy for the ¥PN Clients U = Specify RACILS
Network Configuration

Verify that Firewall Policy rules for the YPN

Clients Network are defined in accordance with Related Tasks
wour network and corporate security
renuirements, [ Monitor VPH Clients
@ Export YPH Clients
E View Network Rules Configuration -
Vetify that the rules specifying netwnrk @ lmpurt YPH Clients

Click View Firewall Pollcy For the VPV Clients Network

n  View Help

APl REROICR |

Ft Internet Security and Accele iu-cgoﬂ-et 9
l1s7877e7bz0 nternet Secu i i

i Acceleration Server 2006 RiverealiBoNic
Moritoring Standard Edition

Fireweall Policy
Wirtual Private Networks (¥PN) | (i) Click here to learn about the Customer Experience Improvement Program.
Configuration

% Metworks = s
%, Cache Eirewall P Toolbox W Tasks  Help
|2 fddons Order =~ | tams | Action | Protoce « Protocols @
General all1 publishing mail (2 Allow LLE HTTE Users @
=¥z cam nvkE va nvns... () Deny LE HTTR ew |Edit... Delete
L HrTE
Il Authenticated Users
= [¥]3 cam dc truy cap t... (&) Deny l_'_.% HTTF A2 4l Users
L mre 2 ekt va nvns
ali+ publishing web (2 llow i i B System and Network Service
= 2 tpkt va tpns
=] |_T| 5 wung lan truy cap... @AHOW LR HTTE
L mrre (iU
= [#s chotat carainte... (2 Allow L HrTE
LI HTTE
= |_T| 7 cam kpkk va tpns ... @Al\ow l_',; HTTF
L4 HrTE
Content Types @
= Schedul @

Click New

New User Set Wizard |

Welcome to the New User Set
Microsoft Wizard
Internet Security &
Acceleration Se 2006
Thiz wizard helps pou create a new uzer zet. & uzer zet iz
& group of uzers, whether Windows or non“windows [e.g..
RADIUS] uzers, defined together as a single set.

When pou create Web publishing, protocol, and access
policy rules, vou can apply the rule to one or more user sets.

User zet name:

faroup_verl

To continue, click Mest.

< Back Hex Cancel

Pién User set name, sau d6 Click Next
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New User Set Wizard |

Users

Select the users bo include in this user set.

Mamespace |_Group | Domain | ement Progr:
I windows users and groups. .. I
LOaP. .,
RADIUS...
Securll...
2L =
™ Al Au
& Al Us
™ ekt
% Syste
% tpkt v
< Back Mext > Cancel |
Click Add\Windows users and groups...
I
Users
Select the users to include in this Luser zet.
il Select Users or Groups =l

Select thiz abject tppe:

IUsers, Giroups, or Built-in security principals Object Types... I

From thiz location:

IF'EI3-1E?EI??E?EI2D I Locations... I

Enter the object names to select [examplez]:

| LCheck Hames I

Advanced... I (] I Cancel I

P

< Back I MHext > I Cancel I

Click Locations

Lacations 21

Select the location you want to search,

Locatian:

B PC3E7A77E TR0
-7 Entire Directory

BEE dung. com

(. Canicel
A
Chon dung.com, sau d6 Click OK
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Select Users or Groups

Select thiz object ype:

ILlsers of GEroups

From this location:

Object Types...

Idung.cu:um

Enter the object names to select [examples);

Locationz. ..

Lheck Hames

E

Click Advanced...

Advanced. .. ] | Cancel |
i
20|

Select this object type:

ILlsers or Groups

From thiz location:

Object Typesz. . |

Idung.com

Common Cueries I

Locations... |

Mame:

IStarts with LI I

LColumns... |

Liescription: IStarts withLI I

I™ | Disatiled accounts
I | Wir egpiting passwend

Days zince last logom: I ‘I

Stop |

X

Search results:

Ok I Cancel I

| Mame [RDM) | E -bd zil Addres=z

| Dezcription

| In Folder |

]

Dromain Guests
ﬁ Dromain Users
Enterprize Ad...
27 Group Polic:

Al domain guests
Al domain users
Designated admi...
tdembers in thiz

dung. com/U zers
dung. com/U=ers
dung. com/U=ers

112

Built-in account £..
Group for the He. ..

dung. com/U sers
dung. com/U=ers
dung. com/U=ers

ﬁ HelpServices. .
ﬁ vkl

Click Find Now, sau d6 Doubleclick group vpn

select Users or Groups

Select thiz object type:

2lx|

Object Types... |
Locations. .. |

Check Mames |

IUsers or Groups

From this location:

Idung.cum

Enter the object names to select [examples):
aroup won

Click OK

P
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New User Set Wizard x|

Users
Select the users to include in this user set.

M amespace | Group | Dlamain |
A windows araup_vph DUNG

Bemove I

< Back I Mext » I Cancel |

Click Next
X

Completing the New User Set

Microsoft " Wizard
Inteme‘tSenml:;&
Acceleration Se 2006 You have successfully completed the Mew User Set wizard.

“rou created a new ugzer zet with the following configuration:

Mame: ;I
group_wph

Users:
DUM G group_wpn

« o

Ta cloze the wizard. click Finizh.

< Back I Finizh I Cancel |

Click Finish

N Wew Help

alEliEicRENERNCICY

ft Internet Security and Accele i\hctrréwfret ity &
[L67877e7b20 A e . Firewall Policy
Moritoring Standard Edition

Firewall Palicy

Hirtual Private Netnorks (/PN / 1 b Apphy Discard To save changes and update the configuration, click Apply.

Canfiguration

<% Mebworks
1% Cache Firewall Polic Toolbox Y Tasks Y Help
Add-ins Order = | Mame |_Action | Protoce « Protocols @
General f —
gg 1 publishing rmail @ Allawy I.._\'_,E HTTF Users @
= [¥]2 cam nvkk va nvns... @ Derny L HTTF MWew Edt.. Delete
Iﬁ HTTE
@ All Authenticated Users
= [¥]a cam de truy cap t... () Deny L HTTE 2 all Users
LA e aroup. vpn
Sﬁ 4 publishing web @ Al lﬂ HTTF 2B vkt vamms
- 8, System and Network Service
= [¥]s wung lan truy cap... @AIIUW L HTTE M okt va tpns
L re ™
= [¥e cha tat carainte. .. (2 Allow L] HTTE
lﬁ HTTE_|
= [¥]7 carn bpkt va tpns ... @Allnw LR HTTE
L HTTE

Click Apply
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B Microsoft Internet Security and Acceleration Server 2006 = DI_X
File  Action ‘View Help
¢~ BE2m|a5 X8
ft Internet Security and Acceleration Serve i\dxtrtémfret Sec ri'ty&
-16787767b20 nternet secu 1 i
A Acceleration Server 2006 Firewal Policy
Monitaring Standard Edition
Wirtual Private e (1) Ulick here to learn about the Customer Experience Improvement Program.
Configuration Expoit...
b Metworks g - i
% Cathe Impart... Firewall Puluq\ Toolbox \( Tk \(Feln
+3 pdd-ns Edit System Policy... Order = | Marne | Action | Protocc & Protocols @
ishif 1]
Exchange \Web Client Access Publishing Rule... l_ﬂ HTTF Users @
- 5 Mail Server Publishing Rule... B HrTr .
e SharePoint Site Publishing Rule. .. lﬁ HTTH bew  Edit... Delete
Help Weh Site Publishing Rule... A ™ Al Authenticated Users
T __ton-weh Server Protacol Publishing Rule .. nr_'_-; HTTE Al Users
Access Rule., I L wrre ™ group_vpn
3[,] 4 publishing web @ Allews l_\'_.ﬂ HTTE I El vkt va nvns
— - % System and Network Service
=] ﬂ 5 wung lan truy cap... @A\Iow L HTTE % tpkt va tpns
Linrre U
= [6 chotat carainte.., @A\Iow 5 HrTe
L HTTE
=] ﬂ 7 cam tpkt vatpns ... @A\Iow [ HTTE
lﬁ HTTE

R_Click Firewall Policy\New\Access Rule...
x|

Welcome to the New Access Rule
Wizard

Micrasoft .
Internet Security &
Acceleration Se 2006

Thiz wizard helps you create a new access ule. Access
miles define the action that iz taken, and the protocols that
may be uzed, when specified clients from one netwark.
atterpt to acces: specific destinatiohs or content on
another netwaark.

Access rule name:

I\-‘F'NI

To continue, click Mext.

< Back I Mext > I Cancel I

Pién Access rule name, sau do Click Next

Mew Access Rule Wizard x|

Rule Action
Select how client requests for content from the specified destination are dealt with
If the conditions specified in the rule are met.

Achion o take when ule conditions are met:

< Back I Mext » I Cancel

Chon Allow, sau d6 Click Next
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New Access Rule Wizard |

Protocols
Select the protocols thiz rule applies to.

This rule applies to:

Brotocols:

Edit....

Femowe

Parts

[

< Back I Mext » I Cancel |

Chon All outbound traffic, sau d6 Click Next
x|

Access Hule Sources
Thiz rule will apply ta traffic ariginating from the sources specified in thiz page.

Thiz rule applies to traffic from these sources:

2 WPM Clients

Edit... |
Bemove |

< Back I Mext » I Cancel I

Add VPN clients, sau d6 Click Next
I

Access Rule Destinations
Thiz rule will apply to traffic zent from the ule zources to the destinations specified
in thiz page.

This rule applies to traffic zent to these destinations:

= Internal

Edit... |
Bemove |

< Back I Mest = I Carncel

Add Internal, sau do Click Next
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1
j|New Access Rule Wizard x|

i Uszer Sets

“You can apply the rule to requests from all ugers. Or, pou can limit access ta
specific uger sets.

Thiz rule applies to requests from the following uzer sets:

% Qroup_%ph

< Back IWI Cancel |
Remove All Users va Add group vpn, sau d6 Click Next

New Access Rule Wizard |

Completing the New Access Rule

Microsoft Wizard
Internet Security &
Acceleration Se 2006

“r'ou have successfully completed the New Access Rule
Wizard. The new Acceszz Rule will have the following
configuration:

Marme: -
WPM

Action:
Al

Traffic:
Al autbound traffic

Source:

WPM Clients -
= y

Ta cloge the wizard, click Finish.

< Back I Finizh I Cancel I

Click Finish

B Microsoft Internet Security and Acceleration Server 2006 =10 x|

File Action View Help

e =l =N ENE N OIOR:

ft Internet Security and Acceleration Serve ivﬁ(tr\‘é&aﬂ'et k &
16757767020 A‘cc;{‘emﬁo#@ver . Firewall Policy
Monitoring Stomviord Echion

=l Private fetworks (V) I Discard | Ta save changss and updats the configuration, dick Apply.
Canfiguration
- Networks
@, Cache |/ Firewall Policy W Toolbox \Tasie \{ Hep
< Addins Order = | tiame | Action | Protoce Protocols @l
General f -
[v]2 PN (2 llow lifalo P— @
aliz publishing mail (2 Allow L HrTr Mew Edit.. Delete
ElGE cam rvkE va nvns,.. () Deny L HTTF . all Authenticated Users
LLIHTTE ™ all Users
= [2]4 cam de truy capt... (&) Deny LinTTe | ™, group_vpn
v . nvkt va mvns
- . System and Network Service
alis publishing web (2 Allow L HrTr ™ bkt va tpns
= [2]e wung lan truy cap... () Alow L8 HTTF
lﬁ HTTF—
ERO chotat carainte... () Alow L HrTF
lﬁ HTTF
= []s cam tpkE va tpns .. () Allow 0 HrTF
lj HTTE Content Types @

Click Apply
Budc 3: Cau hinh tao mdt connection cho nguoi dung internet sit dung dich vu
truy cap tu xa.
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.gg. Network Connections o ] 33
File Edit Wiew Favorites Tools Advanced Help | ﬁ'
o Back = ©3 - T | ' Search Folders | o [3F x K’ | mv
Address I'CF Metwork Connections j a Go

LAM or High-Speed Internet

- Local Area Connection
ol Connected
T WMware Accelerated AMD PCH. ..

Wizard

Connection %

Create Shorbouk

R_Click My Network Places\Properties. R_Click New Connection Wizard\New
Connection...

New Connection Wizard

Welcome to the New Connection
@ Wizard

Thiz wizard helps pou:
* Connect to the Internet.

* Conhect to a private network, such as your workplace
retwork.

To continue, click Hest,

< Back

Cancel |

Click Next
Network Connection Type
What do pou want to do?

" Connect to the Internet

Connect to the Intermet so you can browse the 'Web and read email.

+ Connect to the network at my workplace:

M) =0 pou can work from home,

a field office, or anather location.

" Set up an advanced connection

Connect directly to another computer uzsing your zerial, parallel, or infrared port, or
zet up thiz computer o that other computers can connect ba it

< Back I Mest > I Cancel |

Chon option Connect to the network at my workplace, sau d6 Click Next

GVGD: NGUYEN DUY SVTH: LE THAI GIANG
DANG QUOC QUAN

NGUYEN ANH DUNG

NGUYEN TRIEU TIEN



118

MNew Connection Wizard

Hetwork Connection
How do you want to connect ko the nebwork at wour workplace?

Create the following connection:

" Dial-up connection

Connect uzing a modem and a regular phone line or an Intearated Services Digital
Metwork [ISDM] phone line.

7+ Mirtual Private Network connection
wate netwark, [WPM] connection aver the

Internet.

< Back I Mext » I Cancel

Chon option Virtual Private Network connection

fl New Connection Wizard

|. Connection Mame
E Specify a name for this connection ta pour workplace.

Type a name for this connection in the following box.

i Company Mame

van clien

For exarnple, pou could type the hame of pour workplace or the name of a server pou
will connect to.

< Back I Mext > I Cancel I

. |
bién Compary Name, sau do Click Next

New Connection Wizard

YPM Server Selection
“what is the name or address of the WPMN server?
Tupe the ozt name or Intermet Protocol [|IP] addrezz of the computer to which pou are
connecting.

Host name or IP addrez: [for example, microzoft.com or 157.54.0.1 |

192168.1.124

< Back I Mext > I Cancel I

Dién Host name or IP address, sau d6 Click Next
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Mew Connection Wizard

Connection Availability
“r'ou can make the new connection available to any user or only to pourself.

A connection that iz created for your use only iz zaved in your user account and is not
available unlezz pou are logged on.

Create this connection for:

i Anyone's use

< Back I Mext > I Cancel

Click Next

MNew Connection

Completing the New Connection
Wizard

“ou have successfully completed the steps needed to
create the following connection:

wpn client

The connection will be saved in the Metwark,
Connections folder.

[ i&dd & zhortout to this connection to my deskiog

T create the connection and close this wizard, click Finish.

< Back I Finizh I Cancel I

Click Finish
2=l

Uszer name: IVF'V'I

Paszsword: I"‘ s

[T 5awve this user name and password for the following users:

& e only

£ Anyone who uzes this computer

I LConnect I Cancel I Froperties | Help

bién User name va Password, sau d6 Click Connect
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= Network Connections i [m] ]

File Edt Wiew Favorites Tools  Advanced Help | ;ﬂ'
o Backl ~ 3 ~ b | Search Falders | ¥ X ) | -
Address |¢ Metwork Connections j rd G0

LAN or High-Speed Internet

Local Area Connection
. Connecked
M WMware Accelerated AMDPCH.,,
==

Yirtual Private Network

J wpn clisnt
' :;q Connected
T “WAN Miniport (PRTR)

Wizard

Vpn client di két ndi thanh cong

2=l

= Type the name of a program, Folder, document, or
g Internet resource, and Windows will open it For you,

open: I crnd ;I

I (] 4 I Cancel Browse. .. |

Vao Start\Run go cmd\Cllck OK

WINDOWS', system3

Host Mame L. . pcl-8dedPe2FPd3
Primary D i dung .- com

Unknawn

HNo

Mo
NS Suffix Search dung.-com

Ethernet adapter Local Are
Connection
Description . UMuare Accelerated AMD PCHet Adapter
9o-ac-29-32-CC-BB
Y82 .168.1.114
sk
Deranit Gate ay
DNS Servers . -
PPP adapter vpn client:
Connection—specific

Description - WAN <PPP-SLIP> Interface
i A—53—-45 03— 8088

Ho
172 _ 16 .6_181

k
Default Gateway z
D Servers . - -

C=~Documents and Settings~Administrator>ping 186.8.8.2
Pinging 18.8_.8.2 with 32 bytes of data:

from

£rom

from 1L

£from 2 time=1m:

10.@.0.2:
4. Received
trip times in

Mascimum =
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Type the name of a program, Folder, document, or
Internet resource, and Windaws will open it For wou.,

[
I Ik, I Cancel | Browse, . I

Vao Start\Run gd mstsc\Click OK

¥ Remote Desktop Connection ] 4|

Jw

LComputer:

e Desktop

{10.0.0.4 =l
I Connect I Carncel I Help | Qptionz »»

bién dja chi may DC , sau do Click Connect

Dién User name va Password , Sau d6 Click OK

msgr1lus.exe

3

Log On to Windows

[ 7 Windows Server2003
¥y Enterprise Edition

Capyright © 1885-2003 Microsoft Corporation

User name: | Administratar

Password: I ood

Log on ko: IDUNG j

I oK I Cancel | §hutDuwn..‘| Cptions << |

F

Trén giao di¢n may DC tao File Text.text
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B test.txt - Notepad
File Edit Format View Help
|aaaaaaaaaaaaaaaaaaaaaaaaa

4

Sang may DC m¢ file text.text vai ndi dung nhu trén

9. Intrusion Detection

Gia str mang da dyng thanh cong ISA Server khi d6 m¢t Hacker nao do tur
bén ngoai mang Internet tim moi cach tan cong mang nodi bd bang cach do tim cac
Port duoc mé trong mang va khai thac cac 16 hong trén cac Port nay.

Nhu vay néu hé théng khong c6 ISA Server s& khong hé hay biét sy nguy
hiém dang rinh rap nay. Trong phan nay s& tim hiéu vé mot tinh ning rat hay cia
ISA Server la Intrusion Detection ding dé phat hién cac tin cong tir bén ngoai vao
hé thong mang ndi bo.

Bat chuong trinh ISA Server 1én chon Configuration chon tiép muc

General
=Dl x|

File Action Wew Help

&= Bm 2m 3

ft Internet Security and Acceleration Serve Microsoft*
-167677e7h20 Internet Security &
Moanibarin Acceleration Server 2006 Eare]
d Standard Ection
Firewall Policy
irtual Private Hetworks (VFH) (i) Click here to learn about the Customer Experience Improvement Program.
Configuration
- Netwarks
General
Qg Cache / . \ Help
3 Addine L& 1Dap Servers - (@ Define RADIUS =
) SEervers
[ General

(@ Define LDAP servers

(@ Configure automatic
dialing

Global HTTP Policy Settings

<P Configure Glabal Link Specity Certificate @ configure link
Translation Revocation Settings translation
Confi HTTP
=], Define HTTP Specky DiffSery ® i
Compression Preferences Preferences b
(@ Select certificate
View [54 Server revocation options
== Computer Details (@ Configure DiffSery
i preferences
(@ Configure flood
Additional Security Policy mitigation
(@ Configure network
- tection
Enable Tnkr: 3 prof : ] )
al Detection and O &5 ;ﬁ?ff;gne ;ﬁf‘dn i @ Configure intrusion
fittack Detectioni & g detection options
]
Configure IP Protection Read about...

i .

For mare information, see =

|
Click Enable Intrusion Detection and DNS Attack Detection

— Ll
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2l x|

Common Atkacks I DMS attacks |

¥ Enable intrusion detection
Enable detection of the selected attacks:
" windows aut-of-band CWwinMoke)
[+ Land
[+ Ping of death
[+ 1P half scan
[+ UDP bomb

Detect after this number of port scan atbacks:

well-known porks: I 10 E:

All ports: =0 =

¥ Loa dropped packets

To configure notifications For detecked attacks, edit the

A 1 ) alert definitions For these attacks.
Help about alerts

ITI Cancel I apply I
Chon port scan, sau do Click Apply/OK

osoft Internet Security and Acceleration Server 2006 _[= =]

Eile Action Wiew Help

&= = | 2 =
=3 Microsaoft Internet Security and Accels | te 2 &
= Cc3-167877e7b20 nternet Security L _
LEEE Monitating auwﬂggmhon Server 2006 Monitoring pc3-167877e7h20

(2, Firewall Policy
£23 ¥irtual Private Nebworks (VPM) | (i) Click here to learn about the Customer Experience Improvement Program.
El-%2 Configuration

e Nebworks Dashboard Y Alerts Y Sessions Y Services ¥ Reports Y Conmeckivity
g TR Y Y b Tasks N(HEBN

3 Add-ns Filter B || Condition | walue | =]
Eeneral Log Record Type Equals Firewall or W'eb P... .
Logging Tasks
Log Time Live
= | Edit Filer
» Start Query
To start a new query, clic .
To define a Filter and start & Few Tery, click Edt Filter. 5 Configure Firewal Logging

[#f configure \web Proxy Logging

(&) Enport Filter Definitions
(%) Import Fiter Definitions

Related Tasks

53 Copy Selected Results to
Clipboard

53 Copy Al Results to Clipboard

| =l

javascript:CrmdActivate!'IDR_START_GUERY')

Bat Monitoring 1én chon tiép Tab Logging va chon Start Query dé theo doi giam

sat toan bd hoat dong ctia h¢ thong mang
P

Fil=  Action  Wiew Help |

& = | m[@E| 2 6m A -]

53 Microsoft Internet Security and Accele

- pc3-167877e7b20 internet Security & 0 pc3-167877e7b20
£ Monitoring ﬁﬁﬂjgﬂo N Server 2006
L& Firewall Policy
-3 virtual Private Networks (v | (D) Click here to learn about the Customer Experience Imp: Program.

‘5}&5 Configuration
ot Metworks Dashboard YW alerts Y Sessions Y Services W Reports Y Conmectivity W
a Tasks
Cache E—
Filter B: | condition | walue ] |
Log Record Type  Equals Firewall or Web P, — .
Logging Tasks
Lag Tirme Live: 3 Edit Fit
~| 2| Edit Filter
@ Stop Suery
Log Time = | Destination 1P| Destination Port | Protocol = ||
5 © Firewwall Logging
10/28/2011 2:36:26 PM  10,255.255.255 24457 Unidentif
G e Web Proxy Logaing
10/28/2011 2:36:28 PM 10,002 137 MetBios I &k P
mport Fiker Definitions
10282011 2:36:25PM  10,0.0.2 138 MetBios O (3) Tmport Filter Definitions
10f26/2011 2:36:28 PM  10.255.255.255 137 MetBios I Related Tasks [%
10/28/2011 2:36:28 PM  10,255.255.255 137 MetBios I 23 Copy Selected Results ko
10/28/2011 2:36:28 PM  10.0.0.2 389 LDAP (LD @)
Z3 Copy All Results to Clipboard
10282011 2:36:25 PM  10,255,255,255 137 MetBios I
10f28f2011 2:56:26 PM 10.2585.2558.285 137 NEtBIEiIi_I
< 1 15 (| L [ L3

25 items {(Query is running. ..} [ [
Trong nay ISA s€ ghi nhéan lai toan by cac truy cap ra vao hé thong mang mot
cach chi tict
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JRT=TE
Scan | Host and Service Discovery | Scan Options | Tools | Wwindows Enumeration | About |
~IPs
HostnameIP 13276571 1247 > | [Statie [ EndIP ] Clear Selected |

192.168.1.124

statip p<|[ 192 188 . 1 124
EndIP | [ 182 te8 . 1 124
Fead IPs from file =

Clear All I

b Found

<z
a>
=
=

(=1

| J | | | ] | | Wisw HTML Results |
[

|Ready v
Bay gio tai may Client internet cai dat mot chuong trinh c6 tinh ndng Scan céc

Port d@ m¢ trén ISA Server d6 1a SuperScan 4.0
=T

Scam  Host and Service Discovery | Scan Options | Tools | Wwindows Enumeration | About |

¥ Echo Fequest Timeout [ms)  [2000

™| Timestamp Request
I~ Address Mask Request
I | Infarmation Heguest

¥ UDP port scan Tirneout [ms)  [2000
7 =
- Start port. | S| la :I Scantyps ¢ Data ¢ Data + ICMP
= End port I 11
= 53 I Use static source port |
=] Read ports fom file > | |67-69 - P
————— =1
= Clear Selected | Clearall |
¥ TCP port scan Timeout [ms]  [4000
Sy Start part | 7 ﬁl
=] .14 Scantpe ¢ Connect 5 SYM
g— End part I 11
(1 13 ™ Use static source port |
Read ports from file > I 15 LI
Clear Selected | Clearall |

Fiestore Defaults |

|Ready A
Chon Tab Host and Service Discovery bo chon Host Discovery
TR

Sean I Host and Service Discovery I Scan Dptiohs I Tools I Windows Enumeration I About I
—IPs

Hosthame/ 1P |1 92168.1.124 > | Start IP | EndIP | Clear Selected |
Start IP Xl 192 . 188 . 1 . 124 192.168.1.124 Clesar Al
> —I

EndlP - 3<|[752  Tes . 1 128

Fead IPs from file 2> |

152 168.1.124 -]
- Hostname: [Unknowmnl
= TCP ports (2) 80,1723
3
(.
= Total live hosts discovered 1

Total open TCP ports 2

Torval open UDP porcs 0

-

ne Performing hostname resolution. .. A|
@5 |Perforuing banner grabs. ..
= TCPF banner grabbing (2 ports)
== UDP banner grabbing (0 ports)
v

Deporting scan results...
———————— Scan done —-——----

Discovery scan finished: 1028711 14:48:28

EI Il II| Wiew HTML Results |

|DD: 19 |Saved log File |Live: 1 |TCP open; 2 |UDP open: 0O |1,|’1 daone A

Tré lai Tab Scan tién hanh Scan Port ciia may ISA

L
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B Microsoft Internet Security and Acceleration Server 2006

=18 %]

File Action View Help

&= | BmE 2|2

[ Micrasoft Internet Security and Accels
[Hag pe3-167877e7h20

+[E] Manitoring

H g Firewall Palicy

Micrasoft k.
Internet Secu

ecurity &
Acceleration Server 2006
Standard Edition

Monitoring pc3-167877e7b20

[ Wirtual Private Metworks (WPN) [D Click here to learn about the Customer Experience Improvement Program.
[E1-%% Configuration
g !:E‘::’ks Diashboard Y@Sessiuns YSerwces YRepUrts YCDnnectwity Yerifiers YLugging \
Add-ins Filter & | Condition | Yalue | ﬂ
General Log Record Type  Equals Firewall or Wweb P.., —I
Log Time Live :I
Log Time  ~ Deestination IP | De... | Protocol | Action | Rule | Client IP | Clﬂ
10/28/2011 2;3%:27,,, 10,255,255,255 24457 Unidentified IP Tr... Denied... Default,.. 10,0,0.2
10§26/2011 2:39:27... 192.168.1.255 137 MetBios Mame Ser... Denied... Defaulk... 192.168.1.251 -
10/28(2011 2:3®:29,,, 192,168,1,255 137 MetBios Mame Ser... Denied... Default.., 192,168,1,251
10/28/2011 2:3%:43.., 10,255,255.255 24457 Unidentified IP Tr... Denied. .. 10,0.0.2 I
10/28(2011 2:39:43,.. 10.255.255.255 24457 Unidentified IP Tr... Denied... Default... 10.0.0.2
10/28(2011 2:3®43,,, 192,168,1,255 138 HetBios Datagram  Denied... Default., 192, 165.1,114 Y
10§26/2011 2:33:53.., 192.168.1.255 137 MetBios Mame Ser... Denied... Default..| 192.168.1.114
10/28(2011 2:3®53,,, 192,168,1,255 137 MetBios Name Ser... Denied.., Default,.| 192,163.1,114
10/28/2011 2;39:55,,, 192,168,1,.2585 137 HetBios Mame Ser... Denigd... Default,. 4 192,168.1,114 § =
4 | | _’lJ L\

953 ibems (Query is running. .. ‘

=t

Tré lai may ISA Server bat lai Logging sé& thiy cac
mang

ruy

B Microsoft Internet Security and Acceleration Server 2006

File Action Yiew Help

cap tir may Client vao

=5[]

® = BE@E | x

L_E Microsoft Internet Security and Accele i\-!ittrvémﬂ-et Sec ri'ty&
g pe3-167877e7b20 nternet yecu itori .
g pra-te ACCo e er 1005 Monitoring pc3-167877eTb20
E Monitoring Standard Edition
g Firewall Policy
Virtual Private Networks (WPN) @ Click here to learn about the Customer Experience Improvement Program.
[=J-4E Configuration
s Networks Dashboard ) ‘Sessions Services ‘Re ( e i ( \
ports ¥ Connectivity Yerifiers ' Logging
Qg Cache ‘
+3 Add-ins | Latest = | Status | Cateqgar: |
-] General 10/15/2011 9:35:45 AW MNew Security
10/15/2011 9:3550 AN MNew Firewall Service
Configuration errar  10/16f2011 10:30:01 AM  Mew Firewall Service
Configuration error - 10/16/2011 10:59:49 &M New Firewall Service
Configuration error 10162011 10:39:59 AM  New Firewall Service
Configuration error — 10/16/2011 10:40:25 AM  Mew Firewall Service
Alert Information
Description: An error occurred while reading configuration information,
I I |

Vao tab Alerts xuat hién thong bao nhu trén
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10. Caching

Mot trong nhimg dic trung khién Proxy server dwoc wu chudng la kha
nang caching, tirc 1a kha nang luu trit cac trang web ma proxy server tung truy
cap.

Isa server s€ c6 kha nang thuc hién Forward Caching va Reverse caching.

e Co ché reverse caching:

Khi c6 mot internet client truy cdp vao mdt internal web server dugc
publish thong qua ISA server, proxy server trén ISA sé€ truy cap web cho client va
luu trir ni dung website.

Khi cac internet client khac truy cdp vao internal web server, néu ndi dung
¢6 sin trong cache thi proxy server si lay ra ma khong can phai truy cip web
server nira.

e Co ché Forward Caching

Khi m¢t internal client truy cap vao trang web nao do6 thi ISA sé& tu dong
luu ndi dung trang web do trong cache ctia minh.

Néu moét internal khac truy cip vao trang web ma ISA da cache lai thi ISA
s& 1ay ndi dung luu trong cache truyén cho client do.

e Mot so van dé lién quan dén 6 dia lwu cache

Pia cache phai 12 6 dia cuc b (local drive).

Dia cache phai dugc dinh dang NTFS.

Pé t6i uu hoa hiéu ning, nén luu cache trén mot dia vat 1i khac voi dia hé
thong va dia cai dat chuong trinh ISA.

e Qua trinh cAu hinh nhu sau:
=10l x]

File Action ew Help
@~ @@ @ml s

[ Microsaft Internet Security and Accele Microsoft:

£ pes-167877e7h20 rwum
g Monitoring suﬁfwm 4 3
\_/3 Firewal Policy

) Wirtual Private Metwaorks (YPN) (i) Click here to learn about the Customer Experience Improvement Program.
- };—\ Configuration

< Networks Cache Drives Y Cache Rules ¥ Content Download Jobs f \-
% Cache 7‘ \( \ fosks m

43 fpdd-ins Cache Size on NTFS Drives (MB) | Disk Size ... | Free space ...

: [ General
(3B, Bandwidth Spliter

Refresh

] Refresh fow

Export Selected
Import to Selected. ..

Cache Drive Tasks

[ _/2? Define Cache Drives (Enable
Caching)

Tai ISA Server trong man hinh bén phai chon Tab Cache Drivers tiép tuc nhap
phai vao Cache Driver chon Properties
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pC3-167877e7b20 Properties el
Cache Drives I
| pc3-167877e7b20
Drive | Tvpe | Disk Space ... | Free Space... | Cache Size ...
C: NTFS 5151 4522
Maximum cache size (ME): I 00| Sek
Reset
Total disk space on NTFS drives (MB): gi1g1
Current total cache size [MB): ]

I el I Cancel I Sl

Set gia tri Cache cho ISA trong bai la 100MB, sau d6 Click OK

el
roault Ik Sotut T=TE
Bla  Acton  Vew el
== B@8EFE D F
T3 o et Sty i
YA
T Merenng Generd Advereed |
o Frewsl Fuloy
WrhadPrivete Netrorks (VPR | 9 [Gache objects that b an unspeched last modfication tie] , ik Agpty.
= 45 Corlaparaton -
e Nabwiri 7= ¥ Cachn chijects sven ¥ Ehay o not R o HTTP status code of 200
a, Cahe /i i
= Add-re n
N Geraral ™ PMasimum sire of St cached in memary (bytes): !mm
B wish 5o of evpred abect canret be resched:
£ Do nck petuem the sopired odect (refuen an ernor page)
1¥ Roghurty thog i sbject ondy f dpirataon was:
4 lsss than this percentags of orgnal I
Tirve-Torlive: X
Bt inc more: han {minutes Iw—
Brevcertige of Fraa msmory b s for cathing:
Erstore Def ults
I R |
e —| |
| I i | [ P ———— = EErrre

R_Click Cache chon Properties dién percentage of free memory to use for caching
la 50, Sau d6 Click OK
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E el o Pote_tsa server LRl AR DT

W sorowodt Inbernet Secanty and Avoeleration Secner Z006
== D@ EEIS

Ll Microsoft Srbermat Seourity and Acoels

= 4 Corbagurstan
bkl .3vir) | orifiquration Changpes.
s, Cacha

'j g:: Apphireg changes... X I

SNERRENRNENNRENNENEENNNENER

Charges appled bo the configur stion do net impadt axisting dient
COnnetons.

| |
lﬁ!!&-t &S] I_'Ilmn-uﬁ Inkernet S ) o o 10 A

Chon Apply, sau d6 Click OK dé hoan tat

Sy PCIE_ISA Server =N TEE PCO4_FADRES
L - L

WX Microaolt inermet Secunty and Acosleration Serves T8
| Be &tin Hew el
e+ 0@ @@ S
L) Micriesoft Bnberrest Security s scoels
= G yaqun
[T Morstearey
o Firevad Fobcy
3 Wirtiasl Private Netveorks (VEN)
=B Confapratin ph,  Eharge: vl be apgied ok ol the foliewng sarices are SARaTon SN,
<. Nbvacris _'L tritagdd
A =N Micsosolt Ferwal
=3 fdd-ra
1] General
£ G the changes, but donY ealint the servicet
The changes vwill Be spplied anly aftes pou manusly edat
e arviten
1% Bawe the changes and jerta the rericed H
Charges walllbe iopbed alter the servent reslat The may
Ik vereonnl minubes. Ay shopeesd senacet shoukd be
vy Aated
-| |
[Dore | |
Wistan| | 13 & | [ T e —— FEE T

Chon option save the change and restart the services, sau do Click OK
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Tao cache Rule

& PO _DC & FOOADME ! [ PO0A_RADES
¥ Microsolt Intermet Secanty and Acceleration Server 2006
| Ble  Ection  Yew  Help
= O@EE 45
Ll Miorozoft Bnbernet Sacurty and Aocosls
= bl
] Mendoning
4 Frewsl Poloy
o Wbl Frivate Nebvores (VON) | ) Ok here Lo dearn aboud the Customer Experonos oo emment Proarai,

|1 — | 1Ll |
[Crowtes & Farw om0 s cortianer, :

Bsut] | (38 |[Srncrosolt tnernet se_ = 3350 =
R_Click Cache\New\Cache Rule...

i Welcome to the New Cache Rule .
i Mwetc Wizard
i
206

Cache nies delemiee e bypes of conderd sioed inthe

iche aed e amound of e reberved obssch ae

woneadersd vialkd e Lingroveinent Progran,
LY
lo. |

I acke b e

[:od'r\gdher\-d
To-contirue, chck Nes

[T Carcsl |

e |

Iﬂm 38 |_'h-lumd'| Intemnet S E (AT

Pién Cache Rule name, sau d6 Click Next
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nft Internel Se and Arcelera ELYP b
_F New Cache Rule Wizard x|

=101x]

Cache Rule Destination
This rule will apply to requests sent o the destinations specified on this page.

¢
E

E

MNetwork entities:

This rule applies to content requested from these network entities:

Mew - Edf,.. Delste i

Tetwork. s

Tetwork Set
Computer
Address Range
Subnet ow
BLet PN Clients

Domain Mame Sat ve Tasks
<&, &ll Netwarks {and Local Host)
'ﬁ, All Protected Metworks
[ Computers

< Back | Next » [ Address Ranges
— — [ subrets

(23 Computer Sets
[ Domain Mame Sets
[0 URL Sets

che Drives (Enable

aching

Click Add\New\URL Set

|4 Eoche Fulo Destralion
= Thit ru vall gl 10 1nchamets s by s cestations tpeciied on this page
Thes sl appbes 1 comlark inqueibad from Hhnce nebwor. antiec:
-Iﬂ Bame: | atrens
2 | I the DA is rot confipured cornpetly, rules using UBIL sets may
\yﬁhmﬂumﬂ.
URLs inchuded in this et {apphcabis For HTTR traffic ooyl
amples hitp:ffmicrosalt. comjsomepathy™
]
o
L
= ] oo | e |
Degoription
{opkional);
] e
| 1 I — 1|
4 | I |

Ilt'mrt [§E 3 | [T —— R Ao

Click Add dién duong din Web Site Athena, sau d6 Click OK
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;.“‘ PO _DC mﬂ:ﬂm L)l g POOO DM O PODY RADE RS

|
|4 Cache Fuls Destnation
= This e will sk 10 mgquetts nent by e destnation: eaclied on tha page
Thes s iggde: 1 Gorlert iaguerited fioi e netwok. entibed
e Hantwoink ebition:
=] atheriay hogsr.
Hew = [ eletn
- [
1 [ Netwaork Sats:
ol COATEREETS
 Adbei Rarges
3 Subnets.
l CoTpREER Sats
I Dormin Marra Sats
o LFL Satx
ﬁ
< Back et s
_om |
B — | |
[ | |
Jasm| (38 |[Trucosdtiemese T I
il U i S i

Chon Web Site, sau do Click Add

;:,; PCOA_DeC d‘}P‘Il‘!Jﬂ Nl L PODNT | [ PO AL

Specily v obeects stoned in the Cache ate mirerved when sequedted

Fistrigren th requsted obsct Iom the cache:

el ki gl " .
10 wrﬁmdhmm e cache B no vald verson el roule e Ny, Ak beehy

the perver.

e

1] sy version o e bysct exsts i the cacha. I| ons esil, scule the (egquest by e
Sl

™1 s wesmion of the ohisct sty in the cacha. 1 rons ety dron the eoquesd [neve
vt b resquess Bo e perves]

choek [ ] cwed | F

| | |

Gilr nguyén mac dinh, sau do Click Next
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FOe Ml PO J5A Serves e Rt T T

Mew Cache Rule Wizard

1
|4 Cache Contont
- Sy whather ietneved conlerl it dhoeed n e Sache. By defaull an obpct i

i1 ihcind i B ook orle d #8 soece andd ingand Faacheis mchcale 1o g 5o L

Suloct whee conbernt thould be sieed in e cache:

™ hieves, P gorien vl svet be cached b uetatn the configuration, ek Apply.
ﬁ'|§mwMM|mmM| N

In axklfion, dleo cache: I

I Dymarmsc corterd

™ Conbent hor gifine Beowing [302, 07 sesponnes)
I™ Contank requining uter autherdication los reimeval

e (o] o | ﬁ

o | 3

Done I

ismt| | (3@ [[Seucrocolt nternet se. 5 (AT e

Gilt nguyén mac dinh , sau do Click Next

|4 Cache Advancmd Conliguation
Specily achvanced configue pton

rm J'_ m el ugeciat the condfigue ation, chok Apply.
'™ Coche $5L sapornns N
fee | ;
3
ok [ hess Cwenl | |
e | . |
istant| | (3 @  |[Srucrosoit intemner se_ AT s
Gilt nguyén mdc dinh, sau do Click Next
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Srznanlt lokernet Croppdy oo cles oo Terpps PO
"ﬁ Cachee Ruile Wizard =

|4 HTIP Caching
Urdags tha pourte spaciens an espaston bime, HT T obgacts ihoted n the cacka
aop uplated accondng ho the fvetodre [TTL) pettngs

o T
TTL in e amour: of time conbent nemairs in the cache beloee i egnes. Conbent age i the
et of hives e an obgect was created o modified

upelate the configuration, chek Aoply,

Set TTL of cbyects [ of the content agal Imi A [
TTL tome beundasias: =
Fap basa than [ [Hrnte: =]

M friws B [1 |[:.w: ‘-ﬂ

™ B spply Fese TTL Bourdanies 1o toucas Bl spacly sxpastion

< Bock Heat > Concel | {
ke
L | * |
..t'ﬂul.| (@@  [[Srucroscitimemer se_ CEL

L. [.,. . auig cleration s
l_

FIP Caching
Yafhen FTF cackarg o erabled, FTP obeacts se sioned m the cache.
atcidancy vath the policy

7 Enable FTF cacking

TimeTelba i I chiecte e Lpedntie the cordiue ation, ehck Aply.
1 [ vI

L9

=

Time-To-Live [TTL) s the amount of fme content semana in the cache beform expang.

<o | peor | cwod | {

L | il |
[l B 3 — ] | |
P B T [ o = ——

Gilr nguyén mac dinh, sau d6 Click Next
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| 4 Completing the MNew Cache Rule {
[ pcrincte 75 Wizard
L mm Touahave succesaiuly compisted the Hew Cacks Fluls
‘wizatd. Thve reser acke e wall herve e lollowang
LLy s PR
e - b1 sty Rl £ igun ation, chek Ay,
eaches stwny
Dhetination:
E . sroms A
Caches Fstatoral Conbigueaton e |
- Dirdy it & vl veer-oom o the citgect esxtby e cache
Cache Condent T
I voumc e ared request Feaders ke sbe 1o cacke
1. o e :
1! I »
T cdosn Hii wicied. click Fansh M
=
cgock [ Frwh | Cancel | 3
e T R
oo | |
IM @& |[ 5 micrasoft 1ntemet se_ L
Click Finish dé hoan tat
e 3w .
Cai dat ISA Cache Directory Tool
& PEI_DC &y PCO3_ DI .;-,, POld RADES »
e i) T = 3 =18]
e E . Fpeortes  Took ek #
Qe - O ?/Eludl"hum & X ).
Address [oee 01 = B3
Folders » - I T I
[ eshiop T | Donuments and Settinas Fie Polder 1051081 530 P
& ) My Documents " ,.J;i,?,ﬂl ZS[200L HPM R
=5 My Compt Plaste 1 the felowing kcense sgreament. Press the PAGE DOWH IHITZ05L 11:56 AH
oI | ]UIJFWT-"*:J o e the reu of the spesment ke 152001 F:4 PM
= e Lncal Dk (1) 1YZS{200L S04 PM
F ) Docunents and Settings PLEASE NOTE mwmwm«-ﬁn [ NI IEPM A
5 [ Progrem Ples e ol it1 aliales] boerses Het suppiement o pod Yw;apwq
I wrkache %TEEMHM.AM%WSMHM
I WINDOWS voltmane for which this supplement in apphcatie] e ™
() vmpub 'l'wﬂundmuhmimnhndhwamhﬂq
. o podteare. The koo berma lor the sofwars apply bo yous e of ths
L) ARMEVCL_EN (D5} puppierrenl. Microsolt provedes nuppaet senaces lor the pupplsmend
B contral Parel a0 decncrbed ot
3 W My Nsbwork Places e BUEEart| e
| Brocyde b
& 1) 1562000 Standard Cdtion Mrﬁmhmhmnmmm
Pt i pegaded below m Fiiech =]
Dk pou accept ol of e bems of e preceding Licenss Agnsarent 7 1
dn*:uuﬂn,m wll clene. To m;wmumuhagml,m
|

m | [ ot Dactany 7ol
Bistot| [ (3 8 | LD Mrosoft intemat Secur.., | J <ot |[ 5 154 cashe pirectory 1 CLL. IR

Click nén phan mém, sau d6 Click Yes
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Chon duodng dan nhu trén, sau d6 Click OK

Fle [ Yew Fpeles Jooh el wr
Ofadk + 3 - T | S seerch [ Foters |16 4 X 9 | 3 T
Adteess <o c1\ =8
Fodders = -~ | se [T |
[ I (3 bomuments and Settings Fle Folder [T ]
5 {2} My Documnts (I Program Fles File: Folder I0fZS/20LL =HPM R
2§ My Compaer wicache File Folder I0f2TF0N1 156 &M
1 b 3% Fopr & IWRHDOWS Ple Foider WOFEER0NL 53 #M
5 e Local DK 02} gy Fie: ol U0{ZSF20L1 B4 M
® 230 ¢ bl 5 P Cacten o BXE ZSE  Appkiaten BOZTSI0N BT0NPM A
| Program Pies
O wacre 15 i Diectory Toot el £
D WINDOwS
.‘: & [Plaase hype the lcation whese pou want to place the eaacted e
B RS ARMEWOL_EN (D<)
= a-h '.‘_mtrdhfd [IC" " Progyam Fies \Mixcnooo® 155 Seveer | W
@ Wi My histwork Places
8 becyde o o ] e |
# 1) 1006 Standerd Edtion
| | 2]
distart| | [ S | L0 Micromelt Intarrmt Secun... | € | T 1sa cadye Divectory T Egggn 1212 PH

Fie D8 fem Fgeoder ook teb
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Vao C:\\Program Files\Microsoft ISA Server, sau d6 Click CACHEDER .exe

ol ISA Server Cache Directory Tool
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ew Cache Rule Wizard

el Gy Pevz tsa serves [ENe B AT TR T

Welcome to the Mew Cache Rule
Wizard

Coaches nubea delenmrares the hpes of contend thored n e
e ol e st of e reteerved obgescls ae
consdered vald

e Iimgrorerient Prograf,
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Coache nus rams

[mi c-:l:l'rur*m'dd

To contiree. cick Nest

_cte [wen ] cwen |

H 5 Define Cude Drives (Enabis

/ Tasks "{":_h_\ ]

Refresh
2] Refresh tow

Cache Drive Tasks

Caching)

] [ | jL1|
I P [E [
Fistont] | (3 8 |5 Ficrasalt intemet se_ AAAT e

Pién Cache Rule name, sau d6 Click Next

Cache Rule Destination

¢
E

[ New Cache Rule Wizard

This rule will apply to requests sent to the destinations specified on this page.

=10 x]

X|

B

Thiz rule applies to content requested fram these network entities:

Nebwark entities:

add Network Entities ﬂ“

MNew - Edit... Delete

Tetwark
Metwork Sek
Computer
Address Range
Subpet

Damnain Marme Seb
<&, all Networks

3 Computers
[ Address Ranges
[ Subrets

< Back | Mext >

[ Computer Sets
(23 Domain Name Sets
[ URL Sets

e |

I L

et PH Clients

and Local Hast)
'.‘,Pﬁ, Al Protected Metwarks

0

wve Tasks

che Crives (Enable

aching

Click Add\New\URL Set
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Cache Fule Dexlinalion
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Click Add dién dia chi trang Web http://www.nhatnghe.com, sau dé Click OK
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.
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f New Cache Ride Wigaed | |
,i ===
. Specily how obwacts sored in the cache aie 1emeved wien eguetied
[Prtriye Bre sequasted obgect from the cache:
I‘;Eiamwndhmm e Cacke. IF o vakd ‘_,m.lulﬂ B ks e .
. S : LY
i arw vension of the obisct esints in the cache. Il rone edsts, roube the requast hothe. |
r |
L | Elﬂn of thep g it wh e cach. | ruoeres oast, dhogs e et riere
n:r et o the parve]
% '
e | ~
Els e i |
Do [

[isorn] O 8 [Dricomtimemetse G sovies

| S cpropam Fsparens... | [T sz2ern

Gilr nguyén mac dinh, sau do Click Next

El G rove maseoves [l e

|4 [Eoche Conterd

Sielen:t wabeir) combend should be sioned in the cache:
[F B o it v e
17 IF gonrce and incued hasders ndicite b cache
I sxcifition, o cache:
™ Dimteres sertiry

I Comrst Tt et it stion Tor retienve

rew Carchee Rule Wizard

— Spmciy whether retared cordend o slored i the cache. By defsl. an cbesct o
stged i the cacke onle d 22 pousce arel sedquiedt haaders mckale o do 50

bl upclatn et configur ation, chck Apply,

r._.. |

« Black

| L |

L

bors
dstat| [ @ |[Drncroso Se_ S Swam

| i Cpropom Fiiarose.. | [ e

Gilr nguyén mac dinh, sau do Click Next
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: - e M=l
x

f
'y HTTP Caching
L Uriless the source specifies an expiration time, HT TP objects stored in the cache
E are updated according ta the time-toive [TTL settings.
E Cache
ng
TTL i the amount of time content remains in the cache betore it expires. Content age s the I tp
amount of time since an object was created or modified [fAMErOYEMENt Frogram.
\ Tasks «Eﬁ
Set TTL of ebjects [ of the content age] |20 B |
TTL tine boundaries
Refresh
Ioless thatr |1 il IMinutes j
|] Refresh How
Mo mare than: |1 IDBPS j
I™ | Also apply thess TTL boundaries b saurces that speciy expiation Cache Drive Tasks

l§' Define Cache Drives (Enable
Caching)

(3) Disable Caching
< Back I MHewt » I Cancel

GG bd Enable HTTP caching

Micrnsoft Internet Se and Acceleratinn Server 2006 =130 x|
e cocheruewara x =2
‘¢ FTP Caching
L When FTP caching is enabled, FTP objects are stored in the cache, in

E accordance with the palicy.

g Cache

Enable FTF caching
Time-To-Live far FTP objects:

1 Days 'l

e Improvement Program.

\

Refresh

|#] Refresh Mow

Time-To-Live [TTL] iz the amount of time content remaing in the cache befare expiring. Cache Drive Tasks

|§' Define Cache Drives (Enable
Iy Caching)

@ Disable Caching
< Back I Hext > l Cancel

Gilt nguyén mac dinh, sau doé Click Next
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[l S ey I By s V)
"'4‘1- Cache Rule Wizard

|4 Completing the New Cache Rule
[ mhicssson Wizard

L
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F mm “iou havee successhuly complehed e Hes Cache Fuie

Wwinad The rew cacke nabe wll have te bolowang
[
e A b st e configuration, ek Apply.

vl sekechle
Dresinahon

figtngh
Cache Rttt ol Corligurston

Cirdy i 3 vl verion of B plject esithy e cackhe
Cache Conterd Cordigurston

Herven, o conbent vl ever be cached

-. | o

T close the weraed, click, Fassh, H

gk [ Hen | cwes |
i

e — i |
o |

|
dstort| | (3 @ [ rticroselt ntemet se_ G S | i cpogam esipro.. | (T s

Click Finish dé hoan tt
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Pén day ta da cu hinh hoan tit cho ISA Server Cache thu dong tit ca cac trang
Web, nghia la v4i nhitng trang Web c6 ndi dung khong dugce Iuu trit trong Cache
ctia ISA s& phai ton cong tai nguyén ca trang vé.Nhu viy v6i mot sd trang Web
ma ta muén ISA ty dong Cache vao thoi diém nhat dinh ndo d6 thi ta phai tao mot
Job cho ISA cép nhat cht dong trang nay. Ta lam nhu sau:

e PO e o POOE_OMT | | g, PO0 AT
W ~icananlt Inkernet Secornty and Acceleralion Secver 7006 -
| Bl Bckion  Wew  Help

|o= =+ | )@@ | ¥ a =

=10 x|

) Macrosoft Drbernet Securty ard Accele il =
= G swcnsaen Imternet Security & g Cache
o Fwevenl Poloy
Wirtial Frivate Metvords (VPR | (1) Oleck here to leacn abiouf Ehe Customer Expersonon Bugseosvement Prooean,
= A Corfigurstn —————
il Hlatiaorhs: St Darees Y Cache Pt ) [Luatont Do a dut
- e ortent Downlogd Jobes
3 feddine: =
L3 Generasd =
) Schedifed content dovesicad ol vl run anky whenc
“The Lol Howt nebeeork. i configuned Eo leben For Wish Procy chent neguests.
The Beks e i evupbled [Systen Polor).
Dz yetns wabind s settings ondigus ed?
Fond well e Lo appy Hhe changes bo the configurstson. %
| === S s E
] e |

acanoripk: CradActivabel IDR_MEWT E

| -l
Fistant] | [ & | 0 Mrossit .. | SRy Services [ enabte san_ (g cowrooram .. | BB sA Server ... | [ B B 0 a0 Pm

Vao méy ISA Server chon Tab Content Download Jobs trong Cache tiép tuc nhép
chon Schedule a Content Download Job dé Enable tinh nang chi dong Cache Ién,
sau do Click Yes

| B ftion  Yew Help
e+ OEEFEI S
o) Microsoft Enbernet Seourity and Acceis

bl

] Menitceing sl | bt
o Firewsl Folcy

Atk Prietis Bstpecets. (PHL) Discord | Tosave changes and gedate the configu stisn, clek Acpdy.
=48 Corfurgtion i —i RN,

. Mebwerhs

s, Cache

Changes appled o the configuration donct impact exsting dient
COnneCtians.

= |
|

st | (3 @ [ S rnicrosolt e % Sorem | i cprogram Fiest. . | B 154 Server ot | [N O O ) 20 Em

Click Apply
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il s P2 KA Server I i

E|___

e Content Downlosd Job Wizard

e Welcome to the Content
Dl ] O nioad Job Wizerd
A
Ths wetand bl pons schesiule wheri. o dafre how.
eontend i & e Wil He i divrilcaded rito S e Lingstiwemenl Privanais,
et
hil Conbent [ grarioad Jiob rume:
-- n;.un; vehedue dowerioad coman. | |
er shouldiprefstch, and schedule when the

q. bk e 4 Conemne Domriagd Job,

T contiram. chok Mest

o (] oo | |

] |
bone = I

P
Imm [ @ ([ Srtcoslt e G 5erm | iy cpromron riest... | JE58 Sorvar cockw...| [0 0B W 5 123200

bién Content Download Job name, sau d6 Click Next

New Content Download Job Wizard x|

Download Frequency
Select how often the jobr will run.

Cache
Run the job:

¢~ One time only, on completion of this wizard ke Improvement Program.
e Improyement Program.

E\ f@\-

-

 One time only, scheduled

 Weekly
Refresh
=

i ) Far the job to start, the Microsoft 1S4 Server Job Scheduler Service must be ched. Iﬁ Refresh How

TLnhing.
|#] Automatic Refresh Rate:

IMEdium - l

edule a

| Content Download

< Back l Next > I Cancel U Tasks

=) Schedule a Content
Download Job

Related Tasks

g Configure Cache Settings

@ Export Conkent Download =
Job Configuration

| | vl (3) Import Cariert Dowrlosd =

Chon Daily dé thuc hién Cache mdi ngay, sau d6 Click Next
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_[oj x|
Ed
_C Daily Frequency
— “You can schedule the job ta nun one time during the day, or at regular intervals
E throughaout the day.
i Cache
Job start date: |11f’ 2020 'l [ o——
p gram.
Job start time: 4:45 PM j
P £ = E \ / Tasks \-
0 N
" Repeat gveny: I Minutes s W
: Refresh
D ot start & new i of the job fter: 11:59 PM = er
ched. |£] Refresh row
edule ] Automatic Refresh Rate:
IMedium -
Content Download
< Back I Mext » I Cancel u Tasks
=) Schedule 3 Content
Download Job
Related Tasks
g‘ Configure Cache Seftings
@ Export Content Download =
Job Configuration
1 ﬂ (3) Import Content Download j

Chi dinh gio thyc hién Cache chi dong cho ISA trong Daily Frequency, sau do
Click Next

Micrnsoft In : an eratinn Serve =181x]
e Corten domnoad b wara x

_<: Content Download

L Specify the content download details for this job.

E

g Cache

Dawnload content fram this URL:

lhttp:.-*.f‘www.download.com.vd | e Improvement Program.

Example: http: /Awidgets. microsaft com/content

Job Limits 3 \ / Tasks \-

™ Do ot follow link outside the specified URL domain name 1=
™ Masimurn depth of links per page: Refresh

er
Lirnit rumber of objects refrieved to masimum of 0000 ched. ) Refresh low

] Automatic Refresh Rate:

M azimum rurmber of concument TCP connections ko create for this job: 4 ple 3 IMedium I

Content Download

< Back I Hest » | Cancel | W Tasks

=1 Schedule & Cortert:
Download Job

Related Tasks

g‘ Configure Cache Settings

@ Export Content Download =

Job Canfiguration
T el e 0 [l

Dién dia chi trang Web http://www.download.com.vn, sau d6 click Next
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w PCO_DC m PLEZ_ISA Setwed [ Ram ol RSl ol pe T LS

Spaciy wheth contert wll Ba cachad snd how long alpects vall ke n the cache

[l -] | .
Cachn Contend

o
4 e Lingsroseiiend Proanans,
T I goarce snd requett hasdery rndicibe ko cache. o # condent it dinamc, thar the conlend.
wall be cached

1
4 Tonkent Cashing

EEEN%MH&#M“MHM&MWI -\-

T Terbiove [TTLY

1+ Expine condeni accondng b the cache mils

1 et TTL ¥ not defined n seiporis o shandd prefetich, ard schedule when the

(o m—hm L

A ety wark & remva TTL (e e I—m paddude & Cordens Dovlasd doh,

r-Tmnhmui-wmw-hhmmlm

T T Earcal |
| L |
o [ |
#istantl (13 A [ Ficrosolt tnter_ i Services | 3 EProcrom Flesh... | W54 Server Coche... | [ 0B 8 5 1230 P

Gilt nguyén mac dinh, sau d6 Click Next

;_‘, POH [ d o Rl o OO DM S PO AT RS

1
4 Completing the Scheduled
P Content Download Job Wizard

i = Dmioa b et T e e e e s _
Dovmind dob Wizard. The ey ob vl harem the follorang
danfagus ation

e e iesment Progenn,
Hlame

caching schedule downioed comm - ﬂ
Frogquency: Diovrdoad evenaday
Dady Fisgarcy:  Once a day
St dale [ 1Bt ]

UAL £ e R e

e houd prefetich, ard schedule when the

Diepih it 1 - bk e i Contant Dimrend Job
A ﬂJ
T choss thiy wizsd. chck Frish: ﬁ

ok [ hrw ] cwent |

v

iﬂ.—i = | I
Btsan| (3@ [Dricosl e s | i ctprogrom s, | I 54 Server ok, | OF BT 1zaim

Click Finish dé hoan tit
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B Microsoft Internet Security and Acceleration Server 2006 =10 x|

File Action Yew Help

e | AEE2E A XX 00

|53 Microsoft Internet Security and Accele Microsoft:

=g pea-167877e7b20 Internet Security &
E IMonitoring &E:ZEJ%I;?:!OH Server 2006

g Firewall Policy
- Wirtual Private Metwarks (WPN) @ Click here to learn about the Customer Experience Improvement Program.
%% Configuration

s Networks f Cache Drives ! Cache Rules :( Content Download Jobs \
A, Cache

Add-ins Name Description LRL Start Time
] General

| »

-, Bandwidth Spltter Froperties Refresh
Ll |#] Refresh How
[Hew

|#] Aukomatic Refrash Rate:

Export Selected IMed\um - l

Import to Selected...

Disable

Content Download
Tasks

=] Schedule a Contert:
Download Job

' Edit the Selected Job
X Delete the Selected Jobs

p Start Selected Jobs Now
@ Disable the Selected Jobs

Sau khi hoan thanh R_Click Content Download Jonbs vira xét, sau d6 Click Start

4'PCOT_DC - YMware Workstation A dition
File Edt Wew WM Team ACE ‘Windows Help
EB50 ¥ wipe Gan
Sidsbar X i
= [p Powered On
(3 PCo1_DC
{3 PCO2_ISA Server
= @ Favorites
(s PCo1_DC
{5 PCO2_ISA Server
(i) PCO3_DMZ
() PCO4_RADILS
() Recent ACE Managemert: Serve

=]

Fle Edt Vew Favorites Tools

Qback + O - [ [B] (h] Psearh s Favaries 8| 1 L B
Adkiress [ ] bttp/wmw. dowrload.com vy

Help

ECWHNLRAR .comwm s

[ TRANG CHU [ Diét Virus - Spyware [ Internet & E-Mail [ Dirlidu - File [ Audio & Video ] Games [ Ebooks ] Phin mém ¥

Bang tai dif ligu... Tirkhda Tatcd

Wy chiéu Optarna EX-621 Méw chifu InFocus INT04 Wéy chid Optorna EXGESUT] Iy chidy Optorna EXGEEUT LE
Optorna InFocus Optama Optarma InF
Gia ban: 12.830.000VNE Gid ban: 12.910.000 YD Gid ban: 47.000.000 VNE Gid ban: 39.150.000 YNE Gia

DANH MUC
Mua phin mém

Bdo mit

Diét Virus - Spyware:
Internet & E-Mail

CCleaner ToP1
Phét hanh b Celeaner CCleal
CCleaner 13 cdng cy hoan toan mién phi gidp don dep may tinh ciia  Phet hé
ban mdt cach nhanh chong va d& dang. Hon nita, phin mén nay Downl

{¥ng dung vin phing con bio v& thang tin ¢4 nhén khi trec tuyén va gidp méy tinh co thé ﬂ:’:ﬂél
Diit liéu —File chay nhanh han va an todn hon don de
B hoa may tinh tirk, &
Phiin mém doanh nghiép Phat hanh: 24/10/2011 cleanel

Do e D e 7 RATY wineon, ¥

J 3
e L | aasizes |
Bistar] | (@ & |[E] a0 phin mem mitnp..
Eeolfma s

&l W | 3

Vao méay DC dién dia chi trang Web http://www.download.com.vn
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[ highi Page Mame | Ser... | Content Length | Length in Cache | Content Type | Expires | Last Modified | Age [

w LB I48.142.00
A1 LEO.148. 142,152
41 athens. edu
4] b ront:
= coZiganh. co
#1 cril.geobnsst oom
= I~
QR  CO, ]
- 11 180, phat obaschet oom
2 kasper sy nks. comoam

] g tret Qg ses wites CoMm
1wy, sthans. adu v
T —— d.w-r\lc.vj LM AT
FiT—p———
WA, Qg SNBHtE S, o
31 v, gtabic, com
4 ey, ety WTy
3] waver. Fegri . el
W] e QUANTFIFRANS] DO

‘ | 0
vt Pk 0 URL(s), 00 Kryba(s) Subtree: | LRLIS), 1]1 Kbybels)

WHistan| [ [ & ) Mecrasaft Inberee,.. | G Serces | copragram Fiest... | [ 15A Server Cac. | |98 oA 08 0 12:30PM

Ta thay http://www.download.com.vn da co trong danh sach

11. Qudn ly bang thong voi Bandwidth Splitter
Day 1a mot chuong trinh support v6i ISA 2004 va 2006. Dung rat hi¢u qua
trong viéc gidi han bang thong va han ngach dung lugng truy cap Internet.
Cac tinh nang chinh cua Bandwidth Splitter la:

- Han ché cua bang thong két néi Internet dugc sir dung bdi ca nhan ngudi
dung va may chu, cling nhu cac nhém nguoi sir dung host (hinh thirc luu thong,
throttling)

- Thiét 1ap han ngach cho phép Internet tdi da giao thong st dung (don vi
MB) trong mdt thoi gian thiét 1ap thoi gian (mot ngay, mot tuan hay mot thang)
cho nguoi dung ca nhan va may chu, cling nhu cac nhom ngu(n dung va may chu

- Real-time giam sat cua tat ca nguoi dung va cac két ndi cua ho thong qua
ISA Server boi nguoi quan tri, bao gom ca bang thong sir dung bdi ngudi dung ca
nhan va két ndi
Véi Bandwidth Splitter ban sé nhan dwoc nhirng diéu sau day loi ich:
- Kha ning giam sat thoi gian thuc cho phép quan tri vién kiém soat c¢6
hi€u qua st dung giao thong (xem anh chyp man hinh)
- Hop 1y phan phéi bang thong kénh Internet (Ban thiét 1ap cac quy tic)
- Giam chi phi Internet vi gi6i han khong wu tién giao thong (trao ddi
peer-to-peer, tai dung lugng, vv)
- Thoai - mai 1am viéc dbi nguoi str dung quan trong
- Gidi han luu lugng sir dung cua nguoi su dung lang phi
- Tiét kiém thoi gian lam viéc ctia nguoi st dung vi dugc dam bao hon
phan bd bing thong.
- Nguoi dung c6 thé theo ddi hoat dong internet ctia ho trong thoi gian
thuc bang cach st dung tién ich dic biét (xem anh chup man hinh).
- Tiét kiém thoi gian cua ban bdi vi ban khong can phai tao cac bao cao
mdi khi ban mudn biét chi tiét vé viéc sir dung bang thong. Ban c6 thé nhin
thay no trong thoi gian thuec.
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11.1. Cai dat Bandwidth Splitter:

Bl C: Documents and Settings’, Administrator.CITDMy Documents'bsplitter2004.zi - 10| x|
File Edit Wiew Favorites Tools  Help | ?
QeBak ~ ) - [T |,O Search | Folders | & [ X ) | -

Address I[E C\Docurments and Settings\Adminiskrator CITDMY Dacumentsibsplitter 2004, zip j Go
Mare = | Twpe | Packed. .. | Has ... | Size | ... | Date |

ibsglitterzum.exe fpplication 2,035 KB Mo 2,06... 2% 11j23(2010 7:34 PM

readme. bxk Text Document 1KE Mo ZKE 52% 3/902010 857 PM

Compressed (zipped) Folders Warning : x|

Thiz application may depend on other compressed
filez in thiz folder.

For the application ta mun properly, it is recommended

that you first extract all files.
Extract all | Cancel |

Double click chudt vao file Bsplitter.zip, chon Run dé chay Setup

Setup - Bandwidth Splitter =10] =]

Welcome to the Bandwidth
Splitter Setup Wizard

This will install Bandwidth Splitker Far Microsoft IS8 Server
20042006 1,35 an wour compuker,

It is recammended that vou close all other applications before
conkinuing.

Click. Mext to continue, or Cancel to exit Setup,

Uze this id when ordering a license For this computer; 34EEATID
{see Bandwidth Splitker documentation For licensing details)

v, bsplitber, conn

Cancel |

Ta c6 giao dién nhu hinh bén dudi, click Next dé tiép tuc cai dat
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| o, Setup - Bandwidth Splitter

=10 x|

License Agreement
Please read the Following important information before conkinuing.

Please read the following License Agreement, You must accept the terms of this
agreement before conkinuing with the installation,

Bandwidth Splitter For Microsoft IS4 Server 20042006 -
Copyerignt (o) 2006-2007 BMTC Software, All rights reserved,

SOFTWARE LICEMNSE AGREEMENT

This license agreement is a legal agreement between vou (either an individual or a
single entity) and the author of this software (BMTC Software) for the BNTC
Software product identified above ("Product™), You agree to be bound by the
terms of this agreement by installing, copying, or otherwise using the Product, IF
wol do not agree, do not install or use the Product,

=

{+ I accept the agreement;

{1 do not accept the agreement

vy, bsplitker , com < Back I et = I Cancel
M,

Click chon Option dong ¥ cai dat, roi nhan Next dé tiép tuc

J4, Setup - Bandwidth Splitter o |m] A

Select Components
Which components shauld be installed?

Select the components you want to install; clear the components vou do nok wank ko
install, Click Mext when you are ready to continue.

Full Installation

vy, bsplitket . com < Back Mt = Cancel
b
C6 2 muc dé lya chon,Full Installation hodc Custom Installation, & day chon Full
Installation, click Next dé tiép tuc
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4 Setup - Bandwidth Splitter ; o ] S|
]
select Start Menu Folder
Where should Setup place the program's shorkouts?
Setup will create the program's sharkzuks in the Follawing Start Menu Falder,
To continue, click Mext. IF wou would like to select a different Folder, click Browse.
Browse, .. |
[T Don't create a Start Menu folder
wiea bsplitter . corn < Back I et = I Cancel |
g
Tiep tuc click Next
o, Setup - Bandwidth Splhitter - |E||E|
-]
Select auxiliary firewall access rules to be created
Which firewall access rules should be created For supporting Bandwidth Splitter
Funckionality?
[v llow Bandwidth Splitker remate management:
Will create rule allowing Bandwidth Splitter remote management connections (TCP port
591217 from computer set Remaoke Management Compukers to LocalHosk network,
v &llow Bandwidth Splitker client manitor conneckions
Will create rule allowing Bandwidth Splitker client maonitoring wkiliky conneckions (TCP par
150007 fram Inkenal and YPH Clients networks to LocalHost netwark,
vy, bisplicker . com < Back I Mesf, = I Cancel
W
O giao dién nay, ta d¢€ mac dinh cic Options va click Next dé tiép tuc
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Ready to Install

154

Setup is now ready to begin installing Bandwidth Splitter on ywour computer,

Click Install to conkinue with the installation, ar click Back if yau want ta review ar
change any setbings,

Destination location: ﬂ
C:\Program FilesiMicrosoft 156 ServeriBandwidth Splicber

Setup bype:
Full Installation

Selected components:
Server components
Administration add-on For 156 Management

Stark Menu folder:
Bandwidth Splitker

f o

vy, bsplitker . com < Back

Cancel |

Click chon Install dé bat dau cai dat

“ Setup - Bandwidth Splitter -|0] x|

Ready to Install
Setup is now ready to begin instaling Bandwidth Splitter on vour computer,

Click Install to conkinue with the installation, ar click Back if you want to review ar
change any settings.

Destination location: ﬂ

e L e [ RN T T

In order to successfully complete this installation, the following services will automatically be stopped and re-started:

Micrasoft Firewal

Bandwidth Splitter
q 3 |

v, bsplitter . com + Back I Instal | Cancel |

Click chon Ok dé tiép tuc
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Setup - Bandwidth Splitter - |EI|5|

Completing the Bandwidth Splitter
Setup Wizard

Setup has finished installing Bandwidth Splitker on wour
compuker, Mow wou can manage it through IS4 Server
Management console. Refer to Bandwidth Splitker
documentation before First use,

Click Finish ko exit Setup,

[T open documentaion

vy, bsplitber, com

Click chon Finish dé két thic cai dat

B Micrasoft Internet Security and Acceleration Server 2006

Fie Action View Help
e EEENES
{2 Microsoft Internek Securty and Accele [RRRTRRES

5 g oo eanatesi: Internet Security &

E Manitaring
g Firgwall Policy

J Wit vk Networks (VFH) (1) Click here to learn about the Customer Experience Improvement Program
=24 Configuration
e ]

s Networks A -
I Application Filters ¢ Web Fikers
-y Carhe V ( \ : Tasks m

-2

Generdl

Acceleration Server 2006
Standard Editien

~{ Traubleshaoting ! Application Filters
W‘ +JBkDefender fiter BitDefender antivirus fter FP datascanner,  Softwin & | | Tasks
DM Fiker Fiters DN traffic Microsaft... 4 @ Configure Sekected Fler
W JFTP ccess Fiker Enahles FTP pratacals (client and server) Mictosaft.., | @ Disable Selected Filers
#JH.323 Filter Enables H.323 protocol Mictasaft... 4
M5 Filter Enables Microsoft Media Streaming protocal Microsoft... 4
WZJPM Fiker Enables Realetworks Streaming Media protacol  Micrasaft... 4
W JFOP Intrusian Detection Fiker ~ Checks for POP buffer overflow attacks Micrasoft, ., 4

d -l k|

Vao giao dién Isa Management, chon phén Add-ins, ta théy Bsplitter da dugc tich
hop vao
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11.2. Xét Rule gi¢i han bang théng doi véi nguwdi dung ngi bo
=8| x|

File Action  Wiew Help
= | AmEE 2

[ Microsoft Internet Security and Accele | Order | Marne | Applies To | Twpe I Ciestinakions
- citd-eszasiseae

% Manitaring

j Firewall Policy

- Wirtual Private Metwarks (YPR)
[=-%F+ Configuration

ol Metworks

-8 Cache

- ddd-ins

-] General

= {f Troubleshoating

=B, Bandwidth Splitker

BT -
(21 Ouora rul ML
D Cuaka Con Yiew »
D Monitoring ———————————
Refresh
Export List...
Help
<] | i

Trong giao dién Isa Management, & khung bén trai, m¢ rong muc Bandwidth
Splitter, click chudt phai 1én muc Shaping rule, chon New ---> Rule

New Shaping Rule Wizard... |

Welcome to the New Shaping
Rule Wizard

This wizard helps vou create a new shaping rule,
Shaping rules determine where, when and how

=
pa—
fan'
M much bandwidth specified users allowed ba use,

Mote: Be sure to create new rule elements
required by the rule before you use this wizard,

Shaping rule name:

| Gioi han bang thong woi User noi bo

To continue, click Mext,

= Back Cancel I Help |

Nhap tén Rule vao muc Shaping rule name, roi click Next d¢ tiép tuc
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Mew Shaping Rule Wizard...

Applies To
Specify client tvpe and clients to which this rule applies.

PUTER B

)

This rule applies to traffic From these sources:
i+ 1P address sets specified below
" User sets specified below

Applies to requests coming Fram:
IF Sets |

Eemowve |

Maote: IF rule is applied ko user sets, those users should be authenticated, Faor
that they should be allowed in generic Fireweall Policy rules as authenticated
users, that is at Users tab wou should specify something other than All Lsers,

< Back I Mexk = | Cancel Help |

O giao dién nay, click chudt chon Add

: x|
add Network Entities x| o
Applies To R =
Specify clie  Metwork entities: "i'-"-"’";
= [ Metworks
This rule applie " External
= [Internal
' 1P address =% Local Host
™ User sets s =% Perimeter
=% Quarantined YPR Clients
Applies to requ ) YPM Clients
IP Sets [ Metwoark Sets ... |
1 Compukers
[ Address Ranges e |
[ Subnets
[ Computer Seks
Mote: IF rule is rcated. For
that they shou  To create new or edit existing network nticated
users, that is a  entities, use Firewall Policy > Toolbos:, all Users=.
Close |
Help |

O phan Network, chon Internal rdi nhin Add dé chon
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Mew Shaping Rule Wizard...

Applies To

specify client tvpe and clients to which this rule applies.

PLITTCR E

v,

This rule applies ko traffic from these sources:
¥ Ip address sets specified below

™ User sets specified below

Applies to requests coming From:

IP Sets |

=th= Inkernal

add. ..
Remove |

Moke: IF rule is applied to user sets, those users should be authenticated. For
that they should be allowed in generic Firewall Policy rules as authenticated
users, that is at Users tab wou should specify something other than All Users,

< Back

Cancel Help |

Click Next dé tiép tuc

Mew Shaping Rule Wizard...

x|
(=1
Destinations R E
Select destinations to which this rule applies. =
PR i
=
This rule applies ko traffic sent to these destinations:
Destlnatil:lns | ;. ........ J:"_ ddl ............. :
Eemove |
< Back fext = Cancel Help
Click chudt chon Add
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Add Network Entities

Destinations

Select des  Metwark entities: Bﬂ
= [ MNebworks =~

This rule applie @
=L Internal
=l Local Host oo |
=4 Perimeker
=% Quarantined WP Clients
% WPN Clients

[ Mebwork Sets
|1 Computers
[ Address Ranges
[ subnets
|1 Computer Sets
[ URL Sets
|1 Domain Mame Sets

Destinations

To create new or edit existing network,
entities, use Firewall Policy = Taolbowx,

Close |

Help |

O phén Network, chon External r6i nhidn Add dé chon

Click Next dé tiép tuc, dén giao dién Schedule, chon khoang thoi gian thich hop,
ro1 nhan Next dé tiép tuc

Mew Shaping Rule Wizard...

Schedule
Select schedule For applying this rule,

PLITTER |£

(7

Schedule:
I:ﬁ Always ;I

To create new o edit existing schedules, use Firewall Policy > Toolbox,

< Back Zancel Help

Click Next dé tiép tuc, dén giao dién Schedule, chon khoang thoi gian thich hop,
ro1 nhan Next dé tiép tuc
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Mew Shaping Rule Wizard...

Shaping
Specify bandwidth limits For this rule,

PLITTER E

(7

IShape incoming and outgoing traffic LI

Incoming (kbits)'s): Cukgaing (kbits)'s )

[” Don't shape cached web content

v Enable HTTP Boaost
HTTP Boost speed limit (kbiks)s):
HTTP Boost duration (seconds):
Inactivity period ko restart {seconds):

< Back Zancel Help |

O giao dién nay, ta chon ché d6 quan Iy bang thong dé download va upload, tuy
theo timg yéu cdu khac nhau ma ta chon ché do cho phu hop

Mew Shaping Rule Wizard... il
Shaping Type p E
ggsﬁgglune of bwo possible methods how shaping rule should be ""'._",;':'
Shaping kype:

¥ [Acsign bandwidth individually to each applicable user/address

" | Distribute bandwidth between all applicable users)addresses

™| Static bandwidth distribution

< Back Cancel Help

Chon Options nhu méc dinh hodc co thé chon lai tuy theo yéu cu. ROi nhan Next
de tiép tuc
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Mew Shaping Rule Wizard...

Extra Parameters
Specify additional parameters for this rule.

PUTTER |£

(9

Apply this rule only when client's traffic quota has been exceeded.
Internet access wil not be blocked in this case.

{Bw default this option is unchecked, which means that this rule will be
applied in any case. And if client's traffic quota is exceeded, access will be
blocked. )

[ Don't count braffic on account of braffic quoka

= Back Cancel Help

pé mac dinh, tiép tuc nhén Next

MNew Shaping Rule Wizard... x|

Completing the New Shaping
Rule Wizard

You have sucessfully completed the Mew Shaping
Rule \Wizard, You created a rule with the Following
configuration:

v~

Mame: Gioi han bang thong woi User noi bo &
Applies to: Internal

shaping tyvpe: Individual

apeed limit (kbitsfs): In: 800, Cuk: 600

HTTP Boost: 1200 kbits/s (20/10)

w
1| | b

To close this wizard, click Finish,

< Back Cancel | Help |

Click Finish dé keét thic viéc xét Rule 7 7
Trd lai muc Firewall Policy, nhan Apply Changes d¢ luu nhiing thay d6i vira thuc
hién

GVGD: NGUYEN DUY SVTH: LE THAI GIANG
DANG QUOC QUAN

NGUYEN ANH DUNG

NGUYEN TRIEU TIEN



162

12. Cai dit va xét Rule cho phin mém Bitdefender Security
BitDefender 1a mot bo phan mém phong chdng va diét cac mbi nguy hiém

cho may tinh duoc phat trién dia trén phan mém coéng ty SOFTWIN,Rumani va
dugc khai truong vao Thang Mudi Mot nam 2001.
Céc san pham cua Bitdefender c6 tinh ning phong chéng va diét cac loai

virus, spyware, malware, loc thu rac, backup, tune-up, kiém soat nguoi ding...
cho nguoi dung thong thuong va cho cac doanh nghiép.
M6t s6 tinh niing chinh ciia "BitDefender Security Scan":

- AV QuickScan - Quét virus

- Registry Tuning - Khéic phuc nhitng van d& registry 1am cho may chay

cham, dong bang hoac treo may.

- Cap nhat Watcher.

- Security status - Kiém tra su ton tai va tinh trang cua phan mém bao

mat trén hé théng.

- Scheduled Scanning - Thiét 1ap quét dinh ky dé dam bao hé thdng duoc
an toan. QuickScan s€ tw dong quét mdy tinh cua ban khi khéi dong may.
- Antivirus Spot Check - Kiém tra theo yéu cau cua ban.

12.1. Cai dat Bitdefender Security

!I My Documents

Fle Edit ‘fiew Favorites Tools  Help

=10/ %]
l’:’

Bk~ & - i | - Search

Falders | B 3 X K | [

fddress D My Documents

jGo

hame = Size | Type | Date Modified | Attributes |
152006 Standard Edition File Folder 91712011 12:45 PM

& 47,115 KB Application 972011 12:43PM A

£ ] bsplitter2004.2ip 2,035KB Compressed (zippe... 9172001 12:44PM &

Double click chudt vao file Bitdefender Security.exe

GVGD: NGUYEN DUY

SVTH: LE THAI GIANG

DANG QUOC QUAN
NGUYEN ANH DfngG
NGUYEN TRIEU TIEN


http://vi.wikipedia.org/w/index.php?title=SOFTWIN&action=edit&redlink=1
http://vi.wikipedia.org/wiki/Rumani
http://vi.wikipedia.org/wiki/Bitdefender

163

i BitDefender Security for Windows Servers Setup |

Welcome to the BitDefender
Security for Windows Servers
Setup Wizard

SECUrE your every bit

BitDefender Windows Servers Security secures business
servers (File, Mail, Exchange, 154 and SharePoint) against
the sophisticated threats of newly emerging malware and
againsk aktempts to steal confidential and waluable data.

Click Mext ko continue or Cancel to stop the installation
= Back m Cancel |

ii% BitDefender Security for Windows Servers License A X|

End-User License Agreement @ bftd ﬁ dEf'

Flease read the Following license agreement carefully SECUre your every bt

Click Next dé tiép tuc qua trinh cai dat

License and Warranty ﬂ

IF ¥OU Do NOT AGREE ToO THESE TERMI AND CONDITICHS DO
HNOT IN3STALL THE SCFTWARE. BY SELECTING "I ACCEPT™,
FOE™, "CONTINUOE®, "YES"™ OR BY IN3TALLING OR U3IING
THE SOFTWARE IN ANY WAY, YOU ARE INDICATING YOUR
COMFLETE UNDERITANDING AND ACCEPTANCE OF THE TERN3
CF THIS ALGREEMENT.

Thrar Terma mover RitDefenderr Cornnrate Snlutinns j

|F T accept the terms in the License Agreement]

" 1dn not accept the terms in the License Agreement

< Back I Mg I Zancel
rﬁl\\

Chon Options dong y cai dat, réi nhin Next dé tiép tuc
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i'él' BitDefender Security for Windows Servers Setup |

Custom Setup @ bitdEEndEf’

Seleck the way vou want Features o be installed. SECUrE your every bit

~E = v| BitDefender Security For Windows Servers This Feature
E--i= vI BitDefender Security For 154 Servers requires 2456KE
@ r . my | On your hard
! = | drive.
W - | BitDefender Security For ISA Servers Enterp

- M -r| BitDefender Security For SharePaint

1 | i

BitDefender For MS ISA Servers Standard Edition offers ankivirus and antispyware protection
for web traffic, including files received via web mail,

Resst | Disk Usage | < Back I et = I Cancel |
p“h

Chon cai dat tuy theo ban Isa Server dang str dung, roi nhin Next dé tiép tuc

% BitDefender Security for Windows Servers Setup ]

Ready to Install @- bftdEEndEr

The Setup Wizard is ready to beqgin the installation SECUrE Jour every bit

Farm the Form below you can chonse which bype of
BitDefender Antivirus Filker to install on you Microsaft 154
Server, If you have Microsoft 158 Server installed in \Web
Proxy mode, do not install the FTP filker

[¥ HTTE Filter

[¥ FTP Filker

Click Install to begin the installation or Cancel to stop the

installation
< Back, Cancel
Chon mac dinh cac Options, nhén Next dé tiép tuc
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i BitDefender Security for Windows Servers Setup x|

Ready to Install @l bitd.EEndEr

The Setup Wizard is ready to begin the installation SECUrE your every bit

Click Install to begin the inskallation,  IF wou wank ko review or change any of woor
installation settings, click Back, Click Cancel o exit the wizard,

¥ Wiew Readme file

Tnskall

he

= Back Cancel

Click Install dé bat dau cai dat

ji BitDefender Security for Windows Servers Setup |

Completing the BitDefender
Security for Windows Servers
Setup Wizard

secure gour every bit

Click the Finish button bo exit the Setup Wizard,

= Bacl

Zance] |

=]
L] ¥ou musk resktark wour swsktem For the configuration
"“ll) changes made to BitDefender Security For Windows
' Servers to take effect. Click Yes to restart now or Mo if
wou plan o manually restart laker.
Fo e I
ey
Click chon Yes dé khéi dong lai may
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& Microsoft Internet Security and Acceleration Server 2006 .-IE il

File Action ‘Wiew Help
= EEEENEC

L_] Microsaft Internet Security and Accele Microsofte 3
E-5g cit-eszasfssse Internet Security &

£ Monitaring ggﬁ:ﬂmm P ver =

L Wirtual Private Metworks (WPN) @ Click here to learn about the Customer Experience Improvement Prog

: Configuration
ik Networks ication Fil i
Application Filters (Wb Fiters /_L
Q,) Cache Taks) m
(sd Mame_* Description
[ General tDefender filke fende _— ! m
. Application Filters
{2 DM Filker Filters DS braffic Micrasoft.., Tasks
A FTF Access Filter Enables FTP protocals {dient and server) Microsaft... ﬁ Configure Select=d Filter
{JH.323 Filter Enables H.323 protocal Microsoft.., @ Disable Selected Filers
4 MMS Filker Enables Microsoft Media Streaming protocol Microsaft...
+J PNM Filter Enables Realebworks Streaming Media protocol  Microsoft. .. |0
/3 POP Inkrusion Detection Fiter  Checks for POP buffer overflow attacks Microsoft...
/) PPTP Filker Enables PPTP tunneling thraugh ISA Server Microsaft... ||
. 2

Vao giao dién Isa Management, chon muc Add-ins, Bitdefender Security da dugc
tich hop vao Isa Server

12.2. Xét Rule cAm ngudi dung ndi bdé download tap tin di dwoc chi
dinh béi Bitdefender Security
=18l

fie Adion Wew Help
- BB D

@ simeforder for 15 154 Sarvers Shent Group Name | Chenk Group Descrption |
=19, Monkarng
=l Foldes
e Pulls
1% Polcy Elements
N
Ay Corkert Groups
=54 Configuration

» | Client Group

Arranga foons ¢
Ling up Icons

{creste new dient group

|
d_';szart| a8 “E) BitDefender | W S E 1108
Mo giao (}ién Bitdefender Security 1én, ¢ khung bén trai nhép vao muc Policiqs,
sau d6 nhap vao muc Policy Elements, chon Client Groups, bén khung phai nhap
chudt phai, chon New \ Client Group

HCreate a new client group x|
client group
Welcome to BitDefender for MS
ISA Servers Client Group
Wizard
The Jient Group Yhzard guides you through the steps
H required to generate a new dient group. Cient groups
: incdude one ar more camputers bo vwhich you apply rules
= theat wou can defineg in the Rules section,
Beck Cancel |
Click Next dé bat dau tao 1 nhom Client méi
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Create a new clienk grouwp

client group
Fill in the name and the
description of the client group

Group Mame: IGmu:-l

Description: ‘ test

The narme and the description of the dhient group el be
display=d in the list of dient groups. Click Mexk ka continus
or click. Cancel bo quit the Wizard.

P

P |

el s

Nhap tén vao muc Group Name, roi nhin Next dé tiép tuc

Creake & new clienk groups

client group

Specify clients addresses

= 1P Address: [0 0 0 =

I~ Subnet
Subret identifier: |

Subret mask: I

Yo can specity an [P address o 2 subnet
{identfierjmask). Chck Mext bo cartirue or click Cancel ba
gk the Wizard,

T

comk [CHoipe] el |

Nhép dia chi Ip may tram vao muc Ip Address, roi nhan Next tiép tuc

Creake a new clienk group

client group

Create Client Group

See below the spedfics for this dient group:

- Mame: Groupl
- Decription: test
= Address: 10,0.0,2

Chick Finish in arder ba ereate client group with the aptions
ligted zbeve or chck Cancel bo guit the Wizard,

o
oo s iVl ARIRIRTE N ai it s s s s s o s s s 4 s

rErA e |

< Back m Carcel |
Click Finish dé két thiic
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Ele Acicn Yew Help

= BB &
mﬂma‘ardarfurr'ﬁlsn Sarvars Parme chsIMm |
&9, Monkarng Ay ... Appications
s Polides A, Images
“ Rulas Ay Teat  Teut
[=1- % Palcy Elzments W dude Audio
Ay Jigrit Groups B Vides Videa
< [crtre e |

=54 Configuration

Arrange Joons b
Ling up [cons

Help

[Create new disrt group

|
Eysu:t| =8 %} BitDefender ...y

O muc Policy Elements, ta chon Content Groups, bén khung phai ta click chudt
phai chon New \ Content Group, dé tao nhom ndi dung mai

Create new content group i ﬁ]

Welcome to BitDefender for MS
1SA Servers Content (Group
Wizard

The Content Group Wizard guides wou through the skeps
required o ganerabe a new Content group., A content
group spaofies MIME (Mutipurpose Inbarmst Mal
Extensons) bypes and file name exttenstons. Click Mext
to cartirue or click Cancel bo quit the Wizerd,

T Haslabbduaanbababduh,

condent grou,

Click Next dé tiép tuc

Create new content group E : E]

Fill in the name and the
description of the content group

Group Mame: |F|':sl Graun

Description: bast

T Hawlabbdiasnbababdub,

content groy,

The name ard the description of the corkert group will be
displaped in the lsk of content groups. Click Mext b
corfanue oF dick Carced ko quit the Wieard.

<ot (R oo

Nhép tén vao muc Group name, sau d6 nhan Next dé tiép tuc
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Create new content group + 3 ﬂ

'

coniernt gmu

Famione
Select a content type from the drop down lst of content
tyoes available or just add a2 content byps by bvping a File
exbension or a MIME bype and chcking &dd. Chck Mext ko

continue or dick Cancel bo quit the Wizard,

Select Content Types

Available Types Sefecbed Content Types
[ e ERED
flapicd

T Hawlabbdhadunhababduh,

< [Gadk g :n}‘. Cancal

T

Chon cac dudi dinh dang tap tin, roi nhin Add dé thém vao, sau d6 nhin Next tiép

Crealte new content grsup il ﬂ

.

conteni -grnu

. 2

Click Finish dé hoan thanh viéc tao nhém ndi dung méi

Create Content Group

S bl the spaclies Far this content graup:
- Name: First Group
= Dwrscription: best

O Haslakbdbaunbababdub:

Chek Firish in arder ba ereate carkert group with the
options lisked above or dicdk Canoel bo quit the wizard,

cosse [HE] cwes

"

‘i BitDefender mIES
Fle ddion Yew e
o= BB @

[ simetender for 1 154 servers Ruls Crder | RulsName | Fuls Desarigtcn
%, Monkoring
=g Folides

W58 Conflg ExportLit.,
Hel

[Creste e rule |
M’ @ @  |*eioeiender A AT E 11040

Tiép tuc & muc Policies, ta click chudt phai vao muc Rules, chon New\ Rule
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Create a new rule ﬁ]

Welcome to BitDefender for MS
154 Servers Rules Wizard

rubss

The Rules Wizard guides yau throwgh the sheps regquired
bo generake & rele For the ankivirus scanning process
parformmed by BtDefender For MS 15A Servers, Rules
d=termine what content bypes should be scanned for a
given carkert group. Chok Mext ba continue ar dick Cancel
to quit the Whizard.

s brdlahhnikn

Click Next dé tao luat (Rule) méi

Create a new rule x|

Fill in the name and the
description of the rule

I"I_.l'lﬂ &

Rube Mams: | Impartant

De=crinkion: | mpoetant

1T Y ]

The mame and the description of the rule wil be displayed
i the list of niles, IE B recommended bouse the name of
the content group For the name of the rule in order to
manage the rules lisk essisr. Sick Mext bo cortinue or click
Cancel ko guit the Wizard.

_cew [ o |

Nhap tén cho ludt méi & muc Rule name, roi nhan Next dé tiép tuc

Create a new rule ﬁ]
Select the protocaols for the rule

rulas

[ HTTF Frefacal |

[* FTP Download

I» FTP Uphad

b ki

The rulz wil be applied ko the protoools sefecad from
the kst above, YWhite sts with URLs For the sedsctad
protocols can be edbed from the Properties panel (right
dick an rule’s name ard click properties), Click Mext ta
contirres of click Cancel o quit the Wizard.

==

Dé cac Options nhu mic dinh, hodc c6 thé thay doi tiiy theo timg truong hop, rdi
nhan Next
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Create a new rule 3 x|

Select the client group actions
for the rule

rules
= k*‘ Scan traffic From all clhents |

™ Sean traffic from onty sslected clents
" Don't scan traffac From sslected chents

" Scan traffic from all except sedecbed diarcs

e bipdbadiburai ik

The cliznt groups bo which thase adtions wil be applisd
can b selected from the Properties pane (right didkon
the rule name and chck properties), Chck Kedt ko
cortire or dick Carcel ba quit bhe Wizard.

e
Chon Options nhu trong hinh, tiép tuc nhan Next

Create & new rule x|

Select the content group actions
for the rule

rulag

™ Scan al corkert groups

(% Scan onbe selected cankent groups

{7 Scan dlexcapk salaoted content groups

e blpdtddi bueeiindekin

Thie conkent groups b which these adtions wil be applied
can b= spaofied From the Proparties parel (rght click. on
the rulie name and chek properties), Chck Mexdt bo continue
or click Carcel ba quit the Wizard.

<o [Cran ] cono |
Chon Options nhur trong hinh va tiép tuc nhan Next

Create a new rule 3 ﬁ]

Create Rule

rulas

S bedony the specfies Far this rute:

= Mame! Important

- Descripkion: important

- Pratocal: HTTR,FTP Davwrload,FTP Lpkad

- Clizrk group actions: Scan traffac From dl

= Zonkank group actions: Scan traffec From onby selected

r Bdlddi bl

Chick Firigh in order ba cresate the rule with the aptions
isted above or chick Cancel bo quit the Wizard.

i]

Click Finish dé hoan thanh viéc tao Rule méi
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la1

Ele dion few Help
e+ | BXEOR @

(@ eimefander For 15 154 Sarvars Fule Crder | Rk ame | Rue Besarigtcn
#-C, Monkoring 0

=g Foldes
NS
[ & Palcy Elements
Ay Ciani Groups
U COntent Groups
#-%4 Configueation

{opens the properties diskag box For the currertt selsctin, |
d_‘rswt| (% @  |’cioefender [ A E 1119

Trén Rule vira tao, click chudt phai chon Properties

Important Properties ?| X|

General | Protocols | Slient Groups | Content Groups |

—&ction

" Scan kraffic From all clients

" Scan kraffic From only selected clients

kz" Don't scan kraffic From selecked clisnks

" Scan kraffic From all except selecked clients

— Clienkt Groups

Marne I Drescripkion | |'
Delete I
Details. .. I
(o] 4 I Zancel I apply I

Ta chon tab Client Group, chon Option thur 3 va click Add

Client Groups X|

— Client Groups

I OI{‘\F‘ I Cancel

Chon Client Group vura tao, r6i nhin Ok dé chon
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0 Properties el |

ceneral | Protocols | Client Groups  Content Groups I

—&ckion

Maximum size ko scaniMME); I u}

" Scan all conkent kvpes

f* Scan only selected content groupsl

i Scan all except selected content groups

—Conkenk Groups

Select all

1 video video

1 audio Audio clear Sl
O Text Teuk

O 1image= Images

[ application applications

Details. .

Y

=N
Cancel I apply I

Tiép tuc, qua tab Content Groups, chon Options dong thir 3 va chon Content

Group vtra tao
(5 COMPLTER T & DWZ SERVICES. x
& =8

Fle Edt Y dtes  Toak  Help | L
D Back ~ ) v A (2] (n| Fsearch i Faveites 81| (0= S
agdress [18] herp: e sicar.ongis5-0-Download kol s ks *
— T TS T T AT T T T S e T ST T = —
Erevious acanner might not alow you any access o the filez) anymare, You
scanner o delete these files. This b caused by the scanner which put
BEUPTO b treated Just ke any other real virus infected flle, Read the user's 1
DATE R ——
: ownload - Security Warning [ |
RSS FEED ;
Do you want to run o save this filc?
Qrder elcar news
and events as D Hame: eicar.com
rss feed, Type: Application, 70 brtes

From: v Bicaeorg

Fun | Save

EICAR Mews  EICAR Events

i I
: o
b= “ihike fies: from the Inkeimet can be Biedu, this e lype can
E poerilialy harm your computer. | you do et ug he soures, da nok
run o save this softwars. 'What's the ik

[
e eom ficar.com bt car_oom 2p

€8 Bytes €8 Bytes 154 Bytes

How to delete the test file from your PC
e Lnderstand (from the many emaik we receive) that it might be ¢
your PC. After all, your scanner believes iCis a vrus infected file and ¢

AP ke pednt wia r st eafior e e chsneand anewar eonearinn & e =l
) Trusted shes

‘&'@ ) &) vowlosd *E1CR -Eur... |[@ File Download [P E
Click Apply, r6i nhan Ok dé Iuu lai nhimng thay doi.
Bay gio0 m¢ may Domain c6 dia chi IP : 10.0.0.2 1én, vao trang www.eicar.org,
chon muc download, ta théy c6 thé save file lai
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File Edt Vew Faveites Took Help

@ @ - ﬂ sicar.ong

¥ [rl[x] |

¢ Favorites | Ff Download ® EICAR - Eurapeen Expert Group Far IT-Se... G- B8 ¥ dwh v Page~ 3Safety -~ Tools~ M-

BE UP TO

DATE

RSS FEED v
Order eicar news

and events as

rss feed.

EICAR News  EICAR Events

ikt | famsnn. gicar orgfdavnl sadsi s cam
— —
¢4 start

CAIEr TO TIEETE TNESE TIRS, THE & CaUsed Oy TNE SCanner VWinicr POt e e Tl

e treated just Ike any other real virus infected fie, Read the user's manual of vo
contact the vendor/manufacturer of your AV scanner.

Important note

EICAR cannct be held responsibie when these fies or your AV scanner in combi
any damage to your computer. YOU DOWMNLOAD THESE FILES AT YOI
RISK. Download these fies anby f you are sufficenthy secure in the usage of y
cannot and wil not provide any help to remove these fies from your computer
manufacturer/vendor of your A scanner to seek such help.

Download area using the standard protocol http
eicar.com.txt
&8 Byes [:! 184 Bytes
Dowiload area using the secure, SSL enabled protoacol https
eicar.com elcar.com.txt
184 Bytes

How to delete the test file from your PC

D Irvernet

Tiép tuc md may Client Computer 1 c6 dia chi IP:10.0.0.3, vao
www.eicar.org, chon muc download

| &5 IS4 SERVER 5C0“PLITEH.1 |=‘~ DORAIN CONTROLLER | | g DM SERVICES

f'_:‘ Download blocked - Windows Internet Explorer

Fle Edt \Vew Favorites Took Help

== v
@ > ﬂ =]

¢ Favorites | B Dowirload blocked

Antivirus Alert

The page you are trving to reach contains a virs

IThe object located at http:/www.eicar.org/download/eicar.com has been detected by BitDefender as a possible source of
fnfection. To maintain the safety of your computer, BitDefender for MS ISA Servers has blocked the access to the specified
ocation. An alert has been send to the administrator of the Microsoft ISA Server

For more formation contact the admmistrater.

Technical Information {{ for support persommel ):

» IS4 Server: 10.0.0.1
» Server Porv 8080
Client: 10.0.03

Status: Infected
Action: Quarantined

« Object: http'www. eicar.org'download sicar.com

Wirns Name: EICAR-Test-File (not a virus)

= Downkaad b

174

trang

Ngay lap ttrc s€ hién 1én 1 trang canh bao thay vi hop lya chon save hoac run file
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CHUONG III : Tim hiéu va trién khai phan mém
PC MONITOR CONSOLE

1. Khéi quét:

PC Monitor Console 1a mot cong cu cho phép ban quan sat man hinh cua
nhitng may tinh duoc ndi trong mang. theo cach nay ban c6 thé quan sat nhimng
diéu nhan vién cta ban dang xem. Khong nhitng thé ban c6 kha niang kiém soat
may tinh tir xa bang chudt va ban phim.

Ngoai ra ban c¢6 thé ghi lai man hinh may tinh tir xa tham chi ca khi ban
khong quan 1y ching. Khi nhin vién ctia ban can chi din, ban c¢6 thé huéng din
ho qua man hinh PC ctia minh

Khi ban can sy chu y, ban c6 thé gui thong diép dén nhan vién va/hodc
khoa may tinh tir xa. Viéc truyén théng st dung ché do ma hoa. Nhing tng dung
lam viéc thong qua mang Internet, LAN, WLAN hodc VPN. Nhiing phan mém
hoat dong theo lich(nhu sap xép email, thu thap thong tin) c6 thé duoc cai tir xa.

2. Cai dit va Trién khai
e (Cai dat PC Monitor Server
Console Server c6 thé chay trén windows server 2003/2000/XP.Chay server.exe

dé bat dau cai dat
i€l setup-PC-ronitor =

Welcome to the PC-Monitor Setup
Wizard

This will install PC-Monitor 2,84 {3 Agents) on your computer,

It is recommended that vou close all other applications before
conkinuing.

Click Mext to continue, ar Cancel bo exit Setup.

Cancel |

Chon nhu trén hinh va Next dé tiép tuc
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License Agreement
Please read the Following important information before continuing.

Flease read the Following License Agreement, You must accept the terms of this
agreement before continuing with the installation,

EMD-USER LICENSE AGREEMENT FOR. LAMALDIT PC-Monitor -
Important - read carefully:

This End-User License Agreement {"EULA" is a leqal agreement bebween vou and
Lifestyle Software,

|JMREGISTERED COPY: LANAUDIT PC-Monitor inits unregistered {evaluation)

Form may be freely distributed., IF vou are using the SOFTWARE on an

evaluation basis you mayw make copies of the evaluation SOFTWARE as ywou wish;

give exact copies of the original evaluation SOFTWARE to anvone; and distribute

the evaluation SOFTWARE inits unmodified Form ﬂ

{+ I accept the agreement:

{~ Idonot accept the agreement

Click Next

Select Destination Location

= Back I Mexk = I Cancel |

Where should PC-Monitar be installed?

J Sietup will install PC-Monitar into the Following Folder,

To continue, click Mext, IF wou would like o select a different Folder, click Browse.

Z:'\Program FilesiPiC-Manitar Browse. .. |

At lzast 2,1 MB of free disk space is required.

< Back. I Mext = I Cancel

Chon mac dinh theo hinh sau
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]it.EL Setup C-Monitor

select Components
Which components should be inskalled?

Select the components you want to install; clear the components wou do nok wank to
install. Click Mext when wou are ready ta continue,

PiC-Monitor Server 5.2 ME
PC-Monitor Console 4.5 ME

Current selection requires at least 11.6 MB of disk space.

= Back I Mext = I Cancel |

Click Next

Select Start Menu Folder
Where should Setup place the program's shorkcuks?

Setup will create the program's shortcuts in the Following Start Menu Folder.

To continue, click Mext, IF vou would like to seleck a different Folder, click Browse,

Browvese, .. |

= Back l Mexk = I Zancel I
Click Next

',it.E! Setup - PC-Monitor

Select Additional Tasks
which additional tasks should be performed?

Select the additional tasks wou would like Setup to perform while installing PC-Monitor,
then click Mexk,

additional icons:

< Back l Mext = I Cancel

Click Next
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'ﬂ.,EL Setup - PC-Monitor

Ready to Install
Sekup is now ready to begin installing PC-Monitor on your computer,

Click Install ko continue wikth the installation, or click Back if wou wank ko review or
change any settings.

Destination location:
C:\Program FilesPC-Monikor

| »

Setup bype:;
Full installation

Selected components:
PC-Manitor Setver
PC-Manitor Console

Skart Menu Folder:
LanAudit PC-Monitor

Kl _’|J

Cancel |
Click Install
| @lsetup -PC-Monitr i

Completing the PC-Monitor Setup
Wizard

< Back

Setup has finished inskalling PC-Monitar an your compuker, The
application may be launched by selecting the installed icons.

Click Finish ko exit Setup,

Click Finish dé hoan thanh
e (Cai dat PC Monitor Agent

Tuong tu nhu cai dat trén may server, trén may Client chay file Agent.exe va Next
ti€p va hoan thanh voi Finish.
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e Cai dit hé thong
Cai dat hé théng theo chuin mic dinh sau

options x|

kd onitor I Databaze I Agent Fange I Server Email I

— Trace
Irteryal af tracing frames geconds

— bAualti b orikor

Interval of monitar frames |5 zeconds
Interval of group turn IEEI zeconds

katri= zize [n &= nl IE

| Q. I Cancel I Spply I

Vao File\System Option...
options x|

bonitor  Databaze I Aoent Bange I Server Emaill I

— Collection
Collect data from agents in every 10 minutes

—auto Clear Records

[ Delete logs IEiI:I— days ago

[T Delete applications report IE-EI— dayz ago

[ Delete web zites repart IE‘-D— days ago
— Wiew

“iew logs once lezs than 100 records

| (0] I Cancel I Lmply

Trén tab Agent Range tim 1 hodc day dia chi IP cua cac may Client can
di€u khién add chiung vao.

GVGD: NGUYEN DUY SVTH: LE THAI GIANG
DANG QUOC QUAN

NGUYEN ANH DUNG

NGUYEN TRIEU TIEN



180

options x|

kA orikor I D atabaze ASgent Hange I Server Email I

E =tended Agent IF addrezs range:
1000 2

Add

Lelete I

I Ok I Cancel I P ] 1) I
Vao File\Agent Setting
=]
Screen Snapshot Feport And Colors I Log Options I Femote Control I

I inherit policies from parent group

— Report Time
[+~ Al day tims

From I12:DD:DD Ak — To I12:DD:EID Ak =
Fram |12:DD:DD sk = Ta |12:DD:DD ==
From I12:DD:DD skl = To I12:DD:EID ==

— Colors
2 colors i 16 colars - 16 grayscale
= 2BE colors i 266 grayscale i True colors

Dk I Cancel I

Tab Report and Color: Qui dinh client dugc quyén thira huong chinh sach tir
nhém cha cia né hodc dugc thiét 1ap lai chinh sach.

Agent Options =

Screen Snapshot | Report &ind Colors | Log Options  Femate Contral I

[ inherit policies from parent group

v Allow remote contral

[w Enter pazzword before using remote control

Faszword I ********

Canfirm I xxxxxxxx

I Ok I Cancel I

Tab Remote Control: giéng nhu tab trén client dugc thtra hudng chinh sach cua
nhoém cha hodc duoc thiét 1ap lai chinh sach.
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3. Tinh ning

e Hién thi hanh dong ciia may tinh tir xa.
PCG-7D53DEASDB7

A Google - Microsoft Internet Explorer =& x|
File Edit Wiew Favorites Toaols Help | #’

Bk - £ - [x] 2] | P oeach i Favarkes ) | [0 b B

Aullrss IEht[p:J‘,lwww.gﬂng\e.cnm.vn,l’ =l Gu ‘Liuu >
Web Hinh &nh Yideo Tintire Dich GisiEBép Gmail Khac v iGoogle | Lich =it Web | Ca d&t * | Biéng nhip =)

WS

'y T
g B

| Titm kigm néng cao
28Ny oy ngdn nacy

Tim véi Google | em trang dAu tign fim duwoc ‘

Tirn kiém trén; @ web ¢ nhing trang viét bing tiéng Vigt © nhirng trang tir %igt Mam

Google.corm.vn hign d4 cé bing cac ngdn ngik: English frangais oooooo

Churorng trink Quing céo Giai phap Kinh doanh Gidh thigu vé Google Google.com in English

Trén may Server ta s€ theo ddi dugc Client dang lam gi
¢ Diéu khién may tinh tir xa bang chut va ban phim

{ZPC-Monitor Console =10l xJ
Sething  PC Inventory Data Loss Prevention  Emplovee Computer Monitor | Remote Control  Yiew  About

enx Eklase wudmone (o] iz
Rz =l I

J 10f21j2011 . Send Message
2R The thols Metwork e Al
L puter

‘-§) PC6-7DSIDE4IDET Marne | el

Cornputer Narne I PiZ6-70531
P Log off
Status I Active Restart
— Power down
User I Administra ake up (WOL)
ERE: I 10.0.0.3 Computers List
Last Active I Find Computer

Remave system restare points

Data Space: I 3k
Free Space I 5954 M
Version | 2.84.4421

First Appear |2011-10-16 232744

Last Appear |2011-10-21 21:04:00 ﬂ
|@ PCe-7D53DE490E7 {Administrator [10.0.0.3 [recording  [155 | 4

Vao tab Remote Control, sau d6 Click Remote Control
e Nhi€u man hinh tir xa c6 thé hién thi trén man hinh.
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PC6-7D53DE49DB7

Treraci Jugle e peg i R Dendens

e Tuw dong ghi man hinh cic may Client khi cin thiét may chii c6 thé mé
lai dé xem

{ZPC-Monitor Console 15[
Setting PC Inwentory Dataloss Prevention  Emplayes Computer Monitor  Remate Control  View  Abaut

i x @& Blzodesi Edoawih|Ae ¥ 5§06 ¥
iz~

I@h‘e tetuork 7 Basic Information
- Iame: | PiC8-7D530E49DET
Computer Mame | PCe-7DS30DE490E7
Stakus [ cive Click View History
User | Administrakor
IP Addr [10,0.03
Last Active |

Data Space | 3K

Free Space | 5954 M

Wersion | 2.84.4421

First Appear |2011-10-16 232744

Last Appear |201 1-10-21 21:04:00

e Tit may, khéa may, khéi dong lai, ngirng may mang tir xa
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{ZyPC-Monitor Consale
Setting  PC Inventory  DataLoss Prevention  Employes Computer Moritor | Remake Cortral View  About

[tnXaRace2%B o0

|[aBEBIE® W

IR The Whole Network
44 pce-7DSIDE4SDET

/3 Google - Microsoft Internet]

File Edit ‘ew Favories

J w2

Remote Contraol
Remote Instal Software
Send Message

183

=8|

AR ¥ & G0y

Lock Computer
Unlozk:

e EERD

Address I@ http: e google. o

Wehb Hinh 2nh Yideo Tin

Log off

Restart

Pawer down
Wake up (HOLY

Computers Lisk
Find Computer
Remave system restore points

Tim wéi Google ‘ e trang dAu tign tim duoe
Chon vao Lock Computer\log off\Restart\Power down dé thyc hién tinh ning trén
G1ri thong diép dén may dugc chon

3 PC-Monitor Console

Setting PC Inventory DataLoss Prevention  Emploves Computer Monitor  Remote Contral  View  About

=18l

[gaxleah ade 228 Eoeml Zoaawd 7% ¥4 80| Y

JQE EfE=E. B

H|10x2112011 7| €5 %

E The Whole Metwork
@ PCB-7DS3DE49DE7

Basic Information

Name I PCA-7D53DE43DEF

Caomputer Name | PCt-7D53DE490E7

Chebiie [rar-

PC-Monitor Console - Notify Agenk x|

Enker message:

[ﬁo ban!
1

2end

Caricel |

Nhéap thong di¢p, sau do Click Send
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File  Edit ‘“ew Favorites Tools  Help | -:,'
L Back ~ 3 — |ﬂ @ .\J| - Search < Favorites  £5 ‘ (- &5 B

Address I@ http:ffen, google. com, vnf j = = |Links 2
Web Hinh dnh “ideo Tintic Dich Gidi Bap Gmail khic » iGoogle | Lich s Web | Cai 4t » | Bing nhip =4

R/
+ ¢

\\1]) chao ban! i

& Tim kiém néng can
Céng oy ngdn nglk

Tim wé&i Google ‘ Hem trang dau tign tirm duoc ‘

Tirm kim trén: @& web € nhitng trang viét bing tifng vigt © nhitng trang tir Vigt Nam

Google.com v hién d4 cd bing cac ngdn ngit: English frangais oooooo
Churceng tinh Quang cao  Gidi phap Kinh doanh Gici thigu v8 Gongle  Google.comm in English

@201 =l

e Giri thong bao khi client truy cip vao iwng dung, web site va file da
dwgce qui dinh

PC-Monitor Console -|=] %]

Setting PC Inventory Data Loss Prevention Employee Computer Monitor Remate Contral  View  About
fRX 2k adelazBEalomlElnasiAeysan
| c ZDE Do | e 5] €55

The: thole Network

PC6-7D53DE49DE7 [ Inherk policies from parent group
~5end alerts when the Follawing propetties changed
I” Computer Name [~ 1P Address I~ Metwork MAC
I” Hardware [~ software [~ system Time

~Iv Send alerts when specified applications launch

o Inclode:  © Exclude: (such as "game.exe; ¥game*; game?,exe")
|cmd‘exe|

~Iv Send alerts when specified web sites are brawsed

& Incude: ¢ Exclude: (such as "www,download,com; * yahoo.com")

Euww‘guogle.cum.vﬂ

~|v Send alerts when specified file operations accur

Tvpe | Drive | Filename Add
Ty, Brress Hatd isk. *@
Del
Edit

| | i
Retrigve |

Click alert rules dién noi dung nhu bén dudi , sau d6 Click Save
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alert x|

2011-10-21 2212924

Time:
& Computer:  PCE-7DS3DE49DET

Iser; Administrator
Type: BLERT: Web site

http: /s, google, com, wnfsearch?hl=vilsource=hp&g=vahoo+11 ;I
fmeta=tog=YAH&ag=18&aq

Clear | = | Close I

Xuat hién hoi thoai thong bao
e Cam trang web site va cam trng dung
Cam ung dung notepad
(7 PC-Monitor Cansole =[8]x]

Setting PCInvertory DataLoss Prevention Employee Computer Monitor - Remote Contral Yiew  About

JQ%X\§@|§|E\E@EOBQ|@@9&\@@35@@
‘QE[@HOM%E-EEEE% ‘10121;2011 Y| €52

The Wholg Netwark
g PC6-TO5SDE490ET I Intierk: policies from parent group

Limt Madz Tire
& Disable (" Onlyalow || ¥ Al daytine

Fom [1zz0m0s=] To [zon004=

™ Prompt when Hockin - -
F P Fon [zooe 7o frzmons=

From (1zano0e== To [1z0000 6=
MX& V2D = =

'ﬂplication Execute Fles
ﬁnotepad.exe

Cdm trang web thanhnien.com
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=lalx]

~PC-Monitor Console
Setting  PC Inwentory Dataloss Prevention Employee Computer Monitor  Remote Control  Wiew  Abaout

lgax|gkladeanB Eemomlfanavd|ARy&aB|Y

=Nl = MR

Hlmjzz;znn | €5 -

The Whole Network

Q PC6-7DS3DE4SDET [™ Inherit policies from parent group

Time:
v &l day time

Limit Made
% Disahle " Only Alow

From [1z:0000 8=

To [12i00:00 6=

[™ Prompt when blackin =
¥ * | fom [iZon0n i

To [t2i00:00 4=

From [1z:00:00 8=

$X& VO

To [t2i00:00 4=

Weh Sites

8 v, thanhinien, com,vn

Click Disable Applications, add Web Site muén cam sau d6 Click confirm

| Cannot find server - Microsoft Internet Explorer

Fle Edit Yiew Favorites Tools Help

=18]x]

| &

=]

- search ' Favorbes 441 |

Qb - O - 14 2 &

Address Iﬁj http:{ fthanhnien, com.wvn)

EEER
-

@ The page cannot be displayed

The page you are looking for is currently unavailable, The Wweb
site might be experiencing technical difficulties, or you may need
to adjust your brawser settings.

Please try the following:

» Click the [#] Refresh buttan, or try again later.

s If you typed the page address in the Address bar, make
sure that it is spelled correctly.
# To check your cannection settings, click the Tools menu,
and then click Internet Options. On the Connections
tab, click Settings. The settings should match those
provided by your local area network (LAN) administrator ar
Internet service provider (I1SP).
See if your Internet cannection settings are being detected.
You can set Micrasoft Windows to examine your netwark
and automatically discover network connection settings (if
vour network administrator has enabled this setting).
1. Click the Tools menu, and then click Internet
Options.
2. 0Onthe Connections tab, click LAN Settings.
3, Select Automatically detect settings, and then
click DK.
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{3 PC-Monitor Console -8 x|
Setting PCInventory Dataloss Prevention Employee Computer Monitor | Remoke Control  Yiew  About
jgmX Zhlase 2B Eem ¢ et Ne ¥ s aly
mese
J o BEHIES M| H iz SendTEssads
hie hole Network ) ) Lock Computer |
@ PC6-70530E490R7 rBasic Information [ln\uck
Mame PC6-7D53 -
Log of
Computer Mame lm Restart
Power down
Stat At =
atus ckive ke p (40L)

User Administra

Comnputers Lisk

1P Addr. W Find Computer

Last fictive l_ Remave system restore points
Data Space I 46 K

Free Space | 5079 M

Wersion [2.84.4421

First Appear I 2011-10-16 23:27 44

Last Appear | 2011-10-21 22:37:30

Vao Tab Remote Install Software...

i
Tasks:
Task | Status | Size | Time | Finished | Create Time I Mew Task I
Pause |
Start |
Wiew |
4 | | Madify |

Tokal: I

Succeeded: I

Unmatched: I Unsupported: I

Failed: I
Unknown: I

Deploving: I

Tasks Status!

Compuker

| Stoup

| Status

| Mernno

Refresh |

Clase

'
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File Path: | C:ladberdr1001_en_UIS.exe _|
File: name: I AdbeRdr1001_en_UIS.exe
Task Mame: I AdbeRdr1001_en_US
Computers: I [The \Whaole Network] _I
—Operating System (Windows)
v al
v o5 [v 95 ¥ Me v nr4.0 v 2000 W xp v 2003
Language: | (ally j
~Mode
" Execute application % Install software " Distribute filz

Software: fdobe Flash Plaver 10 Ackivel) j
Command: aurDira) AdbeRdr 1001 _en_LUS.exe
Parameters: I

Caniel |

Thiét lap duong dan dén Software can cai dat...chon Install software va OK dé

bét dau Deploy cho céc client.
=, adobe Reader X (10.0.1) - Setup

Preparing installation

X

This may take a Few minutes depending on your processor speed and hardware

configuration,

Extracting installation files. ..

31.72%

|

Adobe® Systems Incorpaorated
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CHUONG IV : Tong quan vé Mdaemon

1. Khai niém
Mail Server 1a may chu ding dé nhan va giri mail.

Mdaemon La phin mén quan 1y thu dién tir chay trén window va dugc
thiét ké co thé st dung tir sdu account dén hang nghin account. MDaemon rat
don gian va dé cdu hinh, déng thoi 1a mot phan mén c6 gia thanh rat hop 1y
nhu lai ¢6 rat nhiéu dic tinh cho phép dé& quan 1y hon cac hé thong thu dién tir
Khac trén thi truong.

2. Cong dung
e Groupware Functions in MDaemon (Chuc nang lam vi¢c nhém trong
Mdaemon)

Tinh ning nhém ciia MDaemon da dén véi ca nhimng dic tinh méi
va nang cao dugc thiét ké dé hd tro cac cong viéc can su cong tac. Pugc tich
hop vao trong WorldClient web mail platform cia MDaemon, kha nang lam
viéc nhom nay cho phép nguoi dung chia xé cac calendar, contact, task list va
email messages, cong voi bat ké nhimg gi ngudi ding co thé dit vao trong cac
thu myc email ca nhén. Lich lam viéc dugc cép nhat cho phép ngudi dung
thiét 1ap chinh xaccac cudc hen va cac sy kién dinh ky hang ngay , hang tuan,
hang thang va hang nim nita. Nguoi dung ciing c6 thé thém vao danh sach
nhimg nguoi dugc moi tham du mot cude hop va giri gidy moi dén ho, tt ca
tr thu muc lich lam viéc. Néi tom lai, chure ndng 1ap lich biéu cia WorldClient
khién cho viéc quan 1y thoi gian clia ngudi ding nhanh va dé dang hon.

¢ Sender Policy Framework in MDaemon 7.1+

Nhiing dia chi email gia mao sé& thuc ddy gia ting nhanh sy lan tran
thu rac va nhimg virus khi an gidu sy nhan dang thuc su cta nhiing ké phai
chiu trach nhiém trong viéc nay. Nhimg ke gia mao nay st dung nhirng dia chi
email cia nguoi khac khong hé duoc phép va nhimg nguoi ndy cling khong hé
hay biét. Bang cach nay bat ctr ai ciing c¢6 thé giri email gia mao cho bat cu
ngudi nao. Bit dau tir phién ban 7.1, MDaemon dua ra SPF nhu mét tuy chon
bao mat. Sender Policy Framework (SPF) 1a mot tiéu chudn mo cia giao thirc
bao mat dugc thiét ké dé do tim nhiing dia chi email gia mao. SPF c6 thé xu ly
cac email dugc gui dén theo trinh ty wu tién dé download cac message, do do
n6 tiét kiém thoi gian xtr Iy va bang thong cho ngudi dung.

e Address Book Sync

Viéc trién khai mot hop dia chi dung chung cho tat ca nhimg ngudi
dung cta mot email domain cung cip nhimg thuan loi nhu sy nhat quan va
hidu qua cua viéc duy tri tap trung ngudn thong tin. SO dia chi danh cua
Mircosoft Outlook va Outlook Express danh cho nhitng tng dung chi dinh cu
thé thuong khong hd tro viée chia sé thong tin v6i nhitng géi phan mém khac.
Danh cho dich vu web mail WorldClient ciia n6, MDaemon 6.5 giai quyét van
dé nay bai viéc sir dung cong nghé chuan XML cho s6 dia chi dung chung.
Bang viéc st dung cong cu ComAgent mién phi cia MDaemon, mdi nguoi
ding Windows c6 thé dong bd giita théng tin lién hé cla ca nhan ho véi
nhiing s6 dia chi Outlook (MAPI) hodc Outlook Express (WAB) va XML,
Piéu d6 c6 nghia la thong tin lién hé danh cho may khach email chay trén nén
Windows va email dua trén nén web WorldClient 14 nhu nhau.
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e Calendaring Group Scheduling (Lich Group Scheduling)

MDaemon Calendar két hop cac chirc ning cua personal calendar va
wall calendar vao mot goi, diéu d6 t6t hon 1a dé ca hai ton tai riéng ré€. Boi vi
phan mém lich nay thuén tién va dé dang str dung, n6 thich hop dé nhin thay
hoat dong thuc tién ciia nhom hon la nhirmg hoat dong cua nguoi dung trude
trén mot to glay Hon nita n6 gin két dé chuan hoa véi cac sy diéu hanh noi
b cta cac hé thong khéc.

e Content Filtering (Loc ndi dung)

Chtrc ning loc ndi dung trén server chic chin rang ndi dung trén
server da dugc loc. Kha nang loc cia MDaemon c6 nhiéu loai khac nhau, d&
dang thay d6i va d& dang hoc dé str dung. Nhitng ngudi giri, ngudi nhan va
ngudi quan tri ¢c6 thé nhan dugc thong bao cho nhiing hoat dong loc qua
nhirg message c4 nhan chi tiét. Chirc ning loc c6 thé giam bét nhitng chi phi
phan phat email bang viéc loai trir va giam bét nhitng message khong mong
doi dé giam thiéu viéc str dung bang thong.

o Email Gateways

Cdng giao tiép email s& tap hop, luu trir va chuyen tiép cac message
dén mot domain server so cap Mot cong giao tiép dién hinh khéng c6 nhimg
truong muyc ca nhén. Nhimg cong giao tiép email c6 thé gitip ca doanh nghiép
16n va nho giai quyét nhimg van dé phai tlep nhan tu cac dich vu Internet
email. Danh cho nhiing t6 chirc nho, mot cong giao tiép co thé lam mot email
domain ca nhan dugc thoa man. Pidu d6 co thé dat duge 1a vi nha cung cap
dich vu s& cung cip mot cong giao tiép voi mot chi phi hop 1y khi chia sé phan
cimg va phan mém cho nhitng nguoi dung nho hon. Nhitng domain so cap
trong nhirng truong hop nhu vay co thé c6 ca nhimg duong két ndi thuong
tryc va duong két nbi dialup t6i1 Internet . V&i su thiét 1ap 16n hon c6 thé st
dung cdc cong giao tiép 1am nhiém vy nhiém vu bao mat phtrc tap hon khi
cung cip mot su bao v€ va loc noi dung cho nhiing hé thong mail dé bi tén
thwong hon khi bi tan cong. Cac cong giao tiép ciing c6 thé dugc cau hinh dé
cung cap viéc sao luu phuc hdi va chtra dir liéu cua email theo thoi gian thuc
khi mot domain so cap offline vi bat ké 1y do nao Mot ban sao cia MDaemon
c6 thé diéu hanh ddng thoi nhiéu cong giao tiép cua nhiéu email domain tham
chi ngay ca khi dang diéu hanh domain server so cap ctia chinh no.

e MDaemon Standard vs. Pro

MDaemon c6 hai phién ban - Standard va Pro. MDaemon Standard
gi61 thiéu mot dich vu email co ban dugc xay dung trong pham vi mét SMTP
server dé truyén mail, va mot POP3 server dé phén ph01 cac message dén
ngudi dung. Phién ban Pro c6 thém céc tinh ning dang cip cao hon danh cho
nguoi quan tri va nhitng nguoi dang ky st dung email

e Public Folders Concepts and Applications (Khai niém thu muc cong
cong va cac ung dung)

Cac thu muc email ding chung thiic ddy va lam cho viéc chia xé cac
thong tin tap trung dugc d& dang. Cac hop thu dén cua cac nhom thao luan,
cac thong bao, va cdc nhom lam viéc chung dugc hd tro bai cac thu muc dung
chung email Cac thu muc ding chung cé thé dugc mo cho bét ky ai voi mot
truong muc ngudi dung duoc hd tro trén mail server. Viéc truy cap ciing co
thé bi han ché ddi v6i nhimg nhom nhoé hon. Trang thai danh ddu clia message
trong cac thu muc dung chung c6 thé dugc yéu cau cho mdi ngudi dung hodc
dugc chia xé cho tit ca cac thanh vién ciia nhém. Nguoi quan tri email tao
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nhimng thu muc dung chung va qui dinh cac quyén han truy cdp. MDaemon hd
trg cac thu muc chung danh cho email. Khi dugcantr dung cung véi
InsightConnector, cac thu muc dung chung ciing c6 thé duwgc st dung cho
Outlook Calendar va chia sé tai liéu tryc tiép. Thu myc Email dung chung 1a
mot tinh nang cua cidc may chu Internet Message Access Protocol (IMAP —
Giao thuc truy cap thu tin internet).

e Security Tools for Spam Control (Cong cu bao mat kiém soat thu rac)

Nhitng tin nhin khong dwgc yéu cau giri dén - Unsolicited Bulk
Email (UBE), ciing bi coi nhu 1 thu rac, tiéu tén cia cac doanh nghiép va céa
nhan hang ty d6 la mdi nim No lam tiéu ton thoi gian va nhimmg ngudn luc
trong khi cac tai nguyén nay thi lai bi gioi han hay c6 gia tri. Mgt trong nhiing
cong cu chinh cua nhirng ké tao thu rac la st dung khong phép server cua bén
thir ba khong lién quan v&i chirc ning chuyén tiép email mé. Didu d6 c6 nghia
1a bat ky ai ciing c6 thé giri mot email thong qua server ndy dén mot nguoi
khac thdm chi ngay ca khi nguoi guri va nguoi nhin déu khong c6 mot truong
muc trén server nay. Thu rac cling c6 thé dén tir nhiéu nguoi dung dugc chimg
thyc voi nhitng truong muyc trén server. Dé gitip d& viéc ngan chan thu rac,
nhitng email server hién dai phai duogc céu hinh véi cac tuy chon dé chin
nhimg ké thir ba khong lién quan chuyen tiép thu raatti phép qua server clng
nhu kiém soat viéc truy cip bang nh1eu nhirng cong cu khac nita. Nhitng tat ca
nhitng cong viéc ndy ciing van tiép tuc phai cho phép nguoi dung hop 1& guri
va nhan mail tir nhitng vi tri tr xa. MDaemon bao gom nhirng lya chon duogc
yéu cau nay dé chan viéc chuyén tiép email trai phép, trong khi cho phép
ngudi dung st dung server tir bat ky mot vi tri nao trén thé gidi. Mot su thiét
1ap server dé chdng lai thu rac ciing bao vé hé thong thoat khoi nhidu kiéu tan
cong khac nhau bao gdm ca viéc bé khoa dot nhap vao hé thong.

e MDaemon GroupWare (an alternative to MS Exchange(mét thay thé
cho MS Exchange))

MDaemon GroupWare cho phép doanh nghiép st dung tit ca céac
churc nang groupware cua Microsoft Outlook ma khong phai chiu chi phi cua
Microsoft Exchange Server. Cong vi¢c kinh doanh, cac td chuc tir thién,
truong hoc, va cac ca nhan sir dung Outlook boi cac cong cu thiét thuc cia nd
trong viéc quan ly thoi gian, lién lac, tai liéu va email. Tuy nhién hau hét cac
dic tinh tot nhét ciia Outlook - bao gdm ca viéc chia xé thong tin - chi lam
viéc day du khi dwo9uc két hop v6i Microsoft Exchange, mot phin mém
email server. Danh cho nhiing t6 chic vira va nho, Microsoft Exchange tro
nén qué dat vé nhitng yéu cau cho phan cimg, phan mém va gidy phép cua no,
thém vao do6 1a doi hoi cao cho sy dao tao d6i v6i nguoi quan tri hé thong.
MDaemon GroupWare di giai quyét vin dé nay khi dwa ra tap hop cac tinh
ning hoan chinh ciia Outlook, bao gém ca chtic ning chia xé¢. MDaemon
GroupWare 1a mot phan mém ung dung khach/chii v6i nhimg thanh phan trén
ca MDaemon server va trén mdy tram. Chung cho phep chia xé cac thu myc
ctia Outlook, calendars va contacts va tat ca cac “ddi twong” khaccua Outlook
nita. Ching cho phép cac cong ty st dung cac tinh nang hoan chinh cia
Outlook v&i chi phi tiét kiém va d& dang quan tri cia MDaemon.

e Web Administration (Quan tri Web)

WebAdmin for MDaemon 1a mdt phan mém quan tri email chay
trén trinh duyét web. Chung cung cip su truy cdp quan tri cho hau hét cac cau
hinh hé thdng dugc sir dung théng thudng va cac thiét 1ap truong muc nguoi
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dung thong qua trinh duyét co thé str dung javascript. Thong qua viéc quan tri
web, nguoi quan tri hé thong c6 thé thay d01 céc thiét 1ap cho domain so cap,
thém vao domain thir cdp bat ky. N6 bao gdm truong muc quén tri trong tat ca
cac domain. Mot trong nhiing thuén lgi chinh cia cong viéc quan tri teen trinh
duyét web 1a cho ngudi quan tri domain cac quyén danh cho viéc ciu hinh cac
domain va truong muc ngudi dung ctia domain. Thém vao do6, nguodi dung
trrong muc ca nhan c6 thé thay doi nhiéu su thiét 1ap cho ho. Ca ngudi quan
tri domain va hé thong c6 thé diéu khién bét cir ai c¢6 kha ning thay doi bat ké
nhing gi théng qua su thiét 1ap mic dinh va tuy bién bén trong domain ctia ho
e Fax Management (quan li Fax)

May chu fax dat mdt digital spin trong cong ngh¢ analog tuy da cii
nhung dang tin cdy. No guri va nhan fax gitra cac may tinh cd nhan trén mang
LAN, WAN hodc Internet. N6 cho phép nguoi sur dung chia x¢ may fax hoac
fax modem hodc ca hai néu chung c6 thé truy cap dugc qua mang. RelayFax
tich hop viéc giri va nhén fax thong qua hau hét cac email server, bao gém ca
email server cua Alt-N MDaemon. Thong qua RelayFax, nhiitng nguoi cé
quyén st dung email ¢6 thé giri cac email c6 dinh kém file dén mailbox va sau
d6 chuyén tiép chiing nhu 13 giri mot ban fax tiéu chuin dén bat ky mot thiét
bi fax nao trén thé gidi. RelayFax sir dung cong nghé client/server, véi server
chay trén nén tang cta phan cimg 13 mang va mdy tram 13 may tinh ca nhan
hodc may tinh xach tay.

e IMAP and POP Summaries (Tom tit IMAP va POP)

POP3 va IMAP la hai cach truy cap email thong qua Internet. POP3,
1a phuong thirc cua téng hai phuong thuc, l1am viée t6t vi nguoi dung co mot
may tinh va muon Iwru trit tit c4 mail cua ho trén may tinh d6. IMAP cung cap
mg dung bao gém luu trit va xtr Iy mail trén server. IMAP lam viéc t6t hon tai
nhirng noi ¢6 nhiéu ngudi dung va nhiéu may tinh va can truy cap mail cta ho
tir bat cr may nao ciing nhu qua web. Tai lidu nay s& giai thich ca hai giao
thire va Iy luan don gian cho sy can thiét trién khai IMAP

e MDaemon AntiVirus

MDaemon AntiVirus la mot phén mém kiém tra virus hoan chinh,
vo1 kha nang tu dong cap nhat cho cac cong cu quét virus va nhiing file dinh
danh cho mét virus da biét. Khi dugc két hop v6i nhung bién phap phong
ngura khac MDaemon AntiVirus c6 thé giam bdt, han ché hodc loai trir sy xAm
nhdp cua virus vao van phong cua ban. N6 ciing ngén can nhiing virus tinh co
bi gui di dén nhitng nguoi khac trong hoat dong kinh doanh cua ban. Thém
vao cac file dinh danh virus, MDaemon AntiVirus st dung phuong phap do
tim heuristic, c6 thé kiém tra email va nhimg file dinh kém dé phat hién cac
dic tinh virus MDaemon AntiVirus 1a phan mém plug-in chay trén mot dich
vu doc 1ap danh cho MDaemon email server cua Alt-N.

e Setting Up Email Catalogs (Thiét 1ap Catalogs Email)

Catalog thuong dugc nhin nhan nhu 1a mét cong cu vo cung hiru ich
cho viéc phan bo céc tai liéu va cac file. Catalog hoat dong nhanh duoc cau
trac hoa va bao vé tot hon FTP servers hoic HTTP servers . Chung co thé
chtra dung cac kiéu file tir hinh anh, tai liéu cho dén cac chuong trinh tng
dung va script. E-catalog dwoc thém vao voi dic tinh d& sir dung va thay dbi
do d6 noi dung luon dugc cap nhat. MDaemon chira dung céc cong cu danh
cho viéc tao, stra va xo0a céc catalog.
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e Using ODBC with MDaemon 6.5 (St dung ODBC v6i MDaemon 6.5)

Co thé duy tri nhitng ban ghi truong muc ngudi dung trén
MDaemon mdt cach d& dang nhung cac ban ghi d6 co thé trd nén du thira.
Viéc du thira nay c6 thé xay ra néu nhu doanh nghiép cung luc gitt nhiing
thong tin dugc dua vao may tinh vé ngudi lao dong hay cac email cta khach
hang. Cac ban ghi du thtra s€ lam lang phi thoi gian va thém vao nhiing rii ro
va mau thuan gitra nhiéu ngudn dir liéu khac nhau. MDaemon 6.5 giai quyét
cac van dé nay boi viéc cho phép cac ban ghi truong muc nguoi dung duoc
duy tri trén bt ky co so dir liéu nao v6i mot giao dién Open Database
Connectivity (ODBC) - Két ndi cac hé co s& dit 1iéu mo. MDaemon 6.5 ciing
¢6 thé truy cap cac ban ghi danh sach email théng qua mot két néi ODBC.

3. Cai dat wng dung(Mdeamon mail server)
(Xem phan publish mail )

4. Chi tiét va diém yéu,manh ciia cdc tinh néing ciia Mdaemon
4.1. Giri Mail giira User — User va User-Group :

o Tao Account

£ Alt-N MDaemon PRO for Windows - maillocal - 172.16.0.2

File Edit Setup Security | Accounts Lists Gateways Catalogs Queues ‘Windows Help

_1oi x|

2evadge—t_bo 086
] Edit Accaurt... AlE+F3 Sy | -
LANqQUEDET T wed 200 Delete Account...  Chel+F3 tive
RAW queue: 0 wied 207
Fvers ‘wied 207 Account Manager... Ctrl+M er and services...
wwied 200 b Setkings...  Chrl+l 67 total sockets
SMTP server(s) |, soq o Aeceunt Settings i o threact 3124
POPI serverls) | lured 200 ponorting y [maillocal is using 172.16.0.2 on port 25
IMAP server(s) wed 200 N b ail.local is using 172.16.0.2 on port 587
Minger: inactive wied 20 Exporting mail local is using 172.16.0.2 an port 366

‘wied 2011-10-26 22:48:10: * POP3 gervice for mail local iz using 172.16.0.2 on port 110
‘wied 2011-10-26 22:48:10; * IMAP service for mail.lozal is using 172.16.0.2 on port 143
wied 2011-10-26 22:48:10; --mmemev

wied 2011-10-26 22:48:10: Server startup: Wed, 26 Oct 2011 22:48:10 +0700 [EvStartup]

Antivirus: ackiv
AntiSpam: activ
DomainPOP: ine

MUlEPOP: inacti

‘WebAdmin: act
i 3

wied 2011-10-26 22:48:10: -
“wied 2011-10-26 22:48:11; AntiSpam daemon host: 127.0.0.1
wied 2011-10-26 22:48:11: AnkiSparn daTmon poit: 783

4|

o

_\ Systemn { Statistics { Routing J Security [ Mai [ Dueuss { Plugins { Sessions [

Chon Accounts\ New Account...

# Accounts - ul

Create, edit, delete accounts and related settings

- Mailbas
Forwarding
Quiokas
Restrictions
web Access

- Auko-Responder
o IMAF Filters

o MUILPOP

+ Shared Folders
i Signature
Options
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Account

First and last name

Email address & Imall.local

ul

This account was created on: <unknowns

Email pazsward

This account was last accessed on: <unknowns

Dpnamic authentication: dizabled

I This account is disabled
This account uses v POP3 W IMaP [ MuliPOF T Outlook Connecton

—

Optional smart host user/password I I

Optional SynctL password

Motes/comments on this account

I Ok I Cancel I Help I
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Tao Account ul nhu trén , sau d6 kich OK dé hoan tat

Tao account khac cting nhu vay.

e Tao Mailing list

194

Mailing list con goi la email group hoac distribution list. Mail list cho
phép mot nhém nguoi ding duoc sir dung trung mot dia chi thu trung dé ban
luan vé mot chii dé nao d6. Khi c¢é thu gui téi mailing list thi s& duoc nhan ra
va giri dén cac thanh vién cua list. Danh sach c6 thé 13 cac dia chi hop thu cia
nguoi dung tai may chu thu dién tir va cac dia chi thu dién tir bat ky trén

inter

net.

Alt-N MDaemon PRO for Windows -
Ele Edit Setup Security Accounts | Lisl

Gateways Catalogs Queuss Windows Help

=18]x]|

|2|eval &

Edit Mailing List... Al+FE

Mew Mailing List...  F& N
g [omeme. ol GWE O

[

3

£

] RAW messages: 9
- [i4] Bad queus: 0
-{e4] Quarantine qu
[ LM queue: 0

] RAW queue: C

- [5] Inbound queue: 0
- Local queue: 4

] Remate quaue: 0

- [5] Retry queue: 0

- frd] Holding queue: 0
-] Bad queue: 0

Quaranting queus: 0

[ LAM queus: 0

[H-

F‘r: ir
d 3 active

RAW queue: D

\ Stats | ) active

+ active

=T

Delete Mailing List... Ctrl+F& ackup thisad: 3076

Wed 20T T-TI2E 2Z 309 ™ Slarhing semaphore thread: 2020

wed 2011-10-26 22:48:03; * Starting queue report thread: 3084
wed 2011-10-26 22:48:09: * Starting delivery [local] thread: 3032
Wed 2017-10-26 22:48:0%: * Starting delivery [inbound] thread: 3096
Whed 2011-10-26 22:48:09: * Starting schedule manager thread: 3100
wed 2011-10-26 22:48:03; e

‘wed 2011-10-26 22:48:09: UPDATEAY SEM semaphore file found and processed
Wed 2011-10-26 22:48:09; e

whed 2011-10-26 22:48:09: Queue states...

wed 2011-10-26 22:48:09: * Inbound queus is active

‘wed 2011-10-26 22:48:09: * Remote queue iz active

Wed 2011-10-26 22:48:09: * Local queus is active

‘wed 2011-10-26 22 48:09: Initislizing socket layer and services..
Wwed 2011-10-26 22:48:09: * ‘WinSock 2.0 32767 total sockets
Wed 2011-10-26 22:48:0%: = Starting zocket window thread: 3124

o 9 * SMTP service for mail local is uzing 172.16.0.2 on port 25
wed 2011 10 26 22 48:10: * MSA service for maillocal is using 172.16.0.2 on port 587
wed 2011-10-26 22.48; 10 QDR service for mail.local is using 172.16.0.2 on port 366
whed 2011-10-26 22:4 * POP3 zervice for mail local is uzing 17216.0.2 on port 110
Wed 2017-10-26 22:48:10: * IMAP service for mail local is using 172.16.0.2 on port 143
wed 2011-10-26 22:48:10; ——
wed 2011-10-26 22:48:10: Server startup: \Wed, 26 Dot 2011 22:48:10 +0700 [EvStartup]
Wwed 2011-10-26 22:48:10; e
Wed 2011-10-26 22:48:11: AntiS pam daemon host 127.0.0.1
AntiSpam daemon port: 783

-
‘wed 2011-10-26 22 49 DS CFEMGINE EXE was not running. [t was restated

< |

=]

_\\ System [ Statistics | Fouting | Securiy | Mail [ Queues | Pluging [ Sessions [

Click Lists\ New Mailing list...

Mailing List Editor - nhom1@mail.local

=1 Mailing List

- Settings

- Members

- Subscription

- Moderation

- Digest
Rouking

- Motifications

- Support Files

- Public Folder

- fckive Direckory

— Mailing List

List address nham & I mail local

=

—Header Changes
Feplace 'To:' header comment text with:

= Mathing [leave alone)  List's name (%

V' Ingert bracketed list name in 'Subject: header text
I Insert thread numbers in ‘Subject:' header text

¥ Include "nhom List Member in T0: field

Replace 'Reply-Ta' header value with Inhom'l@mail.com %l

Member's full name

— Options
Drelivery precedence for thiz list [0 - 99) I 80

[+ Only list members can post to this list
™ Hide this list from the global address book.
[~ EXPM and LIST commands wark for this list

List refuses meszages larger than I 0 KB [0 = no limit)

[ox |

Cancel Help

Click settings va dién thong tin nhu trén
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[eemon g3

Select one [or more] items I Type |

@

=l mail. local

; anhdung, anhdung@mail Jocal

3 MDasmon Server, MDasmon@mail, local
% tien, tien@mail local

s ul, ul@maillocal
] p I
3 u3, u3@mail.local
U4, ud@mnail.local

|

O5F Groups
st | Togale read only I Fost only/nomail |

Default |
Imnpart |

" Post only

Bz from list membership

Cancel | Ok | Cancel | Help I

Click members\ nhip vao 7bié1} tugng 2 nguoi\ chon nhitng account can add
vao Group\ click vao Ok dé chap nhan

Mailing List Editor - nhomi@mail.local x|
{=] Mailing Lisk Email I Mame I Tupe I
: B
i Settings & udEmail local ud Marmal
3 u3@mail. local u3 Read only

Post anly/nomail I

Remaowe | Toggle digest

| Mewvs member email
| Add

Mewvs member real name Default |
I Import |

@ Momal  Digest ¢ Readonly ¢ Postonly

™ Automatically remove dead addresses from list membership

Current nurber of list members: 2

Ok Cancel Help I

Chon thong tin nhu trén
T I

Select one [or more] items

= 2 comains
== mail.local
£ anhdung, anhdung@mail. local o this mailing list
MDaemon Server, MDasmon@mail.local
tign, kien@rnail local
ul, ul@mail.local which excesds the max size limit

@

= fram this mailing list

uz, uz@mail.local

us@mail.local essage was refused

EI

Cancel_| ok | cancel | Hem |

Click Notificatons\ qhép vao biéu twong 2 ngudi phia trén\ chon account can
add vao\ Click OK dé chap nhéan
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Mailing List Editor - nhom 1@mail.local

=1 Mailing Lisk

\ Settings

- Members
Subscription
Moderation
Digest
- Routing
- Mokifications

Support Files

i~ Public Folder

{ Active Direckory
- ODBC

Chon Options thur nhat va Option thir hai

£2 Mailing List Editor - nhomi1@mail.local

{=] Mailing List
i Settings

196

‘- Members

- Subscription
Moderation

- Motifications
i Support Files
Public Folder
Active Directory

|
— Matifications
Motity — [Lid@mail local %'
¥ ... when a user subscribes to this mailing list
W :. when a user unsubscribes from this mailing list
™ .. when a message anives which exceeds the max size limit
™ Inform non-members that their message was refused
List's SMTP ‘Bounce' address
I Ol I Cancel Help
B
— 1 Copy list messages to a public folder
Select a public folder.
Bayeszian Learning
Bayesian Leaming/Mon-5pam
g+/Spam
X Calendar
mail local/Contacts
mail localAJournal
mail local/Hotes
mail local/T asks
Ok I Cancel | Help |

Click Public Folder\ chon option copy list mssages to a public folder\ chon
citd-cantho.com\ click Ok d¢ chap nhan

2} WorldClient - Microsoft Internet Explorer
Edit

Eile View Favorites  Iools  Help

EIES|
| e

(DBack - 3 - [x] 2] n ]| O search rFavertes @ | (0 B

address [&] heip: v mailLonline .com/

=l B [Junks @

Email Address:

Password:

Language:

Theme:

<& WarldClienf)

for MDaemon®

Sign In

MDaemon,/WorldClient ¥10.0.1 @ 2008 Alt-N Technologies.

&] Done

Trén thanh Address gd dia chi: http

CL ] s

://lwww.maillonline.com, dién thong tin

account ul va sau d6 Click Sign In dé chap nhan
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; http:/ /www.maillonline.com - chao uZ - Microsoft Internet Explorer =10 ﬂ
I;_}Send Nowl [J)send Later “S spell check | * Advanced (] [ | cancel
Frnm:l"m" =u1 @mail local= LI spell Check Language:
. English -
To: [z cuz@mail local >,
Attachments: none
Et:l
Subject: Ichan uz
F ||Nurmal ;"Tahuma
| &= IDecwmaI nurmbers - 2 B @@
B E 1S 28
test user gui mail voi user
& [0 1@ Trusted stes v

Click New va dién thong tin ul giri nhom1, sau d6 click Send Now dé giri

a WorldClient - Microsoft Internet Explorer

& x|
J Eile Edt \Wiew Favortes Tools Help | |’,'
J QBack - ) - x] 2] @ | ) Search <7 Favorites 421 | - 5 B
Jngdress IEhttp:jjwww.ma\llon\ine‘com)’wor\dc\ient.dII?Session=PJVSLLS&View=LogDut j Go |JLiI‘I|G >
ﬁ -
& WorldGlient
for MDaemon®
You have been logged out.
Ematl Addres:
MDaemon,/WorldClient ¥10.0.1 © 2008 Alt-N Technologies.
(&] Done ,_,_,_,_ ’_ ) Trusted sites

Trén thanh Address gd dia chi: http://www.maillonline.com, dién thong tin
account u2 va sau do6 Click Sign In d¢ chap nhan
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http://www.mail1online.com/

/3 worldClient - Microsoft Internet Explorer - 8] ]
J File Edit Wew Favorites Tools Help | a'
JeBack 25 A RNR R | ) Search <7 Favorites €21 | Q- B
J.C\c_ldress Iahttp:f,iwww‘maillDnline.com,l’worldclient.dll?\n'iew=Main j o |JLinks »
@ WorldGlient)  F=se
For MDaoman® éﬁNew v|(‘j ;.B X|Q@Q @; & T o D| v|'—£ m @ r\’; f;‘;|
Sench

@ fikcere Q| | Enmer [+ Subject: chao uZ From: "ul" <ul@mal.local= 10,27
[=luz@mail. lacal Al S

| Inboz (2/0) (=4 MDaernen ak mail.local test Lser qui cho user

-] Drafts (0f0)

-] Sent Ttems (0/0)

] Calendar

@ Deleted [tems (00}
[ Contacts

| Tasks

.| Mates
[+]/:=] Public Folders (0f0)

E Options ﬂ

A Sign Qut

Eone — R Lo a—

U2 d3 nhan duoc mail tr ul

& worldClient - Microsoft Internet Explorer 8| x|
J File Edit ¥ew Favorites Tools Help ‘ ‘a.
J QBack - & - [x] [& » ‘ ) search - Favorites 42 ‘ SR =
J‘\Qd"ESS IEhttp:waw‘maillon\ine.comfworldclient‘dll?Sess\on:PWAZOAX&View:LDgDut j Go HLmks »
* -
& WorldClient

for MDaemon®

You have been logged out.

Theme:

MDaemon;/WorldClient v10.0.1 © 2008 Alt-N Technologies.

Eiore T @t
Efﬁtartl J @ -] J @ WorldClient - Microso... Eg . 12:52 4M

Trén thanh Address gd dia chi: http://www.maillonline.com, dién thong tin
account u4 va sau do Click Sign In dé chap nhan
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;—ﬁSend Mow | L7|SendLater %57 Spell Check | = Advanced (] (LY | D cancel

=lolx|

From: I“u4" =udignmail local=

j Spell Check Language:
IEng\ish 'i

To: Prhom 1 Mailing List” <nhom1@rail Jocal,

Attachments: none

|

Subject: Ichau nhom 1

’7_|||Normal = Tahoma =lleopt =B 1 U S‘AQII” X X | = ==
[=fosimdnmber: FlEEE | —GR d)9 cEI 4 B BHEIEN 1B 00
== == A a3y e

test user gui mail cho group

Click New va dién thong tin u4 giri nhom1, sau d6 click Send Now dé guri

2} WorldClient - Microsoft Internet Explorer

J File Edit W¥ew Favorites Tools Help

=18
&

| Qrack + ) - [ @ 0| O search eravares £ | (0 L B

J Address IE http: ffeear, mail 1 online, comworldelient . dii#Visw=Main

j GD “L\nks >

/] Sent Tkems (1/0)
[ calandar

@ Deleted [tems (0/0)
[ Contacts

[ Tasks

.| notes
[#] /=] Public Folders {0f0)

(1 MDaeman at mail.local

& WorldClienr)  ==e
For MDaemoni L Mew v|d A3 X|a @ i G o« + wd D' '|'§£ O G r‘} E\J|
l@ Folders Q‘ |Sender [+)Subject: [nhom1] chao nhom 1 From: "u4" <u4@mai
[SluF@mail.local S T

| Inbax (/0) 5 u3 test user gui mail cho group

/] Drafts (0f0) =1 ug

Dnne -
mstart| ey

J I@ WorldClient - Microso... @ http: v maillanline. . ..

U3 trong nhom1 da nhan duoc mail
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4.2. Quan li User (Forwarding, Quota, mailbox, Alias)

e Mailbox

Alt-N MDaemon PRO for Windows - mail.local - 172.16.0.2 &l
Fle Edit Setup Security | Accounts Lists Gateways Catslogs Queues Windows Help

. [ew Account, . F3 ==X @ @ E] @
3 g
@ ‘@ f m L Edit Account... Alt+F3 B
IMORLNATOHETE: L = Delte Account.., CUTTS  [reating default fle: Fullnless dat
- Local queue: reating default file: Dvlinless. dat
-] Remote queus: 0 Account Manager... Cl+M  Preating default fle: MsqlD dat

-4 Retry queus: 0 Account Settings. . Ch+U Lreating default file: LnDomair.dat
[ Holding queue: 0 reating default fle: Relay.dat

. Importing » LCreating default file: AuthLst. dat
] Bad quege. 0 Exporting y Cresting defaul fle: DK Cache.dat
[ Quarantine que Teating default fle: VBR Sign.dat
-0 LN queue: 0 Thu 2011-10-27 00:21:33; Creating default fle: Gatewaylsers.dat
[ RAW 0 Thu 2011-10-27 00:21:33: Creating default fle: SPFDKApproved.dat
g gs- Hee Thu 2011-10-27 00:21:33; Creating default file: Grouptwarel sers dat
=l aBIvers Thu 2011-10-27 D0:21:39 Creating dafault fle: SpamTraps.dat

(5748 SMTP server(s): active | | Thy 2011-10-27 00:21:35 Creating defauit Fl: Ldap dat

[]--ﬁ POP3 server(s): active Thu 2011-10-27 00:21:35; Creating default file: Dpopitra dat
F-45h TMAP server(s): active Thu 2011-10-27 00:21:33: Creating default fle: DynamicS creen.dat
Thu 2011-10-27 00:21:3% Creating defaul file: TarpitConnect dat

4Gk Minger: nactive Thu 2011-10-27 00-21:35: Creating default fle: AuthErnors dat
4G Antivirus: double-cick e { o, 2011-10:27 00:21-33 Creating defaulfle: SubCant, dat
[=-48k Antispan: active Thu 2011-10-27 00:21:33; Creating default file: UnSubConf.dat

--dgh DomainPOP; inactive U -10- :21:33 Creating defaulk file: Overluota.dat
Thu 2011-10-27 00:21: 3% Creating defaul fle: OverQuata.d

DR inack Thu 2011-10-27 00:21:33; Creating default file: Mearuota. dat
4 MutOP:inactive Thu 2011-10-27 00:21:35: Creating defauit fle: CalPiemind.dat

-4 Webhdrin: sctive Thu 2011-10-27 D0:21: 39 Creating defaul file: TackFemind dat
-4 worldclent: active  —J | Thu 2011-10:27 D0:21:3%: Creating defaul fle: CfSpamE scludes. dat
T | Thu 2011-10-27 00:21:3% Creating defaul fle: BATWxcot dat i
1 | mi el ;

| Stats | _\ System ,{ Shatistics ,( Fouting ,( Security M,{ Queues ,( Plugriris }{ Sessing ,"
Click Accounts\ Edit Account...

Accounts - ul

= Account Settings [~ Message falder

| - Account C:AMDAEMONY sershmail localul Sthunhar] Erowse |
] - Mailbox
1 - Aliases Al mail messages which arrive for this account will be stored as Wignal |
! - Farwarding test files in this folder.
1 -~ Quokas
H . Restrictions [~ Enable automatic extraction of MIME encoded attachments
] - eh Access Extracted attachments will be placed here:
1 - Auko-Responder
H . IMAP Filtars FsCAMDAEMONN U sersimail localhul SthunhanFilesh
! - MultiPOP
- Shared Folders
! - Signature —Thiz account iz a member of the following groups:

- Opkions En
'cl

I Ok I Cancel | Help |

Click mailbox\ chon dudng dan nhu trén, sau d6 Click Ok dé chap nhan
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2§ worldClient - Microsoft Internet Explorer

|3 %
File Edit ‘“ew Favorites Tools  Help '.,'
eBack - @ - \J @'] \-,\J | ,':’Search f?Favarites £ | [H~ e =
Address |@ http: /{192, 168.1,1: 3000 | Go |Link5 »
* -
& WorldClient
for MDaemon®
Email Address: TeaIGRT{TEAT]
MDaemon;/WorldClient ¥10.0.1 @ 2008 Alt-N Technologies.
@ Dane ’_l_l_’_ ’_ @ Trusted sites
i start J @ é J @ Internet Explorer Enhan... | @ Worldclient - Microso... g g B 9:06 P
_—--

Trén thanh Address gd dia chi: http://www.maillonline.com, dién thong tin
account u2 va sau do Click Sign In dé chap nhan

a http:/ /www.maillonline.com - chao ul - Microsoft Internet Explorer = |E| 1[

~_‘E Send Now| [ 7| Send Later 57 Spell Check | *idvanced ([ [ | D Cancel

From: I"u2" =u2i@mail local=

j Spell Check Language:
) IEng\ish 'i
To: o 21 @mail.Jacal »,

Attachments: none

Cc |

Subject: |chao ul

7] |[hormal = |[Tahoms Clzwom B r US| AL xx|E=E==
|§EDecima\numbers -:= E‘—@%ﬁ‘q Pd*%ﬁﬂ%ﬁ|@@@: » ﬂ<||§@@
= ‘ WS 35 e | 44y | a d e
test mailbox
[& [ [ [ [ |@ Trusted stes Vi

Click New\ dién thong tin nhu trén, sau d6 Click send Now dé guri
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nd50000000001.msg - Notepad

File Edt Format Yiew Help

RIS

rReturn-path: <u2@mail.locals>

recefwed: from worldcClient by mail.local (Mpaemon PRO v10.0.1 triall
with ESMTP id md50000000006.msg
for <ul@mail.locals; Thu, 27 oct 2011 01:00:23 +0700

authentication-results:
auth=pass smt
-spam-pProcessed: mai
(not processed:
<—Authenticated-Sender:

-mail=uz@mail.local
.lacal,

mail.local

Thu, 27 oct 2011 01:09:23 +0700
message from trusted or authenticated source)
uz@mail. local

-Rcpt-To: ul@mail.Tocal

-MDRcpt-To: ul@mail.local

-Return-Path: uzamail.local

—Envelope-From: uZ@mail.local

<-MDaemon-Deliver-To: ul@mail.local

receiwed: by mail.local via worldclient with HTTP
Thu, 27 oct 2011 01:09:21 +0700

Date: Thu, 27 Oct 2011 01:09:21 +0700

From: "u2" <uz@mail.locals>

To: "Ll <ul@mail.local>

Subject: chao ul

MIME—version: 1.0

Content-Type: multipartsalternative; boundary="_1026-1809-21-PART-BREAK"

Message-ID: <wWC20111026180921.0600098mail. Tocal>

-maiTer: worldclient 10.0.1

——_1026-1809-21-PART-EREAK
Content -Type:

textplain; charser="us-ascii”

——_1026-1809-21-PART-BREAK

@ seart| | [ &

Content-Type: text/html; charset="us-ascii"

<HTML>

<font style="FONT-SIZE: 10pT; FONT-FAMILY: Tahoma"> <diwve>test mailbox <hr
S=&nbsp; < /dives</fonts>

<HTML>

sl

| = cxmpaemorsersimail.... || 1 md50000000001.msg...

o

= 10 AM

C:\Mdaemon\User\mail.local\ul\thunhan\Click  md5000000001.msg
dé xem ndi dung u2@mail.local guri cho ul@mail.local

Tao bi danh(Alias)

Phén soan thao bi danh cho phép ban tao nhiéu dia chi nhu thuc sy chi 1a mot
user account hodc 1a mailing list

Inbound queue: 1
Local quese: 0
Remate queue: 0
Retry queue: 0
Holding queue: 0
Bad queue: O
Quarantine gqueue: 0
LAN queue: 0
- - RAW queus: 0
=388 Servers
[+-38k SMTP server(s): active
[+ ﬁ POP3 server(s): active
88k IMAP server(s): active
-k Minger: inackive

&8 Antivirus: double-click ko
-8k Antispam: active

 Thu 201110

Thu 2011 ‘IEI 27 00 21°3%°
Thu 2011-10-27 00:21:39,
Thu 2011-10-27 00:21: 33
Thu 2011-10-27 00:21:39:
Thu 2011-10-27 00: 9
Thu 2011-10-27 00:21:29:
Thu 2011-10-27 00:21:39:
Thu 2011-10-27 00:21:39,
Thu 2011-10-27 00:21: 33
Thu 2011-10-27 00:21:39:
Thu 2011-10-27 00:21:39:
Thu 2011-10-27 00:21:29:
Thu 2011-10-27 00:21:39:
Thu 2011-10-27 00:21:39,
Thu 2011-10-27 00:21: 33
Thu 2011-10-27 00:21: 2

&

Thu 2011-10-27 00:21:39:
Thu 2011-10-27 00:
Thu 2011-10-27 00:21:39:
Thu 2011-10-27 00:21:39,
Thu 2011-10-27 00:21: 33
Thu 2011-10-27 00:21: 39:
4

ﬁ DomainPOP: inackive
8 MUPOP! inactive
G488 webAdmin: active
8§ worldClient: active

4 |

@

-

O

Cleatmg defaull fil

:39: Creating default file:
Creating default file:

Creating default fils

Creating default file:
Creating default file:
39: Creating default file:
Creating default file:
Creating default file:

Creating default fils

Creating default file:
Creating default file:
Creating default file:
Creating default file:
Creating default file:

Creating default file

Creating default file:
: Creating default fils:
Creating default file:
:39: Creating default file:
Creating default file:

Creating default file

Creating default file:
Creating default file:

MDaemon PRO F - mail.local - 172.16.0.2 =S
fle Edit Setup Secwity | Accounts Lists Gateways Catalogs Queuss Windows Help
Mew Account, .. F3
” r ‘t'-'ﬂ' L Edeaccount... AE+F3 E] E] [;] | |
- Raw messages: Pelete Account,..  Cl4F3 [Ciealing defaull file: IPCache. dal |
Creating default file: MixCache. dat
epam refused: o e tuEIe T AC e Creating default file: MoCache.dat
P ) Agcount Settings,..  Cerl+l I Creating default file: D amainSharing. dat
&3 viruses detected Creating default file: MultiPOF. dat
& wiruses refused: { Imparting ¥ | Creating default file: Priority. dat L\‘
56 Queues = + | Creating default file: Excption. dat
b Lizatng defaullle Dlurless.da

D VU nless. dat
kzglD.dat
LnDomain. dat
Relay.dat
AuthLst. dat
DECache. dat
WEBRSign.dat
Gatewayl sers. dat
SPFDEApproved dat
GroupwWarel sers. dat
SpamTraps.dat
Ldsp.dat
Dpopira.dat
DynamicScreen. dat
TarpitConnect dat
AuthErmors.dat
SubConf.dat
UnSubConf.dat
OwverQuata. dat
MearQuata dat
CalRemind. dat
TaskRemind. dat
CfSpamE scludes.dat
BATVcot.dat

Y Stats

\ System i Statistics J| FRouting [ Security { Mail § Queuss § Plugrins | Sessions [

Create, edit, delete accounts and related settings

Click Accounts\ Account Settings...
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mailto:u1@mail.local

Account Settings

[=]- Mew Account Defaults
.- Mailbax

Quatkas

- Auko Responders

[1]
[1]

----- Options
[=)- dctive Directory

f.- Options

[=]- Outlook Connector

- Qutlook Conneckor
- Accounts

- Web Access Defauls
- Account Database

- Aktachment Linking

- Windows Address Book

203

r~ Current aliases

Aliazes |
?:3_ D aemon@ELOCALD OMaINE = MDasmon@mail local

8 ListServ@$L OCALDOMAING = MD aemon@mail local

8 ListServer@$LOCALD OMAINS = MD aemandzimail local

8 List-Serv@$LOCALDOMAINGE = MD aemani@imail. local

8 postmaster@mail local = anhdung@mail local

8 abuze@mail local = anhdung@mail local

Remowe | Up | Down

Mew aliaz |tieuthieugia@mail.|ocal Wildeards *? ahd ™ are allowed.

- Quokas -
. Groups Actual addiess |1 @mail local [ul) Add
- Minger
Ok | Cancel | Help |
Click Aliases va dién thong tin, sau d6 Click Add
Account Settings x|
= Mew Account Defaults - Current aliases
Mailbo Aliases |
Quotas 4] - p
a3 MDaemon@$L0CALD OMAINE = MD aemant@mail local
EJ-Auto Respondars 8 ListServ@3LOCALDOMAING = MDaemon@mail local
"‘hCP'-'”FS & ListServer@$LOCALDOMAING = MDaemont@maillocal
hite List & ListServ@$LOCALDOMAING = MD asmon@ma local
Qptions " . .
5 Alisses &y postmaster@mail local = ankhdungE@mail local
- 8 abuse@mail local = anhdungi@mail local
Aliases o . )
Options & tieuthieugia@mail local = ul @mail local
[=]- Active Directory
Monitoring
Options
= Qutlank Cannectar
Outlook Connector
Accounts Remove | Up | Down |
- \Web Access Defaults
- Aiccount Database
- Attachment Linking . .
P
- \Windows Address Baok New alias || “wildcards 7" and ™ are allowed.
- Quakas -
- Groups Actual address |u1 @mail local (ul) =| %l Add I
- Minger

| Ok | Cancel | Help |

Click Ok dé chap nhan
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QBack « (0 - [x] 2] 5| 0 Search S Favorites £ | - L B

Address [ http:fwwme.maillanine, comfworlddlient. di Session=CIMNPGOEYiew=Logaut

< WorldClient)

for MDaemon®

¥ou have been logged out.

Email Address: [Tl

Sign In

MDaemon,;/WorldClient v10.0.1 © 2008 Alt-N Technologies.

|:&] one

Dién thong tin, sau d6 Click Sign In dé chip nhan

=] Ed s HLmks =

I ol T N —

ZJ http:/ /wwsw.maill online.com - chao ul{tieuthieugia) - Microsoft Internek Explorer

o] x|
_ YSendMow | L SendLater “5F spell Check | Advanced ] L4 | 3 Caneel
From: ["u2" =su2@mail lncal> =1 lwgﬁe:
To: [ieuthieugia@mal locl English =
iedthisugia@mal, foca Attachments: none
ce:|
Subject: Ichao ul(tieuthieugia)
12 | [mermal _[Tahoma =z 1B 7 U 5| A B[] x x| =E===
| $=[recimal numbers -|:i= E|l—ape @ o cBlGS F BN E Be2E s H1E e o
@ | e | ¥ | 35
hest Aliases
&1 [ [ [ @ Trusted sites W

o

gui

4} worldClient - Microsoft Internet Explorer

Eile Edit Yiew Favorites Tools  Help

] 3

|_ar

@back - ) - %] (@] (m| S search oravorites 0 | - B

Addrass [&] hitp:fea. maillonline. comwarlddient di7Session=TLERZ A& icw=Logout

< WorldElient)

for MDaemon®

¥ou have been logged out.

emall Address:

Theme:

MDaemon,/WorldClient ¥10.0.1 © 2008 Alt-N Technologies.

Dién thong tin, sau d6 Click Sign In dé chip nhan

GVGD: NGUYEN DUY

B2 = K= |JL|r|ks =

Click New va dién thong tin giri cho tieuthieugia, sau d6 Click Send Now dé
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2} Worlddlient - Microsoft Internet Explorer

JEiIe Edt Wiew Favorites Tools Help
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-15]x]
I

JQBack 25 RAENERA | ) Search

f,'?Favorites {4| A= ez =

J Address I@ bkt v mail Lonline  comfworldclient  di ?vigw=Main

j Go “L\nks »

& WorldGlient) ~ fekess — —
For MDasment e v|d B X E R e v b E |L|E '|§'J.' Q § 2 t|

5 Sender
= Folders Q|, ‘ '+|Subject: chao ul(tieuthieugia) From: "uz" <uZ@mai,
[=|ul@mail local A Hwe

| Inbox (2/1) ] uz test Aliases

] Drafts (0/0)

/] Sent Ttems (0/0)

ﬁCalendar

@ Deleted Items (0/0)

[ Conkacts

] Tasks

. | Nates

[+ Public Falders (0f0)

Thong tin u2 giri ul thong qua bi danh tieuthicugia@mail.local

Forwarding

Forwarding 1a mot dang dia chi e-mail khong truc tiép luu giit cac e-mail khi
duoc nguoi st dung Internet gui td1 ma no chi ¢6 tac dung chuyén tiép céc e-
mail lién hé nay tdi 1 dia chi e-mail dinh trudce ¢6 kha nang luu gitr cac e-mail
lién hé.

Alt-N MDaemon PRO for Windows - mail.local - 172.16.0.2
Fle Edit Setup Security | Arcounts Lists Gateways Catslogs Queues Windows Help

B|eTYBl G

£

£
=

[t
#
[

S I o g =0

[ew Account, . F3 ==X @
Edit Account... A3 | 20 =Y = -
Delete Account,,,  CE+FS

Lreating default file: Fwllnless.dat

t-04 Local queue: 0 reating default fle: DvUnless. dat
700 Remote queus: 0 Accaunt Manager.., Chrl+h Lreating default file: MeglD.dat
[ Retry queue: 0 Account Settings...  Chrl+U Ereat!ﬂg default f}le: LnD omain. dat
5 Holdi .0 eating default f}le: Relay.dat
% Od n qu?ue Importing » LCreating default file: AuthLst. dat
1) Bad queue: 0 Exporting y Lreating default fle: DK Cache.dat

[ Quarantine quae

reating default fle: VBR Sign.dat

[ LN queue: 0
-] RAW queue: 0

8 servers

-4k SMTP server(s): active
]ﬁ POP3 server(s): active
-4k IMAP server(s): active
ﬁ Minger: inactive

gk Antivirus: double-click b
]ﬁ AnkiSpan: active

ﬁ DomanPOP; inactive
i MUIEPOP: inactive
]ﬁ ‘Webadmin: active

4

i WorldChent: active

. ol

Thu 2011-10-27 00:21:33; Creating default fle: Gatewaylsers.dat
Thu 2011-10-27 00:21:35; Creating default file: SPFOKAppraved.dat
Thu 2011-10-27 00:21:35: Creating default file: Groupwarel serz. dat
Thu 2011-10-27 00:21:33: Creating default file; SpamTraps.dat

Thu 2011-10-27 00:21:39: Creating default file: Ldap.dat

Thu 2011-10-27 00:21:33: Creating default file: Dpopsta dat

Thu 2011-10-27 00:21:33: Creating default file: DynamicS creen, dat
Thu 2011-10-27 00:21:33: Creating defaul file: TarpitConnect. dat
Thu 2011-10-27 00:21:3% Creating defaul file: AuthEnars. dat

Thu 2011-10-27 00:21:3% Creating default file: SubCanf.dat

Thu 2011-10-27 00:21:3%; Creating default file; UnSubConf.dat

Thu 2011-10-27 00:21:33; Creating default fle: Overluota.dat

Thu 2011-10-27 00:21:33; Creating default file: Mearluota.dat

Thu 2011-10-27 00:21:33; Creating default file: CalRemind.dat

Thu 2011-10-27 00:21:33; Creating default file: TaskRemind dat
Thu 2011-10-27 00:21:33: Creating defaul file: CfS pamE wcludes. dat
Ti'|u 2011-10:27 00:21:33; Creating default file: BATV <ot dat

4

| Stats |

_\ System | Statistics { Rauting [ Secuily [ Mail f Queves [ Plugine [ Sessians [

Click Accounts\ Edit Account...
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Select one [or more] items

4 = E Domains
- =51 mail. local

S anhdung, anhdung@mail.local
MDasemon Server, MDhasmorni@mail . local
kien, tien@mmail.local

I Ok I Cancel I

206

Chon Account u2, sau do Click OK

Accounts - u2

= Account Settings

- Aocount

- Mailbos

- Aliases

- Forwarding

- Quokas

- Restrictions

- Web Access

- Auko-Responder

- IMAP Filters

- MultiPOP
-Shared Folders

- Signature

- Cptions

— iThis account is curently farwarding maik

Farmarding addrezz(es) [zeparate each address with a comma)

¥ | Fetain a lozal copy of forwarded mail

—Adwvanced fonwarding options

Fanmard the meszage to thiz domain |

Mote: |f pou would like to forward the message o a specific host enclose the
walue above in brackets. For example, [c3po.altn. com].

Usze thiz address in SMTF envelope |

Use thiz TCP part I 25 SMTP default is port 25

Ok I Cancel I Help |

tho.com 192.168.1.1

| Active: 0 | Buf: 0/0 | SMTF: 0/0 [ POP2: 0/0 | IMAP: 0 | Time left:

Click Forwarding, sau do6 chon “This account is currently forwarding mail”
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= Accounk Settings W Thiz account iz curently fonwarding mail
- Becount Faorwarding address(es) [separate each address with a commal
- Mailb _
AE;S;: |anhdung@mall.|ocal
A T iitsin & Insal copy of forwarded mak
- Quotas iRetain a local copy of forwarded maik
- Restrictions
- feh gy . .
----P.ueto-Rcec::;nder r—Advanced fonwarding options
- IMAP Filters Forward the message to this domain |1 7216.0.2
< MUPOP Note: If you would ke to forward the message to a specific host enclose the
- Shared Folders value above in brackets. For example. [c3po.altn.com).
- Signakure
- Ciptions Usze thiz address in SMTP envelope |u1 @mail local
Usze thiz TCP port I 25 SMTP default is port 25

I Ok I Cancel | Help |

Dién thong tin nhu trén va boé chon “Retain a local copy of forwarded mail”,
sau do6 Click OK

A worldclient - Microsoft Internet Explorer I =l |
J File Edit ‘iew Fawaorites Tools Help | 1','
JeBack -0 - X E o ‘ ) Search ' Favorites &4 | Q- 5 B

Jagdress I@ http: v maill anline, comfwarldclient. diFSession=2YEDIDMEYiew=Lagout j G0 “ Links **

< Warldlient)

for MDaemon®

You have been logged out.

Email Address:
password: | T

MDaemon;WorldClient v10.0.1 © 2008 Alt-N Technologies.

Ejoere T T @reemss

Trén thanh Address g6 dia chi: http://www.maillonline.com, dién thong tin
account ul va sau do6 Click Sign In d€ chap nhan
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a http:/ /www.maillonline.com - chao anhdung - Microsoft Internet Explorer - |D|1|

gﬁSend Mow | L7 Send Later 7SDEIICheck| *advanced ) L | 3 Cancel

From: I"u1 " 2o i@mail local-

:l 5pell Check Language:
_ IEninsh 'i
To: [z cuz@mail docal >,

Attachments: none

Cc I

Subject: |chau anhdung

'7_|||Normal ;”Tahoma ;Ilz(ltlpt);l B I US ‘ A&| X, % | =
|§E|Decwma|numbers 'IEE E| _@%E| 9 t’ﬂ % %m%ﬂ
3 | b b | 5= e e

Beo=M 1|6 oo

ul gui cho uz, uz se chuyen toi anhdung|

‘@ I_I_I—I—I_IWSA

Click New\ dién thong tin nhu trén\ Click Send Now dé gui

23 WorldClient - Microsoft Internet Explorer

=l=1x|
J File Edit ‘Yiew Favorites Tools  Help | al
[ Qback - D - [4 @) (h] Dsearch ifavaiites €| (0- 5 B
JngdressIEhttp:waw.maiI1Ur||ir|e.:Umfwur\d:lient.dl\?Se5s\un:PUJWAMX&ViEW=LUgUut j Go |JL\nks 5

@ WarldClien)

for MDaemon®

You have been logged out.

Email Address:

Language:

Theme:

MDaemon,;/WorldClient ¥10.0.1 @ 2008 Alt-N Technologies.

Trén thanh Address g6 dia chi: http://www,maillonline.com, dién
thong tin account “anhdung” va sau dé Click Sign In d€ chap nhan
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http://www,mail1online.com/

File Edt ‘View Favorites

Toals

2} worldClient - Microsoft Internet Explorer

Help

209

I
| &

Address IE hittp: e, mail Lonline. comjworldclient . diiFview=Main

|
J Qback ~ ) - o 2] | - Searth - Favorites @| R 5 B
|

B [funks »

& WorldClient )

For MOaemon®

Inbox

R B T e i e R N o

- Folders Q| ‘Sender

=lanhdung@mail.local = =T To:
] Inbox {5/} 4 ut From:
- Drafts {0j0) = ul Date:

_ Sent Items (0/0)
[ Calendar

@ Deleted Ttems (0/0)
[ Contacts

| Tasks

| Motes

[=) [ Public Folders {0j0) _

[+][] Bayesian Learning (0/0) |+

MDaemon Sales

(=4 MDaemmon at mail local

[Z]Subject: chao anhdung

o "u2" <uz@rmail.local >
"ut" <ut@mail local =
10/27/2011 01:52 AM

ul gui toi u2, U2 se chuyen toi anh dung

T T o mstedstes

Hinh trén la thong tin ul gui cho anhdung thong qua u2.( trong u2 s& khong c6
thu ul gi vi lac cau hinh Forwarding da bo chon “Retain a local copy of

forwarded mail’”)

e Quota

Alt-N MDaemon PRO for

ows - mail.local - 172.16.0.2

File Edit Setup Security | Accourts Llists Gabeways Catalogs Queues Windows Help

e Account. .. F3

=13 x]

I
Y

SIEIC

#- [ POP3 sessions:

D QTYa g B B

Delete Account...

Chrl+F3

|To

| Deliver-To

| Subjeck
Jia

[ MAP sessions: 0
[ RAW messages:

Account Manager... Ctrl+m

Account Settings...  Chrl+U
{7 Spam accepted: <
f spamrefused: 0 Importing 3
-8 viuses detected:  Ewporting 3

[ Viruses refused:
=54 Queues
-] Inbound queus: 0
-0 Local queue: 0
®-54 Remote queue: 0
-] Retry queue: 0
{54 Holding quene: 0

[ Bad queue: 1
-4l Quarantine queue: 0
-5 LA queue: 0
-5 RAW queue: 0
-4k Servers
[#- ﬂ SMTP serveris): active
[+ 'ﬂ POP3 serveris): active
[+ ﬂ IMAP serveris): active
-4k Minger: inactive
488 Antivirus: active
[-4gk Antispam: ackive
48k DomainPOP: nactive  ~
- MUItPOP: inactive

48 Wehadmin: active _Iﬂ
4] 3

T

<

i

Retry 4 Holding § Bad j LAN | Cuaranting K Spam Trap K Bayesian Spam ,( Bayesian non-5pam ,"

' Stats

'\ System ,( Statistics ,( Routing ,( Security ) Mail ) Queues ,( Plug-ing ,( Sessions ,f

Create, edit, delete accounts and related settings

Click Accounts\ Edit Account...
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Select one [or more] items

&£ = E Domains
= =-E mail. local

8 anhdung,

g MDaemon Server,
% tiem, tien@mail.local
g uz, uz@mail.local
8 u3, ud@mail.local
g u4, ud@mail local

anhdurng@rail. local
MOaermori@mail laocal

I Ok I Cancel I

Chon Account ul, sau d6 Click OK dé chép nhan

Accounts - ul

= Account Settings

-+ Bccounk

- Mailbioz

- Bliases

- Farwarding

-~ Quokas

- Reskrictions

- web Access

- Auto-Responder

- IMAP Filters

- MUlEiPOP
Shared Folders
Signiature
options

—EThis account must obzerve these quota selli@—

railbo.

When an account excesds itz quata settings subsequent delivery attempts
will be refuzed and a waming meszage will be placed in the account's

tazimum number of messages stored at once I 100 [0 = na limit]

P axirmum disk space allowed

I 1 ME [0 = no limit]

— Pruning

Automatically delete account if inactive for I 0 days [0 = newver]

Delete messages older than
Purge deleted IMAR messages older than I 0 days [0 = never)

I | Furge old messages from [WMEaF folders as well

I 0 days [0 = never]

Ok I Cancel | Help |

Click Quotas, sau do chon “this account must abserve these quota setting”
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£l Accounk Setkings
- ecount

- Mailbioz

- Aliases

- Forwarding
- Quotas

-~ Restrictions
-~ Web Access

- IMAP Filkers

- MUlEPOP

- Shared Folders
- Signature

- Dpkions

- Ato-Responder
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% This account must observe these quota settings

When an account excesds its quata settings subsequent delivery attempts
will be refused and a warning meszage will be placed in the account's

mailboz.

k4 asimum number of messages stored at once I 100 [0 = n lirit)

Maximum disk space allowed I 1 MEB [0 = no limit)
~ Pruning

Automatically delete account if inactive for I 0 days [0 =never]
Delete meszages older than I 0 days [0 = never]
Purge deleted IMAF messages older than I 0 das [0 = never]

[~ Purge old messages from IMAP folders as wel

Ok I Cancel | Help |

Bo6 chon “use domain faults, dién thong tin nhur trén

FE Account Settings
- BCCount

- Mailbox

- Aliases

- Forwarding
- Quakas

- Restrickions
- Web Access

- IMAP Filkers

- MUIEPCP

- Shared Folders
- Signature

- Options

¥ This account must observe these quota settings
When an account exceeds its quota settings subsequent delivery attempts

will be refused and a warning mezzage will be placed in the account's
mailbos.

Mawiraurn number of messages stored at ohce I 100 [0 = no fimit)
Mawiraurn disk zpace allowed I 1 B [0 = no limit)

- Buto-Responder

~ Pruning
[ Use domain defaults
Automatically delete account if inactive for 0 days [0 =never)

Delete mezsages older than I 0 days [0 = never)
Purge deleted [MAF meszages older than 0 days [0 = never)

[|7 Purge old meszages Frorn [MAR folders as welt |

I Ok I Eancell Help |

Chon “purge old messages form IMAP forder as well”, sau do Click OK dé

chap nhan
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£} worldClient - Microsoft Internet Explorer == x|
J File Edit ¥iew Favorites Tools  Help | L
| @Back = 3 - X @ (n] O search rFavortes £ | (u- i B

J Address IE hiktp: vy mail 1 onling, compworldclient, di?Session=:3yw TYOMEMiew=Logout j Go “ Links >

<& WarldClient)

for MDaemon®

You have been logged out.

Email Address: [IH]

Password:

Language:

Theme:

MDaemon/WorldClient ¥10.0.1 @ 2008 Alt-N Technologies.

@coe T T s

Trén thanh Address gd dia chi: http://www.maillonline.com, dién thong tin
account “u2” va sau d6 Click Sign In dé chap nhan

TR ML S wesewe rnvail Lonline corn - WorldClienl - Microsoell Intermet Explucer =TS
*jSend Now L _fSend Later =% Spell Check Advanced [ 14 | &3 Cancel
From: ["u2" cuZ@mmail locats =1 il Check Larga.

Vo [T cui@mald locals il =
] Attachments: (1 File)

ce: |

Subject: [chas ul

MMicrosolt Internet Explorer x|
!} Error serding messagel 452 Message For Iocal» would o mailbese quata

Click New va dién thong tin gui téi ul, sau do Click Send Now s€ nhéan dugc
hop thong bao nhu trén

4.3. Loc thw, chong virus thw dién tir
o Loc thu

OO T

Eils Edt Wiew Favortes Iools  Hsip

|
amack -~ 3 - T | L Search Folders | b i e W) | M-
Address [ oot =] -
Hame - | fize | Type | ate Modfied 1 |
L ADocuments and Settings Filer Foller 10f30f2010 10: 10 AM
" File Folder 1202000 SA0 P

File Folder 10302010 10: 18 AM B

File Folder 10/20f2010 8:34 PM

File Foicer 10fZaf2010 0152 PM

File Foider 10/P0FZ010 3155 AR

File Foicer 1 LfZ22010 4127 AM

I Falder ks Emgpty

Tao 1 Folder c6 tén “cacthugui” nim trong 6 C
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Alt-N MDaemon PRO for Windows - maillocal - 172.16.0.2
File Edt Setup | Security Accounts  Lisks Gateways Catalogs Queuss Windows Help

Antitirus. .. Chrl+h e Q:\ Qp\ |
H Qv | ‘@ | Content Filter..,  Ctrl+F | =y E] @ @ @
7 00:21:39: Creating default file: IPCache.dat
7 00:21:35: Creating default file: MxCache.dat
L7 00:21:39: Creating default file: MoCache. dat
:21:39: Creating default fle: DamainSharing. dat
i Creating default file: MultiPOP. dat

=18

L] RLAM
! Spam :
Spamr  Security Setbings... Chr4S
&) viruses detected: 0 (0.0 [Thy 2011-10-27 00:21:3%

D

Spam Filer... Chrl+P

ﬁ ‘iruses refused: 0 Thu 2011-10-27 00:21:35: Creating default file: Priority. dat
= Queues Thu 2011-10-27 00:21:35: Creating default file: Excplion.dat

Inbound queue: 0 Dlless dat

- Local queue: 0

[+ Remate queue: O Thu 2011-1 0-27 0o 5 Creat\ng dafault file: tsglD. dat
- Retry queus: 0 Thu 2011-10-27 00: 5: Creating default file: LnD omain, dat

— . Thu 2011-10-27 00: 9: Creating default file: Relay. dat
Holding quzu: 0 Thu 20111027 00.21 33 Creating default fle: Authlst dat

- Bad queue: 0 Thu 2011-10-27 00:21:3% Creating default fle: DK Cache.dat

4] Quarantine queus: 0 Thu 2011-10-27 00:21:39: Creating default file: VBRSign. dat

- fed] LAM queue: 0 Thu 2011-10-27 00:21:3% Creating default fle: Gatewayllsers.dat

5 RAW o Thu 2011-10-27 00:21:3%: Creating default file: SPFDKApproved. dat ozl
o S- quee Thu 2011-10-27 002135 Creating default fle: Groupiwarelsers dat
E STVErs Thu 2011-10-27 00:21:3%: Creating default file: $pamTraps.dat

-4 SMTP server(s): active Thu 2011-10-27 00:21:3% Creating default fle: Ldap.dat
(-8 POP3 server(s): active Thu 2011-10-27 00:21:39; Creating default file: Dpopeira.dat
-8k IMAP server(s): active Thu 2011-10-27 00:21:35: Creating default file: DynamicS creen dat
ﬁ Minger: inactive Thu 2011-10-27 00:21:3%: Creating default file: T arpitConnect. dat
. . 'S Creating default file: AuthE mors. dat
£ Antivirus: doutle-clck to :27:3%: Creating default file: SubConi.dat
F-48F Antispam: active Thu 2011-10-27 00:21:35; Creating default flle: UnSubConf.dat
ﬁ DomainPOP: inactive Thu 2011-10-27 00:21:3% Creating default file: Overluota.dat
. Thu 2011-10-27 00: '5: Creating default file: Nearluota.dat
& 1PoP: nactve Thu 2011-10.27 00:21/33 Creating defaul: fls: CaPemind dat

154 webidnin: sctive Thu 2011-10-27 00:21:3%: Creating defaul fle: T askRemind dat
-4k worldClient: active  — | Thy 2011-10-27 00241 3% Creating default fle: Cf3pamE scludes dat
T | Thu 2011-10-27 00:21:35 Creating default file: BATV<cot. dat >
4| I BiE | v
Y Stats _\ System ,( Statistics ,( Routing ,{ Security j Mai .( Oueuss ,( Plug-ins ,{ Sessiohs f

Click Security\ Content Filter...
x|

= Content Filter
i~ Rules

- Attachments ‘wihen active, the content filkering spstem will test all news messzages using the iles
- Motifications specified below and perform the requested action if a match i made.

— v Enable rules processing engine

-Recipients

- Compression
- Antivirus

A Updater

Left click on item to zee description

I Mew rule I E dit rule LCopy rule | Delete rule fowe up |

Click. the checkbox to the left of each rule to enable/dizable it. Move down |

aK I Cancel |

Click Rules va Enable rules processing engine, sau d6 Click New rule
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Create Rule =|

Create rule

MHame this rule INew Fule #3
Conditions. .. Actions...

v If the FEOM HEADER contains - [ IDELETE aHEADER 1 from message ;I
If the TO HEADER contains I— DELETE a HEADER 2 from message
If the SUUBJECT HEADER contains DELETE a HEADER 2 from message
fthe CC HEADER contains Send a HOTE 1 to.
[ H EF Send a HOTE 2to...
f the uzer defined 1 HEADER contains Send a MNOTE 3to...
If the user defined 2 HEADER contains Remowve any digital signature
If the user defined 3 HEADER contains Rur a program...
If the user defined 4 HEADER contains Send the message to SMS gateway...
If the user defined 5 HEADER contains COPY the messzage to FOLDER. ..
If the MESSAGE BEODY contains PMOYE the message o custom QUEUE. ..
If HEADER containz words from file. Add aline to & text file
If HEADER doesn't contain words from file. .. COPY the meszage to a PUBELIC FOLDER...
IF MESSAIGE BODY contains waords from Ffile. .. FMOYE the message ko a PUBELIC FOLDER...
If MESSAIGE BODY doesn't contain words from file. Search and replace within HEADER
If the MESSAGE has attachment[z] Search and replace within BODY
If the MESSAGE SIZE is greater than Jump toarule.
If the MESSAGE HAS A FILE called Send an instant message...
f there's an attachment with COMTEMT-TYWFPE of... — Add ko windows ewvent log...
f the message is INFECTED. Extract attachments ta folder. ..
FE=IT CODE from 'Run a program' iz equal ko [ 1 Change message processing priority...
If the SPakd FILTER score is equal ta [1Sign with Domaink.eys selector.. p—
If thie MESSAGE IS DIGITALLY SIGHED =1 |CISian with DKIM selectar... -

Actions process in sequential order and stop if the meszage iz moved or deleted

Apply thizs rule to messages in the LOCAL & BEMOTE queus

contans specihic stnngs

If the FROM HEADE

Cancel |
Chon “If the FROM HEADER contains™\ Click “contains specific strings”

Specify Search Text |

Specify strings that this content filker rule should look for
Check faor thiz ztring

I@mail. local Add

Currently zpecifed strings [right click an the ztrings ta remove)

If the FROM HEADER contains. ..

[Tk | Cancel |

Dién thong tin, sau d6 Click Add
x|

Specify strings that thiz content filker rule showld look for

Check far this ztring

Currently zpecifed stings [nght click on the stiings bo remove)

If the FROM HEADER containg...
"{@citd-cantho. com'

I (1] I Cancel

Click OK d¢ chap nhan
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|
Create nuls
M ame thiz mle |New Rule #3
Conditions. .. Actions...
[w] I the FROM HEADER containg 4| |CIDELETE aHEADER 1 from message ;I

[11fthe TO HEADER contains
[JIfthe SUEJECT HEADER containg
If the CC HEADER co
If the REPLY

[11f the uzer defined 1 HEADER containg
[11f the uzer defined 2 HEADER containz
[11f the uzer defined 3 HEADER contains
[11f the uzer defined 4 HEADEFR containz:
[ 11 the user defined 5 HEADER contains
[11f the MESSAGE BODY contains

[ 1IFHEADER contains wardz from file..
IFHEADER doesn't contain wards from file. ..

IF MESSAGE BODY containg wards from file. ..
IFMESSAGE BODY doesn't contain wards from fils.
If the MESSAGE has attachment(s)

If the MESSAGE SIZE is areater than

[11fthe MESSAGE HAS A FILE caled

[11f there's an attachment with COMTEMT-TYPE of ..
[11f the message is IMFECTED...

[11FE=IT CODE from 'Run a program’ iz equal to

[11f the SPAM FILTER =core is equal to

[11fthe MESSAGE 15 DIGITALLY SIGNED

[ [

Actions process in sequential arder and stop if the meszage is moved or deleted.

||

[JDELETE a HEADER 2 from message

[C1Remowve any digital signature
[“1Run a prograr...
[ ]5end the mezzage to S5«
: " & &

cstm EUE...

] e message
[(1Add aline to a test file
[C1COPY the messzage to a PUBLIC FOLDER...
[JMOWE the meszage to a PUBLIC FOLDER...
[T15earch and replace within HEADER
[(15earch and replace within BODY

[Jdump to arule...

[(15end an instant meszage...

[]&dd to windows event log...

[T Estract attachments to folder...

["1Change message pracessing priority...
[15ign with Domaink.eys selectar..

[]1Sign with DKIM zelectar...

Apply this rule to messages inthe LOCAL & REMOTE queus

If the FROM HEADER contains Gimail lncs
..then copy message to folde] specity information |

Cancel |

Chon “COPY the message to FOLDER...”\ Click “specifi information”

Copy Message To Directory...

|

Copy meszage to this directony

IE:"u:au:thugui'\

m Cancel |

Click Browse tim dudng din, sau d6Click OK dé chap nhan
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Create Rule =
Create rule
Mame this rule |New Fule #3
Conditiohs. .. Actions...
flf the FEOKM HEADER [JDELETE a HEADER 1 from message ;l
[11f the TO HEADER contains | |JDELETE aHEADER 2 from message
[ 11f the SUBJECT HEADER contains [JDELETE a HEADER 3 from message
[]1f the CC HEADER contains [15end aMOTE 1 to
[11f the REPLY-TO HEADER contains [15end aMNOTE 2 to
[11f the user defined 1 HEADER contains [15end aMNOTE 3 to
[11f the user defined 2 HEADER contains [T Remaove any digital signature
[11f the user defined 3 HEADER contains [ Run a program. ..
[11f the user defined 4 HEADER contains []Send the message to SKS g
[11f the uzer defined 5 HEADER contains
[11f the MESSAGE BODY containg ]
[1If HEADER containg words from file... []add a line to a text file
[1If HEADER doesn't contain words from file. .. [ COPY the meszzage to a PUBLIC FOLDER. ..
[1If MESSAGE BODY containg words from file. .. [ MOWE the mezzage to a PUELIC FOLDER...
[1If MESSAGE BODY doezn't contain words from file. []5earch and replace within HEADER
[11f the MESSAGE haz attachment(s] []5Search and replace within BODY
[11f the MESSAGE SIZE iz greater than [JJump to a rule...
[11f the MESSAGE HAS A FILE called []5end an ingtant message. ..
[]1f there's an attachment with COMTEMT-TYFE of... []4dd to wWindows event log...
[]1f E>IT CODE from 'Fun a program’ is equal ta ] Extract attachments to folder...
[]1f the SPAR FILTER score iz equal to [ Change meszage processing priority. ..
[C]1f the MESSAGE IS DIGITALLY SIGMED [15ign with Domaink eps selector... =
[]1f there's a PASSWORD-PROTECTED ZIF file ;I []Sigr with DEIM zelectar... I
Actiohs process in sequential arder and stap if the mezzage iz moved ar deleted.
Apply thiz rule to meszages inthe LOCAL & BEMOTE queus
If the FROM HEADER contain: '@citd-cantho. com'
...then copy meszage ta folder "Cveacthuguit”!
(] _caes |
Click OK dé chap nhan
i
& Content Filter — I+ Enable rules processing engine
‘“When active, the content filtering swstem will test all new meszages uzing the rules
zpecified below and perform the requested action if a match iz made.
X Left click on item to see description
Compressian
Ankivirus Message/Partial vulnerability [Move to bad message queue]
i aW Updater W] IFRAME vulnerabiliti hdowve to bad messaie iueue
Edit rule Copy rule | Delete e w
Click the checkbox to the |eft of each mile to enable/dizable it fove down |
I QK I Cancel |
Click OK dé chap nhan
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2} worldClient - Microsoft Internet Explorer == x|
| Ele Edit ¥ew Favortes Toos  Help ‘ e

| Back - 0 - %] 2] 0| S Search U Favores £ |- L 5

| address |g"| http:{ fwaw  mail 1 online. comjwarlddlient, diFSession=MyPMIMLEView=Logout =] Go |J Lirks *

< WorldClient)

for MDaemon®

¥ou have been logged out.

Sign In

MDaemonWorldClient v10.0.1 @ 2008 Alt-N Technologies.

Eloore T @
#istart| | (3 & |[£7 worldclient - Microso... B 5 26 am

Trén thanh Address g& dia chi: http://www.maillonline.com, dién thong tin
account u2 va sau do6 Click Sign In dé chap nhan

2 http:/ /www.maillonline.com - chao ul - Microsoft Internet Explorer - 1ol x|

L4 Send Now | [_#|Send Later ¥ Spell Check | Advanced (] [ | 3 cancel

From: ["uz" <uz@mail local- =] | Spell Check Language:
To: English -

"ul" <ui@mail local =,
Attachments: none

ce: |

Subject: [chao ul

T2l | [rormal = [Tahoma
|| $=[oecimal numbers -] = o 5 @ @
| B ==
test rules
& [ [ [ & trusted sites 4

Click New, dién thong tin giri t6i u2, sau d6 Click Send Now dé Giri
=10l x|

Eil= Edit Format Wiew Help

received: by mail.Tlocal wia worldclient with HTTP; ‘:J
Thu, 27 Oct 2011 02:32:24 +0700

Date: Thu, 27 OCt 2011 02:32:24 +0700

From: "uz2" <uz2@mail.locals

To: "ul” <ul@mail.locals

Subject: chao ul

MIME—version: 1.0

Content-Type: multipartsalternative; boundary="_1026-1%5.

Message—-I0: <wIZ2011102615%3224.4000108ma1]. Tocals

w—maiTer: worldclient 10.0.1

——_1026-1532-24 -PART -BREAK
Content-Type: text/plain; charset="us-ascii"

test rEIEE

——_1026-1937-24 -PART —BREAK
Content-Type: text Shtml; charset="us-ascii"

4| | - ;
Click 6 C:\cacthugui\ pd50000000001.msg
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e Anti Virus
Cai dat SecurityPlus.4.0.2

2, SecurityPlus for MDaemon |

Security Pius for MDaemon
T hiz installation program will install SecurityPlus for MDaemon w4.0.2.
Press the Mext button ta start the installation or upgrade.

“rou can press the Cancel button now if pou do nat want toinstall SecurityPlus for
tDaemmon at this time.

Fleaze exit all other pragrams befare continuing this installation.

Click here to see what's new before installing S ecurityPlus For kMD aemaon 40,2,

Cancel
Click Next dé tiep tuc
43, SecurityPlus for MDaemon Installation =
License Agreement
Alt-M Technologies End-User Licenze Agreement [ELILA) ﬂ
LICENSE AGREEMENT

Pleaze read this entire agreement. If you do not agree ta the terms of this
agreement promptly return your distribution materials to the place you obtained
them for a full refund or delete your trial package.

ALT-N TECHNOLOGIES EMD-USER LICENSE AGREEMENT

This End-User License Agreement ["'EULA"] is a legal agreement between you
["Cusztomer” or "Sub Licenzee"] and Alt-M Technologies [“Licensee'"] for the
Alt-M software product(z) pou are inztalling which include(s] computer software,
"online or electronic documentation, and may include associated media and
printed materials [*SOFTwWARE PRODUCT" or "SOFTWARE").

=i

Lancel |

Click Agree

_‘% SecurityPlus For MDaemon il

Select Destination Directory
Setup will install SecurityPlus for MDaesmon in the following falder.
Toinstall into a different folder, click Browse, and select another folder.
. ’ got.l can chooge not to install SecurityPlus for MDaemon by clicking Cancel to exit

’7 D estination Folder

C:4k D aemonhS ecunityPlus Browse I ‘
< Back | Cancel |

Click Next dé tiép tuc
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42 SecurityPlus for MDaemon

|
Ready to Install!
“You are now ready to install SecurityPlus for MD aemon
Press the Mest button to begin the installation or the B ack button to reenter the
installation information.
< Back Cancel I
. R oA
Click Next dé tiep tuc
S
Security Plis Warning
SecurityPlus Installer has detected that MDasmon is running.
SecurityPluz will need to shut down MD aemon in order to continue
inztallation.
Click 'Continue’ to shut down MDaemon or ‘Cancel' to exit install.
Cancel I
Click continue
stallng x|
Copying Copy all E.azpersky Engine files:
CAMDzemontSecurityPlughsTrafMonZ ppl
-
¥4, SecurityPlus for MDaemon x|

Finished
Click. to download additional software for wour MDaemon:
Outlook Connector Collaborate using Outlook. and D aemon

¥ Start MDaeman with SecurityPlus

[ Wiew the release notes file

< Back Cancel

Click Finish dé hoan tt

GVGD: NGUYEN DUY SVTH: LE THAI GIANG

DANG QUOC QUAN
NGUYEN ANH DfngG
NGUYEN TRIEU TIEN



220

t-N MDaemon PRO for Wil al - 172.16.0.2 = =]
File Edit Setup | Security Accounks Lists Gateways Catalogs Queuss Windows Help
~|  Ankivirus... Crl+a | e
” @ | .@- b 4 Content Filter. ., CErl+F ey |@
B RAW T oy ek Prokection... (Cer-ShiFt+1 | Damain [er [ From [Ta | Remate host
7 Spam Spam Filter. .. Ctrl+P
7 Spamr
&4 viruses  Security Settings... Ctri+s
&4 viruses refused: 0 (0.0C
-5 Queues %
= Inbound queue: 0

-

1-F Local queue: 0

B Remote queue: 0

= Retry queus: 0

= Holding queue: 0

= Bad queue: 0

4 Quarantine queue: O
= LAM queve: O

61 RAW gueue: O

=148k Servers

E-§8F SMTP server(sh active
E-§8F POPS server(sh active
E-§8F IMAP server(s): ackive
48k Minger: inactive

48k Antivirus: active
B1-48F AntiSpam: active

48k DomainPOP: inactive
48k MUPOP: inactive
B1-43F webadmin: active

43k worldClient: active — 4 | ol
4 T Y &l Sessions | SMTP [in] f SMTP [out) § IMAP { POP3 [in) § POP2 [out) { “WorldClient | Pocket PC } Mabile |
\ Stats [ % System j_Statistics | Routing f Secuity J Mail { Queues { Plugins },_Sessions |

Click Security\ Antivirus...

Content Filter

= Content Filker —
ules

Attachments ™ Exclude gateways from Antitirus scanning LConfigure Exclusions I

okifications ¥ Befuse to accept messages that are infected with viruses
Recipients

OMpression When viruzes are detected. ..
Antivirus —
W Updater

Ix

do nothing [use content filter to handle]

... delete the entire message

... quarantine the entire message to...

|C:\MDAEMDN\CFILTEH\QUAHANT\ Browse

% delete the infected attachrment
L guarantine the infected attachment to. .

IC:\MDAEMDN\CFILTEH\QUAHANT\ Browse

Hi

.. clean the infected attachment
Muote: attachments that cannot be cleaned will be delsted.

|+ Quarantine messages that cannct be scanned

I+ Add waming to top of message body if infected Warning message I

Click AntiVirus\ Click option * delete the infected attachment to...” , sau d6
Click OK dé chap nhan

2} worldClient - Microsoft Internet Explorer == =]
File Edit View Favortes Tools  Help | 7o
@Back ~ ) - [x] [2] n| P search cFavorkes £ | - L B
Address |g‘| http: £ frava. mail 1 online .comfworldelient . di?Session=rW=EP JCEMiew=Logout Ba| Ga HLlnks =

& WarldClient)|

for MDaemon®

¥ou have been logged out.

Email Address:

Password:

Language:

Theme:

MDaemon/WorldClient ¥10.0.1 © 2008 Alt-N Technologies.

Eltone _ T T T e
Dién thong tin, sau do Click Signln dé chap nhan
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ww.mail Lonline.com - WorldClient crosoft Internet Explo — ol x|

| advanced (Il [ | @) cancel

From: ["u1" <ut @mail local- =] spellcheck Language:
. English -
UeB I"uz" <uz@mail.local >

Attachments: (1 File)

i Send Mow | 7| Send Later “5% spell Check |

[==1|

subject: [chao uz

Microsoft Internet Explorer x|

!} Error sending message! 554 Sorry, messags is infected with EICAR-Test-File virus
-

[&] con= [T [@stedstes 2

Click New va dién thong tin giri cho u2 , sau d6 Click Send Now s& Xuat hi¢n
thong béo tap tin bi nhiém virus khong giri dugc

4.4. Anti Spam
Spam Traps

windows - maillocal 0.2 = 1] *]
Eds  Edit Getup | Seopity Accounts Lists  Gateways Catalogs Queuss  Windows  Help
s Crrlen . = | b =
(@ QT Sowe. e S e @
=1 Outbresk pr e Clb+Shift: [ Coman (7= | rrom 5 e
i Cerlep
SMTP s Securfy Seitings...  cEr4s [
SMTP sessions (oUt)” T

SMTP messages (N): 16
SMTP massages (Sut): 2
DeanainBoP messages (i
MUEIPCOP s ages (i):
POP3 sessions: 0

TMAR sessions: 0

RAM messages: T (3.5]
Spam accepted: 3 (18,7
Spann refused: 0 (0.00%
Wiruses detectad: 0 (0.C
B4 viruses refused; 0 (0.0C
= Chsmuers

b e 0
Local queun: 1
Remote queus: O
Retry queus: 0
Hoiding queuse: 0
Dad queus: O
Coameantine quse: O
LA e 0
L] 4]

] 8 e | L":Itmsnevw,(EIDEI;Fu(p[wumwmmjﬁmsﬁt;mmi =
Edit secuity solttings
Click security\ Spam Filter
Spam Hiter =T

= smam Filtar Spam traps are local email addresses purpasely designed to collect spam. These

N email addresses should never be assigned to actual users. Lse each spam trap
Spam Filker address in & post ko & news group of public mailing list 1Fall goes tght. ey will be
harvested and will san begin receiving spam.

Heuristics

Reporting

Bayesian Messages sent to a spam brap are exempt from spam filtering and a few other
restrictions which might prewvent them from being accepted. They route directly inta

Automatic Learning

the bayesian spam lesarning folder
white List {automatic)

white List {no Filtering)
wehite List {by recipient)
wehite List (by sender) Mew spam trap address
Black List (by sender) |ua@mail local
Spam Filker Updates
. Spam Dasron Add
E1- DMS-BL
i Hosts
white List
Options
Spam Traps

[ Spam Traps

Remove

I~ Submit sending IPs to the Dynamic Screening system

Dynamic sereening must be enabled in arder far this option ta wark.

ok | cance | Help |

Spam trap\ dién dia chi mail , sau d6 Click Add
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Spam Filter T
= - Spam traps are local email addresses purposely designed to collect spam. These
[=1- Spam Filter ! ]
" email addresses should never be assigned to actual users. Use each spam trap
Spam Filker address in & post bo & news group or public mailing list. Fall goes right, Bhey will be
Heuristics harvested and will soon begin receiving spam.
- Reporting
- Biyesian Messages sent to a spam trap are exempt from spam filkering and a few other
ALt omatic Learnin restrictions which might prewent them from being aceepted. They route directly into
g the bayesian spam learming falder
- ‘hite List {automatic)
wihite List {no Filkering) = Emenn Treps
wihite List {by recipient) _ o .
wihite List {by sender) udi@mail local e e e
- Black List {by sender) |
- Spam Filter Updates
- Sparm Daeman Add
- DMS-BL Remove
Hosts
wihite List
----- Options
g =10 T ¥ Submit sending IPs to the Dynamic Scresning system
Dynamic screening must be enabled in order for this option to work.
I Ok I Cancel I Help
9 ’
Click Ok d¢ hoan tat
4} Worldclient - Microsoft Internet Explorer — =] =]
| Fle Edk Wew Favorites Tools  Help ‘ -
| @Back - 3 - [x] &) n]| Lseach FFavorites £ | (- L B

| Address [&] hetp:fiwww mailtonline. camy

Sl Be |[Junks >

& WarldGlient)

r MDaemon®

Email Address:

Password:

Language:

Theme:

MDaemon,/WorldClient v10.0.1 @ 2008 Alt-N Technologies.

2] Done

T T omsedses

GVGD: NGUYEN DUY

Trén thanh Address gd dia chi: http://www.maillonline.com, dién thong tin
account “u2” va sau do Click Sign In dé chap nhéan

online.com - chao u4 - Microsoft Internet Explorer

=

send Mow | L7 Send Later “5% spell check | advanced

0 | & cancel

From: [ "uz" <uz@msil local-
To:

;I spell Check Language:
English 'i

Attachments: none

"ut” <ut@mail. local>,

(=]

subject: [chao us

] | [msrmal _~l[Tahoma =zt =B Fr U s | A
| £=[oecimal numbers =13 E|—aae E e cBEHI M| [ @
E=| | s =S e Y | i Hw S

test spam traps|

Click New\dién thong tin nhu trén\ Click send Now dé giri
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3 worldClient - Microsoft Internet Explorer I
| Ble Edit wiew Fgvorkes Tooks  Help ‘ a
| @Back = &3 - [ (2] (0| O search o Favorites € | (- Ln B

JAgdress I@ hiktp: v, mail L onling  comfworldclient , dii? Session=F T IR R Gaview=Logout j Go |JL|nks »

& WarldGlient)

for MDaemon®

You have been logged out.

Email Address:
Password:

Sign In

Language:

Theme:

MDaemonWorldClient ¥10.0.1 © 2008 Alt-N Technologies.

Trén thanh Address g6 dia chi: http://www.maillonline.com, dién théng tin
account “u4” va sau do Click Sign In dé chap nhan

2} worldChient - Microsoft Internet Explorer ==
| Bile Edt Wiew Favorites Teols  Help ‘ =
| @@Back ~ 3 - [¥] (2] w| S Search i Favortes &) | 0+ il [
| Address [E] nttp:fwww maill online. comfworldclient. di7view=ain =1 G0 |[unks =
& WorldClienr) =
For MDwomont® Bnew v | 8 X |a @m0 e v w DIE S @ e 2 e
Sender

£ Folders Ql | |+| Subject: dw From: "u3" <uZ@mail.lacal> 10/27,/20
[Sut@mail local 21 2wl

| Inbox (5/0) s cwe

- Drafts (0jo) & us

[ Sent Ttems (2j0) &

EFf Calendar 3 MDaeman at mall local

&) Deleted Items (0j0)

[ Contacts

& Tasks

Lo | Motes
(#1141 Public Folders {0/a)

O B I O =

U4 s€ khong nhan dugc thu
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