BQ GIAO DUC VA PAO TAO
TRUONG PAI HOC DAN LAP HAI PHONG

PHAT HIEN LO HONG BAO MAT
TRONG MANG LAN DUA TREN PHAN MEM
NGUON MO

PO AN TOT NGHIEP BDAI HOC HE CHINH QUY

Nganh: Cong nghé Thong tin

Sinh vién thyc hién : Nguyén Ba Pirc
Ma sinh vién 1512101010

Giao vién huéng dan: TS. Ngé Truong Giang




Phat hién 16 héng bao mat trong mang LAN Do an tbt nghiép

LOI CAM ON
Dé hoan thanh tét dé tai nay em xin chan thanh cam on ban ldnh dao
Truong Pai Hoc Dan Lap Hai Phong cung tat ca cac giang vién da tao diéu
kién thudn loi va nhiét tinh giang day cho em trong sudt thoi gian hoc vira qua

dé em c6 thé hoc tap tdt va dat duoc két qua nhu ngay hom nay.

Em ciing Xin chan thanh giri 161 cam on dén T.S Ngb Truong Giang da
tan tinh hudng dan cho em vé dé tai va dong thoi em ciling xin gui 16i cam on
dén cac ban thanh vién & mot sb webiste va dién dan da cung cip thém mot sd

thong tin hiru ich cho em thyc hién tot dé tai nay.

Do quy md dé tai, thoi gian va kién thirc con han ché nén khéng tranh
khoi nhitng sai s6t. Kinh mong quy thay c6 dong gop ¥ kién dé em cung cb,

b6 sung va hoan thién thém kién thitc cho minh.

Sinh vién
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MO DAU

Ngay nay, khi Internet da phat trién phd bién rong rii, cac td chic, ca
nhan déu c6 nhu cau gidi thiéu thong tin ctia minh trén xa 16 thong tin ciing
nhu thyc hién cac phién giao dich truc tuyén mot cach tién lgi nhat. Van dé
nay sinh la khi pham vi tng dung cua cac ing dung trén internet ngay cang
mé rong thi kha ning xuat hién 18i cang cao. Tir d6 nay sinh ra cac van dé veé
hé théng mang khong dang co xdy ra giy anh huong dén xa hoi, kinh té
...Nhiing 16i nay hau nhu do nguoi lam khong kiém duyét ki ludng trude khi
dua cho nguoi dung cudi hay ciing c6 thé do c6 nguoi ¢ tinh pha hoai nham

danh cép thong tin ca nhan nhu tai khoan ngan hang, dién thoai, tin nhén, ...

Vi vy can c6 nhitng cong cu phat hién 16 hong bao mat cho phép ta
thie hién kiém tra 18i trude khi dua cho ngudi st dung cudi hodc kiém tra va
va lai nhitng 16 hong d6 dé c6 thé an toan nhat khi ¢ trén mang. Chinh vi vay
em da chon d6 an tt nghiép : “ Phat hién 16 hong bao mat trong mang
LAN dua trén phan mém ngudén mé”. Va muc tiéu ctia em 13 nghién ctu,
tim hiéu vé nhitng giai phap phat hién 16 hong bao mat dé giap cho moi nguoi
c6 thé phat hién 16i sém, va dua ra nhitng giai phap tot nhat cho hé thong

mang cuia minh.
Do 4n gdm ba chuong:
_ Chuong 1: Toéng quan vé bao mat mang
_ Chuong 2: Gi6i thiéu cong cu do quét 16 hong bao mat

- Chuong 3: Thuc nghiém
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CHUONG 1: TONG QUAN VE BAO MAT MANG
1.1 Khai niém vé bio mit mang
Bido mat mang 1a bao v¢ dit li€u an toan trén moi trudng tryuc tuyén
khong ai co thé truy cap lay cap hay diéu khién duoc nhitng thong tin cua
minh. Theo nhu tiéu chuin ctia Lién minh Vién thong tin Quéc té (ITU) thi 1a
“Bao mat mang la tdp hop cac cong cuy, chinh sach, khai niém vé bao mat,
huéng dan , phuong phap quan 1y rai ro, phan tng, ddo tao, dién tap, thiét bi

va cong nghé co thé dugc dung dé bao vé hé théng mang va tai san '
Van dé an toan va bao mat thong tin phai dam bao nhiing yéu té chu
yéu sau :
_ Tinh bao mat: chi cho phép nhitng ngudi cd quyén han dugc truy cip
dén no.
- Tinh toan ven dit li¢u: dir li¢u khdng bi stra ddi, bi x6a mot cach bat hop
phap.
_ Tinh sin sang: bat cir khi nao chung ta can thi dit liéu luén sin sang.
1.2 Cac loai 16 hong bio mat
L3 hong cua hé thong thong tin rat da dang va co thé do nhiéu nguyén
nhan khac nhau, c6 thé phat sinh tir nhitng yéu t6 vé k¥ thuat, ciing c6 thé do
cac yéu to vé to chuc va quan 1y nhu: thiéu kinh nghiém hodc khiém khuyét
trong cac bién phap bao vé thong tin. do vay, c6 kha nhiéu phuong phap phan
loai 16 hong ciia hé théng thong tin.
L3 hong an toan thong tin cua hé thong thong tin duoc chia thanh ba

loai:
_ L& hong khach quan 1a 16 hong xuat phat tir cac dic tinh k¥ thuat von co
ctia thiét b va phan mém cta hé thong thong tin.
~ L5 hong chu quan 13 16 hong xuat phét tir hanh Vi ctia chu thé, co thé 1a

nha thiét k€, cac quan tri vién va ngudi st dung.
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- L& hong ngiu nhién 1a 16 hong xuat phat tir moi truong ciia hé thong

thong tin va nhiing bdi canh khong du doan trude duoc.

L3 hong an toan thong tin duoc phan loai theo cac giai doan trong vong

doi cua hé thdng thong tin , bao gdm: 16 hong thiét ké, 16 hong ché tao va 15

hong khai thac.

121

1.2.2

L5 hong theo khu vuc phat sinh

Bao gom:

L4 hong code.

L4 hong code xuat hién do 15i trong qua trinh xay dung phan mém, gom
cac 16i logic, ct phap va & cac mac truy cap. Ld hong code con bao
gdm c4 nhitng cai dit ¢ y cua nha thiét ké dé tiép can trai phép vao hé
thong ciia ngudi dung phan mém.

L3 hong ciu hinh.

Lo héng cAu hinh, xuét hién trong qua trinh cai dat, cdu hinh va céc
phuong tién k¥ thudt ctia hé théng thong tin , nhu cac tham sb cai dat va
thong s6 k¥ thudt cta céac thiét bi k¥ thuat.

L3 hong kién tric.

L3 hong kién triic, phat sinh trong qua trinh thiét ké hé théng thong tin .
L3 hong to chirc.

L3 hong to chirc ton tai do thiéu (hodc do cac khiém khuyét) cua cac
bién phép t6 chic bao vé thong tin trong cac hé théng thong tin , hodc
do khéng tuan thil cac quy tic khai thac hé théng bao vé thong tin cua
hé théng thong tin.

L& hong phat sinh do cic khiém khuyét ciia hé thong thong tin
Trong hé théng thong tin ton tai nhitng khiém khuyét s& 1am xuat hién

nhiéu 16 hong. Vi du: nhitng khiém khuyét dan dén ro ri, hodc 16 thong thong
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tin tiép can han ché; khiém khuyét lién quan dén tran bo nhé (khi phan mém
thuc hién cac ban ghi dit liéu vuot ra ngoai gidi han cua bd nhd ving dém, két

qua 1a dit liéu duoc ghi phia trude hodc tiép sau bd dém bi hu hai).

Cac khiém khuyét ctia hé thong thong tin 1am phat sinh 15 hong an toan
thong tin thuong lién quan dén cac van dé nhu: cai dat sai tham sé trong dam
bao chuong trinh, kiém tra khong day du dir liéu dau vao, kha ning giam sat
duong tiép can cac thu muc, phan quyén st dung cc 1énh cua hé diéu hanh
(vi duy, 1énh xem céu truc thu muc, 1énh sao chép, 1&€nh loai bo tép tir xa); ap
dung cac toan tur tich hop ngon ngit 1ap trinh, st dung ma 1énh, ro ri thong tin
tiép can han ché, sir dung cac bién doi mat ma, quan 1y tai nguyén, tran bo
nhd.

1.2.3 L& hong theo vi tri phat hién

L3 hong trong dam bao chuong trinh toan hé thdng: 16 hong hé diéu

hanh (16 hong hé théng tép, 16 hong ché do tai, 16 hong trong cac co ché quan

1y quy trinh...), 16 hong hé théng quan 1y co s dit lidu.
L3 hong trong phan mém tmg dung.

L3 hong trong phdn mém chuyén dung, tic 1a cac 16 héng dam bao
chuong trinh ding dé giai quyét cac bai toan dic thu cua hé thong thong tin,
cu thé la: 16i 1ap trinh, sy c6 mat cac chic nang khong cong bd ¢ kha nang
anh huong 1én cac phuong tién bao vé thong tin, khiém khuyét trong cac co
ché han ché tiép can cho dén cac ddi twong dam bao chuong trinh chuyén
dung.

L3 hong ton tai trong dam bao chuong trinh ctia cac phuong tién k¥
thuat nhu: phén sun céc thiét bi nhg, ciac mach logic tich hop, cac hé théng
dau vao/ra, chuong trinh trong cac b diéu khién, giao dién....

L3 hong trong cac thiét bi cdm tay nhu: hé diéu hanh céc thiét bi di

dong, giao dién truy cap khong day....
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L3 hong trong céac thiét bi mang nhu: bo dinh tuyén, tong dai, cac trang
bi vién théng khac nhu: giao thie dich vu mang, giao thirc diéu khién thiét bi

vién thong....

L3 hdng trong cac thiét bi bao vé thong tin. Bao gém 16 hong trong cac
phuong tién quan 1y truy cap (kiém soat tinh toan ven, phin mém chdng ma

ddc, hé thong phat hién xAm nhap, tuong lira...).

Bén canh d6, GOST P56546-2-15 con phan loai 16 hong dua trén cac
tiéu chi tim kiém nhu: tén ctia hé diéu hanh, nén tang phat trién, tén phan
mém va phién ban, mtc do nguy hai cua 16 héng, ngdn ngit 1ap trinh va dich
vu s dung dé van hanh phﬁn mém.

1.2.4 Lb hong da biét, 16 hong zero-day

Vi nhitng ké tin cong, 16 hong 1a nhitng kénh chinh dé xdm nhap trai
phép vao hé théng thong tin . Do d6, tim kiém 16 hong ludn 13 mdi quan tim
hang dau. Khi phat hién duoc 16 hong, ké tan coéng lap tirc tin dung co hoi dé
khai thac. Tl thoi diém phat hién ra 16 hong dén 1an va dau tién s& mat mot
khoang thoi gian dai va day chinh 1a co hoi dé thuc hién 1y nhiém, phat tan
mi doc. Con véi cac chuyén gia bao mat théng tin, phat hién va khic phuc 15
héng 14 nhiém vu quan trong hang dau. Viéc phat hién 16 hong da kho khan,
nhung khic phyuc con kho khin hon. Do vy, dé thuan tién trong qua trinh
khic phuc, cac chuyén gia da chia 15 hong thanh hai loai 14 16 hong da biét va

16 hong zero-day.

L3 hong da biét, 1a 16 hong da duoc cong bd, kém theo cac bién phap
thich hop dé bao vé hé thong thong tin , cac ban va 16i va ban cap nhat. Nhu
vay, moi khi 16 héng duogc phat hién thude loai nay, thi van dé cling coi nhu
da duogc giai quyét.

Tuy nhién, c6 nhitng 16 hong ma chi dén thoi diém phat hanh ban cap
nhat, hodc phi€én ban mdi cua san phém, nha san xuit méi biét vé su ton tai

ciia no6. Nha san xuat khéng du thoi gian dé nghién ctru va khic phyc san
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phém da phat hanh, nén céc 16 héng loai nay dugc dit tén 1a 16 héng zero-day.
Nhu vay, trong sudt thoi gian ké tir thoi diém ton tai dén khi bi phat hién, 15
héng nay c6 thé da dugc khai thac trong thuc té va gdy anh hudng t6i to chc,

doanh nghiép, nguoi dung.

L3 hong zero-day thuong ton tai trong thoi gian dai, trung binh khoang
300 ngay. Mot 86 ¢6 “tudi tho” cao hon rat nhiéu. Hang SAP d3 cong b rang,
ho tirng phat hién va va duoc cac 16 héng 6 tudi tho 10 nam. Trong do, nguy
hiém nhét 14 cac 16 hong: CVE-2004-308 (lam ton hai by nhé), CVE-2005-
2974 (giy tan cong tir chdi dich vu) va CVE-2005-3550 (cho phép thuc hién

1énh tir xa).

Ngoai céc hing bao mat, “hacker” ciing c6 thé 1a nhitng ngudi dau tién
phat hién ra 16 hong. Vi cac “hacker mil tring” thi cac 16 hong zero-day 1a
doi tuong nghién ctru hép dan, néu phat hi¢n va khic phuc duogc, ho ciing sin
sang thong bao cho nha san xuat. Nhung voi cac “hacker mii den” thi day 1a
co hoi tét dé truc loi. Ho s& nghién ciru phuong an khai thac ngay lap tuc,
tham chi dua ra rao ban tai chg den voi gia cao. Chéng han, 16 héng zero-day
cho phép chiém quyén quan trj trén hé diéu hanh Windows duogc rao ban véi
gia 90 nghin USD. To6i pham mang hay cac co quan dic vu san sang chi tra
khoan tién 16n dé mua lai céac 16 héng nay, tao nén thi truong cho den sbi

dong trén mang Internet.

Vi thé, nhiéu hing bio mat sdn sang chi nhiig khoan tién 16n dé tra
cho nhing ai phat hién duoc 16 hong trong cac san phim cia ho. Gan day,
Kaspersky Lab da ting tién thuong 1én 100 nghin USD cho nguoi c6 thé phat
hién ra nhiing 16 hong nghiém trong trong cac san phadm cua hing nay.

1.3 Tén cong mang
Tan cong mang hay con goi 1a chién tranh trén khong gian mang. Co

thé hiéu tin cong mang 13 hinh thtrc tin cong xdm nhdp vao mot hé thong
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mang mdy tinh, co s¢ dir liéu, ha ting mang, website, thiét bj cia mot ca nhan
hodc mdt td chirc nao do.
Cum tir “Tan céng mang” c6 2 nghia hiéu:
_ Hiéu theo céach tich cuc (positive way): Tan cong mang (penetration
testing) 1a phuong phap Hacker mii tring xdm nhap vao mot hé thong
mang, thiét bi, website dé tim ra nhiing 16 hong, cac nguy co tin cong

nham bao v¢ ca nhan hoac to6 chuc.

_ Hiéu theo cach tiéu cuc (negative way): Tan cong mang (network
attack) 1a hinh thurc, k¥ thuat Hacker mii den tin cong vao mot hé thong

dé thay do6i doi tuong hodc tong tién.

Tém lai, mdt cudc tin cong khong gian mang c¢o thé nhim vao c4 nhan,
doanh nghiép, qubc gia, xdm nhap vao trong hé théng, co s& ha ting mang,

thiét bi, con ngudi dudi nhiéu cac khac nhau va muc tiéu khac nhau.

1.3.1 Céc giai doan tin cong
1.3.1.1 Qua trinh thim do tan cong
£
} oy,
Clearing
Tracks

@EL!D¢

Maintaining
Access

2
o
Gaining

Access

Reconnaissance

Scanning

Hinh 1-1: M6 hinh qua trinh tham do vao 1 hé thong mang
1.3.1.2 Tham do (Reconnaissace)
Tham do muc tiéu 1a mot trong nhitng budc quan trong dé biét nhiing
thong tin trén hé théng muc tiéu. Hacker sir dung k¥ thuat nay dé kham pha

hé théng muc tiéu dang chay trén hé diéu hanh nao, c¢6 bao nhiéu dich vu
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dang chay trén cac dich vu d6, cong dich vu nao dang dong va céng nao dang
m&, gdm hai loai:
- Passive: Thu thap cac thong tin chung nhu vi tri dia ly, dién thoai, email
clia cac c4 nhan, ngudi didu hanh trong to chirec.
_ Active: Thu thap cac thong tin vé dia chi IP, domain, DNS,... cua hé
thong
1.3.1.3 Quét hé théng (Scanning)
Quét tham do hé thong 13 phuong phap quan trong ma Attacker thuong
dung dé tim hiéu hé thong va thu thap cac thong tin nhu dia chi IP cy thé, hé
diéu hanh hay cac kién triic hé thong mang. Mot vai phuong phap quét thong

dung nhu: quét cong, quét mang va quét cac diém yéu trén hé thong.

~ —5YMN + Por Ty — -
- —SYN | ACK— Rz
—RET— %
Sourco Dastination
192 168.0.8 192, 168.0.10

Hinh 1.2 Quét trim i vdi cdng khing hoat d9ng

- ST Port Bl—p ’ i~
- BT — l‘-:

L

e

e CHLT O D tinaticon
192 1&8.0 8 162 168.0.10

Hinh 1.3 Déi v cong hoat d9ng

Hinh 1-2: Quét trom ddi tuong voi céng hoat dong va khong hoat dong
1.3.1.4 Chiém quyén diéu khién (Gainning access)

- Muc hé diéu hanh/ mtrc ing dung
- Mirc mang

_ Tu chéi dich vu
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1.3.1.5 Duy tri diéu khién hé thong (Maitaining access)
~ Upload/download bién dbi thong tin

1.3.1.6 X6a diu vét(Clearning tracks)
Sau khi bi tin cong thi hé théng sé& luu lai nhitng vét do attacker dé lai.

Attacker can xoa chiing di nham tranh bi phat hién.

1.3.2 Cac phwong thirc tin cong mang

1.3.2.1 T4n cong vao trinh duyét(Browse Attacks)

g “zg%m;\
= e

Hinh 1-3: Trinh duyét Browse Attacks
Mot trong céc kiéu tdn céng mang dién hinh nhat nim 2017 phai ké dén
1a tAn cong vao trinh duyét. Cac cudc tin cong cua trinh duyét thudng duoc
bt dau bang nhirng trang web hop phap nhung dé bj ton thuong. Ké tin cong
c6 thé xAm nhdp vao website va gdy hai cho dbi tuong bang phin mém doc

hai.

Cu thé, khi c6 khach truy cap méi thong qua trinh duyét web, trang web
d6 sé lap tirc bi nhiém ma doc. Tur d6, ma doc sé xdm nhap vao hé théng cua
nan nhan qua 16 hong cta trinh duyét.Céc trinh duyét web bi tin tic tin cong
chu yéu nam 2017 1a Microsoft Internet Explorer Edge, Google Chrome,

Mozilla, Firefox, Apple Safari, Opera.

1.3.2.2 Tén cong vét can (Brute Force Attacks)
Hiéu mot cach don gian, Brute Force Attacks 13 hinh thirc tin cong

mang st dung mat khdu, tén ngudi dung....dé tu dong két hop ching véi nhau
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cho t&i khi chinh x4c. Kiéu tin cong Brure Attacks nay c6 thé mat thoi gian vi
vay tin tic thuong sit dung phin mém tu dong hoa dé nhap hang trim nghin
mat khau. Dé phong tranh kiéu tin cong nay, nguoi quan tri website can cau
hinh module gi6i han s6 lan ding nhap sai cho mdi tai khoan, hodc gidi han
s6 1an dang nhap tir cac dia chi IP.
1.3.2.3 Tan cong tir chdi dich vu(Ddos Attacks)

Ddos Attack hay con goi 13 tan cong tir chéi dich vu — dung thir ba

trong danh sach.

Phuong thirc tin cong Ddos chii yéu nhim vao cic muc tiéu nhu:
website, may chu tro choi, may chiu DNS... lam cham, gian doan hoac danh

sap hé thong.

Theo khéo sat ciia Kaspersky, ¢ toi 5.200 trudng hop bi tin cong tir
chdi dich vu Ddos tai 29 qudc gia khac nhau trong nim 2017 vira qua. Du
doan, tin suit va phuong thirc tin cong Ddos s& ting 1én trong nim 2018,
nguoi dung hay hét stc can than.
1.3.2.4 Kiéu tan cong siu bo(Worm Attacks)

Worm 1a nhitng chuong trinh ¢6 kha ning ty dong khai thac, tin cong
vao diém dau cudi hodc nhirng 16 héng di c6 sin. Sau khi di tan dung cac 16
héng thanh cong trong hé thong, Worm s& tu dong sao chép chuong trinh tir

may bi nhiém rdi 1ay lan sang cac may khac.

Kiéu tin cong mang Worm Attack thuong yéu cau nguoi dung tuong
tac trudc dé bat dau 1ay nhiém. Worm Attacks thuong duoc tin cong thong

qua tép tai xuéng chira email doc hai, usb, dau loc thé.

Mot trong vi du tiéu biéu cta phuong thirc tin cong nay 1a ma doc
WannaCry di liay nhiém hon 300.000 may tinh chi sau mot vai ngay.
WannaCry nhim vao muc tiéu 16 hong trén Windows, mot khi may bi nhiém,
phan mém ddc hai s& ty dong quét hé thong mang két ndi véi nhau, tir d6 lay

nhiém sang cac may tinh khac.
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1.3.2.5 Tan cong biang phin mém ddc hai
Ba hinh thirc tan cong mang thong qua phan mém doc hai chi yéu la:

_ Email Phishings: Tin tic thuong lira ddo nguoi dung bang cach tao ra
nhitng thong diép dé thu hit sy td mo cia nhan. Nhung thyuc chat,
nhitng tép nay s& chira cic phadn mém doc hai va phat tan ngay sau khi
nguoi ding tai vé may.

~ Téan cong bang website doc hai (Malicious Websites): V&i cach thic
nay, ké tin cong thudng tao mdt trang web gia mao cé giao dién y hét
v4i giao dién ctia website goc. Sau khi nan nhan truy cép vao dia chi
website d6, phan mém doc hai s& tir tir tham nhap vao hé théng cua ho.
Pién hinh cho vi du nay 13 cac vu gia mao website ngin hang, website

nganh hang khong vira xay ra trong nam 2016 — 2017.

_ Tén cong bang quang cao chira ma doc (Malvertising): Dbi voi mot sb
ké tin cong thong minh, chung s& tin dung mang ludi cic quang cdo dé
gan ma doc vao d6. Khi click vao quang cao doc hai nay, ngudi dung sé
bi diéu hudéng téi mot website khac c6 chira phan mém ddc hai. Nguy
hiém hon, trong mot s trudong hop nguoi dung khong click vao quang
cao cling co thé bj tin cong.

1.3.2.6 T4An cong website(Website Attacks)
Cac dich vu tAn cong cong cong chang han nhu thong qua ung dung
website, co s dit liéu thuong 13 ddi twong muc tiéu tAn cong nhim vao

website.

Céc cudc tan cong mang thong qua 16 hong website chu yéu 13 16 hong

SQL Injection, XSS, va path Traversal.

1.3.2.7 Kiéu tan cong ra quét(Scan Attacks)
Thay vi sir dung cac hinh thtc tin cong toan dién, Scan Attacks 1a k¥

thudt tin cong mang ra quét 16 hong thong qua cac dich vu, hé thong may
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tinh, thiét bi, ha ting mang cua doanh nghiép. Tin tic s& sir dung cic céng cu
dé ra quét, nghe 1én hé thdng mang dé tim ra 16 hong sau d6 thuc thi tan cong.
1.3.2.8 Kiéu tin cong mang khac

Ngoai 7 kiéu tdn cong mang ndi bat noi trén, Hacker con co thé xam

nhap vao bén trong hé thdng bang cach:

_ Tan cong vat Iy (Physical Attacks). Tin tic s& cd gang pha huy, an cip

dir liéu kién trtc trong cung mot hé théng mang.

_ Tan cong ndi bo (Insider Attacks). Cac cudc tin cong ndi bd thudng
lién quan t6i ngudi trong cude. Chang han nhu trong mot cong ty, mot
nhan vién nao d6 “cam ghét” ngudi khéc... cac cudc tan cong hé thong
mang noi bo cd thé gdy hai hoac vo hai. Khi cé tan cong mang ndi bo
xay ra, théng tin dir liéu cta cong ty co thé bi truy cap trai phép, thay

do1 hoac ban doi.
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CHUONG 2: CONG CU DO QUET LO HONG BAO MAT
2.1 Gioi thiéu va Kali Linux
Kali Linux 13 mot ban phan phdi Linux dya trén nén tang Debian nham

vao kiém tra tham nhap va kiém tra bao mat nang cao.

Kali chira hang tram cong cu dugc hudng tdi cac nhiém vu bao mat
thong tin khac nhau, chang han nhu Penetration Testing, Security Research,
Computer Forensics va Reverse Engineering. Kali Linux dugc phat trién, tai
tro va duy tri boi Offensive Security, mét cong ty dao tao an ninh thong tin

hang dau.

Kali Linux dugc phat hanh vao ngay 13 thang 3 nam 2013 vdi tu cach
la mot ban dung lai hoan chinh tir dau ctia BackTrack Linux, tén trong hoan
todn cac tiéu chuan phat trién Debian. Offensive Security di cong bd phién
ban tién hoa ctia hé diéu hanh BackTrack, tén cta n6 1a Kali (dugc xem nhu
phién ban BackTrack 6), Kali 13 tén nit thin cta ngudi Hindu, ham ¥ sy bién
d6i va kha niang huy diét hay c6 18 13 tén mot mon vo thuit cua ngudi
Philippine ... Kali Linux vé co ban 1a mot ban phan phdi cua Debian Linux ,
né tich hop san cac cong cu bao mat cuc ki manh mé, cung véi cac cong cu
duoc sip xép theo ting chuyén muc gitip ning cao kha ning hoat dong hiéu
qua. Pi kém 13 giao dién Gnome vé6i hinh anh db hoa dep mét va hiéu suat
muot ma, dem lai cho nguoi dung mot cam nhan va trai nghiém tdt vé do

chuyén nghiép.

Phién ban m&i nhat 1a Kali Linux 2018 Phién ban Kali Linux 1. c6 tén
la Kali Moto, ban 2.0 goi la Kali Sana. Tir Sau nam 2016, Kali Linux da
khong con dat tén nhu thé nira, ma thay vao d6 né duogc dat tén dua vao nam
phat hanh va s cap nhat trong ndm, goi chung 1a Rolling Replease. Do 1a mot
ban phan phdi cua Debian Linux nén kali c6 thé cai dit va s dung hau hét

cac cong cu cia cac hé diéu hanh khac thudc ban phan phdi Debian nhu
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Ubuntu va ca nhitng Gng dung trén Windows bang phin mém Wine hoic may
ao VMWare.

Kali Linux co thé duoc sir dung hoan toan doc ldp nhu mot hé dicu
hanh trén Desktop binh thuong, nd con cé thé dugc cai dit trén mot LiveUSB
hay tham chi 1a mot hé diéu hanh cho thiét bi IOT nhu Raspberry Pl. Cac
phién ban cii ctia Kali déu hoan toan c6 thé nang cap 1én Kali phién ban mai
nhat chi can vai dong 1énh. Kali Linux véi tién than 13 hé diéu hanh Backtrack
day 1a mot hé diéu hanh ma nguén mé dugc tu do phat trién, nd co ban dua
trén nén tang cta Debian, ddy ciing 1a hé diéu hanh dugc cac chuyén gia vé

bdo mat st dung nhi€u nhat va dugc danh gia rat nhiéu vé bao mat.

Kali bat dau xuat hién vao nam 2006 va trong nhiéu nim qua nd da
khong ngirng cai tién va phat trién dé dat dugc mot vi tri nhat dinh trong cong
ddng hacker va nhirng ngudi lam bao mat trén khip thé gisi. Kali linux chira
dya hon 200 cbéng cu hack va kiém tra bao mit ndi tiéng tién hoa tir
BackTrack. Vi vay, ngay nay that kho dé tim thdy mot ngudi ndo d6 quan tim

dén an toan thong tin ma chua tirng nghe vé BackTrack.

Kali Linux 13 mot hé diéu hanh rat hitu ich déi véi nhitng chuyén gia
danh giad bao mat, 1a mdt hé diéu hanh tap hop va phan loai gﬁn nhu tit ca céc
cong cu thiét yéu nhat ma bat ky moét chuyén gia bao mit ndo ciing cin dung
dén khi tac nghiép. Dbi v6i nhitng nguoi chua biét BackTrack, thi néi mot
cach ngan gon nhat, BackTrack 13 mot ban phan phdi Linux dua trén nén tang
hé diéu hanh Ubuntu, v&i nhidu cong cu bao mat duoc phén loai rd rang dé st
dung cho muc dich bao mat va hacker.

2.2 U diém cia Kali Linux

Kali phat trién trén nén tang hé diéu hanh Debian, do vay né ciing thira

huong cac cong cu
_ Pau tién 1a cac Repository (Kho luu trir phan mém) duoc dong bo hoa

v6i cac Repository cua Debian nén né co thé d& dang c6 duge cac ban
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cap nhat va 16i bao mat mdi nhit va cac cap nhat Repository. Duy tri
cap nhat (up-to-date) ddi v6i cac cong cu Penetration Test 1a mot yéu
cau vb cung quan trong giup cai thién tinh ning va nang cao hiéu xuét

hoat dong cua cac cong cu tich hop.

~ Mot loi thé khac d6 1a cac cong cu trong hé diéu hanh Kali déu tuan

theo chinh sach quan 1y géi ciia Debian. Piéu ndy c6 vé nhu khong

quan trong lim nhung né dam bao rd rang vé mat ciu tric hé thong bao

quat tong thé, nd ciing gitip cho chung ta c6 thé dé dang hon trong viéc

xem xét hodc thay doi ma ngudn cua cac cong cu.
2.2.1 Tinh twong thich kién tric

Mot wu diém cuc ky quan trong trong Kali 1a no da cai tién kha ning
tuong thich cta né véi cau trac ARM(Advanced RISC Machine). Chang ta co
thé tu build Kali trén mot Raspberry Pi hodc buil mot ban dé chay duogc trén
Samsung Galaxy Note.
2.2.2 Hb tro' mang khong day tot hon

Mot trong nhitng van dé dugc cac nha phat trién Kali cha trong phat
trién nhiéu nhét, chinh 1a viéc hd tro mot sd luong 16n phﬁn cung bén trong
cac thiét bi mang khong day. Diéu nay hd trg va giup ich rat nhiéu cho cac
chuyén gia khi ho thuc hién danh gi4, kiém tra va ra soat cac mang khong day
trong cong viéc.
2.2.3 Kha ning tuy bién cao

Kali rat linh hoat trong viéc tiiy bién giao dién hoic kha ning sta doi
hé théng. DP6i véi giao dién , gio ddy nguoi dung c6 thé lwa chon cho minh
nhiéu loai Desktops nhu GNOME , KDE hodc XFCE tuy theo so thich, nhu
cau va thoi quen st dung.
2.2.4 D& dang nang cap cac phién ban Kali trong twong lai

Pay 1a mot tinh ning quan trong dbi v4i bat ki ai st dung Kali. Vai

BackTrack trude Kia, bat ky lac nao c6 phién ban méi duge cong b thi ngudi
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dung déu phai x6a bo va cai lai méi hoan toan. Tuy nhién, v6i Kali, nhd vao
su chuyén d6i sang nén tang hé diéu hanh Debian, Kalilinux di rat d& dang
hon trong viéc nang cip hé théng khi c6 phién ban médi hon xuét hién. Nguoi
dung don gian chi can vai dong 1énh 1a hé théng di dugc cap nhat khong phai
cai lai mé1 hoan toan nira.

2.2.5 Tailiéu huéng din da dang

Mot diéu quan trong khac, d6 1a Kali co hd tro rat nhiéu tai liéu huéng
dan trén, diéu nay giup cho nguoi st dung co6 thé hiéu rd vé Kali, cling nhu
biét cach sir dung nhiing céng cu chuyén dung khi thyc hién cong viée tiy
theo nhu cau. Tom lai, thi voi Kali Linux thi day khong chi 1a mot phién ban
méi ctua BackTrack, ma nd chinh la mot sy tién héa. Muc dich chinh cia cac
nha phat trién Kali 13 duy tri va cung cdp cac ban cdp nhat mdi nhat dé hé
diéu hanh Kali tré thanh sy lua chon tdt nhit cho bat ¢t ai tim kiém mét hé
diéu hanh Pentest. Va ddy 1a mot hé diéu hanh danh cho céng viéc danh gia
bdo mat chuyén nghiép.

2.3 Mot vai cong cu trén Kali Linux

Nhitng cong cu Hacking ludn 13 rat quan trong d6i voi ngudi 1am bao
mat. Ho can phai ndm rd dugc nguyén 1y hoat dong cua cac phin mém nay, tir
d6 1én duoc phuong an bao mat thich hop nhat. Hau hét nhitng céng cu nay
cling di dugc déng goi san trong hé diéu hanh Kali Linux. V& phin mém
hacking, hién c¢6 hon 300+ cong cu dugc thiét ké dé phuc vu cho cong viéc
nay.

Trong dé tai nay em xin giéi thiéu mot sd cong cu giup kiém tra mirc
do an toan, ciing nhu nhitng 156 hong ton tai trong hé thong mang doanh
nghiép dua trén nhitng kién thitc di hoc va nhirng kién thirc tim hiéu nang
cao. Em xin duogc dua ra nhirng cong cu danh gia bao mat chuyén dung trén

Kali Linux.
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2.3.1 Nmap (Network Mapper)

Hinh 2-1: Biéu tugng Nmap Project
Nmap duogc dung dé quét ca hé théng va tim ra cic cong nao dang dugc
mo. Véi hacker mil tring, céng cu nay dugce ding dé phat hién may tinh nao
dang online, va khao sat bao mat, cac cong dang md cling nhu service nao

dang dugc chay.

Cong cu c6 2 giao dién GUI va Command Line. Zenmap la giao dién
thudng duoc khuyén khich st dung danh cho ngudi méi, 1an dau tién tiép xuc

v6i Command Line, va sau d6 chuyén qua GUI néu chiing ta thay tu tin.

2.3.2 John The Ripper (JTR)

Hinh 2-2: Biéu tugng John the Ripper
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Jhon The Ripper 1a cong cu phd bién dé pha Password, duoc biét dén
nhiéu hon véi tén viét tit JTR. Jhon The Ripper sir dung nhiing tép vin ban,
con dugc goi la “wordlist”, file nay chira nhitng password thong dung va
nhitng password di ting bi pha, sau d6 cong cu s& 1an lugt thir timg password

cling nhu nhitng t6 hop céac text dé tim ra password nan nhan.

Vé phuong phap, Jhon The Ripper kha twong tuy voi THC Hydra, tuy
nhién JTR duoc dung dé crack password offline thi THC Hydra lai duoc dung

dé crack password cac dich vu truc tuyén.

2.3.3 Wiresharks

Hinh 2-3: Biéu tugng Wireshark
Wireshark 1a cong cu ma nguén mé, duoc dung dé phan tich giao thong

mang cua hé théng, cic gbi tin... Vi tén goi cii 1a Ethereal, Wireshark c6 thé
chin luu lwong mang, tir nhirg thong tin két ndi dén ting bit ctia géi tin hiéu.
Tat ca tac vu ndy dugc thuc hién trong thoi gian thuc va hién thi cho nguoi

dung & dinh dang co thé doc duogc.

Trong nhiéu nim qua, Wireshark da c6 nhiéu sy thay d6i, nang cip
dang gia nhu 14 cac bo loc, mau sic cac goi tin... viée nay dd giup ich nhiéu
cho nha quan tri mang quan 1y va phan tich dugc nhiing gi dang dién ra trong

hé thdng mang cua ho.
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2.3.4 Burp Suite

=1"
Hinh 2-4: Biéu tuong Burp Suite
Burp Suite 13 mot ung dung nén web, gitp kiém tra kha ning tham
nhap. Phin mém 1a cong cu manh mé, c6 nhiéu tinh ning hacking ma c6 thé
chung ta dang tim kiém. Dudi ddy 1a danh sach cac thanh phan tinh ning cta
Burp Suite :
_ Intercepting Proxy : tinh ning nay cho phép kiém tra va chinh stra tat
ca cac goi tin yéu cau va phan hdi tra vé cua trinh duyét.
_ Spider : cong cu tién dung dung dé liét ké tat ca cac thu muc va tap tin
trén may chu.

~ Web Scanner : phat hién cac 16 hong dang hién hién trén Website.

_ Intruder : tinh nidng cho phép tao va tuy chinh cac cudc tin cong dé

tim va khai thac cac 16i khong mong mudn.
~ Repeater : chinh stra va gtri tra lai bat ctr goi tin request riéng 1é ndo.

_ Sequencer : kiém tra tinh ngiu nhién cua cac token (csrf
authenticity_token ).

_ Extensions : cho phép nguoi dung viét va add plugin ty phat trién nay
vao goi cong cu, hoic download cac ban plugin co sén dé add thém,

gitip da dang hon trong cac cudc tan cong.

Ban Pro cling cho phép nguoi dung Donate nhitng plugin nay.
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2.3.5 OWASP Zed

) ZAPROXY

Hinh 2-5: Biéu tugng ZAPROXY

OWASP Zed Attack Proxy ( ZAP ) duoc biét dén nhu mot cong cu
Proxy, c6 thé dy phong khé tot cho céng cu Burp Suite, wu diém ctia ZAP 13
mién phi va ma nguén mo.

Cong cu dugc phat trién voi muc dich tim nhimng 16 hdng trong tng
dung Web. Véi cong dong nguoi dung rong 16n c6 tén OWASP security
Community, ngudi mdi 1am quen c6 thé dé dang sir dung ciing nhu nhan duoc
su hd tro kha tt. Ching ta c6 thé dung OWASP Zed Attack Proxy dé scan
doi tuong, thuc hién cac chién dich Scan tu dong, tim ra cac 16 hdng, thyc

hién test thu cong...

2.3.6 Aircrack-NG

Hinh 2-6: Biéu tugng AirCrack-NG
Thém mét tool dé crack password, tuy nhién dac biét hon, Aircrack-ng
dugc thiét ké dé crack password Wifi. i v6i nhitng nguoi méi 1an dau tiép
xac voi phan mém nay, Aircrack-ng co thé pha cac loai pass wifi theo chuan
802.11 WEP va WPA-PSK. Co ché hoat dong cua Tool s& chup cac goi tin c6

Nguyén Ba Biic  CT1901M 25



Phat hién 16 hong bao mat trong mang LAN Do an tbt nghiép

chira password, sau d6 thuc hién giai ma chung. Aircrack-ng dugc xem la mot

trong nhitng Tool hang dau trong viéc bé khoa Password Wifi.

2.3.7 Ettercap

Hinh 2-7: Biéu tugng Ettercap
Phan mém m3 ngudn md nay duoc cung cap mién phi, va thuong dugc
dung dé thuc hién céc cudc tin céng trong mang Lan. Ettercap duoc dung dé
phan tich cac Protocol mang va theo doi an ninh hé thong. Hién phan mém co
mit & hau hét cac hé diéu hanh nhu Windows, Unix, Linux BSD, va céc
distro khac.

2.3.8 Nikto

N A=

l{& WEB SERVER SCANNER
o

-

Hinh 2-8: Biéu tugng Nikto
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Nikto 1a trinh quét may cha web ngudn mo, thuc hién cac thir nghiém
toan dién ddi voi cac may chi web cho nhiéu muyc, bao gdm hon 6700 tép /
chuong trinh nguy hiém tiém tang, kiém tra cac phién ban 15i thoi cua hon
1250 may chu va cac su ¢b cu thé vé phién ban trén hon 270 may chu.

2.4 Cai dat Kali Linux trén may 40 VMware

2.4.1 Yéu ciu cai dit Kali Linux

~ C6 san may ao Vmware
_ Tai Kali Linux I1SO tir trén mang xuéng
2.4.2 Piéu kién cai dit tién quyét
_ Dung lugng 6 dia toi thiéu phai 1a 20 GB néu mudn cai dat Kali Linux.
- RAM cho ciu triic i386 va amd64, tdi thiéu phai 1a 1GB, nhung chung
ta nén co tir 2GB tré 1én sé tdt hon.

_ H3 tro khoi dong CD-DVD/USB.

2.4.3 Quy trinh cai dat Kali Linux
Budce 1: Khoi dong VMware va chon Creat a New Virtual Machine

(B) VMware Workstation - b4
File Edit View VM Tabs Help 0 =

i) Home

WORKSTATION 14

+ o @

CreateaNew | Open a Virtual Connect to a
Virtual Machine i Machine Remote Server

Hinh 2-9: Giao dién tao may ao
Budc 2: Chon Typical
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© VMware Workstation

File Edit View VM Tabs Help - | |

|0 = = |

i) Home x}

vmware

New Virtual Machine Wizard X

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?
v 14 @i fcsmmended)

WORKSTATION Create a Workstation 14.x virtual machine
Do i a few easy steps,
<

O custom (advanced)
Create a virtual machine with advanced
options, such as a SCSI controller type,

‘ virtual disk type and compaitbilty with
older YMware products.

<o

Hinh 2-10: Giao dién chon ciu hinh
Budce 3: Chon file Kali Linux ISO ma ching ta da tai

B VMware Workstation — X
File Edit View VM Tabs Help | - | | |0 == |
1} Home x] (7] Kali-linux-2018. 3-vm-i386 x

Mew Virtual Machine Wizard X

vmware

Guest Operating System Installation
A virtual machine s ke a physical computer; it needs an operating
system. How wil you instal the guest operating system?

Install from:
Installer disc:

No drives available ~

@installer discimage file (isoj:

[ c: userstadmin\Donnloads iaiinux-2018. 4-amdsa.s v | | Browse...

1} Could not detect which operating system s in this disc mage.
You will need to specfy which operating system wil be installed.

O wil ingtal the operating system later.
The virtual machine wil be created with 2 blank hard disk

[ hep | <Badc | [ Next> |[ Cancel

Hinh 2-11: Giao dién chon vi tri Kali Linux ISO

B4: Chon Linux va Debian 9.x 64-bit
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File Edit View VM Tabs Help | - | | | 0 = I |

10 Home x} 71 Kali-linux-2018. 3-vm4386 x

MNew Virtual Machine Wizard x

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system
(O Miarosoft Windows

Help <Back | [ Mext> || Cancel

vmware

Hinh 2-12: Giao dién chon hé diéu hanh va phién ban
Budc 5: Bat tén cho may ao va vi tri

B vMware Workstation — X
Fle Edit View VM Tbs Hep | - | | N B == |

1o Home x] () Kalidinux-2018,3-m-386 %

New Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Yirtual machine name:
| KaLy| |

Location:
B E
The default location can be changed at Edit > Preferences.

<Back Mext > Cancel

vmware

Hinh 2-13: Giao dién dat tén va vi tri cho may ao
Budc 6: Chon dung lugng 6 dia, chung ta 1én dé >40GB dé may 4o hoat
dong tot.
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B vMware Workstation

Fle Edit View VM Tbs Hep | - | | N B == |

1o Home x] () Kalidinux-2018,3-m-386 %

New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These fle(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximum disk size (GB):
Recommended size for Debian 9.x §4-bit: 20 GB

(O store virtual disk as a single fie
(®) split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Help <Back | [ Next> Cancel

vmware

Hinh 2-14: Giao dién chon dung luong 6 dia
Budc 7: Tuy chinh Ram va Network sau ¢6 nhan finish dé VMware bat
dau chay qua trinh cai dit

VMware Workstation

Fle Edit View VM TIsbs Help | = - | | |0 = = |

o} Home % l (5] Kali-Linue-2018. 3-vm 1386 x

MNew Virtual Machine Wizard X

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Debian 9.x
E4-bit.

The virtual machine will be created with the following settings:

Name: KALTL ~
Location: E:KALL
Version: Workstation 14.x

Operating System: Debian 9.x 64-bit

Hard Disk: 4168, Split

Memory: 0498 M8

Network Adapter:  Bridged (Automatic)

Other Devices: _ CD/DVD, USB Controler, Printer, Sound Card v

E Customize Hardware. .

<Back || Fish || Cancel

vmware

Hinh 2-15: Giao dién hoan thanh cai dat may ao
Budc 8: O day chung ta chon Install
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(@ KALIT - VMware Workstation = X

File Edit View VM Tabs Help > | & i [ k=

{n} Home (] Kali-linux-2018.3-vm-386 (5 KALTL Revert this

“the quict

Boot menu

Live (amdB4 failsafe)

Live (forensic mode)

Live USB Persistence (check kali.org/prst)
Live USB Encrypted Persistence  (check kali.org/prst)
Install

Graphical install

Install with speech synthesis

Advanced options

Hinh 2-16: Giao dién mai khoi dong Kali
Budc 9: Chon ngon ngir tuy theo y ching ta

(B KALIT - VMware Workstation — X

File Edit View VM Tsbs Help -

&
¥o
a
Ll
iy
7}
bl

o) Home (7 Kali-linux-2018, 3-vm-i386 [} KALTL

1 [!1!] Select a language f

Choose the language to be used for the installation process. The selected language will
also he the default langusge for the installed system.

Language:

Macedonian MakenoHcKw
Northern Sami Samegillii
Norwegian Bokmasl Norsk bokmél
MNorwegian Mynorsk Norsk nynorsk
Fersian o
Polish Polski
Partuguese Portugués
Fortuguese (Brazil) Portugués do Brasil
Romanian ROM&NS
Russian Pycckmin
Serbian (Curillic) Cpnckm
slovak Sloventing
Slovenian Slowvenstina
Spanish Espafinl
Suedish Svenska
Tagalog Tagalog
Tajik TOYAKRA

Thai M lny
Turkish Turkce
Ukrainian YKPaTHCEKE
Uyghur e

Cynraeg

<Go Back>

Hinh 2-17: Giao dién chon ngon ngir
Budc 10: Chon vi tri dia li 1a Viét Nam
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(@ KALI - VMware Workstation - *

Eile Edit View VM Tabs Help ~ | & IORN: Bl ==

1o Home 5 KALIL

i
bl

(7 Kali-linux-2018, 3-vm386

[1] chon noi ban d |

chon mdt vi tri nao do thi nd dwgc sif dung deé ddt mii gid, clng (v.d.) gilp d&t mien dia
phurithg cia hé thiing. ¥i tri ndy binh thudng nén 13 quiic gia ban d.

i day thi cé cac vi tri dya vao : Chau A. Khing cd noi han o thi hay bdm <Ldi> d8 chon
mign khac.

duiic gia, hat hoSc wing:

Le-ha-nan

Ma-can

Ma-lai-zi-a

Hign Dign

Miing CH

MNam Duong

Nhat

NE-pan

Pa-ki-xg-thanh

Palestine, gudc 2ia

Phi-1i-pi-ng

Tha-gi-ki-=thanh

Thi-moa Le-xg-te

Thai Lan

Thiil Nhi K

Trung Qudic

Tufic-mé-ni-xtanh

Tich Lan
-khi-xtanh

chon mucs phim <Enter> kich

Hinh 2-18: Giao dién chon vi tri dia 1i
Bude 11: Chon bo gd cho ban phim, chiing ta chon Tiéng Viét

File Edit View VM Tabs Help -} TCRN  mj ==
0} Home 5 KALTL

71 KaliLinux-2018. 3-vm-i386

[11] Cau hinh ban phim
B&n phim cin ding:

Tiéng Ba Tv
Phi-1ip-pin

Ba Lan

B0 a0 Nha
Pun-gia-bi
Rfi-ma-rii

Nga

8éc-bi (kir-in)
Sindhi

Sinhala
#ld-vac
#ld-ve-nia

T&y Ban Nha
Thuy-dign

Phap Thuy 51
Bic Thuy 51
Tajik

Tieng Ta-min
Tienz Te-lu-gu
Thai

Ting Ti-hé
Thil Mhi K§ (hd tri F)
Thil Mhi Ky Chd tri @)
U-cg-rainh

uEéhur

Fhim <Tab> chuyg

Hinh 2-19: Giao dién chon bd go
Budc 12: Ching ta dat tén cho may ao
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KALIT - YMware Workstation - *
File Edit View VM Isbs Help - | & £ I0="HE | E

4} Home 5 KALTL

(7 Kalidinux-2018, 3-vm-i386

[1] cAu hinh mang |
Hay nhap tén may cho hé thing nay.

Tén may (hostname) 1a mdt tif riéng 1e nhan bift hé thing cla ban cho mang. NEu ban chua
biet ten may nen la g1, hay hoi guan tri mang. NEu ban dang thift lap mang ¢ nha, van co
the tao g1 o day (vl no khong co tac dung Mang ben ngoail.

T&N may:

<TiEp tucs

Phim chu di ffa c d sSp chan mu phim <Enter:

Hinh 2-20: Giao dién dat tén cho may ao
Budc 13: Chung ta bé qua budce nay chon Tiép tuc, hé théng s€ tu tao
mot domain véi tén goi localhost

KALIT - VMware Workstation - *
File Edit View VM Isbs Help - | & £ I0="ER|E

{0} Home: 5 KALTL

(3 KaliLinux-2018. 3-vm-i386

1 [!] Cau hinh mang f

Tén mien (domain name) 1@ phdn cia dia chl Mang ¢ ben phai tén may (host namel. N thuing
ch phén cufii:

.com, .co chng ty

.net a

.edu giao duc

.org 1@ chic.

.info thdng tin »

NEW ban dang thift 1p mdt mgng ¢ nhd, vén cd thE tgo tén mign (vI nd khing phal thudc vé
Mang bén ngoail, nhumg hdy chic 13 ban ding clng mét tEn mifn trén moi méy vi tinh trén
mang cuc bf.

TEn mign:

chon muc; phim <Enter> kich hoat cai nit

Hinh 2-21: Giao dién céu hinh mién
Budcl4 :Chon mat khau va phan ving 6 dia, chung ta chon dung toan

bd 6 dia
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KALIT - VMware Workstation - X
File Edit View VM Tebs Help v | & OO0 e I = | |E

{4} Home

(1 Kali-Linux-2018.3-vm4386 5 KALIL

[11] Phén ving dia |

B0_cal gt ndu ci thé huing dfin ban oua ti€n trinh phén ving dla (ding lugc d6 chufin
khac); con néu ban mulin, ban cd thE tu 1am nhu thE. vii kha ndng phén ving d& hudng dan,
ban van con cd dip sau d€ xem lai va ddc chE k&t gud.

NEU ban chon sit dung kha ndng phén ving d& hvéng din cho todn bd dia, hufc k& ti¥p s& hai
han dia ndo cén ding.

Fhugng phap phén ving:
wa thift 1&p LW

Hudng dan ]
Hudng dan — ding todn bd dia va thiBt 1&p LM d&
Bang tau

Phim <Tab> ch i 3 < hon phim <Enter:

Hinh 2-22: Giao dién phan ving 6 dia
Budc 15: Chon 6 dia ma ching ta di thiét 1ap
KALI1 - VMware Workstation - x

File Edit View VM Tsbs Help - | & O 0 =4|E
10} Home 5 KALTL

(71 Kali-Linux-2018.3-vm1386

[11] Phan ving dia |

Ghi chii ring moi dit 1iéu ndm trong dia d& chon <8 bi xod hodn todn, nhung chi sau khi ban
dd x&c nhan han thyc su mudn lam céc thay doi do.

Chon dia cén phén wing:

Phim <Taby chuyén di ac i e> chon myc; phim <Enter> kich

Hinh 2-23: Giao dién chon 6 dia
Budc 16: Ching ta chon mot tap tin trén mot phan ving dé dat tat ca

cac file vao moét cho
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(@) KALI1 - VMware Workstation - X

File Edit View VM Tabs Help - | & ICHN BN == Al |
10} Home 5 KALTL

51 KaliLinus-2018.3-vm-i385

[1] Phan ving dia T
P& chon d¢ phan ving:
SCSI3 (0,0,0) (sda) - VMware, YMware Yirtual S: 44.0 GB

Dia ndy cd th¥ duyc phén ving bing mdt cla vai luge dB khéc. NEu chua chic, ban hdy chon
digu thi nhat.

Luge d8 phan wing:

5 & 5
CAC phén wing & /home &, & /var %, va £ /tmp » riéng

Phim d ! > chon myc; phim <Enters kich

Hinh 2-24: Giao dién chon kiéu lugc d6 phan ving
Budc 17: Chon phan ving va ghi cac thay doi vao dia

(B KALI - VMware Workstation - X
File Edit View VM Tsbs Help - | & £ D=EHR|E
1) Home (71 Kali-Linux-2018. 3-vm386 [ KALT1

1 ['!] Phén wing dia |

B4y 14 ban tom t3t cac phan wing va difm 15p dBu hién thii dugc cau hinh. Hay chon phan
ving nao cd thigt 13p can sifa doi (hé thong tap tin, diém lap ¥.v.), sic chia can ranh
noi can tao phan ving, hodc thift bi noi cdn khii tao bang phan wing.

Phan ving da huing din

Cau hinh RAID phan mém

Cau hinh bd guan 1§ khii tin hop 19
C&u hinh khdi tin d& mat md
configure iSCST volumes

SCSI3 (0,0,0) (sda) - 44.0 GB VMuware, “Mware Virtual 5
#1 chinh 41.3 GB f extd
#5 hop 1§ 2.1 GB t trao ddi trao doi

hign thi

Hinh 2-25: Giao dién chon phan viing xong va ghi thay d6i vao dia
Budc 18: Chon Co dé luu thay doi
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KALIT - VMware Workstation - X
Ele Edit View VM Tsbs Lelp - | ® OD=HD|E
10 Home (7] Kali-Linux-2018. 3-vm-i386 (5 Kt

1 [!1!] Phan wing dia f

N?E'u ban tigp tuc lai, cac thay doi bén dui s& duoc ghi vao dia. Khong thi ban s& cd kha
nang lam thay dii nifa bang tau.

Bang phan ving cua nhiing thigt bi sau d& thay doi:
SC5I3 (0,0,0) (sda)

Nhitng phan ving sau s& dugc dinh dang:
phén ving #1 cla thigt bi SCSI3 (0,0,0) (sda) dang extd
phén ving #5 cla thigt bi SCSI3 (0,0,0) (sda) dang trao doi
Ghi céc thay ddi véo dia chir 7

<cool <Khéng>

&c muc; phim d > ch 5 phim <Enter> kich ho

Hinh 2-26: Giao dién xac nhan ghi cac thay doi vao dia
Bude 19: Chon Co dé dung bt ki mang niao dé update sau nay

KALIT - VMware Workstation - o
Fle Edit View VM Tebs Help - | & OlNE = 3| E

5 KALTL

{0 Home

(51 KaliLinux-2018. 3-vm-i386

[1] C&u hinh bd guan 1§ 28i |

MGt may nhan ban mang co the dugc ding d8 13y phin mém thém wéo ndi dung cla dia CO-ROM.
Cing co thg chita phién ban mii hon cia phan mém da co.

Ding may nhan han mang khong?

<Lbiy B <«hdng>

chon muc; phim <Enter

Hinh 2-27: Giao dién chon mang dé dung bat ki mang nao
Budc 20: Chiing ta bé qua phan nay va chon Tiép tuc
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KALIT - VMware Workstation - X
Flle Edit View VM Tobs Help A== PlD=EESE

{4} Home

(7] Kali-Linux-2018. 3-vm-i386 (5 Kt

1 ['] C&u hinh bd quan 1§ gai |

NEU ban can phai sif dung méy Uy nhiém HTTP d& k&t ndi dén Mang, hdy nhap thdng tin Oy
nhiém vao day. Khong thi ho rong.

Hay nhap thang tin Oy nhiém co dang chudn:
<http:ss/ [ Ingudi_ding] [:mat_khaul@]may [:cdngl /> .

Thing tin Uy nhi€m HTTP (ho rng néu khang co):

<Ti€p tucs

Phim <Tah> chuyg

Hinh 2-28: Giao dién thong tin uy nhi¢ém HTTP
Budc 21: Ching ta chon C6 dé cai dit bo nap khoi dong GRUB

(E) Debian 9.1 64-bit - VMware Workstation - x
Eile Edit View VM Tsbs Help - | & £IND=E S| E
1o} Home (5] Kali-Uinue-2018. 3-vm-386 (5} Debian 9.x 64-bit

[11 Cai dat bd nap khdi ding GRUB vao dia clng
Ch v& 14 bdn cdi d8t mii nady 13 hé diBu hdnh duy nhdt trén may tinh ndy. NEBu ch, han nén
cd thE cii dit an toan bd nap khoi dang GRUB vao muc ghi khdi déng chi trén dia cing thi
nhat.
canh bao : nBu trinh cal ddt da khong phat hién duge mot hé diBu hanh thém n3m trén may
tinh cla ban, giéc sifa dii myc ghi khdéi ding chi s& tam thdi 1am cho h& diBu hanh do
khong co kha nang khii dong, di GRUB cd thE dudc ciu hinh bang tay vao lic sau dé khdii
déing nd.

Cai ddt hd nap khil dong GRUB véo muc ghi khdi ddng cha khdng?
<Cé>  <Khong>

Hinh 2-29: Giao dién cai dat b nap khoi dong GRUB vao muc ghi
Budc 22: Chon /dev/sda dé hé thong cai dit GRUB
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KALIT - YMware Workstation - x
File Edit View VM Isbs Help - &L £ I0="HE | E

4} Home 5 KALTL

(7 Kalidinux-2018, 3-vm-i386

[1] cAi dat bd nap khii dfing GRUB vao dia cing
Ban cin phai 1am cho hé thing mii cai dt cd kha ndng khii dong, bing cach cai dit bd nap
khdi dong GRUB vao mdt thigt bi khii dong dugc. Phuong phap thudng 1 cai dit GRUB vao
muc ghi khai déng chi trén dia cing thit nhat. NEu ban mudn, cing cd thé cai dit GRUB vao
noi khac trén dis d0, hodc vao dia khac, hodc ngay ca vao dia mem.

ThiBt bi noi cdn cdl dat bd nap khidi ding:

NhéE thigt bi thil cﬁni

Hinh 2-30: Giao dién thiét bi noi can cai dit bo nap khoi dong
Budc 23: Sau d6 s& xuat hién thong bao nhu nay nghia 1a da thanh

cong, an Tiép tuc dé khai dong lai 1a ching ta da cai dat xong.

KALI1 - VMware Workstation - *
File Edit View VM Tabs Help - | @ | £ ICHN AN =R=as Nl |
10} Home 51 KaliLinus-2018.3-vm-i385 5 KALTL

1 [!!] Cai dat xong f

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove
the installation media, so that you boot into the new system rather than restarting the
installation.

<Ly

Fhim <Tah fi ac i <space> chon myc; phim <Enter> kich

Hinh 2-31: Giao dién cai dat xong
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CHUONG 3: THUC NGHIEM

3.1 Trién khai cong cu Zenmap

Nmap 13 mot cong cu kha hitu ich danh cho ngudi lam chuyén vé
nganh security. Nmap c6 kha ning quét cac hé thong va tim ra 151, nhitng
cong chua déng trén hé thdng giup cho ngudi quan tri tiét kiém duoc thoi
gian va cong stz khi bao tri. Nmap con c6 thé cho ta biét thong tin chi tiét vé
hé théng, rat thuan tién khi ta mudn kiém tra nhanh thong tin mot hé théng
nao d6. Tuy nhién thi Nmap do 1a mot cong cu quét cong kha manh, nén ciing
dugc cac hacker thuong xuyén dung dé quét 16i va xAm nhap vao cac hé thong

nan nhan, tham chi giri cac goéi tin lam tran hé thé)ng dich.

Zenmap 13 cong cu mang giao dién d6 hoa cua Nmap, dé sir dung véi
chi vai thao tac click chudt. Chung ta khong can phai ndm cac 1énh va tham so

khé nhé, phuc tap cia Nmap, vi cac Iua chon va thong tin da c6 san.

3.1.1 Mo hinh
X4y dung mé hinh quét Zenmap gém c6:

- Mot may chu hodc mdt may client
- Mang Internet
_ Mot may quét ( co thé lap top, pc hodc may 4o )

Ta ¢6 md hinh mau sau;
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Internet

(B

|

g%

hpu.edu.vn Scanner

\/

Hinh 3-1: M6 hinh Zenmap

server

May tinh nan nhan khong can phai 1a may st dung hé diéu hanh cho
Server, no c6 thé 1a mot may client bat ky nao d6. May scanner can cai dat

san Nmap/Zenmap va cac driver can thiét.

Véi mo hinh nay ta s& bat dau tir may scanner di cai dit sdn Zenmap va
khoi dong né 1én dé quét véi trang web hpu.edu.vn va roi két qua s& tra cho
chung ta nhirng cong tcp dang mo, dong, tén hé diéu hanh, tén may nan nhan,
hay thim chi ca dia chi IP ctia trang web. Piéu can thiét hon ca d6 13 ca 2 phai
cung két ndi Internet. Néu port ma mé cang nhiéu thi nguy co bi hacker tin
cong dé thu thap thong tin cang cao. Bién phéap t6t nhat co 18 1a chung ta nén
dong bét cong khong sir dung hodc tim cach dé cong an dé tranh bi tn cong.
Chung ta c6 thé stir dung cong cu nay dé phong ngira nhitng 16 hong an ninh
mang may tinh rat hiéu qua.

3.1.2 Céac budc thuc hién
~ Trién khai Zenmap

_ Kiém tra, phan tich mét sd 16i pho bién
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3.1.3 Trién khai
Budc 1: Bang nhap vao Kali Linux
- Login : root

@ Kali-Linux-2018.3-vm-i386 - VMware Workstation =) X

File Edit View VM Tabs Help v | & | £ OlD=EE|E

(5 Kali-Linux-2018.3-vm-i386

Thu 02:41

Username:

root

To direct input to this VM, click inside or press Ctrl+G. SUB8 i | D

Hinh 3-2: Giao dién Username
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- Password : root

@ Kali-Linux-2018.3-vm-i386 - VMware Workstation = X

File Edit View VM Tabs Help v | & DO Ol DI | |E

(5 Kali-Linux-2018.3-vm-i386

Thu 02:43

3% Signin

To direct input to this VM, click inside or press Ctrl+G. Q8¢ @ |

Hinh 3-3: Giao dién Password
- Budc 2: Khéi dong Zenmap

- Applications—=> Information Gathering—> Zenmap

Applications ~ Places = Sun 22:04

Favorites dmitry

01 - Information Gathering

dnmap-clie...
02 - Vulnerability Analysis

03 - Web Application Analysis + dnmap-ser...

04 - Database Assessment :
ike-scan

05 - Password Attacks

06 - Wireless Attacks maltego

07 - Reverse Engineering 7 netdiscover

08 - Exploitation Tools
nmap

09 - Sniffing & Spoofing \
10 - Post Exploitation pof ‘
11 - Forensics recon-ng

12 - Reporting Tools

sparta
13 - Social Engineering Tools

14 - System Services zenrﬁgp

Usual applications
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Hinh 3-4: Giao dién khoi dong Zenmap trong Kali Linux
Budc 3: Tién hanh thuc hién quét vs trang web hpu.edu.vn

Zenmap @ 0 0

Scan Tools Profile Help

Target: Ihpu.edu.\m v | Profile: |Intense scan ¥ | |Scan| |Cancel|

Command: Inmap -T4 -A -v hpu.edu.vn

Hosts | Services | Nmap Qutput | Ports / Hosts | Topology Host Details = Scans

os

Filter Hosts |

Host y |hmap -T4-A-vhpueduvn . | &
ANlildilng 2TN SLEdLlLn 2CdN dl £L£11L ) A
scanning hpu.edu.vn (10.1.0.232) [1000 ports]| I
Discovered open port 443/tcp on 10.1.0.232
Discovered open port 135/tcp on 10.1.0.232

Discovered open port 3389/tcp on 10.1.0.232
Discovered open port 80/tcp on 10.1.0.232
Discovered open port 139/tcp on 10.1.0.232
Discovered open port 21/tcp on 10.1.0.232
Discovered open port 445/tcp on 10.1.0.232
Discovered open port 3306/tcp on 10.1.0.232

Discovered open port 49153/tcp on 10.1.06.232
Discovered open port 49152/tcp on 10.1.6.232
Discovered open port 49155/tcp on 10.1.0.232
Discovered open port 49154/tcp on 10.1.0.232
Discovered open port 49157/tcp on 10.1.06.232
Discovered open port 49156/tcp on 10.1.6.232

adjust_timeouts2: packet supposedly had rtt of 9830848

microseconds. Ignoring time.

adjust timeouts2: packet supposedly had rtt of 9830848

microseconds. Ignoring time. v

Hinh 3-5: Giao dién cac cong tcp dang mo
Kiéu scan nay cé 3 option:
-A ra 1énh cho Nmap cd ging tim phién ban ctia hé diéu hanh dich, cac
dich vu va cac thong sb chi tiét giap nhan dang hé diéu hanh dich.
Option nay cling thyc hién traceroute (tim duong di) va dung cac ma
lénh NSE dé tim thém cac thong tin phu tro. Option nay khién cach
scan nay khong dugc bi mat vi né cong kha nhiéu kiéu scan vao 1 lan

Scan.
-v gitip hién thi thong tin scan mot cach tuong minh hon, dé hiéu hon.

-T4 1a tuy chon vé& mAu tinh thoi gian (timing template) voi cac gia tri T
khac nhau, tir TO dén T5, T5 1a nhanh nhat. Tuy chon ndy chinh Ia cach
chung ta cho Nmap biét chung ta muén Nmap lam viéc nhanh hay

cham. Téc do khac nhau s& dung cho cac muc dich khac nhau.

Nguyén Ba Biic  CT1901M 43



Phat hién 16 héng bao mat trong mang LAN Do an tbt nghiép

Nhu két qua trén hinh cic ching ta thiy, Intense Scan di phat hién ra
dugc 14 cong TCP dang mo trén hé théng dich, port 80, port 135, port 3389,
port 139, port 21, port 445, port 3306, port 49153, port 49152, port 49155,
port 49154, port 49157, port 49156 va port 443.

Zenmap o e O
Scan Tools Profile Help

Target: Ihpu.edu.\m v | Profile: |Intense scan, all TCP ports ¥ | [Scan| |Cancel|

Command: Inmap -p 1-65535 -T4 -A -v hpu.edu.vn |

Hosts || Services |  Nmap Output Ports / Hosts Topology Host Details | Scans

0S  Host ¥ hpu.edu.vn (10.1.0.232)
#  hpu.edu.vn (1 ¥V Host Status
State: up
Open ports: 14 <

Filtered ports: 1
Closed ports: 985
Scanned ports: 1000

Up time: Not available ‘

Last boot: Mot available

WV Addresses
IPvd:  10.1.0.232

IPvb: Not available
MAC: Not available

[ — > ¥ Hostnames

Filter Hosts | MName - Tvpe: hpu.edu.vn - user v
Hinh 3-6: Giao dién thong tin vé may nan nhan
Click sang phan Host Details, cac ching ta c6 thé thiy nhitng thong tin
vé may nan nhan ma Nmap di loc ra:

~ Host Status: bao gém state (trang thai, up hodc down), téng sb port
dang md, cac port da dong, cac port da dugc scan, thoi gian ma hé
théng d3 dugc md, 1an cudi cung hé thong nan nhan duogc bat 1a khi
nao.

_ Addresses: IPv4, IPv6 va dia chi MAC ctia hé théng nan nhén.

- Hostname: t€én may nan nhan, thong tin domain cia may nan nhan.
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_ Operating System: tén hé diéu hanh kém theo kha niang chinh xac bao
nhiéu phan trim do Nmap danh gia dua vao qua trinh scan. Sau d¢ 1a
thong tin cac service dang dugc bat, cac port trén hé thong ngudn, port
nao dong, port nao mo.
3.2 Trién khai cong cu Nikto

Nikto web server scanner 13 mot cong cu bao mat, nd kiém tra mot
trang web dé chi ra dugc hang ngan van dé bao mat c6 thé xay ra, bao gom
dangerous files, mis-configured services, vulnerable scripts va rat nhiéu van
dé khac nira, kiém tra cac phién ban 16i thdi ctia hon 1250 may chii va cac van
dé cu thé vé phién ban trén 270 may chu ( Apache, Nginx, OHS,...). Nikto 1a
mi nguén md va duoc cu tric voi cac plugin giap mo rong kha ning. Cac
plugin nay thudng xuyén duoc cip nhat véi cac kiém tra biao mat moi. Va
Nikto khong phai la mot cong cu tang hinh.
3.2.1 M6 hinh

X4y dung mo hinh quét Nikto gdm co:

- Mot may chu.
- Mang Internet.
_ Mot may quét ( co thé lap top, pc hodc may 4o ).

Ta ¢6 md hinh mau sau;
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Internet

(B

|

server ‘

hpu.edu.vn Scanner

\/

Hinh 3-7: M6 hinh Nikto
Gidng v6i Zenmap nhung Nikto bat budc mdy cua nan nhin phai 13

may st dung hé diéu hanh cho Server.

Véi mé hinh ndy ta bat dau quét tir may scanner ctia minh da cai sin ¢
két ndi Internet cling nhu sever ta chuan bi quét cling phai két noi Internet nho
thé may quét cta ta co thé phat hién ra nhitng 16i ma cac hacker co thé tan
cong dugc vao. Sau khi quét no s& cung cip cho ta biét may chu web 13 gi va
liét ké cho ta nhiéu 16 hong bao mat. Nhu vay chung ta c6 thé biét 15i rat
nhanh va sira 16i hiéu qua gy cho chung ta it thiét hai hon.

3.2.2 Céac budc thuc hién
_ Trién khai Nikto.

_ Kiém tra, phan tich mot s6 161 pho bién.

3.2.3 Trién khai
Budc 1: Bang nhédp vao Kali Linux.

- Login : root

Nguyén Ba Biic  CT1901M 46



Phat hién 16 héng bao mat trong mang LAN Do an tbt nghiép

@ Kali-Linux-2018.3-vm-i386 - VMware Workstation 5 X

File Edit View VM Tabs Help v | & Ol ||E

(5" Kali-Linux-2018.3-vm-i386

Thu 02:41

Username:

root

To direct input to this VM, click inside or press Ctrl+G. o B g | [J

Hinh 3-8: Giao dién Username
- Password : toor

Kali-Linux-2018.3-vm-i386 - VMware Workstation - X
File Edit View VM Tabs Help v | & C FORN - e e i |

(5" Kali-Linux-2018.3-vm-i386

Thu 02:43

Password

oo

Cancel 3% Signin

To direct input to this VM, click inside or press Ctrl+G. =L 1)) g | 3

Hinh 3-9: Giao dién Password
Budc 2: Khoi dong Terminal.

- Applications—> Favorites—> Terminal

Nguyén Ba Biic  CT1901M 47



Phat hién 16 héng bao mat trong mang LAN

Applications v Places =

v Favorites
01 - Information Gathering
02 - Vulnerability Analysis
03 - Web Application Analysis
04 - Database Assessment
05 - Password Attacks
06 - Wireless Attacks
07 - Reverse Engineering
08 - Exploitation Tools
09 - Sniffing & Spoofing
10 - Post Exploitation
11 - Forensics
12 - Reporting Tools
13 - Social Engineering Tools
14 - System Services

Usual applications

Do an tbt nghiép

Sun 22:21

Firefox ESR
Terminal
Files [}
metasploit ...
armitage
burpsuite
maltego
beef xss fr... \
faraday IDE \

Leafpad

Hinh 3-10: Giao dién khdi dong Terminal

Budc 3: Tién hanh quét

root@kali: ~

File Edit View Search Terminal Help
:~# nikto -h hpu.edu.vn

Nikto v2.1.6

Target IP: 10+-1-.8..232

v6i trang web hpu.edu.vn bang Nikto.
(- O~

Target Hostname:
Target Port:

hpu.edu.vn
80

Start Time: 2019-05-19 22:24:00 (GMT-4)
Server: Apache/2.4.7 (Win32) OpenSSL/0.9.8y PHP/5.4.22
Retrieved x-powered-by header: PHP/5.4.22
The anti-clickjacking X-Frame-Options header is not present.
The X-XSS-Protection header is not defined. This header can hint to the user a
gent to protect against some forms of XSS
+ The X-Content-Type-Options header is not set. This could allow the user agent
to render the content of the site in a different fashion to the MIME type
+ Root page / redirects to: home/trangchu.html
+ Server leaks inodes via ETags, header found with file /UwRZ65Ry.render css, fi
elds: 0xbdl ©x4f29e57860c80
OpenSSL/0.9.8y appears to be outdated (current is at least 1.0.1j). OpenSSL 1.
.00 and 0.9.8zc are also current.
Apache/2.4.7 appears to be outdated (current is at least Apache/2.4.12). Apach
2.0.65 (final release) and 2.2.29 are also current.
PHP/5.4.22 appears to be outdated (current is at least 5.6.9). PHP 5.5.25 and
.4.41 are also current.
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File Edit View Search Terminal Help

+
+

0x4129e57860c80

+

are also current.

o+

5
+
d
+
+
+
+
+

Hinh 3-11: Giao dién quét vdi Nikto
Két qua.

- Apache Web Sever
- Phién ban PHP/5.4.22

root@Kkali: ~ e ® O

Root page / redirects to: home/trangchu.html
Server leaks inodes via ETags, header found with file /3nrrAbDQ.types, fields: Oxbdl

PHP/5.4.22 appears to be outdated (current is at least 5.6.9). PHP 5.5.25 and 5.4.41

Apache/2.4.7 appears to be outdated (current is at least Apache/2.4.12). Apache 2.0.6
(final release) and 2.2.29 are also current.

OpenSSL/0.9.8y appears to be outdated (current is at least 1.0.1j). OpenSSL 1.0.00 an
0.9.8zc are also current.

OSVDB-877: HTTP TRACE method is active, suggesting the host is vulnerable to XST
/admin/config.php: PHP Config file may contain database IDs and passwords.

Cookie PHPSESSID created without the httponly flag

0SVDB-3092: /sitemap.xml: This gives a nice listing of the site content.

0SVDB-12184: /?=PHPB8B5F2A0-3C92-11d3-A3A9-4C7B08C1000O: PHP reveals potentially

itive information via certain HTTP requests that contain specific QUERY strings.

+

0SVDB-12184: /?=PHPE9568F36-D428-11d2-A769-00AA001ACF42: PHP reveals potentially

itive information via certain HTTP requests that contain specific QUERY strings.

+

0SVDB-12184: /?=PHPE9568F34-D428-11d2-A769-00AA001ACF42: PHP reveals potentially

itive information via certain HTTP requests that contain specific QUERY strings.

+

0SVDB-12184: /?=PHPE9568F35-D428-11d2-A769-00AA0O1ACF42: PHP reveals potentially

itive information via certain HTTP requests that contain specific QUERY strings.

+
+
Lk
+
+
+
+

0SVDB-3092: /home/: This might be interesting...

0SVDB-3268: /icons/: Directory indexing found.

0SVDB-3233: /icons/README: Apache default file found.

0SVDB-3092: /mt/: This might be interesting... potential country code (Malta)
0SVDB-3092: /tv/: This might be interesting... potential country code (Tuvalu)
Cookie hpu[LastUrl] created without the httponly flag

/httpd.conf: Apache httpd.conf configuration file

Hinh 3-12: Giao dién 16i OSVDB
Co tat ca 11 161 OSVDB:
- OSVDB-877: HTTP TRACE method is active, suggesting the host is
vulnerable to XST.

- OSVDB-3092: /sitemap.xml: This gives a nice listing of the site

content.

- OSVDB-12184:/?=PHPB8B5F2A0-3C92-11d3-A3A9-4C7B08C10000:
PHP reveals potentially sensitive information via certain HTTP requests

that contain specific QUERY strings.
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- OSVDB-12184:/?=PHPE9568F36-D428-11d2-A769-00AA001ACF42:
PHP reveals potentially sensitive information via certain HTTP requests

that contain specific QUERY strings.

- OSVDB-12184:/?=PHPE9568F34-D428-11d2-A769-00AA001ACF42:
PHP reveals potentially sensitive information via certain HTTP requests

that contain specific QUERY strings.

- OSVDB-12184:/?7=PHPE9568F35-D428-11d2-A769-
90AAOO1ACF42: PHP reveals potentially sens.

- OSVDB-3092: /home/: This might be interesting...
- OSVDB-3268: /icons/: Directory indexing found.
- OSVDB-3233: /iconss/README: Apache default file found.

- OSVDB-3092: /mt/: This might be interesting... potential country code
(Malta).

- OSVDB-3092: /tv/: This might be interesting... potential country code
(Tuvalu).
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KET LUAN
Phat hién bao mat no6i chung va phat hién bao mat website néi riéng
ludn 1a vin dé cap thiét va can duoc giai quyét triét dé. Ngay nay, khi nganh
cong nghé thong tin phat trién vai mot toc do chong mat thi van dé vé kiém
thir bao mat cang tré nén cap thiét hon va khé khan hon. Didu nay thé hién ro
rang qua con s6 thong ké vé sb luong website thuong mai dién tur, ké tan cong
tan cong moi ngay mot ting 1én, quy md cic cudc tan cong va muc do thiét

hai ngay cang lén hon.

Tuy nhién bén canh nhiing diéu dat dugc, dé tai con ton tai mot vai
diém han ché sau: Han ché dau tién cua chuyén dé 13, nhitng 15i bao mat ma
dé tai néu ra chi 1a nhitng 16i bao mat phé bién chtr chua bao phu duoc hét
toan bo cac 16i bao mat hién nay. Trén co so nghién ciru cac tu lidu va két qua
thie nghiém cho thay kiém thir bao mat website 1a rat quan trong, viéc thuc
hién kiém thir sém s& 1am giam thoi gian kiém tht cho cac giai doan sau va
taing chat lugng cua san pham. Viéc thuc hién kiém thir bao mat (kiém thu

ngay tir giai doan phan tich thiét ké hé théng ) 1a rat tét.
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