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LOT CAM POAN
T6i xin cam doan ludn vin “Gidu tin trong file Gm thanh bdng cdc phép
bién d@oi roi rac” 1a san pham cua riéng ca nhan, khong sao chép lai cia nguoi
khac. Trong toan bo ndi dung cua luan vin, nhitng diéu duoc trinh bay hoic 1a
ctia ca nhan hoic 1a duoc téng hop, nghién ctiru tir nhidéu nguon tai lidu. Tat ca
cac tai liéu tham khao déu c6 xuét Xt va trich dan rd rang.
To61 xin hoan toan chiu trach nhi€ém va chiu moi hinh thuc Ky luat theo
quy dinh cho 161 cam doan cua minh.
Thai Nguyén, ngay 15 thang 05 nam 2015

Hoc vién
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MO PAU
1. Pit van dé

Ngay nay, Internet 1a méi truong phd bién cho viéc trao doi thong tin
gitta cac nha cung cdp va ngudi st dung. Do d6, vin dé an toan dit liéu trén
mang ludn ludn 1a mot thach thirc ddi véi cac nha quan 1y va cac nha nghién
ctru. Cac thong tin trén Internet c6 thé dé dang bi lam gia mao, sai léch va bi
danh cap boi hacker trong qua trinh truyén tai dit liéu. Thong tin cta c4 nhan,
t6 chirc hoic qudc gia dimg trudc nguy co bi xAm nhap bat ¢ lic nao. Cung
Vv6i n6 13 van nan an cap ban quyén, xuyén tac thong tin,... ngay cang gia ting.
Vi vay, van dé dat ra 1am thé nao dé dam bao duoc sy an toan, va toan ven
thong tin trong qua trinh truyén tai trén Internet. Hai giai phap cho van dé nay
1a ma hoa va giau thong tin co vai trd quan trong trong viéc bao vé qua trinh
truyén tai thong tin mat. Su xac thuc va ban quyén trong moi trudng trao doi
cong cong. Viéc tim giai phap cho nhiing van dé nay giup ta hiéu thém vé mot
cong nghé dang phat trién va con tao ra nhitng co hoi méi [1].

Trong nhitng giai phap da va dang duoc trién khai thi gidu tin (Data
Hiding) 1a mot trong nhiing giai phap duoc cic nha nghién ctru va phat trién
coi d6 1a mot hudng di c6 nhiéu trién vong. Gidu thong tin 1a k¥ thuat nhing
mot luong thong tin s6 nao d6 vao trong mot ddi twong thong tin s6 khac ma
cac doi tuong d6 thuong 1a mot tai li€u, hinh anh, &m thanh hodc video. Cac
ky thuat gidu tin c6 thé chia ra 1am hai nhém. Nhom thr nhét 1a cac phuong
phap che gidu thong tin truc tiép. Nhom nay thuong su dung céc bit it quan
trong nhat caa mot khéi bit nhi phan duoc sta doi dé giau thong tin. Nhom
thir hai lai che giau thong tin thong qua cac phép bién d6i chang han nhu phép
bién d6i Cosin hay wavelet roi rac duoc sir dung rong rai [4].

Sau khi tién hanh nghién ctru cac tai liéu lién quan dén linh vuc giau tin
trong da phuong tién va nhan thay cac k¥ thuat trén déu cho két qua tbt voi

S6 héa béi Trung tdm Hoc liéu - DHTN  http://www.lrc.tnu.edu.vn



viéc dam bao duoc tinh chit an cua thong tin duoc gidu va khong lam anh
huong dén chat luong cua dit liéu goc. Voi mong muédn phat trién cac ky thuat
gidu thong tin nham bao vé cac thong tin mat trong qué trinh trao d6i. Puoc
su sy dong y, dong vién ciia can bd huéng dan khoa hoc, t6i da chon dé tai
“Gidu tin trong file Gm thanh bing cdc phép bién déi roi rac” 1am van dé
nghién citu cho luan vin cao hoc ctia minh. Mong rang két qua cua dé tai khi
duoc trién khai thuc té s& gop phan ting thém do an toan cho cac thong tin
mat trong qua trinh trao doi.
2. Muc tiéu nghién ciru

Luan van nghién ctu hé thdng 1y thuyét lién quan dén viéc giau tin trong
dir liéu da phuong tién nhu: hinh anh, 4m thanh, video hay vin ban. Cu thé
trong luan van 1a nghién ciu vé giau tin va ung dung giau tin trong file Am
thanh.
3. Poi twong va pham vi nghién ciru

Véi mdi dit liéu da phuong tién c6 cac dinh dang, tinh chat, dic trung
khac nhau. Dé xay dung mot ki thuat gidu tin trén cac dit liéu nay thuong doi
hoi cac thuat toan phuc tap. Trong luan van nay, ngoai viéc tim hiéu khat quat
vé giau tin, cac ky thuat giau tin. Nghién cru mot sé ky thuat giau tin bang
cac phép bién doi roi rac trén sé nguyén. Luan vin con tap trung nghién cau
vé file Am thanh va trién khi thuc nghiém giau tin trong file 4m thanh ¢ dinh
dang WAV.
4. Phwong phap nghién ctru

Luén van st dung phuong phap nghién ctru tu lidu két hop véi trién khai
thuc nghiém. Trén co s& nguyén ciu tong hop tir cac k¥ thuat giau tin trong
file Am thanh. Lu4n vian dua ra mot k¥ thuat giau tin moi va tién hanh cai dat

chuong trinh thyc nghiém giu tin trong file 4m thanh.
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5. 'Y nghia khoa hoc cia dé tai

Vé Iy thuyét:

- Tiép can mot hudng nghién ctru trong linh vuc an toan va bao mat
thong tin. Pay la phuong phap mdéi va phuc tap. Phuong phap nay dang duogc
xem nhu mot giai phap c6 nhiéu trién vong cho van dé bao vé ban quyén,
nhan thirc thong tin va diéu khién truy cap ung dung trong an toan va bao mat
thong tin.

- Trinh bay twong ddi diy da mot hé thong 1y thuyét gidu tin va dua ra
mot k¥ thuat gidu tin trong file 4m thanh.

Vé thuc tién:

Véi viéc trién khai thyuc té cua dé tai, s& gop phan tang thém d6 an toan
cho cac thong tin mat trong viéc bao vé va truyén thong tin mat.

6. Bo cuc cia luin vin

Dua trén d6i tuong va pham vi nghién ctu, luan van s€ dugc phan lam 3
chuong chinh véi cac ndi dung cu thé nhu sau:

Chuwong 1. Téng quan vé gidu tin va am thanh sé.

O chuong nay dé tai s& di vao tim hiéu cac khai niém vé giau tin, muc
dich cling nhu tinh c4p thiét cua viéc gidu tin trong da phuong tién, trong doi
séng thong tin va truyén tin hién nay.

Tim hiéu mdt méi trudong cu thé ma ludn van s dung dé giau tin 1a 4m
thanh s6. Khai quat mot s6 ¢ing dung va cac tin cong trén hé thdng giau tin.

Chuwong 2. Ky thugt gidu tin gidu tin bang cdc phép bién dai roi rac.

Trong chuong nay s& di vao tim hiéu vé cac phép bién ddi tir mién khong
gian sang mién tan so.

Tim hiéu mot s ki thuat dau tin dya trén viéc bién d6i bit co trong so
thap nhat trong mot khéi bit nhi phan. Ciing trong chuwong ndy, tim hiéu va
giai thich mot s6 phép bién doi trén s6 nguyén. Dua vao cac ki thuat va thuat
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toan gidu tin d3 duoc cong bd, dé tai sé dua ra y tudong cua thut toan dong
thoi mé ta chi tiét va cu thé thuat toan gidu tin trong file Am thanh dua trén
cac phép bién doi roi rac trén sé nguyén.

Panh gia thuat toan nhu d6 phuc tap hay tinh an toan, bao mat cta thong
tin dugc giau.

Chwong 3. Xdy dung chwong trinh thir nghiém

Chuong nay s& dwa ra muc dich, yéu cau ciing nhu mé ta so d6 chuong
trinh thyc nghiém di duoc xay dung. Lya chon dinh dang file 4m thanh dé
thar nghiém thuat toan dugc mo ta tai Chuong 2. M6 ta thuat toan gidu va trich
rt théng tin trong file am thanh. Cac két qua thuc nghiém va dbi sanh. Dong
thoi danh gia két qua thuc nghiém dat duoc va dua ra cac kha nang tng dung

ctia chuong trinh thuc nghiém.
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CHUONG 1. TONG QUAN VE GIAU TIN VA AM THANH SO
1.1. Gi6i thiéu chung vé gidu tin

1.1.1. M4 héa va giau tin

Nhiéu phuong phap bao vé thong tin da dugc dua ra, trong d6 giai phap
dung mat ma duoc ung dung rong rai. Thong tin ban dau dugc ma hoa, sau do
s& duoc giai mad nho khoa ctia hé ma. Da c6 rat nhiéu hé ma phuc tap duoc su

dung nhu DES, RSA, NAPSACK..., rat hiéu qua va pho bién.

[ abcd Bo mé hoa thong tin —.[ #%" Ban ma

Banro [

Khoéa - ma hoa m

v

A

[ ahcd g Bo giai ma théng tin _ #$% Ban mé

Banro I

Khoa - giai ma

Hinh 1.1. M6 hinh m& héa théng tin

Mot phuong phap méi khac da va dang dugc nghién ctru va tng dung ¢
nhiéu nudc trén thé gidi, d6 1a phuong phap gidu tin. Gidu thong tin 1a k§
thuat nhing (embedding) mot luong thong tin sd ndo d6 vao trong mot doi
tugng dit liéu s6 khac nham giir bi mat va xéac thyc thong tin [6].

Mot trong nhitng yéu cau co ban cta gidu tin 1a dam bao tinh chat an cua
thong tin gidu dong thoi khong 1am anh huong dén chat luong cua dir liéu
géc.

Sy khac biét chu yéu giita ma hoa thong tin va gidu thong tin 12 mi hoa
lam cho cac thong tin hién 5 1a nd c6 duoc ma hoa hay khong, con véi giau
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thong tin thi ngudi ta s& kho biét dugc 1a co thong tin gidu bén trong. Tuy
nhién, ta c6 thé két hop ca hai phuong phap ma hoa va gidu tin dé 1am ting
tinh bao mat cho thong tin duoc giau.

1.1.2. Phén loai k¥ thuit giau tin

C6 nhiéu cach dé tién hanh phan loai cac phuong phéap gidu thong tin
thong qua cac ti€u chi khac nhau: nhu theo phuong tién chira tin, cac phuong
phép tac dong 1én phuong tién chira tin, hay phan loai dua theo cac muc dich
su dung....

Theo muc dich sir dung, gidu théng tin cé hai logi:

Gidu théong tin mat

Pay 1a tng dung pho bién nhat tir trudc toi nay. Boi véi gidu thong tin
mat ngudi ta quan tim chil Yéu téi cac muc tiéu sau:

- D¢ an toan cua tin giau (kha nang khong bi phat hién caa tin giau).

- Luong thong tin tbi da co thé giau trong mot phuong tién chta cu thé
ma van c¢6 thé dam bao an toan.

- P bao mat caa thong tin trong truedng hop giau tin bi phat hién.

Giau thong tin mat khong quan tdm nhiéu téi cac yéu cau vé kha ning
bén viing cua phuong tién chua. Viéc giai ma dé nhan duogc thong tin ciing
khong can phuong tién chira goc ban dau. Cac yéu cau vé kha nang chdng tan
cong khong dugc quan tdm lam, thay vao d6 1a thong tin gidu phai duoc bao
mat. Ddi véi cac thuét toan giéu thong tin mat, nguoi ta khong chu trong dén
viéc bao vé thong tin mat trudc su tin cong cua cac doi thi. Ma thay vao do
quan tdm dén tinh 4n va tinh an toan d6i véi dit liéu can giau.

Gidu théng tin thity van

Khac véi ky thuat gidu thong tin dé giir bi mat thong tin, giau thong tin
thity van c6 muc tiéu 1a bao vé ban quyén va xac thuc thong tin. Vi vay, k¥
thuat nay khong chdng lai viéc khai thac thong tin, ma quan trong nhat d6i voi
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n6 1a dam bao tuyét ddi tinh bén viing. Nghia 1a: khong thé huy bo duogc
thong tin giau trir khi hiy san pham chira. Ngoai ra cac thong tin nhiing can
c¢6 anh huong téi thiéu ddi voi phuong tién chira. Vi vay, thong tin can giau

cang nhé cang tot.

Information
_hiding
Giau théng tin
Steganography Watermarking
Giau tin mat Thiy van so
Robust Fragile
Copyright marking Wa,termarlsing
Thiy van bén vitng Thiy van dé v&
Imperceptible Visible
Watermarking Watermarking
Thay van an Thay van hién

Hinh 1.2. Mét cach phan loai cac ky thuat gidu tin

Steganography Watermarking

Giau tin mat Thay van sé

. . L . | - Chua yéu phuc vu cho muc dich
- Tang hinh cac phién lién lac dé . ) s
L bao vé ban quyén
Muc tiéu | bao méat thong tin . ) R B
. o . - Dung trong cac hoat dong xuat
- Dung trong cac lién lac xac dinh

ban
Cach A 2. A 2 A 2
o Khoéng lam thay doi phwong tién Cé the tac déng nhé ve cam
thuc
hign chtra thdng tin nhan téi phwong tién chira
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- Chi can nhung it d¥ liéu

- Giu dwoc nhiéu théng tin nhat | - D liéu nhang can phai bén

- Khéng quan tdm dén dd bén cha | virng

phwong tién chira - Dam bao trwéc cac phuong
Yéu cau | - Khong quan sat dwoc viéc giéu phap nén dir liéu

théng tin - D& liéu nhang c6 thé nhan thay
- Khéng kiém tra dwoc néu khong | hay khédng nhan thay

c6 khoa thich hop - Khéng kiém tra dwoc néu

khong c6 khoéa thich hop

Bang 1.1. So sanh gidu thdng tin mat va gidu théng tin thay van
1.2. Cac d6i twong ciia mdt bai toan gidu tin

1.2.1. Thong tin mat

Pinh nghia: La thong tin nhung vao d6i tugng chua, va la thong tin can
duoc bao vé. Tuy theo tirng phuong phap cu thé, thong tin nay s& dugc bao vé
Vo1 cac mic do khac nhau.

Dic diém:

- binh dang: Khong gi6i han vé kiéu dinh dang.

- Kich thudc: Pay 1a mot trong cac yéu to chinh can phai duoc xem xét
trudc khi quyét dinh st dung phuong phap nao. Tuy thudc vao yéu cau bao
mat va linh vuc ng dung ma kich thudc cua nd s€ khac nhau.

1.2.2. Pdi twgng chira

Dinh nghia: La dbi tuong dung dé chua thong tin mat. Bi tuong nay
con goi la Cover - < data type >, tuy thudc vao loai dit liéu ma n6 sé c6 nhirng
tén khac nhau, vi du nhu Cover - Image, Cover - Audio, Cover - Text...

Pic diém:

- binh dang: Cac phuong phap an thong tin ngay nay hau nhu déu hd tro
dinh dang dit liéu s, nén ddi teong chta thudng co chung dic diém 1a “sd”.

- Kich thudc: Tuy mirc dd yéu cau hau nhu cac phuong phap déu doi hoi
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kich thudc ddi tugng chira 16n hon nhiéu lan kich thudc thong tin mat.

1.2.3. Poi twong da nhiing

Pinh nghia: La ddi twong chira sau khi nhung thong tin mat, goi Stego-
<data type>, c6 kiéu dir liéu twong @tng véi dbi twong chira. Vi du néu ddi
tugng chira 1a anh (Cover - Image) thi d6i tuong da nhiing 1a Stego - Image.

1.2.4. Khoa mat

Dinh nghia: La khoa tham gia vao qua trinh nhung, tuy theo ting thuat
toan ma khoa c6 hay khong. Déi twong ndy cé tén goi khac 1a Stego - Key.

Pic diém

- Kich thuéc: Chiéu dai ctia khod tuy thudc vao cac thuat toan tao khoa.

- Mtrc d6 yéu cau: Tuy thudc vao thuat toan an thong tin ma khod nay co
thé chi dung trong mot giai doan ma hoa, hay c6 thé dung trong ca hai giai
doan ma hoa va giai ma.

1.3. M6 hinh ky thuit gidu tin

MG hinh gidu tin vao méi truong chiza

Théng tin giau

Phwong tién
chtra (audio,

Phwong tién

Bo nhung chira da dwoc

thong tin

giau tin mat

ﬁ Phan phéi

video, image,...)

Khéa

Hinh 1.3. Lwoc d6 chung cho qua trinh gidu tin
Hinh v& trén biéu dién qua trinh gidu thong tin co ban. Phuong tién chta
1a d6i tugng duoc dung lam méi truong dé gidu tin nhu van ban, hinh anh, 4m
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thanh, video... Dit liéu gidu 1a mot lugng thong tin mang ¥ nghia nao do, tuy
thudc vao muc dich cua ngudi st dung. Thong tin s& dugc gidu vao trong
phuong tién chra nho mot bo nhing thong tin, day la nhitng chuong trinh,
thuat toan dé gidu tin va duoc thuc hién véi mot khoa bi mat giéng nhu cac hé
mat ma co6 dién. Sau khi giau ta thu dugc phuong tién chira di mang thong tin
va phan phdi st dung trén mang.

Mo hinh trich rut thong tin

Khoa

Phwong tién Bb giai Phwong tién
2 i chira (audio,

ma tin

chtra c6 giau tin

mat video, image,...)

Eappe

Hinh 1.4. Lwoc db chung cho qua trinh trich rat théng tin

Sau khi nhan duogc ddi tuong co gidu théng tin, qua trinh giai ma duoc
thuc hién thong qua mot bo giai ma twong Gtng véi bd nhing thong tin cung
vé6i khoa ctia qua trinh nhiing. Két qua thu dugc gom phuong tién chtra goc va
thong tin da gidu. Budc tiép theo thong tin gidu s& dugc xir 1i kiém dinh so
sanh véi thong tin gidu ban dau.
1.4. Cac tiéu chi danh gia bai toan gidu tin

1.4.1. Kha nang khong bi phat hién

Tinh chat nay thé hién & kha niang kho bi phat hién, nghia 1a kho xac

dinh mot d6i tuong co chira thong tin mat hay khong. Dé nang cao kha ning
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nay, hau hét cac phuong phap an dit liéu dua trén dic diém cua hai hé tri giac
ctia con ngudi: thi gidc va thinh giac. Pay 14 hai co quan chu yéu duoc ding
dé danh gia chat luong cua tin hiéu. Kha nang nay con duoc goi 1a kha ning
gia dang.

Kha ning kho bi phat hién tin hiéu mat phu thudc vao hai yéu t6 sau:

e K§ thuat nhung: Dé thuc hién tét yéu cau ndy, ngoai nhitng viéc nghién
ctru cac thudt toan trong linh vuc giau dir liéu, ngudi thuc hién phai co kién
thire vé dinh dang tin mat va dbi tuong mang tin.

Tuy theo k¥ thuat nhiing tin, dit liéu duoc nhing ¢ thé phai phu hop véi
d6i tuong chua hay khong. Vi cing mot thong tin mat nhung né sé rat kho bi
phat hién trén doi tugng nay, nhung lai qué dé thay trén ddi tugng khac.

e Kinh nghiém cua ké tan cong: Viéc phat hién ra tin mat phu thugc rat
nhiéu vao kinh nghiém cua ké tin céng. Néu nhu ké tan cong c6 nhiéu kinh
nghiém thi kha nang phat hién ra mot doi tugng chira c6 chtra thong tin mat 1a
khong qua kho.

1.4.2. Tinh bén virng

Thé hién qua viéc thong tin mat khong hodc it bi thay d6i khi vat mang
tin chiu tac dong boi cac tan cong tir bén ngoai. Vi du nhu: cac phép xir Iy
nén, loc, bién doi, ty 18, thay d6i hé mau,... (d6i véi hinh anh) hay viéc thay
d6i tan s6 lay mau, do 16n bién do,... (d6i v6i 4m thanh),... Hién nay, chua c6
ky thuat nao co thé bao duoc chat lugng nay mot cach tuyét ddi [7].

1.4.3. Kha ning luu trir

Kha ning nay thé hién ¢ dung lwong tin mat dugc giau trong dbi tuong
chtra. Do tinh chat bao mat nén luong tin mat duoc gidu ludn han ché. Cac
phuong phap déu ¢6 1am sao ting dugc luong thong tin can giau trong khi van
gitr duoc bi mat.

Tuy nhién, trong thuc té nguoi ta ludn phai can nhac giira dung luong va
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cac chi tiéu khac nhu kha ning khong bi phat hién va tinh bén viing.

4 Quality

.
L

Robustness

Capacity

Hinh 1.5. M&i quan hé giira cac yéu tb trong bai toan giau tin

1.4.4. Tinh vo0 hinh

Tuy theo muc dich sir dung mtc d6 yéu cau cua tinh chat nay co thé
khac nhau:

- Steganography: thong tin mat dugc giau phai tuyét doi bi mat, khi do
tinh chat nay s& 1a trong tAm cua bai toan. Pam bao su vo hinh cta thong tin
trudce thi giac hodc thinh giac con nguoi.

- Watermarking: trong mot s6 tng dung, ngudi ta co thé doc (thay) thong
tin thay van nhung khong chinh stra hoic tay xéa dugc. Co nhitng (ng dung
thong tin thiy van ciing dugc gitr bi mat.

1.4.5. Do phuc tap ciaa thuat toan

Chi tiéu do phuc tap trong ma hoa va giai mi ciing 1a mot yéu té quan
trong trong danh gia cac phuong phap giau tin trong anh. Yéu cau vé do phuc
tap tinh toan phu thudc vao tirng ng dung. Vi du: mét irng dung tao thuy van
dé danh dau ban quyén can phai co d6 phuc tap tinh toan cao thi mdi dam bao
chiu duogc sy tin cong ctia nhiéu hacker nham pha huy thuy van.

1.5. Mt s6 &ng dung cu thé
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- Bao vé ban quyén tac gia (copyright protection)

Mot thong tin ndo d6 mang y nghia xac dinh quyén so hitu cia tac gia (ta
goi no 1a thuy véan) sé& duoc nhung vao cac san pham dit liéu da phuong tién.
Duy nhat ngudi chii s¢ hitu hop phap cac san pham d6 c6 thiy van va duoc
dung 1am minh chtng cho ban quyén san pham. Viéc bao vé chdng lai cac
hanh vi 14y cip hodc 1am nhai can phai c6 mot ky thuat dé dan tem ban quyén
vao dir liéu nay. Yéu cau ky thuat d6i véi tng dung nay 1a thuy van phai ton
tai bén vimg cung voi san pham. Bé hay bo thuy van nay ma khong dugc

phép ctia nguoi chu 6 hiru thi chi c6 cach 1 pha huy san pham.
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Hinh 1.7. Anh Lena da dwoc nhung thiy van hién

- Xac thyc thong tin hay phat hién xuyén tac thong tin (authentication
and tamper detection)

Mot tap cac thong tin s& duoc gidu trong phuong tién chira sau d6 dugc
sir dung dé nhan biét xem di liéu trén phuong tién goc d6 co bi thay ddi hay
khong. Cac thuy van nén duoc “4n” dé tranh sy td mo cua d6i phuong. Hon
nira, viéc lam gia cac thuy van hop 1& hay xuyén tac théng tin ngudn ciling can
dugce xem xét. Trong cac ung dung thyuc té, nguoi ta mong mudn tim dwoc vi
tri bi xuyén tac cling nhu phan biét duoc cac thay d6i (vi nhu phan biét xem
mot ddi twong da phuong tién da bi thay d6i, xuyén tac ndi dung hay bi nén
mat dit liéu). Yéu cau chung d6i voi dit liéu nay 1a kha ning gidu duoc nhiéu
thong tin va thuy van khéng can bén vimg trudc cac phép xir 1y trén cac doi
tugng da dugc giau tin.

Hinh 1.8 duéi day 1a mét dang ctia xuyén tac thong tin. Hinh 1.8.a 1a anh
gdc, hinh 1.8.b 14 anh da bi xuyén tac.

(1.8.a) (1.8.b)

Hinh 1.8. Théng tin bi xuyén tac
- Giau van tay hay dan nhin (fingeprinting and labeling)
Thuy van duoc sir dung dé nhan dién ngudi giri hay nguoi nhan cua mot

thong tin ndo d6 trong ung dung phan phdi san pham. Thuy van trong trudng
S6 héa béi Trung tdm Hoc liéu - DHTN  http://www.Irc.tnu.edu.vn



~15~

hop ndy ciing twong tu nhu sb serial cia san pham phan mém. Mai mot san
pham s& mang mat thuy van riéng. Vi du nhu céac thity van khac nhau s& duoc
nhing vao cac ban copy khac nhau ctia thong tin gdc. Véi nhiing ung dung
nay s& dam bao toan cao cho cac thuy vén tranh su xoa dau vét trong khi phan
phdi.

- Kiém soat sao chép (copy control)

Piéu mong mudn trong viéc phan phdi dir lidu da phuong tién 1 c6 mot
ky thuat chdng sao chép trai phép dit liéu. Cac thuy van trong truong hop nay
duoc sir dung dé kiém soéat sao chép ddi véi cac thong tin. Céc thiét bi phat
hién ra thuy van thudng dugc gan san vao trong cac hé thong doc - ghi. Vi du
nhu hé théng quan 1y sao chép DVD da dugc ung dung ¢ Nhat. Thuy véan
mang cac gia tri chi trang thai cho phép sao chép di liéu nhu “khong duoc
sao chép” (copy never) hay “chi dugc sao chép mét lan” (copy once). Sau khi
copy xong, bo doc - ghi thuy van sé ghi thuy van mai chi trang thai mai 1én
DVD. Cac ung dung loai nay ciing yéu cau thuy van phai dam bao an toan.

- Gi4u tin mat (steganography)

Céc thong tin c6 thé gidu duoc trong nhimg trudng hop nay cang nhiéu
cang tot sao cho van dam bao yéu cau 1a khong thé phat hién duogc. Viéc giai
mi dé lay duoc thong tin cling khong can phuong tién mang goc ban dau. Cac
yéu cau vé chdng tan cong cua dbi phuong khong can cao lam, thay vao d6 la
yéu cau thong tin gidu phai dugc bao mat.

1.6. Cac tan cong trén cac hé giau tin

Dit liéu chira sau khi duoc nhiing tin c6 thé chiu mot s6 tin cong. Cac
tan cong ndy c6 thé lam sai 1éch mot phan hodc toan bo tin gidu. Sau day 1a
mot s6 loai tin cong [1].

- Ldy lgi mdu

Tan cong nay lam thay doi cau tric luu trix cua file dit liéu géc. Mot mau
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dir liéu trong file méi s& duoc luu lai bang mot sé bit c¢6 thé nhiéu hoic it hon
so vai trong file dit liéu géc.

- Loc thong

Phuong phap nay chi chon lai tan s6 cua dit liéu thoa mé diéu kién nam
trong mot ngudng nao d6. Cac phuong phap gidu trén mién tan sé s& bi anh
huong néu chiu cac tin cong loai ny.

- Thém nhiéu

Tan cong nay duoc thuc hién bang cach thém cac tin hiéu nhiéu vao
trong dir liéu chira, dan dén khi giai ma dé trich rat thong tin ngudi nhan sé
nhan duoc tin sai véi tin giau.

- Bién doi DIA AID

Tan cong nay thuc hién bang cach bién d6i vat mang tin mat ma ta goi 1a
C’ tir dang sb sang dang analog sau d¢ lai thuc hién bién doi tir analog sang
dang s6, va két qua 1a duoc C*’ ¢6 thé khac C’.

- Nén mat théng tin

Nén dir lidu 1a qua trinh lam giam luong thong tin "du thua" trong di
liu goc, do vay luong thong tin thu duoc sau nén thuong nhé hon di liéu goc
rat nhiéu, nhirng k¥ thuat nén mai nhu fratal cho ti 18 nén dén 30%. Viéc nay
dan dén khi trich rat thong tin s& khong con day du nhu thong tin dugc giau
ban dau.

Ngoai ra con cac tdn cong khac nhu nén lwong tir hoa, giam dir liéu: cit
bét, sta biéu do tan hay thity van nhiéu lan,.. .

Céc tin cong trén cac hé gidu tin c6 thé lam cho tin gidu nhan duogc khi
giai tin bi sai. Dé kiém chtng lai tin gidu co bi sai khong khi giai tin, ta co thé
két hop céac k¥ thuat ma hoa cho phép phat hién va sta 16i.

1.7. Am thanh sb
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1.7.1. Khai niém vé Am thanh va 4m thanh s6

Am thanh: La cac dao dong co hoc (bién ddi vi tri qua lai) cta cac phan
tr, nguyén tir hay cac hat 1am nén vat chat va lan truyén trong vat chat nhu
cac song. Am thanh, gibng nhu nhiéu séng, duoc dic trung bai tan sb, budc

song, chu ky, bién do va van téc lan truyén (toc do am thanh).

Amplitute

Time

Hinh 1.9. Tin hiéu am thanh

Mot dac tinh ctia am thanh day la mot song doc, tirc 1a nd 1a sy lan
truyén dao dong cia dai lugng vo huéng 1a ap suat. La sy lan truyén dao dong
cua dai luong c6 hudng la van tdc va vi tri clia céac phan tor hay nguyén tir
trong moi trudng, trong d6 phuong dao déng ludn tring véi phuong chuyén
dong cua song.

Ciling nhu cac song co hoc khac, song am mang nang lugng ti I¢ véi binh
phuong bién d6 song. Ning luong d6 truyén di tir nguon am dén tai ta. Cuong
d6 am thanh 13 lugng ning lwong duoc séng 4m truyén di trong mot don vi
thoi gian qua mot don vi dién tich dat vudéng géc véi phuong truyén am.
Ngoai ra truong do ciing gop phan anh hudng dén chat lugng am thanh [8].

Am thanh s6: La cdc miu dugc iy theo phuong phap lwong tir hoa,
chuyén dbi gia tri mau (Am luong) lién tuc thanh gia tri roi rac. Thong thuong

cac mau nay da duoc loc dé loai bo nhitng tan s6 khong mong mubn (git lai
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tiéng noi tir 50 Hz dén 10 KHz, 4m nhac tir 20 Hz dén 20 kHz).

Amplitude

(a)

. (a) Tin hiéu gbc dang twong tw

(b) LAy mau

(c) Gia tri ldy mau va lwong tr
hoa

(d) Day sb sau khi sb hoa
(©)

Hinh 1.10. S6 hoa tin hiéu am thanh

1.7.2. Mét so dinh dang file am thanh trén may tinh

Véi su phat trién ciia 4m thanh sb trong thoi gian gan day rat nhiéu cac
loai dinh dang 4m thanh d4 ra doi, mdi loai dinh dang 4m thanh lai ¢6 nhiing
dic trung, ciu trac khac nhau.

C6 ba nhom dinh dang file 4m thanh, gom:

- Céc loai dinh dang khong nén: WAV, AIFF va AU

Ca WAV va AIFF déu duoc coi la cac dinh dang am thanh “khong thé
mat”. Chiing duoc tao ra dyua trén nén tang PCM “diéu bién ma xung” (Pulse
Code Modulation) vi mot vai thay doi nhé trong bd dir liéu luu trir, bén canh
d6 hai loai dinh dang nay c6 thé chuyén d6i duoc cho nhau ma khong hé bi
giam chét lugng 4m thanh.

Chung ciing dugc coi 1a “khong mat dir liéu” - khong bi nén - va mot
file &m thanh PCM stereo, chang han c6 tan s6 1a 44.1kHz va d6 nén 13 16 bit
(chét lugng dia CD) thi chat lyong 4m thanh c6 thé 1én dén 10MB mét phut
sau khi dugc chuyén doi (convert).

- Céc loai dinh dang: FLAC, ALAC, APE
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FLAC (Free Lossless Audio Codec), ALAC (Apple Lossless Audio
Codec) va APE (Monkey’s Audio) la cac loai dinh dang nén 4m thanh, chiing
st dung céc thuat toan nén dir li¢u. Sy khac nhau gitra céac file nén va cac file
FLAC d6 1a FLAC duoc thiét ké chuyén cho am thanh thé nén ti 16 nén cta nd
t6t hon va khong bi mat dir liéu. Thong thudng thi file FLAC bang khoang
mot nira kich ¢& file WAV. Mot file FLAC cho 4m thanh stereo véi chét
lrgng CD chay khoang SMB mdi pht.

Hau hét cac dinh dang ta sir dung hang ngay dugc xép vao loai “dé mat
dir liéu” (lossy); bai 1& doi khi nguoi ta phai giam chat luong Am thanh cia
file xudng dé tang “dién tich sir dung” cua file d6 lén.

- Céc loai dinh dang “d& mat dix liéu”: MP3, AAC, WMA, Vorbis

Mot file MP3 véi “chat luong CD” trung binh chi chay khoang 1MB mbi
phut. Pay 1a mot file da duogc nén tuy nhién khong giong nhu cac dinh dang
“khong mat dit liéu”, ta khong thé chuyén d6i lai cac file dinh dang “dé mét
dix liu” dé ching tré lai chét lugng am thanh tdt dugc.

Nhitng dinh dang “d& mat dir liéu” khac nhau st dung nhirng thuat toan
khéc nhau dé luu trir thong tin, va vi thé ching thudng c6 chénh 1ch vé ty 18
giita kich ¢& file va chat lugng am thanh. Nhitng dinh dang “d& mét dir liéu”
cling so dung s6 bit dé chi chat lugng am thanh, thuong vao khoang
“192kbit/s” hay “192kbps”.

- M6t s6 dinh dang Am thanh trén may tinh

Phan m& n . . en
rong file Cobng ty sang tao Mb ta
Dinh dang tap tin am thanh tiéu chuan
.aiff Apple dwoc sir dung bdi Apple dugc coi la twong
dwong Apple wav.
_ Dinh dang tap tin am thanh tiéu chuan
.au Sun Microsystems . .. o B
dwoc st dung béi Sun, Unix va Java. Nhirng
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am thanh trong céc tap tin AU cé thé PCM

hoac nén voi p-law, a-law or G729 codecs.

Layer-3 dinh dang MPEG la dinh dang
phd bién nhat dé tai vé va lwu trir am
nhac. Bang cach loai bd cac phan cua tap tin
am thanh ma chd yéu la khéng nghe duorc,
cac tap tin mp3 dwoc nén dé khodng mot
phan muoi kich thwéc cia mét tap tin PCM
twong dwong trong khi duy tri chat lwong am
thanh t6t

wma

Microsoft

Dinh dang Windows Media Audio. Buwoc
thiét ké vo&i Digital Rights Management
(DRM) cho kha nang bao vé ban quyén.

.wav

Dinh dang tap tin &m thanh chuan dwoc
st dung chd yéu trong cac may tinh
Windows. Thwong dwgc sir dung dé lwu triv
khéng nén (PCM), CD-chét lwong céac file am
thanh, c6 nghia la n6 cé thé co kich thwdc

I&n - khodng 10MB méi phut clia &m nhac.

Ja,.ram

RealNetworks

Dinh dang Real Audio dwoc thiét ké dé
truyén tdi am thanh qua Internet. Cac dinh
dang.ra cho phép cac tap tin dwoc lwu tri
trong mot thdi trang khép kin trén mot may
tinh, v&i tat cad cac di lieu am thanh chra

bén trong tap tin do.

.acc

Fraunhofer,
Dolby, Sony va
At&T

AAC (Advanced Audio Coding) dwoc
phat trién nham thay thé cho dinh dang am
thanh da qua ndi tiéng MP3 dé tich hop trong
container MP4 -mdt container cua MPEG-

4 tiéu chuan hd tro day du cac tinh ndng phu

qt

Apple

Puoc st dung dé dinh dang da phwong
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tién tir may tinh Apple

Puoc ghi tdt cia Music Instrument
” Digital Interface. Pay la chuan dai dién cho
.mi 2
théng tin &m nhac chuyén giao gira phwong

tién dién t&r va may tinh

Bang 1.2. Mét sé dinh dang file am thanh trén may tinh

1.7.3. Céu triic file am thanh dang WAV

endian FE';;:;’;’ field name Fl(zlgiesslie

big i ChunkIiD 4 y

ltde 4 P 4 Phan dinh dang

big ’ — A kiéu RIFF

big = Subchunki1 1D “

Iitie [ Subchunkisize 4

little e AudioFormat 2 Phan mé ta

22

e 24 dmitin et : dinh dang thdng tin

little SampleRate 4

lttle = ByteRate 4 am thanh

little = BlockAlign >

little L BitsPerSample 2

big = Subchunk2iD 4 ) 3

it ol » Phan di¥ liéu:

i N & ) chikichthwéc am thanh
g va diF liéu am thanh
3

Hinh 1.11. M6 ta dinh dang cua file.wav
Ciing nhu AIFF, file &m thanh dang WAV 1a dinh dang 4m thanh “khong
thé mat”. Chung duogc tao ra dya trén nén tang PCM v61 mot vai thay d6i nho
trong bo dir li¢u luu trir, bén canh do6 hai loai dinh dang nay c6 thé chuyén doi

dugc cho nhau ma khong hé bi giam chat luong 4m thanh.
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Chung ciing dugc coi 1a “khong mat dir liéu” - “khong bi nén” - va l1a
mot file 4m thanh PCM stereo, chiang han néu duoc ldy mau véi tan sé 44.1
kHz (44100 lan/giay), do phan giai 16 bit (tvong duong véi chat luong CD)
thi 1 phat 4m thanh s& tiéu tn toi 10 MB, nghia 13 mot bai hat khoang 5 phuat
s& mat dung luong 50MB 6 ctng.

CAu trac file WAV duoc mo ta cu thé nhu sau:

Vi tri byte | Kich thwéc Mo ta
00 - 03 4 Chubi “RIFF”
04 - 07 4 S6 byte theo sau con sb nay (kich thwdc tép tin)
08 -11 4 Chubi “WAVE”

Bang 1.3. Phan dinh dang kiéu RIFF

Vitribyte | o Mo ta
12 - 15 4 gglg; 32;“ (ky tw cudi la dau khoang trang, ma
16 - 19 4 Kich thwéc FORMAT chunk, mac nhién la 16.
20-21 2 Dinh dang ma héa am thanh, thwdng la 1 (PCM).
22 -23 2 Sb kénh, 1 (Mono) hay 2 (Stereo).
24 - 27 4 Tan sb trich mau, tinh bang Hz (mau/giay).
28 - 31 4 S6 byte di¥ liéu mbi giay.
S6 byte trong moét mau trich.
32-33 2 BytesPerSecond = SampleRate * Channels *
AudioSampleSize / 8.
34 . 35 5 Chiéu sau bit (AudioSampleSize), 1a 8 ho&c 16.
BytesPerSample = Channels * AudioSampleSize / 8.
Bang 1.4. Phan dinh dang théng tin &m thanh
Vi tri byte t:ft'fgc Mo ta
36 -39 4 Chubi “DATA"
Kich thwédc div liéu &am thanh
40 - 43 4 8DlataSize = Samples * Channels * AudioSampleSize /
Samples la tébng sé mau trich (ThoiLwong Gidy *
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TanSo6TrichMau).
44 - ... D@ liéu am thanh

Bang 1.5. Phan dir liéu am thanh
Thi du: Pay 1a viéc mo 72 byte caa mot tip tin WAVE véi cac byte hién
thi dang cac s6 & hé thap luc phan (Hexa).

Subchunk1Size = 16 NumChannels =

ChunkSize = 2054 AudloFon'nat-1 (PCMY) \
chunk descriptor ¥ fimt subchunk L] ﬁ
52 49 46 4&5? 41 56 45|66 6a 74 20
E I F F W & ¥ E[f m t []
ByteRate = 85200 i =
. BitsPerSample = 16 Subchunk2Size = 7045
SampleRate = 22030 BlockAlign = 4

L] Y data subchunk ¥
22 56 00 00i 88 58 01 00x04 00 64 61 74 61000 08 00 00x00 0000 00

d a t a [
sample 1

..@.....@...

sample 2 sample 3 sample 4 sample 5 sample & sample 7

right channel samples left channel samples

Hinh 1.12. M6 ta 72 byte cia mét file am thanh WAV

1.8. Mot s6 ky thuit gidu tin trong file im thanh

* Md hoa pha

Phuong phap ma héa pha dua vao tinh chat 1a cac thanh phan cua pha
khong anh hudng dén hé thong thinh gidc clia con ngudi nhu nhiéu. Viéc gidu
tin duoc thuc hién bang cach diéu chinh pha trong phé pha caa dit liéu s6 [1].

Qua trinh ma héa pha dugc thuc hién theo cac budc sau

- Dit liéu 4m thanh gbc dugc chia thanh diy N cac segment c6 chiéu dai
bang chiéu dai v6i thong tin can giu.
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- Thyc hién bién d6i Fourier trén mdi doan.

- Tinh su chénh 1éch vé phase giita cac segment lién ké.

- Gia tri chinh x4c cac pha ctia cac doan c6 thé thay d6i nhung méi lién
hé vé& sy khac nhau gita cic segment lién tiép phai duoc dam bao, vi vay
thong tin gidu chi dugc phép gidu trong vector pha cua doan dau tién. Viéc

diéu chinh pha cua doan dau dugc ap dung dua trén cong thic sau:

I
— if message bit =0

phase_new = T
—3 if message bit =1

- Két hop céac phase méi cung véi bién do gdc, ta duge cac segment moi

- Ghép cac segment m&i lai dé tao ra chudi 4m thanh méi da giau tin.

Pé lay tin giau bang ky thuat nay, ngudi nhan tin can phai biét o dai
ctia segment, sau d6 thyc hién DFT dé nhan tin.

* Ky thudt trai phé

Thong thudng céc file 4m thanh duoc truyén qua cac kénh truyén thong.
Céc kénh truyén thong nay sé tap trung du liéu audio trong ving hep caa pho
tan so dé duy tri nang luong va tiét kiém bang thong. Piac diém cua hé théng
truyén thong trai phd 1a d6 rong pho cua tin hiéu bi "trai" ra, on hon nhiéu lan
S0 V&i toc do bit clia thong tin can truyén. Do du thira ciia bang thong duoc sur
dung nhu mot tiém ning cho cic phwong phap 14p ma tu sta sai, dan dén kha
nang chdng nhiéu cao cua hé thong thong tin trai phd so véi cac phuong phap
truyén tin khac. Mot thanh phan quan trong trong ky thuat truyén tin trai phd
chinh 13 chudi gia ngau nhién. Vi chudi ndy mang dic trung cta nhiéu nén tin
hiéu trai phd c6 uu thé vé do bao mat

* Ky thugt gidu tin dwa vao tiéng vang (Echo)

Giau tin dua vao tiéng vang bang cach nhung thong tin can giau vao
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tiéng vang trong dit liéu géc. Ciing nhur trai phd giau tin dwa vao tiéng vang
cho phép mot toc do truyén dit liéu cao hon va bén viing trudc tan cong

Pé nhiing dit liéu can giau ta can thuc hién thay doi ba tham sé cua tiéng
vang do 1a: bién d6 ban dau, ty & phan ra va do tré. Khi thoi gian giita tin hiéu
goc va tiéng vang giam xudng, hai tin hiéu d6 co thé tron 1an va ngudi nghe
kho co thé phan biét giira hai tin hiéu. S6 lwong tin gidu s& lién quan dén thoi
gian tré cua tiéng vang. Dé gidu duoc nhiéu hon mét bit, tin hiéu gbc dugc
chia thanh cac doan ngén hon va mdi doan sau d6 c6 thé tao tiéng vang dé
giau s bit mong muon.

* Ky thudt ma hoa echo

Bang cach dung thoi gian tré khac nhau giita tin hiéu goc va tiéng vang
dé thé hién tuwong tng gia tri nhi phan 1 hoic 0, theo cach d6 dir lidu duogc
gidu vao file 4m thanh. Ciing nhu k¥ that gidu du vao tiéng vang, ta co thé
chia tin hiéu géc thanh cac doan ngén hon va mdi doan sau d6 co thé tao tiéng
vang dé gidu s6 bit mong mudn. Mot cach tiép can khac 1a tién hanh ma héa
chudi bit theo mot cach nao do gitip ta phat hién ra 16i. Thay vi giau truc tiép
L bit vao dbi twong chua, ta bién doi chudi bit bang cach bo sung mot s bit
vao S nham myc dich kiém tra I3i.

Tong két chwong 1

Chuong 1 da trinh bay mot hé thong 1y thuyét bao gom cac khai niém,
cac tinh chét, ung dung va cac k¥ thuat giau tin. Gidu tin duoc hiéu 1a chén
mot thong tin vao mdt dbi twong chira nao d6 ma khong 1am thay doi kich
thugc dit liéu cua ddi tuong chira déng thoi ty 16 thay d6i vé chit luong cua
d6i twong chira 1a thap nhat. Trong chuong niy ciing da trinh bay vé cac khai
niém vé am thanh va am thanh sd. Tim hiéu mot s6 dinh dang 4m thanh trén
may tinh va cau tric file am thanh dang wav. Pong thoi khai quat mot s6 ky
thuat gidu tin trén file Am thanh.
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CHUONG 2. KY THUAT GIAU TIN BANG CAC PHEP BIEN POI
ROl RAC
2.1. Cac phép bién doi tir mién khong gian sang mién tin so

Nguoi ta nhan thiy rang, viéc nghién ctu tin hiéu va hé théng roi rac
trong mién thoi gian gap nhiéu khé khan trong viéc tinh toan va phan tich hé
théng trong mién nay nhu viéc tinh tich chap, giai phuong trinh sai phan,...
[3]. Pé khic phuc cac han ché trén ngudi ta sir dung cac phuong phap gian
tiép dé nghién ctu tin hiéu va hé théng bang cach chuyén tir cach biéu dién tur
mién khong gian sang mot mién trung gian, mién nay thuan loi cho viéc
nghién ciu, Xt 1y va c6 thé chuyén ddi nguoc lai dugc.

Phuong phap xtr 1y gian tiép nay s& 1am don gian di rat nhiéu cac cong
viéc ma chung ta thuong gap phai trong qua trinh xu 1y truc tiép trong mién
bién sb doc 1ap. C6 nhiéu phép bién ddi cho dir liéu am thanh, trong dé co
mot s6 phép bién doi thuong duoc st dung nhu: bién doi Fourier, bién doi
cosin roi rac, bién doi wavelet,. ..

2.1.1. Phép bién ddi Fourier

Pho Fourier 1a mot ham chuyén doi rat hay dugc dung trong xtr 1y tin
hiéu s6 (DSP: Digital signal processing). N6 c6 thé duoc hiéu don gian 1a
ham biéu thi sy twong quan cta 1 tin hiéu nao d6 vai 1 tap hop cac ham sin va
cos. Tai sao phai can tim sy twong quan nay? C6 nhiéu 1y do, nhung 1y do
chinh ¢6 18 1a do sin va cos 1a nhitng ham tuan hoan hay sir dung nhat trong
thong tin béi kha ning mang thoéng tin ciia ching. Mot tin hiéu néu dugc
chuyén thanh cac ham sin va cos thi s& c6 kha ning dung trong théng tin. Nhu
ta da biét, cac ham sin, cos duge dic trung bdi 3 thong sb: bién do, tan sb va
pha. Trong mién thoi gian, ca 3 thong s nay déu duoc biéu dién theo ham
cua thoi gian. Phd Fourier biéu dién cac thong sd bién do va thoi gian theo
thong sb tan sd. Nhu vay muc dich chinh cua ta 13 chuyén d6i 1 tin hiéu (tur
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mién thoi gian) sang mién tan sb. Viéc chuyén doi nay cho phép ta c6 thé xir
Iy tin hiéu mot cach chinh xac va tién loi hon nhiéu do 1am viéc truc tiép véi
tan sb, tai nguyén quan trong bac nhat cua thong tin.

Bién dai Fourier (FT) cuaa tin hiéu roi rac x(n) dugc dinh nghia:

[0¢]

X(e/v) = z x(n)e Jon

n=—oo

Nhu vay, bién d6i Fourier da chuyén viéc biéu dién tin hiéu x(n) trong
mién bién s doc 1ap n thanh bidu didn tin hidu X(e*) trong mién tan sé .
Vay X(e) 1a ham sé phuc caa bién sé o.

Bién doi Fourier ngwoc (IFT — Inverse Fourier Transform)

Ham X(¢'”) 12 mot ham tudn hoan véi chu ky 2n vi vay ching ta c6 thé
trién khai ham X(¢!®) thanh chudi Fourier trong khoang [-r, =] va coi cac hé
s6 cua khai trién nay chinh 13 X(n) tt 14 c6 thé tim thay cac gia tri cua X(n) tir

X(e!). Cong thirc bién dbi Fourier nguoc:
1 (" , .
X(n) =— | X(e/®)eond
) =3: | xCe)eln da

Phép bién doi Fast Fourier
Pay 1a phép bién doi thuong duoc st dung cho nhiéu tng dung trong
khoa hoc, ki thuat va toan hoc [3]. Phép bién ddi ndy c6 do phuc tap 1a

O(nlgn).
N

X0 = ) x(Poy ¢

j=1

N
x(j) = (1/N) ) X(wy !

2.1.2. Phép bién doi Cosin roi rac
Céc qua trinh nén 13 x4c dinh céc thong sb tin du thira trong mién khéng
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gian cua hinh anh hay tin hiéu video. Nén khong gian dugc thuc hién baoi
phép bién d6i DCT (Discrete Cosine Tranform). DCT bién d6i dit lidu dudi
dang bién do thanh dang tan sd. Muc dich cua qué trinh bién d6i 1a tach lién
két cua ting anh con, hodc géi cang nhiéu ning luong cia anh con vao mot
phan nho cac hé sb ham truyén. Viéc ma hoa va truyén chi thuc hién déi véi
cac hé sb niang luong ndy, va co thé cho két qua tdt khi tao lai tin hiéu Video
c6 chat luong cao.

DCT d4 tré thanh tiéu chuan quoc té cho cac hé théng ma chuyén vi bai
né co dic tinh goi nang lugng tot, cho két qua 1a sd thuc va co thuat toan
nhanh.

Phép bién dbi Cosin roi rac cia diy X(n):

N-1
X0 = ) x(m). W Véin=0,1,2,..,N~1 2.1)

n=0
Trong do:

2kn . 2mkn
y ) j Sin(=5)

W]\]Im = g J2mkn /N — pykn — COS(

Phép bién doi roi rac nguoc cua X(k) la:
" N-1
X(n) = . z X(k). Wi ™ Véin=012,..,N—1  (22)
n—0

Trong (2.1) va (2.2) X(k) va X(n) c6 thé 1a sb phuc.
X(n) = a(n) + j.b(n)

X(k) = A(k) + j.B(K).

Do do:

ACK) + J. B(k) = NZ;[a(n) +j.b(m)][Cos (27;',‘") _j.Sin (2’;',‘")]
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A(k) = N_l[a(n). Cos (27;?”) — b(n).Sin (27;\?{11)]
n=0
B(k) = i::[b(n). Cos (27;;”1) —a(n).Sin (27;;{“)]

2.1.3. Phép bién d6i Wavelet

Bién ddi waveler roi rac (Discrete Wavelet Transform) bat dau véi mot
wavelet me 1a mot tin hiéu thoi gian chu ky ngan va c6 trung binh bang
khong, w(t) két hop véi chudi thoi gian can xét f(t) dé loc ra chudi thoi gian.
Wavelet me duoc din ra theo thoi gian ¢ cac hé s6 dan ¢ dinh tao thanh cac
wavelet con. Trong mdi ty 1& déu c6 chira f(t). Do vay wavelet me va cac ban
anh tré ctia no tao thanh mot diy cac bo loc chong nhau ma mdi doan cua day
c6 cung hé s6 pham chat (Q,, = d6 rong bang tan / tan s6 trung tim).

Waveler 14 cac ham co s& wy(t) trong mién thoi gian lién tuc. Co so 14 1a

mot tap hop cac ham doc 1ap tuyén tinh ma c6 thé dung dé tao ra cac ham fit).

FO) = by (© 23)
j.k

DPidc tinh cua waveler 1a cac ham wy(t) dé duoc xay duong tir mot ham
wareler me o(t). Wareler 13 mot song (mot xung) nho. Thong thuong nod bat
dau & thoi diém t = 0 va két thic & thoi dieém t = N.

Wareler dd duoc tré di mo bt dau tir t = k va két thac & t =k + N. Céc
wareler dugc ty 1& o thi bat dau tir t = 0 va két thic & t = N/2J. D6 thi cua
chung dugc nén lai vai hé s6 1a 2, trong khi do thi ctia o thi lai duoc dich di
(vé bén phai) mot luong 13 k:

Nén: = w(2')

Tré: o= ot - k)

Mot wareler dién hinh wj, vira bi nén di j 1an, vira bi lam tré di k 1an co

S6 héa béi Trung tdm Hoc liéu - DHTN  http://www.lrc.tnu.edu.vn



~30 ~

cong thuc:

oi(t) = o2k — 1)

Wareler con ¢6 mot tinh chat quan trong khac d6 1a tinh truc giao
(orthogonality). Cac wareler truc giao khi tich vo hudng (inner product) cua

chung bang 0.

j w; (D) wyg (£)dt = tich v huéng cia wjy, va wx =0 (2.4)

Trong truong hop nay thi cac wareler do s€ c6 mdt co s¢ wareler truc
giao d6i voi khong gian ham.Co s d6 twong @ng VGi mot tap hop céc truc tao
ra vai nhau mot goc 90°. Tinh truc giao dan dén mot cong thire don gian hon
d6i véi mdi hé s by trong cong thirc mé rong cua f(t). Nhan f(t) trong (2.3)

V6 oy (t) va lay tich phan ta duoc:

oo o0
| r@ede = b [ @@y (25)
—o —oo
Phuong trinh gidi han tAt ca cac tich phan cua oj nhan voi oy, tru
truong hop j = J va k = K. Thanh phan d6 tao ra (ox(t))% Khi d6 by 1a
ty s6 cta hai tich phan trong phuong trinh (2.5).
2.2. Mt s6 k¥ thuit giau tin dwa trén bién doi khoi bit nhi phan
Céc thudt toan giau tin hau nhu chi tap trung vao ddi twong mang tin 1a
hinh anh va video, rat it thuat toan duoc phat trién trén vat mang tin la am
thanh. Nghién ctu gidu tin trén 4m thanh s6 13 tap trung khai thac vé cam
nhan h¢ thinh giac ctia con ngudi. Theo cac nghién ciru vé sinh hoc cho thay:
hé thinh gidc cia con ngudi kh nhay cam véi nhidu. Ngoai ra cac ki thuat
tan cong trén am thanh sé ciing rat nhiéu va da dang. C6 thé vi vy ma viéc
nghién cuu cac k¥ thuat giéu tin trén Am thanh s it khi duoc thuc hién. Vi

vy, Vviéc gidu tin trong 4m thanh thuong 1a kho hon trong cac dir liéu da
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phuong tién khac [1].

Sau day 1a mot s6 ki thuat gidu tin trong file 4m thanh duya trén viéc bién
d6i khdi bit nhi phan, ma cuy thé 1a bién ddi bit c6 trong s6 thap nhat.

2.2.1. Ma héa LSB (Least Significant Bit)

LSB nghia 1a bit c6 trong sd thdp nhét hay 1a bit c6 anh hudng it nhat
dén viéc quyét dinh chit luong caa am thanh. K¥ thuat nay dugc st dung
nhiéu trong cac thuat toan gidu tin. Ky thuat sir dung bit it quan trong nhat
(thuong 13 bit cudi) caa chudi bit duoc st dung 1am moi truong dé giau tin
mat. Vi vay, khi ta thay doi bit nay chat lugng cua 4m thanh gan nhu khong
thay d6i so véi chat lugng Am thanh ban dau.

Thi du: ta c6 chudi 8 bit nhu sau

1 0 0 1 1 1 0 0

7 6 5 4 3 2 1 0
Néu bit thong tin mat can gidu 1a 0 thi thi ta coi nhu di duoc thuc hién.
Néu bit thong tin can gidu 1a 1.
Khi d6 ta s& bién dbi bit thir 0 tir 0 thanh 1 va khi d6 bit 1 can gidu da

duoc thuc hién va chudi bit s& duogc bién doi 1a:

1 0 0 1 1 1 0 1

7 6 5 4 3 2 1 0
Hinh 2.1. Minh hoa ky thuat LSB
Véi Ky thuat nay, ta c6 thé coi cic miu trich am thanh 12 mot chudi bit
dé thyc hién viéc an giu 1 bit thong tin tin mat. Khi dé gia tri caa mau trich
néu bi thay doi ciing chi thay doi 1 don vi.
Thi du: Vi mot file Am thanh c6 gia tri chiéu siu cta bit 1a 1 nghia 13 8

bit hay goi la mot byte. Thi khi d6 gia tri cua byte s& 1a tir 0 dén 255. Gia sir ta
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c6 mot byte co gia tri 1a 135. Khi d6 dé gidu bit 0 vao byte dit liéu nay. Sau
khi thuc hién bién doi thi byte nay c6 gi trj 1a 134. Néu cling gia tri cia byte
1a 135 ma bit can gidu 1a 1 thi nghi®m nhién ta khong can bién ddi. Con néu
truong hop byte c¢6 gia tri 13 134 ma bit can gidu 1a 1 thi khi d6 ta bién d6i
byte nay thanh gia tri 1a 135.

Nhu vy Véi viéc thay dbi gia tri 1 don vi trong 1 byte &m thanh s&
khong anh huang nhiéu dén chat luong Am thanh ban dau.

Viéc trich rat thong tin tir thudt toan ndy ciing rat don gian. Véi viéc ta
chi can xac dinh gia trj cia cac mau chira tin ban dau va ldy gia trj caa bit c6
trong s6 thap nhat trong mau dé trich rat thong tin.

2.2.2. Ma hoa Parity (Parity Coding)

Hay con goi 1a mi hoa chan 1é. Thay vi sir dung cac mau riéng 1¢ dé giau
tin nhu k¥ thuat LSB, k¥ thuat ma hoa chan I¢ lai chia dit liéu thanh cdc nhom
mau va thuc hién viéc gidu ting bit tin trong cic nhom mau nay.

Parity-bit 13 dung mot bit dé bao hiéu sé luong bit c6 gia tri 1a 1 trong
moét nhom bit cho trude 13 mot s6 chin hay 1a mot sb 1é. Néu Parity-bit cua
mau khong tring vai bit tin can gidu, ta c6 thé thay doi mot bit nao do
(thudng ciing 13 bit co trong s6 thap nhat) trong mau nay dé phu hop véi bit
tin can giau.

Thi du: gia st ta dung bit 1 dé bao hiéu sb luong bit 1 trong mau 1a 1é va
dung bit 0 dé bao hiéu sé lugng bit 1 trong miu 1a chin va vi tri caa bit bao
hiéu la tha 0.

Khi @6, néu bit tin can gidu 1a bit 1 va ta c6 chudi bit mau sau:

1 0 0 1 1 1 0 1

7 6 5 4 3 2 1 0

Véi chudi nay, ta thdy co 5 bit c6 gia tri 1a 1 va dwong nhién bit 1 cua ta
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da duoc gidu.

Néu nhu bit tin can gidu van 1a bit 1 va ta lai c6 chudi bit miu sau:

1 0 1 1 0 0 1 0

7 6 3) 4 3 2 1 0

Véi chudi nay, ta thdy c6 4 bit co gia tri 1a 1. Ta c6 thé thay d6i mot bit

dé chudi thoa man c6 sd lugng bit 1 13 mét s6 1é nhu sau:

1 0 1 1 0 0 1 1

7 6 5 4 3 2 1 0
Hinh 2.2. Minh hoa ky thuat ma héa Parity

Nhu ta thiy bit duoc thay d6i chinh 1a bit ¢ trong sé thap nhét trong
nhém bit mau.

Véi ki thuat LSB ta chi viéc dung 1 bit riéng 1é dé gidu tin nhung véi ky
thuat Parity-bit viéc giau tin viéc thay ddi (néu c6) bit co trong s thap nhat
con chiu tc dong boi gia tri cac bit ctia ca nhom bit mau.

Viéc trich rat thong tin tir k¥ thuat nay ciing dugc thyc hién hét stc don
gian. Bang cach ta xac dinh s6 bit ctia nhém mau. Thuc hién tinh tong gié tri
ctia nhom mau ndy véi mot s nguyén:

- Néu 1a s6 nguyén 1¢ ta s& trich rat dwoc bit thong tin mat 1a bit 1.

- Néu 1a s6 nguyén chan ta s& trich rat dugc bit thong tin mat 1a bit 0.

Ddnh gia ky thudt ma héa LSB va Parity-bit

Uu diém caa 2 ky thuat nay 1a d& cai dit, cho phép gidu duoc nhiéu dir
liéu mat. Vai ky thuat LSB co thé tang thém dit liéu gidu bang cach sir dung
hai bit. Tuy nhién cach nay c6 thé lam ting nhiéu trén dir liéu goc dan dén
viéc dé bi doi phuwong phat hién va thyc hién cac tan cong. Vi vay néu mudn

su dung 2 ky thuat nay ta lai phai dac biét quan tam dén viéc lua chon dir lieu

S6 héa béi Trung tdm Hoc liéu - DHTN  http://www.lrc.tnu.edu.vn



~34 ~

chira tin mat.

Pé ting do an toan khi sir dung cac k¥ thuat ndy, ta c6 thé st dung bo
sinh s nguyén ngau nhién dé sinh ra cac vi tri mau dugc chon giau chu
khong phai 1a cac mau lién tuc. Bo sinh s nguyén ngiu nhién nay co thé st
dung mot khoa bi mat key nhu 1a mot phan tir duoc dung dé khoi tao bo sinh
s6. Nhu luu ¥ 1a bo sinh sé khéng tao ra cc vi tri miu tring nhau dé tranh
truong hop mot vi tri ¢ thé duoc gidu hai lan. Khoa key nay s& duoc sta
dung trong ca hai qua trinh gidu va két xuat tin duoc giau

Han ché cua hai ki thuat LSB va Parity 13 do tai ngudi kha nhay cam véi
nhiéu nén nhiing thay doi trén dir liéu chtra c6 thé dé nhan ra déng thoi ca hai
ky thuat nay déu khong bén viing thong tin dé bi mat khi thyc hién lay mau lai
2.3. Thuit toan gidu tin bing cic phép bién doi roi rac trén sé nguyén

Nhu d3 trinh bay tai phan mé dau cua luan van. Cac k¥ thuat gidu tin c6
thé chia ra 1am hai loai. Nhém thir nhat 13 cac phuong phap che gidu thong tin
truc tiép. Nhoém nay thuong sir dung cac bit it quan trong nhat caa mot khéi
bit nhi phan duoc stra d6i dé gidu thong tin. Nhom thir hai lai che gidu thong
tin thong qua cac phép bién doi chang han nhu phép bién ddi Cosin hay
wavelet roi rac duoc st dung rong rai [4]. Ky thuat ma luan van nay hudng
dén thuoc nhom thir nhat trong hai nhom trén. Che gidu thong tin truc tiép
thong qua viéc stra doi bit c6 trong s6 thap.

2.3.1. Mot s6 phép bién doi roi rac trén sé nguyén

* Phép nhan: (ky hiéu ®) 1a nhan cac phan tir caa hai ma tran c6 cing

kich thuéc mxn

(F®G)ij=FijxGiji=1,2,....,mvaj=1,2,...,n.

Thi du:
1101 1111]0 1,00
1110 0|11 0/1]0

S6 héa béi Trung tdm Hoc liéu - DHTN  http://www.lrc.tnu.edu.vn



~ 35~

0/0|1 1,/1]0 0,0]0
F G F®G

* Phép AND: (ky hiéu 1a ~) 13 biéu thi phép toan AND trén ting cap bit

cua hai s6 nguyén khong am.

Thi dy: 7712 =0111 1100 = 0100 = 4

* Phép XOR: (ky hiéu 12 @) 1a biéu thj phép toan XOR trén ting cap bit
cua hai s6 nguyén khong am.

Thi dy: 5@ 12 = 0101 @ 1100 = 1001 = 9

* Phép SUM(D): Véi ma tran D ma mdi phan tir cia nd 1a mot sd
nguyén khong am. SUM(D) la téng cac phﬁn ti cua D.

Thi dy: SUM(F) 1a tong tat ca cac phan tir ciia F. SUM(F) =5

* Phép XSUM(D): Véi ma tran D ma mdi phan tir caa né 1a sé nguyén
khéng 4m. XSUM(D) hodc ¥ D; ; 1a tong XOR cua tit ca cac phan tir ciia D.

Thi du: XSUM(F) 1a tong XOR tat ca cac phan tir cia F. XSUM(F) = 1

Nhan xét 1

Néu D;; € {0, 1, ..., 2"- 1} V(i,j) thi XSUM(D) € {0, 1, ...,2"- 1}

2.3.2. Thuat toan Wu-Lee

Thuat toan nay duoc dé xuat boi hai tac gia 1a M.Y.Wu va J.H.Lee. Véi
y tuong 1a phéan tich dbi twong mang tin thanh mot ma tran cac diém véi cac
giatri O va 1.

Xét hai ma tran c6 cung kich thudce F va K. Khi do:

F ® K dugc coi la phép toan Nhan gitra cac cap bit twong tng cua hai

ma tran.

Thi du:
101 1110 1(0]0
1/1]0 0111 01,0
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0/0|1 1,/1]0 0,0]0
F K F®K

F @ K duogc coi la phép toan XOR gitra cac cap bit twong tng cta hai ma

tran.
Thi du:
110 1 1
111 111 110
0|0 1 1
F K FOK

Véi mot ma tran M bat ky SUM(M) 1a téng cua tat ca cac phan tir
trong M. V&i ma tran F trén ta c6 SUM(F) = 5.

Thuat toan Wu-Lee dugc mo ta nhu sau:

Gia str ta c6 can gidu mot bit thong tin mat b vao mot khoi tin F cua
vat mang tin, mot khoa bi mat K. Trong d6 khoa K va F 1a cac ma tran
cac s6 nhi phan c6 kich thuéc m x n. Khi d6 viéc nhang bit thong mat b
vao F sé€ duoc thuc hién nhu sau:

Buéc 1: s = SUM(F ®K) mod 2

Néu s =b thi G = F va két thuc, néu khong thi sang budc 2

Budéc 2: d=s@b

Tim ph@in tr tai vi tri (u,v) ma K,, =dvaF,,=0
Fow=1-F,,
G = F va két thuc
Pé trich rat bit thong tin mat b ta chi can bién doi nguoc
b =SUM(F ®K) mod 2
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Thi dy: Gia sir ta c6 bit thong tin mat can gidu b = 1, ma tran F, va ma
tran khoa K dugc mo ta nhu trén. Khi d6 qué trinh giéu bit b vao F duoc thuc

hién nhu sau:

Budc 1: s=SUM(F ®K)mod2=0
s=b
Buéc 2: d=s®b=1

Tim mot phan tir tai vi tri (u,v) ma K, = 1 va théa man
Fuv = 0. Tai day ta thdy c6 4 vi tri ma Fy, = 014 F1, Fa3, Fa1, F3
Ta chon mot vi tri bat ky trong 4 vi tri trén cua F. Gia sir ta chon Fy 5
Fio=1-F,=1

Vay ta c6 ma tran G la:

Ololr|r

Pé trich rat thong tin ta thyc hién theo cong thirc sau
b =SUM(F ®K) mod 2

1,111]0 1 1,0
10 1 0
0|1 1|1 0|00
G K F® K

b=3mod2=1

Danh gia thudt todn:

Thuat toan Wu-Lee duogc biét dén nhu mot thuat toan don gian nhat cho
viéc giau tin mat vao hinh anh nhi phan [4]. Trong thuat toan nay ma tran K
¢6 kich thudc mxn duoc sir dung ngﬁu nhién mot nhu 1a mot chia khoa bi mat
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va c6 thé gidu mot bit b vao khdi tin F bang cach thay doi mot bit cua F dé co
dugc ma tran sb nhi phan G thoa ma diéu kien SUM(G®K) mod 2 = b

Nhan xét 2: Thuat toan Wu-Lee thuc hién viéc stra 1 bit trong khéi tin F
nhung chi c¢6 thé gidu 1 bit thong tin mat vao trong khéi tin F. Véi thuat toan
nay ta chua thé mo rong dé co thé gidu mot chudi cac bit tin mat.

Xét mot thuat toan méi bang cach st dung cac phan t trong
XSUM(G®K) thay vi trong SUM(G®K) cua thuat toan Wu-Lee dé tir thuat
toan mdi nay ta co thé xay dung mot thuat toan hoan toan mai c6 kha nang
gia tang lugng thong tin mat duogc giau.

2.3.3. Thuit toan Wu-Lee cai tién

Thuat toan nay thay doi it nhat mot phan tir caa F dé co6 duoc ma tran G
thoa man diéu kién;

XSUM(G ® K) =b

Mo ta thuat toan:

Budc 1: s = XSUM(G ® K)

Néu s =b thi G = F va két thuc, néu khong thi sang budc 2
Buac 2: d=s®b

Tim mot phan tir tai vi tri (u,v) ma K., = d

Fuv=1-Fyy

G =F va két thiic.

Nhan xét 3: Vé&i ca 2 thuat toan Wu-Lee va Wu-Lee cai tién, gid trj d
ludn bang 1 vi vay budc 2 duogc thuc hién, ma tran K thoa man diéu kién sau:

{1} {Kii=1,2,...,mvaj=1,2,....n}

Thi du: Ta can gidu bit b =1 vao ma tran diém anh F va st dung ma tran
ngau nhién K

Khi do6 ta co:

Buédc 1: Tinh s =?
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0 1 1 0
1 1 0
0|1 11 0,0]0
F K F®K

s = XSUM(F ® K)

s=0néns=#b

Budéce 2: d=s®b
d=0®1=1
Tim mot phan tir tai vi tri (u,v) ma K, = d
Fuv=1-Fyy,
ChoG=F

Vay ta c6 ma tran G la:

Ok |k

G
Pé trich rat théng tin mat ta bién doi ngugc b = XSUM(G ® K)
Thi du:

11 110 11,0
111 1 10
0|0 1 0/0]0

G K G®K

b= XSUM(G ® K)

b=1 Chinh la bit tin duwoc gidu ban dau

Nhan xét 4: V&i thuat toan Wu-Lee duoc cai tién. Trong mot ma tran F
cac bit tin ta chi thay d6i khong qua 1 bit va ciing chi ¢ thé che giau 1 bit tin
mat. Tuy nhién, tir thuat toan Wu-Lee da cai tién nay. Ta c6 thé mé rong no
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dé co thé gidu mot chudi r bit vao mot khéi tin va dong thoi ta ciing chi can
thay d6i khong qua 1 bit trong khdi tin do.

2.3.4. Thuat toan giau mot chudi bit trong mat khdi tin

Dua trén viéc cai tién thuat toan Wu-Lee va cac ky thuat gidu tin dua
trén bién d6i khdi bit nhi phan. Ta s& tim hiéu mot thuat toan c6 kha ning gia
tang duoc ty 1¢ thong tin mat dwoc gidu. Nhung ciing chi can bién d6i khong
qua 1 bit trong khéi tin. Thuat toan nay duoc trinh bay tai bai bao “A Novel
Data Hiding Scheme for Binary Images” cua céc tac gia DS Van Tuan, Tran
Ping Hién va Pham Vin At [4].

Véi thuat toan ndy ta c6 thé giau r bit tin mat b = (b, by, ..., b,) trong
mot khoi tin F = (fy, fu, T, ..., fuq) bang cach st dung thém mot khéi trong sb
P = (Po, P, P2, --+» Pn-1)-

Trong d6: n=2"

F 1a day n cac bit 0 hoac 1
P 1a ddy hoan vi cta day sb (0, 1, 2, ..., n-1).

Tuong tu thuat toan Wu-Lee, thuat toan sau dy thay d6i it nhat mot
phan tir ciia khdi bit F dé thoa man diéu kién sau:

XSUM(F ® P) = b (2.6)

Phép bién doi XSUM(F ® P) dugc thyc hién nhu sau:

a.F ®P=(ccCy,Cop ..., Cn1) ma c; = f; xp;

b. XSUM(G® P)=¢co®@ ¢, ®DC, D ... D Cpy

2.3.4.1. Thudgt todn 1:

Qud trinh gidu tin:

Input: Khdi tin 1am phwong tién chua F (c6 kich thuéc 2")

Chudi tin mat can giau b (c6 kich thuéc r)

Output: Khéi tin F* chtra chudi tin mat b

Thuat toan:
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Buoc 1:

s=XSUM(F ®P) @b (2.7)
Buaoc 2:

Xét cac truong hop cua s:

2.1. Néu s = 0 = XSUM(F ® P) = b: Khong lam gi.

2.2. Néu s # 0 tim mot phan tir (i) thoa man Py = s

Thay fi=1-f;

Khi d6 ta thu dugc XSUM(F ® P) = b.
Chung minh thuat toan 1:
That vay: dita = XSUM(F ® P), tac6 s= XSUM(F® P)®b=a®b.
Khi do,s®s=(@a®hb)®s=0.
Trdiaysuyra(@a®@b)®@s=(a®s)®b=0vadodoa®s=Dh.
Giastupi=svaa®p;=(co®Ccy D... ® Cy1) @ pi.
Pé yrangci=fixpi. Neufi=1thici=pivakhidoci®@pi=p®pi =0,

diéu nay tuong dwong véi viéc thay f; = 1 thanh 1 - f; = 0 trong F. Néu f; = 0

=0 va khi d6 ¢; ® p; = 0 ® p; = p;, diéu ndy twong duong véi viéc thay f;

=( thanh 1 - fj =1 trong F.

Thi du:

Dé minh hoa cho thuat toan 1, ta xét mot vi du véi chudi tin can gidu la b

= byb,bs va khéi tin F, P duoc gia st nhu sau:

b= b1b2b3 =110
Céac khdi tin F, P:

F 0 0 1 1 1 0 1 0
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Buoc 1:
F 0 0 1 1 1 0 1 0
P 0 1 2 3 4 5 6 7

(F® P) 0 0 2 3 4 0 6 0

o XSUM(F ® P) = 010011100110 = 011
o s=011® 110=101

o s#0
o Tim (i)maPj=s=5
e ThaythéF:fs=1-0=1

Vay sau khi dau 3 bit 110 vao F, ta c6 F m&i nhu sau:

F’ 0 0 1 1 1 1 1 0

Nhan xét 5: Theo thuit toan vira trinh bay, ctt 2" bit cta khéi tin 1am
phuong tién chua thi ta gidu duoc r bit thong tin mat. Néu cang chia nho file
am thanh 1am phuong tién chira thi khéi lugng thong tin mat gidu dugc cang
nhiéu. Tuy nhién, nhu di trinh bay tai Chuong 1 ta ludn phai can nhic giita
dung luong va céac chi tiéu khac nhu kha ning khong bi phat hién va tinh bén
virng.

Qua trinh trich rut thong tin mat:

Input: Khéi tin ¢6 chira thong tin mat F” (c6 kich thudc 2")

Output: Chudi thong tin mat duoc gidu b (co kich thudc r bit).

Thuat toan:

b=XSUM(F’ ® P)

Thi du:
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F’ 0 0 1 1 1 1 1 0

P 0 1 2 3 4 5 6 7

F®P)| 0 0 2 3 4 5 6 0

XSUM(F’® P) = 010©0116100101110 = 110

b =110

2.3.4.2. Thudt todn 2:

Dé c6 thé cai thién micc d6 an toan cua thuat toan 1, ta co thé su dung
mot khoa K = (Ko, Ki, Ko, ..., kn1) VOi ki € {0, 1} nhu 1a mot yéu té bao mat
trong qué trinh gidu va trich rat thong tin mat. Ta c¢6 mot thuat toan méi Vi
noi dung tuong tu thuat toan 1 da dugc trinh bay trén ngoai trir diéu kién (2.6)
thay vi sir dung hé thac XSUM(F®P) = b, ta s€ sir dung bai hé thuac
XSUM((FEK)®P) = b.

Phép bién doi XSUM((FEK)®P) dugc thuc hién nhu sau:

a. V= F®K = (Vq, V1, Va,..., V1) mav;=f ®k;
b. V®P = (cg, €y, Cy,..., Cn1) ma ¢ = Vj X P
c. XSSUM((F®K)®P) = ¢y @ ¢ @ Cy... @ Cpg

Khi d6 ta c6 thuat toan nhu sau:

Qud trinh gidu tin:

Thudt todn:

Budc 1:

s = XSUM((FEK)®P) @b (2.8)
Budéc 2:
Xét cac truong hop cua s:
2.1. Néu s = 0 = XSUM((F®K)® P) = b: Khong 1am gi.

2.2. Néu s = 0 tim mot phan ti (i) thoa man P; = s
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Thay fi =1- fi
Khi d6 ta thu dugc XSUM((FOK)® P) = b.

That vay:

Pit a = XSUM((F®K)®P), ta ¢6 s = XSUM((F®K)®P) ® b =a @ b.
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(Iat bit )

Khido,s®s=(@®b)®s=0.
Trdiaysuyra(@a®@b)®@s=(a®s)®b=0vadodéoa®s=D.

Giasupi=svaa®p=(co®Cc; D... D Cyry) @ Ppi.

Pé y rang ¢; = (f; ® ki)xpi.

Ta xét bdn tinh hudng sau:

f, ki | fi®k | ci=(fi®k)xp; | Tuongduong
0 0 0 0 Lat f;
0 1 1 Pi Lat f;
1 0 1 D Lat f;
1 1 0 0 Lat f;

Thi du thuat toan 2:

Van xét nhu thi du thuat toan 1 vé&i chudi tin can gidu 13 b = b;b,b; va

khéi tin F, P duoc gia st nhu sau:

b= b1b2b3 =110

F

0
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va khoéa K 1a khdi bit sau:

K 0 1 1 0 1 0 0 1
Budc 1.

F 0 0 1 1 1 0 1 0

K 0 1 1 0 1 0 0 1

V=F®K)| o | 2 | 0o | 2 | 0 | O | 12 | 1

P o | 11| 2| 3| 4|5 | 6|7

V®P o | 120 /| 3|01 0|6 |7

e  XSUM((FEK)® P) = 001€01161100111 = 011
Buoc 2:
e s=XSUM((FEK)® P) ®b=011®110=101=5
o Tim(i)maPj=s=5
e ThaythéF:f;=1-1=0

Vay sau khi dau 3 bit 110 vao F, ta ¢c6 F mé&i nhu sau:

F 0 0 1 1 1 1 1 0

Qua trinh trich rut thong tin mat:

Thudt todn:
b = XSUM((F’®K)® P)
Thi du.
F 0 0 1 1 1 1 1 0

La chudi tin cua vat mang thong tin mat

khoa K 12 khdi bit sau:
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K 0 1 1 0 1 0 0 1
Thuc hién:

F 0 0 1 1 1 1 1 0

K 0 1 1 0 1 0 0 1

V=F®K)| o | 2 | 0o | 2 | 0 | 2 | 1 | 1

V®P o | 1|0 /| 3| 01| 5 |6 |7

o XSUM((FEK)® P) = 001011101110©111 = 110
. b = XSUM((FeK)® P)
° b =110 1a chudi thong tin mat duoc trich rut.

Danh gida thudt todn:

Cac k¥ thuat va thuat toan ma lun vin da tim hiéu nhu k¥ thuat LSB, k§
thuat Parity-bit hay thuat toan Wu-Lee déu 1a cac k¥ thuat va thuat toan don
gian nhat cho viéc giau thong tin mat vao khéi bit nhi phan. Tuy nhién, cac k¥
thuat va thuat toan nay déu chi cé thé giau duoc 1 bit théng tin mat trong khdi
bit nhi phan. Ddi véi thuat toan gidu mot chudi bit thi sé bit théng tin mat
dugc gia ting dang ké. Vi viéc stra khong qua 1 bit tin trong khdi bit nhi

phan. Thuét toan nay ¢ thé gidu dugc log,(n) bit trong khdi n bit.

Thi du: véi khdi bit 1a 256 ta ¢ s6 bit tin mat duoc gidu 1a log,(256) = 8
bit (1 byte).

MJi mot chuong trinh an gidu dit liéu thuong sira dung khoa dé bao vé
dir liéu duoc an gidu. Viéc sta dung chudi trong s6 P va khoa K chinh 1a yéu

t6 1am gia tang mirc d6 kho tham ma cho céc hacker.
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Thi dy: Ddi véi thuat toan 1 méi chi sir dung chudi trong sé P dugc xéac
dinh 12 hoan vi cta n phan tir cia diy n sd nguyén lién tiép. Ttc 1a ta c¢6 n!
cach chon P. Gia str ta st dung chudi trong s6 P 1a 256 phan tir, tuong Gng véi
256! cach chon. Pay 1a mot gia tri kha 16n cho Hacker néu muén tham ma

thuat toan nay.

Vi vay, Néu can gia ting d6 an toan cho thuat toan. Ta cé thé sir dung
thuat toan 2 véi ca trong sd P va khoa K. Do vay, thuat todn nay nam ¢ muc
d6 an toan cao cho nhu cau an gidu thong tin mat trong qua trinh truyén tai
thong tin.

Tong két chwong 2

Trong chuong 2, luan vin da trinh bay khai quat vé cac phép bién doi roi
rac tir mén khong gian sang mién tan sd. Tim hiéu mot s6 ky thuat gidu tin
trong file am thanh dua trén viéc bién doi bit c6 trong sb thap nhét trong mot
khoi bit nhi phan. Trong cic k¥ thuat, thuat toan di tim hiéu, luan vin tap
trung vao thuat toan Wu-Lee dua ra cac nhan xét uu diém, nhuoc diém va
thuc hién viéc cai tién ky thuat nay. Luén van cling da tim hiéu mot s6 phép
bién doi roi rac trén sé nguyén. T d6 tim hiéu va trién khai mot ki thuat giau

tin c6 kha ning giau log,(n) bit tin trong khéi n bit ctia vat mang tin.
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CHUONG 3. TRIEN KHAI CHUONG TRINH THU NGHIEM
3.1. Muc dich, yéu ciu

Muc dich cta chuong nay trong luan van la xay dung mot chuong trinh
ng dung gitup cho ngudi dung c6 thé trao d6i thong tin bi mat bang cach che
giau dir liéu mat trong cac file Am thanh trong qua trinh truyén tai dir liéu.

Chuong trinh dam bao dugc mot s yéu cu nhu sau:

- File am thay sau khi da gi4u tin mat khong bi thay doi vé kich thudc va
kho c6 thé nhan ra sy thay d6i bang thinh giac.

- Gia ting duoc dung luong tin mat duoc gidu so véi mot sb ky thuat.

- Pam bao an toan, bi mat cho hoat dong trao ddi thong tin.
3.2. Yéu cau vé cAu hinh hé thong

Chuong trinh khong doi hoi nhiéu vé phan cting cua hé thong nhung do
dugc xay dung trén phan mém Dev C**, mot méi trudng phat trién tich hop tu
do (IDE - Integrated Development Environment) vi vay hé thong phan ctng
chi can dap tng téi thiéu cho cong nghé nay nhu:

- CPU Pentum Il

- Ram 256 MB tr¢ 1én

- Hé diéu hanh Windows XP (tuy nhién khong nén str dung HPH 64 bit).
3.3. Lua chon dinh dang file am thanh trong thuc nghiém

Giau tin trong file 4m thanh di duoc mot s6 hang ham mém phat trién
phuc vu cho viéc trao ddi tin mat. Nhitng phan mém nay c6 thé giau tin trong

nhiéu dinh dang file 4m thanh khac nhau, c6 thé ké ra mot sé6 phan mém nhur:

Tén phan mém Binh dang file chira
OpenPuff MP3, WAV
DarkCryptTC WAV
MP3Stego MP3
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S-Tools WAV

Bang 3.1. Mét s phan mém gi4u tin

Trong luan vin nay sau khi nghién ctru cac k¥ thuat gidu tin ma cuy thé 1a
cac ky thuat nhu: ma héa LSB (Least Significant Bit), ma hoa Parity (Parity
Coding), Wu-Lee va viéc cai tién thuat toan Wu-Lee va tir d6 xay dung 2
thuat toan c6 kha nang tang ty 18 tin mat duoc giau. Trong qué trinh tim kiém
phuong phap gidu khong lam thay d6i chat luong am thanh. Luan van da lya
chon file &m thanh c6 dinh dang WAV. Nhu da noi & Chuong 1, day dugc coi
la mot dinh dang ‘“khong mat dit liéu” - khong bi nén - va la mot file am
thanh PCM stereo

Trong chuong trinh thuc nghiém file am thanh va tin mat dwoc bién doi
thanh chudi cac bit, sau d6 chudi bit tin mat duoc gidu va chudi bit file WAV.

3.4. So' @6 chwong trinh

Chuwong trinh
giau tin trong file
am thanh

Giau tin mat Trich rat tin mat So sanh, danh gia

File File
audio tin mat

Chon Nhung Chon Trich géc goc
t“e tin file rut va file va file
am mat am tin 1o tin mat
thanh thanh mat 6 tin du".’:

< tric

mgt rut

Hinh 3.1. So' d6 chwong trinh th& nghiém
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3.5. Thuét toan gidu tin va trich rat tin theo ky thuat dé xuat

Thuat toan duoc trién khai dua theo ky thuat Ma hoa LSB (Least
Significant Bif), thuat toan Wu-Lee cai tién va thuat toan dugc trinh bay tai
bai bao “A Novel Data Hiding Scheme for Binary Images” cua cac tac gia Do
Vin Tuan, Tran Pang Hién va Pham Van At [4] (nhw dd dé cdp ¢ chuwong 2).

Nhu di trinh bay & phan mé dau va Chuong 2. Thuét toan gidu tin ma
luan van lwa chon 1 stra dung viéc bién ddi bit it quan trong nhat caa mot
khéi tin dén thuc hién che gidu thong tin mat. Thuat toan duoc lya chon dé
dua vao chuong trinh thuc nghiém 1a Thuat toan 1 trong thuat toan gidu mot
chudi bit. Véi kich thude cua khdi tin mang tin mat 13 256 twong tng véi 28,
Vi khéi tin ndy ta s& gidu duoc 8 bit tin mat twong tng 1 byte. Khéi trong sé
P duoc sur dung twong tng cd 256 phan tir ¢o gia tri tir 0 dén 255.

M@t sé bién si dung trong thudt todn:

- W: File am thanh dinh dang WAV.

- M: File thong tin mat can dugc che giau.

- Sizeof(X): Kich thudc file X tinh bang byte.

- BlockSize: Kich thudc cia cac khéi tin tinh bang byte (trong thuat
toan stra dung cac khdi tin co kich thudc 256).

- rate: Chiéu sau bit (AudioSampleSize - s byte trong mot mau
trich &m thanh)

rate = 1 chiéu siu bit 12 8 = 1 byte
rate = 2 chiéu siu bit 1a 16 = 2 byte

3.5.1. Giau tin

Truéc khi thuc hién ki thuat giau tin ta can thuc hién mot sé budc tién
xu 1y thong tin mat va phuong tién mang tin mat nhu sau:

- Chuyén file théng tin can giau sang dang nhi phan béi vi bai thuat toan
s& giau tung chudi bit thong tin mat vao trong cac khdi tin cua file Am thanh.
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Qua trinh giai tin 13 bién doi nguoc. Tir cac khdi tin cua file am thanh s& trich
rit duge cac chudi bit tin mat dugc giau dé thu duoc file thong tin di giau.

- X4c dinh Header cua file 4m thanh. Sau d6 doc toan bo phan dir liéu
cua file 4m thanh vao mot mang mot chidu dé tién hanh thuc hién k¥ thuat
giau tin.

- Vi mdi mot khdi tin caa file Am thanh ta s& thuc hién viéc bién doi
mét bit co trong sd thap nhat trong khéi dé che gidu mot byte thong tin mat.

Input:

- File am thanh W theo dinh dang WAV

- File chta thong diép mat can giau M
Output:

- File &m thanh W’ chtra tin mat M

Thuat toan:

Budc 1:

Kiém tra kich thudc 2 file W va M c6 théa man cong thuc:

Sizeof(W)
rate x BlockSize

> Sizeof (M)

Néu khong thoa méan thi bao dimg, nguoc lai tién hanh giau.
Budc 2:

- Bién d6i W va M thanh céc chudi bit

- Xéc dinh phan data cua file W (phan s& giu tin mat M)
Budce 3:

Lap:

- Boc tung byte cua file M

- Thay dbi gia tri cua (rate x BlockSize) trong file W (néu c6) dé

c6 thé gidu duoc 1 byte cua file M

Budc 4:
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- Ghi file W véi mot tén W”.

Trong do6: viéc thuc hién thay doi gia tri cua (rate x BlockSize) dugc
thuc hién nhu sau:

Bl1. Bién dbi (rate x BlockSize) thanh khdi tin F = fofy...fs5 co kich
thudc 256 bit theo cong thirc néu byte thir (rate x i) v6ii=0,1,...,255 c6 gia
tri 14 mot s6 nguyén chin thi f; = 0 va nguoc lai néu byte thir (rate x i) c6 gia
tri 1a s6 nguyén 1¢ thi f; = 1

B2. Thuc hién Thuat toan 1 nhu da trinh bay tai Chuong 2.

B3. Xac dinh gia tri bit f; bi thay d6i va thay doi gia tri clia byte (rate x i)
tuong Umg tang hoac giam 1 don vi.

3.5.2. Trich rut tin mat

Pé thuc hién viéc trich rat thong tin mat, ta cling c6 mot sb thao tac tién
Xtr ly nhu sau:

- Chuyén file am thanh c6 chura tin mat vé dang céc byte

- Xac dinh Header cua file am thanh chira thong tin mat. Sau d6 doc toan
bo phan di liéu cua file Am thanh vao mot mang mot chiéu dé tién hanh thuc
hién k¥ thuat trich rat thong tin mat.

- Xac dinh kich thudc khéi byte cua phan dir liéu file Am thanh va thuc

hién qua trinh trich rat thong tin mat

Input: File W’ ¢6 chtra tin mat M
Output: File tin mat M’

Thuat toan

Budc 1: Xéc dinh phan data cua file W’
Buoc 2:

- Lap: Poc tung chudi (rate x BlockSize) byte va trich rat cac
byte tin mat ra khoi file am thanh W.

- Dung khi gédp ky hiéu hét di liéu.
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Buac 3: Ghi tin mat vao file M’

Trong dé: Viéc doc ting chudi (rate x BlockSize) byte dé thuc hién viéc
trich rat tin mat duoc thuc hién nhu sau:

B1. Bién dbi (rate x BlockSize) thanh khéi tin F* = f4f’;...f 555 co kich
thudc 256 bit theo cong thirc néu byte thir (rate x i) v6i i = 0,1,...,255 c6 gia
tri 14 mot sé nguyén chan thi £; = 0 va nguoc lai néu byte thir (rate x i) c6 gia
tri 1a s6 nguyén 1¢ thi £, = 1

B2. Thuc hién Thuat toan 1 (trich tin mat) da trinh bay tai Chuong 2.

Nhan xét:

- Ngoai viéc lya chon rate 1a chiéu sau bit cua file Am thanh dé xac dinh
khéi tin trong qua trinh gidu va trich rat thong tin mat. Ta cling c¢6 thé lya
chon S byte trong mau trich dé xac dinh kich thuéc. Thong thuong voi file
am thanh dinh dang WAV thi chiéu sau bit 12 2 byte va so byte trong mau
trich 1a 4 byte.

- Pé dam bao chat lugng cua file Am sau khi nhung thong tin mat, can
lya chon chudi byte ludn on dinh vé gia tri nghia 13 sy thay doi gia tri gitta cac
byte lién ké trong khoi tin 14 khong qua 16n

3.5.3. Mt s6 ham va thi tuc giau tin

Sau day 1a mot s6 ham va thua tuc co ban ma chuong trinh thtr nghiém
xay dung phuc vu cho k¥ thuat gidu tin ma luan vin dé xuét:

3.5.3.1. Ham tinh XSUM

Byte Xsum(int id) {

Byte t = 0;

for (inti=0; i< _BlockSize; ++i)
t A= i*_GetBit1(Bytedd(id,i), LSB);
return t;

}

3.5.3.2. Ham gidu mét byte tin mat M
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bool Hidc(Byte c, int id) {
if (id >= FF.Fsize) return false;
Byte t = Xsum(id);
if (c!=1){
t"=c;
_Invl(Bytedd(id,t),LSB);
}
return true;
}
void Hid(const char *owav) {
int b;
b = FF.DataBeg;
inti;
Byte mask = Oxff;
if ('Hidc((Byte)len & mask, b)) return;
b += segment;
if ('Hidc((len >> 8) & mask, b)) return;
b += segment;
for (i=0;i<len; ++i) {
if ("Hidc(msg([i], b)) break;
b += segment;
}
3.6. Két qua thure nghiém
File duogc chon lam file chira 1a Sony.wav
Mot file nhac chudng cua hang Sony
File tin mat can gidu 1a file ABBA.txt
Chtra ndi dung bai hat Happy New Year cua ban nhac ABBA
Qua trinh thyc hién gidu tin
& Théng tin File nguon
WAVE file: Sony.wav
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File size: 2336326

ChunkID = RIEF len=4
ChunkSize = 2336318
Subchunk1ID = fmt
Subchunk1Size = 18
Subchunk2ID = data
Subchunk2Size = 2336256
Data = 50

Giau toi da: 4562 (ky tu)

Bét dau tir byte: 570

o Tén File két qud va sé byte tin mdt duwoc giau
Giau file van ban ABBA.txt trong file WAV Sony.wav
Tén file két qua:  Sonynew.wav

Tong s6 byte can giau: 1529

Qua trinh trich rat thong tin

* Théng tin File két qud

Trich tin tir file WAVE  Sonynew.wav

Tén file két qua ABBANEW.txt
Thong tin file nguon Sonynew.wav
WAVE file:  Sonynew.wav

File size: 2336326

ChunkID = RIEF len =4
ChunkSize = 2336318
Subchunk1ID = fmt
Subchunk1Size = 18
Subchunk2ID = data
Subchunk2Size = 2336256
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Data = 50

Gidu tbi da: 4562 (ky tu)

Bat dau tir byte: 570

S6 ky tw dagidu 1529

* So sanh file tin mdt trueoc khi gidu va sau khi dwoc trich rut

So sanh 2 file

Size of ABBANEW.txt = 1529
Size of ABBA.txt = 1529
S6 byte khac nhau: 0

 So sanh file am thanh truwde va sau khi da giau tin mat
So sanh 2 file

Size of  Sonynew.wav

2336326
2336326

Size of  Sony.wav

S6 byte khac nhau: 1529

Hinh anh du6i dy 1a phd pha va phd bién do cua file 4m thanh gbc
Sony.wav va file am thanh sau khi d3a dugc nhing théng tin mat
SonyNew.wav. Néu chi bang mat thuong ta kho co thé phat hién dugc su

khac nhau gifra ching.
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Hinh 3.2. Phé bién dd va phd pha cua file chwa truwéc khi gidu tin

0:06.0 0:07.0 0:08.0

Hinh 3.3. Phé bién do va phé pha cua file sau khi gidu tin
Dudi day 1a hinh anh trich mot phan su thay ddi cac byte tin cua file m
thanh sau khi nhing tin mat (cac byte tin bi thay d6i dugc in dam). Trong do
gia trj thay d6i cua 1 byte chi 1a ting hodc giam 1 don vi.
Thi dy: Truéc khi gidu, byte tin c6 gia tri 12 0 hay 248 thi sau khi giau
thong tin mat gia tri byte tin c6 thé thay doi 1a 1 hay 247 twong ung.
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Hinh.3.4. Trich doan cac byte cua file Sony.wav sau khi nhdng tin méat
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3.7. Panh gia két qua thuc nghiém

Nhur d3 trinh bay tai Chuong 1. Thong thudng cic mau trich cia mot file
am thanh da duoc loc dé loai bo nhiing tin s6 khong mong mudn (it lai
tiéng noi tir 50 Hz dén 10 KHz, 4m nhac tir 20 Hz dén 20 kHz). Diéu nay
ddng nghia voi viéc 1a tat ca cac file am thanh déu nam trong ngudng nghe tét
nhat cua tai ngudi. Vi vay, viéc phat hién ra nhiéu trong mét file 4m thanh 1a
khong qua kho. Viéc str dung k¥ thuat gidu tin trong méi truong anh nhi phan
sang moi truong file Am thanh can c6 mot s6 diéu chinh sao cho phu hop Véi
moi truong mai. Gidu tin trong file Am thanh can xac dinh viéc lya chon giau
tin va truong do hay cao do ciia &m thanh hodc xac dinh doan bién do on dinh,
it thay doi dé tién hanh che giau thong tin.

Trong qua trinh thuc nghiém trén nhiéu file Am thanh. Sau khi nghe céac
file Am thanh trudce va sau khi che gidu thong tin mat. Nhan thay rang ddi voi
nhitng file 4m thanh 13 &m nhac thi viéc Xay ra tin hiéu nhiéu it hon so véi
nhing file 4m thanh c6 tiéng néi. Sau khi doc chudi cac byte cua cua 2 loai
file &m thanh 12 file &m nhac va file c6 tiéng n6i. Chiing toi nhan thay

- Gia tri thay doi gifta cac byte cia mot chudi byte cua file am nhac thap
hoic it hon so véi file 4m thanh c6 tiéng noi.

- P6i voi file am thanh c6 tiéng noi, viéc thay doi gia tri cua cac byte co
thé gay nhiéu rd hon d6i véi file Am thanh 1a 4m nhac.

Tuy nhién, néu tim chudi byte on dinh réi méi tién hanh che gidu thong
tin s& gdy phuc tap cho thuat toan va cé thé rat kho thuc hién. Thi du: viéc lya
chon chudi byte c6 gia trj thay d6i thap ciing di 13 mot bai toan kho.

Pé khic phuc nhuoc diém trén, ta chi nén che giau thong tin mat vao céac
file am thanh la am nhac.

3.8. Cac kha nang ing dung
Trong thuc tién tha tuc gidu tin c¢6 thé dugc van dung nhu mot pha trong
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cac giao dich truyén tin trén mang hoic trong qua trinh truyén tai thong tin.

Trudc hét ta xét nhiém vu sau day:

Gia sir Hoi dong thi trung wong (TU') can giri mot dé thi T dén cac dia
diém thi, tam goi 1a Hoi dong thi co s& (CS). Khi d6, TU ¢6 thé lya chon mot
trong cac so do sau:

SP1. TU giri T dén CS theo con dwong bdo mdt vé mt vt .

So dd nay doi hoi phai té chic cac tuyén duong an toan cé day du luc
luong an ninh dén hang trim dia diém co so va cac thi tuc giao nhan dé phién
ha, ton kém. Khong nhiing thé yéu to vé mat thoi gian luon 1a mot thach thirc
trong qua trinh van chuyén.

SD2. Van dung hé mat ma khoa cong khai nhw sau:

2.1. Dung ham bam H dé bam dé thi thanh mot ban dai dién T' ¢6 kich
thudc cb dinh, thi dy, 128 bit: T' = H(T).

2.2. Chu tich Hoi dong thi TU dung khéa mat K dé ki vao ban bam T'
dé thu duoc ban ki T": T" = K(T").

2.3. TU ma héa T va T" rdi gui cho cac hoi dong co sd CS.

2.4.Dén gid G, TU giri khoa giai ma cho cac hoi dong CS dé giai ma cac
ban T va T" va ddi chiéu, x4c nhan ban ki ctia Chu tich TU.

SP3. Tang dp bao mdt bang tha tuc gidu tin

Pé nang cao bao mat, c6 thé bo sung cac pha giau tin vao SB2 nhu sau:

Sau khi ma hoéa tai budc 2.3 ta thuc hién

2.3.1. Nén T va T" thanh mét file F duy nhat c6 kich thuéc nho.

2.3.2. Gidu F vao mot audio M rdi gui cho cac CS.

Khi 36 buéc 2.4 sé duogc sua lai nhu sau:

2.4.Dén gio G:

2.4.1. TU giii cho céac co so khoa K1 dung dé trich tin F tir audio M. sau
d6 giai nén dé thu duoc T va T"
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2.4.2. TU giri tiép cho cac co so khoa K2 dé giai ma cac ban T va T" va
ddi chiéu, xac nhan ban ki cua Chu tich TU.

V6i céc file nguon 16n chung ta c6 thé cat thanh cac file c6 kich thudc
nho rdi gidu vao nhiéu audio khac nhau. Tham chi c6 thé chi dung 1 audio
nhiéu lan, mdi 1an giau 1 file theo qui trinh sau:

Gia sir ta can gui F o kich thudc 16n. Khi d6 ta c6 thé cit file F thanh
cac file f1,..., fn va chi dung mot audio M. Qua trinh gidu thuc hién nhu sau:

Gidu f1 vao M dé thu dugc M1;

Gidu f2 vao M dé thu dugc M2;

Giau fn vao M dé thu dugc Mn.
Qua trinh trich rat thong tin lai dugc thuc hién tuong tu:
Trich rat tir M1 dé thu dugc f1;
Trich rat tr M2 dé thu duoc f2;

Trich rat tr Mn dé thu dugc fn.

Keét noi cac file f1, f2,..., fn ta c6 dugce F ban dau.

Viéc két hop gitra cac k¥ gidu tin va mi hoa s& cang 1am ting mirc do an
toan cho thong tin mat trong quaé trinh truyén tai thong tin

Tong két chwong:

Trong chuong nay da trinh by cac yéu cau cia mot chuong trinh gidu
tin. Lya chon dinh dang file 4m thanh ma luan van st dung dé cai dit chuong
trinh thuc nghiém. Mo ta cdu trc, thuat toan chuong trinh cai dat thir nghiém
giau tin mat trong mot file Am thanh va dua ra cac két qua danh gia vé chuong
trinh cling nhu cac két qua cu thé ma sau thar nghiém da thu duoc. Pong thoi
cling dua ra mdt trong cac kha nang ing dung ma chuong trinh dem lai trong
viéc trao ddi thong tin mat trong qua trinh truyén tai thong tin.

S6 héa béi Trung tdm Hoc liéu - DHTN  http://www.lrc.tnu.edu.vn



~ 67 ~

KET LUAN VA HUONG PHAT TRIEN

Tir vai thap nién gan day, vdi nhitng tac dong manh mé cua céc tién bo
khoa hoc va cong nghé, dic biét ciia cong nghé thong tin va truyén thong, thé
gidi dang bién chuyén téi mot nén kinh té va xa hoi méi ma thong tin va tri
thire duge xem 13 ngudn luc chi yéu. Nho vao su hd tro cia cac thiét bi khoa
hoc hién dai, viéc trao d6i thong tin ctia con ngudi cang tré nén thuan tién va
dé dang hon. Viéc trao d6i thong tin lién lac trén Internet ngay cang tré 1én
phd bién. Do c6 ha tang tét, tinh tién loi va phd dung, Internet duoc cac to
chtic, cac c4 nhan tich cuc str dung trong viéc trao viéc lién lac, trao d6i thong
tin. Nhung van dé dit ra 13 nguy co 1a thong tin, bi danh cap, bi xuyén tac,...
ngay cang gia ting, doi hoi phai co co ché bao mat, bao dam an ninh, an toan
cho thong tin trao ddi trén mang.

Bao mat thong tin, trong d6 ¢c6 mat ma hoc va giéu tin mat dang 1a nhirng
linh vuc dang dugc quan tim nghién ciu. Nhiéu giai thuat ma hoa, nhiéu
thuat toan gidu tin mat da duoc dé xuat nham ting cudng an ninh thong tin.

Trén co sé nghién ctiru cac ki thuat, thuat toan giau tin da dugc cac nha
khoa hoc trién khai luan van da dua ra mot ki thuat giau tin mai bang cach sir
dung cac bién doi roi rac 1a thay d6i bit ¢ trong sb thap nhat trong mét byte
dir liéu nguon dé tién hanh gidu thong tin mat.

Trong qué trinh nghién cau, thar nghiém, c6 thé dua ra mot sé két luan
Sau:

1. Dit liéu 4m thanh c6 nhiéu khong gian hon dé giau tin mat so véi hinh
anh. Tuy nhién tai ngudi lai nhay cam véi nhiéu do vay can diéu chinh mat do
va lya chon cac byte phu hop dé giau tin.

2. Viéc lya chon file 4m thanh nhu thé ndo dé c6 thé 1am giam thiéu dén
muc thap nhat cua viéc sinh ra nhiéu trong qua trinh giau tin.

3. Muén ting cuong muic do bén viing caa thong tin mat duoc gidu can
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phai két hop véi cac phuong phap mé hoa thong tin.

Uu diém va han ché ciia luan vin

Luan vin d3 trinh bay mét hé thng céac kién thtc tong quan vé giau tin,
am thanh va 4m thanh s8. Mot sb cac k¥ thuat gidu tin va thuat toan gidu da
duoc trién khai. Trén co sé hé théng cac kién thac, luan vin da xay dung mot
ki thuat va thuat toan gidu tin pht hop vé6i yéu cau dit ra. Luan vén ciing da
trinh bay mot chuong trinh giau tin dya trén thuat toan va dua ra két qua thir
nghiém cu thé.

Hién tai luan vin mdi chi nghién ctu Viéc gidu tin trén file Am thanh
dang WAV, trong khi dir liéu am thanh trén Internet phan 16n 1a 4m thanh
dang Mp3, Mp4,..

Ludn vin ciing chua thuc hién dugc viée diéu chinh mat do va lua chon
cac byte phu hop dé che gidu thong tin mat, tranh viéc sinh nhiéu trong qua
trinh giau tin.

Huwéng phat trién tiép theo cia luin vin:

- Tiép tuc nghién ctru sau hon vé giau tin bang cac phép bién doi roi rac

- Thuc hién viéc gidu tin trén céc file 4m thanh dang khac ma hién dang
dugc phd bién trén Internet nhu FLAC, Mp3, OGG,...

- Két hop giau tin véi cac phuong phap ma hoa thong tin.

- Phat trién thuat toan trong cac moi trudng khac nhu Image, Video,...
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