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LOI CAM DOAN

To1 cam doan day 1a cong trinh nghién clru cua riéng toi.
Céac sd liéu, két qua néu trong luan van la trung thyc va chua ting dugc ai cong bd
trong bat ky cong trinh nao khéc.

Qua day em xin chan thanh cam on toan thé cac thiy c6 trong khoa ddo tao
sau dai hoc truong Pai hoc Cong ngh¢ Thong tin va Truyén thong va dac biét la
Théy TS. Nguyén Ngoc Cuong, da tao diéu kién thuan loi va huong din em dé hoan

thanh ludn van nay.
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LOI MO PAU

1.Tinh cap thiét cia @@ tai

RC4 1a tén cua thuat todn ma héa dugc st dung trong WEP, MS-OFFICE...
Mot thuét todn ma hoa 1a mot tap hop cac hoat dong ma ching ta sir dung dé bién
ddi van ban chua ma héa thanh mat ma. N6 s& hitu ich, trir khi c6 mot thuat toan
gidi ma tuong ung. Trong truong hop cia RC4, cung mot thuat toan dugc sir dung
dé ma hoa va gidi ma. Gia tri cia moQt thuat toan ma hoa la & kha nang bao méat cao
va dé dang trong st dung. Sttc manh cua moét thuédt toan dugc do béng do kho
dé crack cac ban ma dugc ma hoa bang thuat toan d6. Chic chan 1a c6 cac phuong
phap manh hon RC4. Tuy nhién, RC4 1a kha don gian dé thuc hién va duoc coi la
rat manh, néu dugc sit dung dung cach.

K¥ thuat danh d6i bo nhé-thoi gian (Time Memory Trade —Off) con ¢6 tén goi
khac 1a danh doi khong gian-thdi gian ding dé chi viéc sir dung bd nhd luu trir dix
lidu tinh toan trude véi muc dich giam thoi gian tinh toan d6i v6i mot thao tac cu
thé. Pay 1a k¥ thuat duoc ap dung trong mot sé bai toan c6 thé chia cac thao tac tinh
toan thanh hai phan: tinh toan trudc va tra ctru dit liéu da chuan bi trude. Néu tinh
toan va luu trit trudc duge cang nhiéu thi thoi gian giai mot bai toan cu thé sé chi
tuong duong véi thoi gian tra cliru.

Céc phuong tién luu trif may tinh ngay mdét 16n hon lam cho kha nang ung
dung k¥ thuat TMTO ngay cang hién thuc. P c¢6 nhiéu tng dung sir dung k¥ thuat
TMTO dé giai quyét cac van dé vé tbc do va bd nhé luu trir. Ching han, cac bai
toan lién quan dén tra ctru bang dir li¢u, bai toan luu trir dit liéu dang nén, bai toan
Iuu trit thudt toan, luu trit két qua hinh anh trong hién thi cong thirc toan hoc trén
trang HTML,...

K¥ thuit mat ma can lam viéc véi mot khong gian dir liéu 16n (khong gian
khoéa). Tuy nhién, & mot s6 ché d6 lam viéc, c6 thé td chire tinh toan sin cac ban ma
6 thé ctia mot ban rd dé thanh 1ap mot tir dién tra ciru cho phép ma hoa va giai ma
nhanh. M4 tham c6 thé lgi dung tinh chit nay dé tdn cong mat ma (kiéu tan cong
Brute-Force) néu c6 du bo nho.

Pé tai luan van nay lya chon mat ma RC4 véi do dai khoa 40 bit dé nghién

ctru. Pay 1a dang RC4 ung dung trong nhiéu phan mém. Do dai khéa 13 tuong
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duong v6i mot s6 két qua nghién ciru tmg dung k¥ thuat TMTO dé cong bd ddi véi
mot s6 thuat toan mat ma khac. Két qua nghién ciru cua dé tai s& 1a hudng mé cho
nghién ctru tng dung tin cong mat khiu bao vé tép vin ban soan trén mot sé phan
mém xur 1y van ban. Pong thoi 1a kinh nghiém cho ma tham vién ddi véi k¥ thuat
TMTO c6 thé ap dung cho tin cong nhiéu dang mat ma Gmg dung khac.

Dé tai luan van tim hiéu 1y thuyét co ban vé k¥ thuat TMTO, nhiing van d¢
cAn quan tam trong Ung dung, nhitng cai tién d3 cong bd gan day cho ky thuat
TMTO. B¢ tai tién hanh 4p dung k¥ thuat TMTO vao thyc té tin cong mot gidi
thuat mat ma cu thé c6 kha ning trién khai tng dung thuc té.

2. Muc tiéu nghién ciru:

- Nghién ciru k¥ thuat Time Memory Trade-Off (TMTO) danh d6i khong gian
Iwu trir v6i thoi gian tin cong mat ma. Nghién ctru vé cac cai tién “Diém phan biét”
va “Bang cau vong” di duoc cong bo cua ki thuat nay.

- Sir dung k¥ thuat TMTO dugc Oechslin ap dung véi cai tién “Rainbow
Crack” tin cong tham khoa ma RC4 tng dung trong phan mém soan thao vin ban
MS-WORD phién ban 2007 cia MicroSoft.

3. N¢i dung nghién ctru:

Luan vin dugc trinh bay trong 3 chuwong, c6 phan md dau, phan két luan,
phén muc luc, phén tai liéu tham khao. Cac ndi dung co ban cua luan van dugc trinh
bay theo ciu trac nhu sau:

Chwong 1: Mat ma RC4 va k¥ thuat Time-Memory Trade-Off ap dung
trong bai toan tAn cong mat

Chuwong 2: K¥ thuat tan cong Rainbow ddi vi RC4

Chwong 3: Xay dung chuong trinh tinh toan tham s6 tan cong Rainbow dbi
voi RC4

Bﬁng su ¢ géng nd lyc cta ban than va dic biét 1a sy gitip d& tan tinh, chu
d4o cua thiy gido TS. Nguyén Ngoc Cuong , em di hoan thanh luan vin dung thoi
han. Do thoi gian lam dd 4n c6 han va trinh d6 con nhiéu han ché nén khong thé
tranh khoi nhitng thiéu s6t. Em rat mong nhan duoc su dong gop ¥ kién cua cic

thay c6 cling nhu 1a ctia cac ban sinh vién dé€ bai luan van nay hoan thi¢n hon nira.
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Chuong 1: MAT MA RC4 VA KY THUAT TIME-MEMORY TRADE —-OFF
AP DUNG TRONG BAI TOAN TAN CONG MAT MA

Trong chuong nay 1a trinh bay tip hop cac thong tin co s¢ vé ky thuat
TMTO; cac cai tién “diém phan biét” cta Rivest va “bang cau vong” ciia Oechslin.
Noi dung chwong 1am r& phuong thirc chia khong gian tim kiém thanh céc bd phan
va t6 chirc luu trir hidu qua timg bo phan khong gian tim kiém. Pic biét 1a phuong
phap t6 chirc cac “bang cau vong” cua Oechslin, phuwong phap duoc tmg dung hiéu
qua trong phan mém OPH-Crack. Thuat toAn mat ma RC4 dong vai tro trung tim
trong lugc do xac thuc mat khau. Bén canh d6 13 nhitng phuong phap tham ma khac
cling dang dugc ap dung nhiéu trong thyc té.

1.1 Tong quan vé RC4

RC4 1a tén cua thuat toan ma héa duogc su dung trong WEP, MS-OFFICE...
Mot thuat todn ma hoa 1a mot tap hop cac hoat dong ma ching ta sir dung dé bién
ddi van ban chua ma héa thanh mat ma. N6 s& hitu ich, trir khi c6 mot thut toan
gidi ma tuong ung. Trong truong hop ciia RC4, cung mot thuat toan dugc st dung
dé ma hoa va gidi ma. Gia tri cia mgt thuat toan ma hoa la & kha nang bao mat cao
va dé dang trong st dung. Sttc manh cua moét thudt todn duoc do béng do kho
dé crack cac ban ma dugc ma hoa bang thuat toan d6. Chic chin 1 c6 cac phuong
phap manh hon RC4. Tuy nhién, RC4 1a kha don gian dé thuc hién va duoc coi 1a
rat manh, néu duoc sir dung dung cach. That may man 1a RC4 kha don gian dé thuc
hién va mo ta. Y trdng co ban ma hoéa RC4 1a tao ra mot chudi cac trinh tu gid ngau
nhién (gia ngau nhién) ciia cac byte duoc goi 1a khoa dong, sau d6 dugc két hop voi
cac dir liéu bang cach str dung toan tr OR (XOR). Toan tir XOR két hop hai byte va
tao ra mot byte duy nhat. N6 lam diéu ndy bang cach so sanh cac bit tvong ung
trong timg byte. Néu chiing bang nhau, két qua 1a 0, néu chung khac nhau, két qua
1a 1. V& mit 1y thuyét, RC4 khong phai 1a mot hé théng ma hoa hoan toan an toan
boi vi nd tao ra mot dong gia ngau nhién chinh, khong phai byte thuc sy ngau
nhién. Nhung né du chéc chin an toan cho cac ing dung, néu duoc ap dung ding.

RC4 1 mat ma c6 ¢& cua khoa bién ddi do Ron Rivest phat trién vao nhiing

nam 1987 cho lién hgp an ninh dr li¢u RSA. Trong bady ndm né 1a s hiru doc
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quyén va cac chi tiét cta thuit toan ta chi co dugc sau khi ky thoa thuan khong tiét
16 bi mat.

Vao thang 9 nim 1994, mot ngudi lac danh di giri m3 ngudn qua buu dién
vao danh sach thu tin Cypherpunks, N6 nhanh chéong lan téa dén nhom Usenet va
qua Internet dén cac site ftp trén thé gi6i. Lién hiép an ninh dit liéu RSA tuyén bd
r@ing noé van con 1a mot bi mat thuong mai mac du n6 da dugc cong bo, nhung viéc
nay da qua mudn. Bo1 nd da dugce thdo luan va phan tich k¥ trén Usenet, doc phan
phat & cac hoi nghi va dugc dua vao cac gido trinh mat ma.

RC4 c6 dia vi xudt khau dic biét néu do dai khoa clia n6 1a 40 bit hodc it
hon. Dia vi xuét khau dic biét nay s& dan dén viéc khong c6 gi dé 1am ddi vai d6 an
toan cua thudt todn, mac du lién hop an ninh dit liéu RSA da ndi bong gid trong
nhiéu nim rang van c6. Tén thuat todn niy dyoc thydng mai hoa do 86 bat ky ngyoi
nao viét ma riéng cua minh déu phai goi n6 bang mot céi tén khac. Cac tai liéu bén
trong khac ctia lién hop an ninh dit liéu RSA van chua duoc cong bé.

RC4 13 mot phan mém trong cic san phdm mat mi thuong mai, bao gdm
Lotus Notes, Apple Computer’s AOCE va ORACLE Security SQL. N6 1a mdt b
phan cta ban chi dan k¥ thuat Cellular Digital Packed Data.

RC4 1a mot ho cac thuat toan phu thudc vao cac tham $6 nguyén duong, ma
dién hinh 13 trudng hop n= 8. O thoi diém t, trang thai bén trong ctia RC4 gém
bang
S1=(S1(1))Z, * c6 tir n-bit va 2 con trd n-bit 1a it va jt. Do d6 ¢& bd nhé trong la
M=n2"+2n(bit). Goi Zt 14 tir ra n-bit cia RC4 ¢ thoi diém t. Bit c6 nghia thap nhat
ctia mot tlr 1a bit & bén trai nhat cia né.

1.2. Cac ky thuat thaim ma
1.2.1 WEP

WEP (Wired Equivalent Privacy) 1a mot thuat toan nhim bao vé sy trao ddi
thong tin chdng lai nghe trom, chéng lai nhitng két ndi mang khong dugc cho phép
cling nhu chdng lai viéc thay dbi hodc 1am nhidu thong tin truyén. WEP sir dung
stream cipher RC4 cing véi mot ma 40 bit va mot s6 ngdu nhién 24 bit
(initialization vector - IV) dé ma héa thong tin. Thong tin ma hoa va IV s& dugc gt

dén ngudi nhan. Nguoi nhan s& giai ma thong tin dya vao khoéa WEP da biét trude.
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1.2.2 Tin cong chon bin mi
Tdn céng chon ban md (chosen ciphertext): ngudi thAm ma tam thoi c6
quyén truy xudt toi Bo giai ma, do d6 anh ta c6 kha ning chon ban mi va xay
dung lai ban tin o twong Ung.

Trong moi truong hop, muc dich 13 tim ra khéa ma duoc st dung. Kiéu tin
cong chon ban ma dugc thuc hién vdi hé mat ma khoa cong khai ma chiung ta sé
xem xét trong chuong ké tiép. Trong phan nay ching ta chi thao luan vé kiéu tin
cong dugc xem 1a “yéu nhat” - Tan cong chi biét ban ma.

Nhiéu k¥ thuat thim ma sir dung dic diém thong ké cua tiéng Anh, trong d6
dua vao tan suat xuat hién cia 26 chit cai trong vin ban thong thuong dé tién hanh
phan tich mi. Becker va Piper da chia 26 chir cai thanh nim nhom va chi ra xac suét
ctia mdi nhom nhu sau:

E, c¢6 x4c suat khoang 0.120

T, A, O, N, S, H, R, mdi chit cai c6 xac xuit nam trong khoang tir 0.06 dén 0.09

D, L, mdi chit cai c6 xac xuat xap xi 0.04

C,U, M, W, F,G,Y,P, B, mdi chit cdi co xac xut nam trong khoang tir 0.015
dén 0.023

V, K, 1, X, Q, Z, mdi chit c4i c6 xac xuat nhd hon 0.01

Ngoai ra, tin sudt xuat hién cua diy hai hay ba chit cai lién tiép duogc sip theo
th tu giam dan nhu sau [11]: TH, HE, IN, ER ... THE, ING, AND, HER...

1.2.3 Tham ma tich cuc:

Tham ma tich cuc la viéc tham ma sau do6 tim cach lam sai lac cac dir li¢u
truyén, nhan hoac cac dit li€u luu trir phuc vu muc dich ctia ngudi tham ma.

Tham ma thu dong:

Tham ma thy dong 1a viéc tham ma dé co duoc thong tin vé ban tin rd phuc vu
muc dich cua ngudi tham ma.

1.2.4 Tham ma Affine

Gia st Trudy da ldy dugc ban ma sau day:

FMXVEDKAPHFERBNDKRXRSREFMORUDSDKDVSHVUFEDKAPRK
DLYEVLRHHRH.

Trudy thdng ké tan suat xuét hién ctia 26 chit cai nhu trong bang sau:
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Bdang 1.1: Bing Tham ma Affine
Chi c¢6 57 chit cai trong ban md nhung phuong phap nay to ra hiéu qua dé
tham ma Affine. Ta thiy tin suat xudt hién cac chir cai theo thtr ti 1a: R(8), D(6), E,
H, K(5) va F, S, V(4). Vi vay du doan dau tién cua ta c6 thé 1a: R lama cuae, D 1a
mi cia t. Theo d6,eK(4)=17 va eK(19)=3. Ma eK(x)=ax+b v&i a, b 1a cac bién. Dé
tim K=(a, b) ta giai hé phuong trinh:
4a+b=17
19a+b=3
Suy ra, a = 6, b=19. Day khong phai 1 khoa vi ged(a, 26) =2 > 1. Ta lai tiép
tuc phong doan: R 1a ma cua e, E 1a ma cua t. Ta nhan dugc a = 13, chua thoa man.
Tiép tuc v6i H, ta c6 a=8. Cudi cung, véi K ta tim dugc K= (3, 5).
Str dung khoéa ma nay ta c6 dugc ban tin ro nhu sau:
Algorithmsrequiregeneraldefinitionsofarithmeticprocesses
1.2.5 Tham ma Vigenere
Pé thaim ma Vigenere, trudc hét can xac dinh do dai tir khoa, ky hi¢u lam. Sau
d6 mai xac dinh tir khoa. C6 hai k¥ thuat dé xac dinh do6 dai tir khéa d6 1a phuong
phap Kasiski va phuong phap chi sb tring hop (index of coincidence).
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Phuong phép Kasiski dugc dua ra bdi Friedrich Kasiski ndm 1863. Phuong
phap nay lam vi¢c nhu sau:

Tim trén ban md cdac cdp xdu ki tw giong nhau ¢é dé dai it nhat la 3, ghi lai
khodng cdch gitka vi tri chit cdi ddu tién trong cdc xdu va xdau dau tién. Gid sir nhdn
duwoc d1,d2 ... Tiép theo ta phong dodn m ld sé sao cho wéc sé chung 1om nhdt
ciia cdc d i chia hét cho m.

Vi du:

Plaintext: conghoaldanchun|handant|runghoalsapsuat/hanghoa

Keyword: abcdefg

Ciphertext: CPPJLTG DBPFLZT HBPGESZ RVPILTG SBRVYFZ
HBPILTG

Vi tri xuat hién ciia day PJL lan luot 1a: 3, 24, 38. Do vay, diy d1, d2 ... la 21,
35; gcd(d1,d2 ...) =7

Phuong phap chi s trung hop s& cho biét cic bang ching dé nhan duoc gia tri
m. Phuong phap nay dugc dua ra bé1 Wolfe Friedman nam 1920 nhu sau:

Gid stk x=x 1 X 2... XN la xdu c6 n ky tw. Chi s6 tring hop cua x, ky hiéu la
| ¢ (x), dwoc dinh nghia la xdc sudt ma hai phan tir ngdu nhién cia x la giong nhau.
Gia su chung ta ky hiéu tan sudt cia A, B, C, ..., Z trong x lan lwot la fO,f1, ...,
f 25 . Chiing ta cé thé chon hai phan tir cia x theo

(2") = n!(21(n-2)!) cdch. Véi mdi 0<i<25 , ¢6 (2" cdch chon cac phan tir
la i. Vivay, chung ta co cong thirc:
25

2
e (x) = oty

, 2
Bay gid, gia sir x 1 x4u vin ban tiéng Anh. Ta c6 I,(x) $ P2 =0.065
i=0

Vi du:
Cho ban ma trong hé mat ma Vigenere
CHREEV OAHMAE RATBIT XXWTNX BEEOPH | BSBOMQ | EQERBW
RVXUOA XXAOSXX
LXFPSK
VRVPRT ...CHR
ZBWELE
AMRVLO | ... WCHRQH | ...
PEEWEV | KAKOE WADREM | XMTBHHC HRTKDN | VRCHR CLQOHP
WQAIW XNRMGW OIlIFKBE

Bangl.2: Ban ma trong hé mdt ma Vigenere
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« Theo phuong phéap Kasiski, dau tién xdu CHR xudt hién ¢ 4 vi tri trong ban
ma, 1an luot 1a: 1, 166, 236 va 286. Khoang cach gilra cac xau la 165, 235 va 285.
Uéc sb chung 16n nhét cua cac sd nay 1a 5. Vay ta c6 m =5.

« Theo phuong phép chi sb tring hop, voi m=1 thi chi s6 trung hop 13 1(X) =
0.045; m=2, 1.(x)=0.046 va 0.041; m=3, 1,(x)=0.043, 0.050, 0.047; m=4,
I.(x)=0.042, 0.039, 0.046, 0.040; m=5, I,(x)=0.063, 0.068, 0.069, 0.072; Ta dung va
nhan dugc m = 5.

Pé xac dinh khoa m4, ta stir dung phuong phap thong ké sau day:

Gid stk x=x 1X2..xnva y=y1y2..yn’la hai xdu c¢é n va n’ ky tw . Chi s6
tring hop twong quan cia x va y, ky hiéu la MI ¢ (x,y), dwoc dinh nghia la xdc sudt
ma mot phan tir ngdu nhién ciia x bang mét phdn tir ngau nhién ciia y. Néu chiing ta
ky hiéu tan suat cia A, B, C, ..., 7 trong x va y lan lwotlaf0,f1, ..., f25.vaf 0,
1, .., 125, Th:

25

2
Mlc(x,y):r']ir(]’. fifi

Bay gio, gia st x,y 1a x4u van ban tiéng Anh. Ta c6 MI(X;,y;) 0.065

Vi du:

Gia sit m=5 nhu ta da thuc hién & trén. Theo phuong phéap théng ké [11] ta tim
duogc khoa ma l1a: JANET. Vay ban tin ro s€ 1a: the almond tree was in ...
1.2.6 Cac tinh nang trong RainbowCrack:

> Tich hop cong cu Full time-memory tradeoff, bao gébm cac xur 1y trén
rainbow table , sip xép, chuyén ddi va tra ctru

> HOb tro rainbow table ctia bat ky thuat toan bam

> Hb tro rainbow table cua bat ky ky tu

> Hb trg rainbow table trong dinh dang tap tin nguyén (rt.) Va dinh dang file
nén (. Rtc)

> Tinh toan vé hd tro xir 1y da 15i

> HO tro tinh toan trén GPU (thong qua cong nghé NVIDIA CUDA)

> HO tro tinh toan trén da GPU (thong qua cong nghé NVIDIA CUDA)

> Thong nhit dinh dang tap tin rainbow table trén tit ca cac hé diéu hanh hd
tro

> Giao dién nguoi dung dong 1énh
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> Giao dién ngudi dung d6 hoa (Windows) ,chay trén Windows XP 32-bit,
Windows Vista 32-bit va Windows 7 32-bit.

v v v v v v
Hinh 1.1: Cadc tinh ndng trong RainbowCrack
1.2.7 Cdc céong cu va méi quan hé giia chiing trong RainbowCrack.

Phan mém RainbowCrack bao gdm nim cong cu: rtgen, rtsort, rt2rtc, rtc2rt

va rcrack. Hinh dudi day giai thich mdéi quan hé gitra cac cong cu.

rt2rto ;
Start Point End Point Staret Point End Point
+ =0 2 +: t sz L — nb tabl =
% =1 c % =a s _ rainkow = .xeal
Sz 1 53 <)
23 =2 =24 &
S4a 5 S1 e Start Point End Point
N N f=t=4 1
unsorted rainbow table (.rt) rainbow table {(.rt) =0 3
rt2rtoc =4 5
with —m and -p option o1 -
THIS OPERATION MAY DISCARD SOME RATNEOW CHATNS!

perfect raimbow table (.rtc)

with -5 option
rtozrt ; rtsort ;

hash

wnaror - . .

RainbowCrack Tool Suites

rorack or rorack cuda plaincext

Hinhl.2: Cic cong cu ciia Phin mém RainbowCrack
1.3 Xay dung RainbowCrack:
4 RainbowCrack techniqueis the implementation of Philippe Oechslin's
faster time-memory trade-off technique.

% RainbowCrack lam viéc dua trén viéc tinh trude tit ca password co thé

4 Sau khi qué trinh time-consuming nay hoan thanh,password va thong tin
khéc dugc ma hoéa ctuia chiing dugc chira trong mdt file goi la rainbow table

+ Mot password dugc mi hoa co thé duogc so sanh nhanh véi gia tri chta
trong table va bé khoa trong mot vai gidy.

4 Rainbow tables nho s& lam giam nhu cau luu trit va ting hiéu suit cua

cong cu rcrack.
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* Ophcrack 1a cong cu bé khoa password ap dung k¥ thuat rainbow table.

= RainbowCrack bao gdém ba cong cu duoc s dung trinh ty dé thuc hién
nhimng diéu sau.

Budc 1: Sir dung chuwong trinh rtgen dé tao ra cac rainbow tables.

Budc 2: chuong trinh rtsort str dung dé sip xép bang cau vong dugc tao

ra bdi rtgen.

Budc 3: St dung chwong trinh rerack dé tra ctru rainbow tables dugc sap xép
theo rtsort.

RainbowCrack Algorithm

Hash
—

Reduce

Reduce

Hash ! Reduce

adf453

linux23

Hinh 1.3: Giao dién cua Rainbow Crack
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Budrc 1: Sir dung chwong trinh rtgen dé tao ra cac bang ciu vong

Cu phép cua dong Iénh la:

_rtgen hash_algorithm charset plaintext_len_min plaintext_len_max

table_index chain_len chain_num part_index.

Giai thich cac thong sb :

Tham so

Ynghia

hash_algorithm

Céc thuat toan bam (LM, NTLM, mdS... ) dugc st dung

trong bang cau vong.

Charset

Céc ky tu cua tat ca cac plaintexts trong bang cau vong.

Tat ca cac ky tu co thé dugc dinh nghia trong file charset.txt.

plaintext_len_min
plaintext_len_max

Hai tham s0 nay x4c dinh do dai cia tat ca cac plaintexts
trong bang cau vong. Néu ky tu 1a sd, plaintext len min 13
1, va plaintext_len_max la 5. Sau do, plaintext 1a "12345" ¢6
thé bao gém trong bang, nhung "123456" s& khong duoc
tinh.

table_index
chain_len
chain_len
chain_num
chain_num
part_index
part_index

table index la cac "chtc nang lam gidm" duogc st dung
trong bang cau vong.

chain_len 14 d6 dai ciia mdi "chudi cau vong" trong bang cau
vong.

Mot "rainbow chain" c¢6 kich thudce 16 byte la don vi nho
nhat trong mot rainbow table. Mot rainbow table c6 chira rat
nhiéu cac chudi cau vong

chain_num 1a sb lwong cac chudi cdu vong trong rainbow
table

part_index xac dinh "diém bit dau" trong mdi chudi cau
Véng duoc tao ra nhu thé nao. N6 phai 1a mot sb (hoac bét

dau bang sb mot) trong RainbowCrack .
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Cau hinh dugc dua ra dudi day s€ san sang cho cong viéc can tién hanh

hash_algorithm

LM, NTLM hoac mdS

Charset

alpha-sb =
[ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789]

hoic

loweralpha-sb = [abcdefghijklmnopqrstuvwxyz0123456789]

plaintext_len_min

1

plaintext_len_max 7

chain_len 3800

chain_num 33554432

Key space 3671+367"2+36"3+36"4+36"5+36"6+36"7=
80603140212
Key space 1a s plaintexts co thé cho cac plaintext len min,
charset va plaintext len_max chon.

kich c& bang 3GB

ty 1¢ thanh cong 0.999
Thuat toan The time-memory tradeoff 13 mot thuat toan xac suét.
Du céc tham s6 duoc lua chon, ludn ludn c6 xac suat ma cac chir
tho trong bo ky tu lua chon va pham vi chiéu dai plaintext 1a
khong duge. Ty 1¢ thanh cong 13 99,9% véi cac tham s6 dugce sir
dung trong vi du nay.

bang hé¢ 1énh Cac I¢énh rtgen dugc stir dung dé tao ra céc bang cau V(‘A)ng la:

rtgen md>5 loweralpha-numeric 1 7 0 3800 33554432 0 rtgen md5
loweralpha-sb 1 7 0 3800 33554432 0
rtgen md5 loweralpha-numeric 1 7 1 3800 33554432 0 rtgen md5
loweralpha-s 1 7 1 3800 33554432 0
rtgen md5 loweralpha-numeric 1 7 2 3800 33554432 0 rtgen md5
loweralpha-s6 1 7 2 3800 33554432 0
rtgen md5 loweralpha-numeric 1 7 3 3800 33554432 0 rtgen md5
loweralpha-s6 1 7 3 3800 33554432 0
rtgen md5 loweralpha-numeric 1 7 4 3800 33554432 0 rtgen md5
loweralpha-sb 1 7 4 3800 33554432 0
rtgen md5 loweralpha-numeric 1 7 5 3800 33554432 0 rtgen md5
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loweralpha-s 17 5 3800 33554432 0

voi "alpha-so0".

chir thuong 1a plaintext .

Néu table NTLM hodc table LM 1a mong mudn, thay thé "md5"
trong cau Iénh trén voi "NTLM" hoac "LM". Néu bd ky tu chir-

s6 1a mong mudn, thay thé "loweralpha-sd" trong céu 1énh trén

Néu LM table s& dugc tao ra, nén CONFIRM bd ky tu 1a chit-sb

thay vi loweralpha-sd. Céc thuat toan Im khong bao gid sir dung

Dé tao ra bang rainbow. Vao thu muc RainbowCrack, va thyc hién 1énh sau:

rtgen md5 loweralpha-numeric 1 7 0 3800 33554432 0 rtgen md5 loweralpha-sé 1

703800 33554432 0

Khi 1énh duoc hoan tit, mét file c6 tén "md5 loweralpha-sé # 1-
7 0 3800x33554432_0.rt" co kich thude 512 MB s& duoc dit dung chd. Tén file

1a tat ca cac tham s6 dong 1énh dugc két ndi, voi phan mé rong "rt". Chuong trinh

rcrack can mau thong tin nay dé bi€t cac tham so6 cua bang cau vong.Vi vay, dung

doi tén file.

Céc table con lai ¢ thé duoc tao ra véi cac lénh:
rtgen md5 loweralpha-numeric 1 7 1 3800 33554432 0 rtgen md5 loweralpha-sd
3800 33554432
rtgen md5 loweralpha-numeric 1 7 2 3800 33554432 0 rtgen md5 loweralpha-sd
3800 33554432
rtgen md5 loweralpha-numeric 1 7 3 3800 33554432 0 rtgen md5 loweralpha-sd
3800 33554432
rtgen md5 loweralpha-numeric 1 7 4 3800 33554432 0 rtgen md5 loweralpha-sd
3800 33554432
rtgen md5 loweralpha-numeric 1 7 5 3800 33554432 0 rtgen md5 loweralpha-sd
3800 33554432 0

Cubi cting, nhimg file nay duogc tao ra:

171
0
172
0
173
0
174
0
175

md5_loweralpha-numeric#1-7_0_3800x33554432_0.rt  512MB md5_loweralpha-s #

1-7_0_3800x33554432_0.rt 512MB

md5_loweralpha-numeric#1-7_1_3800x33554432_0.rt  512MB md5_loweralpha-s #

1-7_1 3800x33554432_0.rt 512MB

md5_loweralpha-numeric#1-7_2_3800x33554432_0.rt 512MB md5_loweralpha-s6 #

S6 héa béi Trung tdm Hoc liéu - DHTN  http://www.lrc.tnu.edu.vn




14

1-7_2 3800x33554432_0.rt 512MB
md5_loweralpha-numeric#1-7_3 3800x33554432_0.rt 512MB md5_loweralpha-s #
1-7_3 3800x33554432_0.rt 512MB
md5_loweralpha-numeric#1-7_4 3800x33554432_0.rt  512MB md5_loweralpha-s #
1-7_4 3800x33554432_0.rt 512MB
md5_loweralpha-numeric#1-7_5 3800x33554432_0.rt  512MB md5_loweralpha-s #
1-7_5 3800x33554432_0.rt 512MB
Luc nay tién trinh tao rainbow table hoan thanh.
Buéc 2: Chwong trinh rtsort sir dung dé sip xép rainbow tables

Nhitng rainbow tables dugc tao ra boi rtgen can mot sé xtr 1y cu thé dé lam
cho bang tra ctru d& dang hon. Chuong trinh rtsort dugc st dung dé sip xép céc
"diém cudi" cua tit ca rainbow chains trong mot rainbow table.
Str dung cac 1énh sau day:
rtsort md5_loweralpha-numeric#1-7_0_3800x33554432_0.rt rtsort md5_loweralpha-sb 1-
7_0_3800x33554432_0.rt
rtsort md5_loweralpha-numeric#1-7_1_3800x33554432_0.rt rtsort md5_loweralpha-sb #
1-7_1 3800x33554432_0.rt
rtsort md5_loweralpha-numeric#1-7_2_3800x33554432_0.rt rtsort md5_loweralpha-sb #
1-7_2 3800x33554432_0.rt
rtsort md5_loweralpha-numeric#1-7_3_3800x33554432_0.rt rtsort md5_loweralpha-sd #
1-7_3 3800x33554432_0.rt
rtsort md5_loweralpha-numeric#1-7_4 3800x33554432_0.rt rtsort md5_loweralpha-sd #
1-7_4 3800x33554432_0.rt
rtsort md5_loweralpha-numeric#1-7_5_3800x33554432_0.rt rtsort md5_loweralpha-sb #
1-7_5 3800x33554432_0.rt

MGdi 1énh & trén mat khoang 1 dén 2 phut dé hoan thanh. Chuong trinh rtsort
s& ghi nhan rainbow table di dugc sap xép cac tap tin gc.

Bay gio tién trinh sap xép rainbow table hoan thanh.

Buéc 3: Sir dung chwong trinh rerack dé tra ciru rainbow tables

Chuong trinh rerack duoc st dung dé tra ctru cac bang cau vong. N6 chi
chap nhan cac rainbow tables da sip xép va dit trong thu muyc ¢: \ rt, dé crack bam

don dong 1énh s€ 1a:
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rcrack c:\rt\*.rt -h  your_hash_comes_here rcrack c: \ rt \ * rt-h
your_hash_comes_here

Pé crack nhiéu bam, dit tat ca bam trong mot file vin ban vdi modi bam 1a
mot dong. Va sau do chi dinh tén file trong dong 1€nh rcrack:

rcrack c:\rt\*.rt -1 hash_list_file rcrack c: \ rt\ *. rt-l hash_list_file

Néu cac bang cau vong tao ra dung thuat toan LM , chuong trinh hd trg dic
biét rcrack da cho ndé véi "-f" chuyén 1énh. MGt bai bam tdp tin ¢ dinh dang
pwdump duoc yéu cau 1am dau vao cho chuong trinh rcrack. Tép tin s& trong nhu
thé nay:

Administrator:500:1c3a2b6d939a1021aad3b435b51404ee:e24106942bf38b
cf57a6a4b29016eff6:::Guest:501:a296c9e4267e9badaad3b435b51404ee:9d978d
da95e5185bbedadb3ae00f84b4:::

Céc tap tin pwdump 13 dau ra caa pwdump2, pwdump3 hoic cac tién ich
khac. N6 chtra ca LMhash va NTLM hash .

Pé crack hashes LM trong file pwdump, str dung 1énh sau day:

rcrack c:\rt\*.rt -f pwdump_file rcrack c: \ rt \ *. rt-f pwdump_file

Céc thuat toan bam LM chuyén doi tat ca chit thuong trong plaintext thanh
chir hoa, két qua 1a tit ca cac plaintexts nit qua bam LM khong bao gio co chir
thuong, trong khi plaintext thuc té co thé chtra chit thuong. Chuong trinh rerack sé
¢ gang 1am diéu chinh trudng hop v6i NTLM hashes dugc luu trit trong cing mot
tap tin va cho ra ban original plaintext .

1.4 Thuin toan MDS
1.4.1 Gioi thiéu thudt to,n:

MD5 ®-ic ph.,t tribn wvp kO théa t& MD4 do vEy vO c—
bdn MD5 vEn cd nhiOu nPt ®Ec tr-ng t--ng tu nh- MD4.
Nh-ng thay vx s6 déng 4 vBng trong MD4, MD5 ®: so dong 4
vRng vii mét seé hpm phec t'p h-n.

ThuEt to,n thuc hiOn ®Cu vpo lp mét th«ng b,o cd ®é
dpi bEt ku vp xOy dung mét ®Cu ra lp mét th«ng b,o 128
bit rét gan. S§Cu vpo x6 1ly c,c khei bit cd ® & dpi 512
bit.
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Qu, trxnh xOy dung th«ng b,o rét gidn thukt to,n thuc

hiOn mét sé b-ic sau:
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B-ic 1: Mé réng vp g¥%n th®m c,c bit.

Cho th«ng b,o x ®-ic bidu didn b»ng mét dBRng bit,
|x| 1u ® dpi cAa x. Ta s9n sinh M = M[O]M[1]..... M[N-
1], trong ® M[i] 1lp dBng bit cd ®& dpi 32 bit, gai mci
M[i] 1lup mét td, nh- sau:
Be sung 1 vpo x, rai th®m d sé 0 néi vpo kOt quq 64 bit,
nd bidu didn nhbP phGn cia x| (nou cCn thidt ca thd roét
gan modul 2°) soa cho ®& dpi cfia th«ng b.o mii chia hOt
cho 512. Nh- vEy, |M| chia hOt cho 32 (vx 512 chia hOt
32). H-n n+a N lp mét sé chia hOt cho 16 (vx 512 = 32 x
16) .

C«ng thegc chung ® t¥Ynh d nh- sau:

M=x || 11| 0*]] 1, trong® |1|] = 64

M= x|+ 1+ d + 64 =0 mod 512

d = -65 - (|x|lmod 512) = 447 - (|x|mod 512). Nh-ng
d> 0:

SEt o = (|x|mod 512).

NOu o> 447 thx d = 447 + 512 - «.

NOu a< 447 thx d = 447-a.

B-ic 2: Mé réng ®é dpi

§é& dpi th«ng b,o nguy®n thul ®-ic bidu didn bw»ng
mét chuci 64 bit (tr-ic khi thuc hiOn viOc m& réng).
Th«ng b,o sI ®-ic mé réng sao cho ca kOt qui nh- b-ic
mét.

KOt quf ®Cu ti®*n cfia hai b-ic ®Cu sIn sinh mét
th«ng b,o. Th«ng b,o0 npy cd ® & dpi lu béi cfia mét se
nguy®n vii 512 bit ® dpi. Th«ng b,o mé& réng ®-ic bilu
didn nh- mét chuc¢i c.,c khéi 512 bit nh- Yy, , Yy ,..... ,
Y, , vx vEy teng ® dpi cfia th«ng b,o sI 1p L x 512 bit.
T--ng tu, kOt qui 1lp béi mét sé nguy?®n ciia 16 t&d (mci to
cd ® dpi 32 bit). Trong ® M[0 ... N-1] bidOu dibn c,c
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td ciia kOt qui th«ng b,o, vii N 1lp mét sé nguy®n vp N =
L * 16.
B-ic 3: Gi, trP ban ®Cu (khéi nguan) cfia bé ®0m MD

Bé& ®0m 128 bit ®-ic s déng ® l-u tr+ truc tidp vp kOt
qud cuéi cing cfia hpm hash. Bé ®m ®-ic thO hibn 1p 4
thanh ghi 32 bit (A, B, C, D). C,c thanh ghi npy ®-ic
nhEn gi, trP ban ®u lp c,c gi, trpP thEp 16c phGn d-ii
®0Cy:

0x01234567
O0x89%abcdef
C = Oxfedcbad8
D = 0x76543210
B-ic 4: X6 ly th«ng b,o trong c,c khei 512 bit (16

vy
[

to)

Néi dung ch¥Ynh cfia thuEt to,n 1lp phPp th¥nh module tr®n
4 vRBng cfia qu, trxnh x6 ly. Mci module ®-ic ®Ft mét nh:'n
Huyps , chéng ®-ic thO hiOn theo hxnh 1. Bén vBng ca cku
tréc nh- nhau, nh-ng m¢i hpm s6 déng c,c hpm logic
nguy®n thiy kh,c nhau, nh- c,c hpym F, G, H vp I ®-1c m«
ty chi tidt trong hxnh 2, bén vBng 1lp c,c nh'n fz , fg ,
fy , £f1 , c¢,c nh'n npuy chd ra r»ng m¢i vbBng cd chgc n'ng
cEu tréc teng qu.t 1lp nh- nhau, nh-ng f phé thuéc wvpo
c,c hyum nguy®n thiy (F, G, H, I).

L.Yﬁ_lZJ’J_IIS_M: bits §& dpi th«ng
K bifs » b,o
— 3 D64
Message V'
- - - - AN
l \\\\Q%n th®m té 1- 512
512 bits 512 bits
%%2 bits v, S Ej?,?lt§L4
512 l l 512
=192 Y
ABCD7L> Hups Hups 7L> Hyps 7L> ws  —>iE
12 128 B 128 bits
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Hinh 1.4: M6 hinh téng qudt san sinh théong bdo rit gon siv dung MD5
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51 MDy 1~

ABCD"’ fz(ABCD, Y

m oA a r

il B
ABCD'’ fq(ABCD, Y, ,
m 177 2701\
A B
T ABCD’' £y (ABCD, Y4 4
mTr 222 NAQ 1T\
A B
ABCD'’ £;(ABCD, Yy , T[49...64])

I ) R (B

jrlz

MDq+1

Hinh 1.5: M6 hinh biéu dién cong vigc xiv ly cdc khoi don 512 bit (Hyps)

Ché v mci vBng thuc hiOn nh- ®Cu vpo mét khéi hilOn
t'i 512 bit ®-ic x6 1y (Y,) vp bé ®m 128 bit ca gi, trb
ABCD vp cEp nhEt néi dung cfia bé ®0m. Mc¢i vBng t'o ra sd
déng 1/4 cfia mét table 64 phCn td T[l...64] ®-ic =xOy
dung td hum sine. PhCn t0 theg i1 cfia T 1lu T[i] cd gi, trb
b»ng mét phCn cfia se nguy®n (232 X abs(sin(i))), trong ®a
i t¥Ynh b»ng radians. Khi abs(sin(i)) 1lp mét sé n»m gi-+a

0 vp 1, thx mci phCn t6 cfia T 1lp mét sé nguy®n cid tho
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®-ic bidOu didn b»ng 32 bit nhP phGn. Trong bing xOy dung

mét c,ch ngku nhi®n mét tEp c,c mEu 32 bit,
npy ®-ic khd ®u ®En tr®n mét d+ 1idu wvpo.

c.c mEu bit

Bing 1 bilu

didn c.,c gi, trb cfia T ®-1ic xOy dung t& hum sine.

Bing 1 d-ii ®9y 1lp bing gi, trP cfia T.

T[1] = D76AA478
T[2] = E8C7B756
T[3] = 242070DB
T[4] = CIBDCEEE
T[5] = F57COFAF
T[6] = 4787C62A
T[7] = A8304613
T[8] = FD469501
T[9] = 698098D8
T[10] = 8B44F7AF
T[11] = FFFF5BB1
T[12] = 895CD7EB
T[13] = 6B901122
T[14] = FD987193
T[15] = AB679438E
T[16] = 49B40821

T[17] = F61E2562
T[18] = C040B340
T[19] = 265E5A51
T[20] =
E9B6CTAA

T[21] = D62F105D
T[22] = 02441453
T[23] = D8ALE6S1
T[24] = ETD3FBC8
T[25] = 21LE1CDE6
T[26] = C33707D6
T[27] = FAD50D87
T[28] = 455A14ED
T[29] = A9E3E905
T[30] = FCEFAS3F8
T[31] = 676F02D9
T[32] = 8D2A4C8A

T[33] = FFFA3942
T[34] = 8771F681
T[35] = 69D96122
T[36] = FDE5380C
T[37] = A4BEEA44
T[38] =
4ADFCFA9

T[39] = F6BB4B60
T[40] =
BEBFBC70

T[41] = 28987EC6
T[42] = EAAL27FA
T[43] = DAEF3085
T[44] = 04881D05
T[45] = DAD9ID039
T[46] = GEDBOYES
T[47] = IFA27CF8
T[48] = C4AC5665

T[49] = F4292244
T[50] = 432AFF97
T[51] = AB9423A7
T[52] = FC93A039
T[53] = 655B59C3
T[54] = 8FOCCCO2
T[55] = FFEFF47D
T[56] = 85845DD1
T[57] = 6FAS7E4F
T[58] = FE2CE6EQ
T[59] = A3014314
T[60] = AE0811A1
T[61] = F7537E82
T[62] = BD3AF235
T[63] =
2AD7D2BB

T[64] = EB68D391

B-ic 5: SCu ra:

Sau khi tEt c9 L kheéi
®Cu ra td tCng thg L 1lp th«ng b,o 128 bit rbét gan.

512 bit ®:- ®ugc x0 1y,

thx

Chéng ta nghi?n cegu chi ti0t h-n viOc x6 ly m@gc logic

trong 4 vBng cfla m¢i khei 512 bit.

M¢i vBng bao gam mét

chuci 16 b-ic x6 1y tr®n bé ®m ABCD. Mci b-ic bidu dibn

theo c«ng thgc d-ii ®Oy:

a < b + CLSs (a + g(b,c,d)

Trong ®a:

+ X[k]

+ T[1])
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a, b, c, d = 4 t5 ciia bé ®m, ®-ic ch@ rad trEt tu qua
mci b-ic nhEy.

g = 1lp mét trong 4 hpym nguy®n thud F, G, H,
I.

CLSq = quay vRng dbch tr i cfia 32 bit argument béi s
bit.

X[k] = M[g*1l6 + k] = bit thg k trong 32 bit ciia

mét td trong bit thg g
cfia mét khei 512 bit cfia th«ng b, o.
T[i] = bit thg i cfla td 32 bit trong ma trEn

= céng modulo 2°2.
M« hxnh ®-ic th® hiOn nh- sau:

a b c d

Nl

D P o
=<
o~

CLSS

Hinh 1.6: Céc yéu to ciia MD5
Mét trong 4 hpm logic nguy®n thul ®-ic s6 déng cho
mci vBng cfia thuEt to,n. Mci hpm nguy®n thuG thuc hiOn 3
td 32 bit ®Cu vpo vp ®-a ra mét td 32 bit ®Cu ra. Mci
hpm thuc hiOn mét tEp c.,c phPp ®iOu khibn logic c,c bit,
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vx vEy bY¥t thg n cfla ®Cu ra lp mét hpm cfia bit thg n cfia
3 ®Cu vpo.

Tam t¥%t ¢,c hum nh- sau:

Round Primitive function g G(b,c,d)
fr F(b,c,d) (b.c)v((~b).d)
fe G(b,c,d) (b.d)v(c.(~d))
fH H(b,C,d) b®cdd
f| |(b,C,d) ) (b . ("'d))

C.c phPp to.n logic (AND, OR, NOT, XOR) ®-ic bibOu dibn
b»ng c.c bidu t-ing

(., v, ~, @ ). Hm F lp hpm ®0u kiOn: if b
then ¢ else d. T--ng tu G cd thO ®-ic x,c ®bnh if d then
b else c. Hum H xOy dung bit kiOm tra ch¥n 11.
Bing d-ii ®y 1lp bdng ch@n l1ly cfia 4 hpm kO tren.
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| R R R O O o o T
RO O Rk O o O
R O k| O k| O k|l O a
R P O O F O kb O T
R R RO Ok O O 6
R O Ok O + - o I
OO R Rkr LR O O Bk

1.4.2 Thudt toan MD5
/* Qu, trxnh x6 1y thuc hiOn téng khéi 512 bit (16 to)
*/
For g=0 to (N/16)-1 do
/* Copy khei i vpo X */
For j=0 to 15 do
Set X[]J] to M[g*l6e + 7]
end /* KOt théc vBng 1lEp trong j */

/* L-u gi, trpP cfia A vpo AA, B vpo BB, C vwpo CC, wvp D

vpo DD */
AA = A
BB =B
CC = C
DD = D

/* Round 1 */
/* Cho [abcd k s i] ®-ic thO hiOn béi c«ng thgc t¥nh
nh- sau
a=Db+ ((a + F(b,c,d) + X[k] + T[i]) << s)
Thuc hiOn 16 phbp t¥nh d-ii ®Oy: */
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[ABCD 0 7 1]
[DABC 1 12 2]
[CDAB 2 17 3]
[BCDA 3 22 4]
[ABCD 4 7 5]
[DABC 5 12 6]
[CDAB 6 17 7]
[BCDA 7 22 §]
[ABCD 8 7 9]
[DABC 9 12 10]
[CDAB 10 17 11]
[BCDA 11 22 12]
[ABCD 12 7 13]
[DABC 13 12 14]
[CDAB 14 17 15]
[BCDA 15 22 16]
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/* Round 2 */

/* BiOu thegc [abcd k s 1] ®-1ic thO hilOn béi c«ng thec

t¥nh nh- sau

a=>b+ ((a + F(b,c,d) + X[k] + T[i]) << s8)
Thuc hiOn 16 phbp t¥nh d-ii ®Oy: */

[ABCD 1 5 17]
[DABC 6 9 18]
[CDAB 11 14 19]
[BCDA 0 20 20]
[ABCD 5 5 2]
[DABC 10 9 22]
[CDAB 15 14 23]
[BCDA 4 20 24]
[ABCD 9 5 25]
[DABC 14 9 26]
[CDAB 3 14 27]
[BCDA 8 20 28]
[ABCD 13 5 29]
[DABC 2 9 30]
[CDAB 7 14 31]
[BCDA 12 20 32]
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/* Round 3 */

/* Cho [abcd k s i] ®-1ic thd hidOn béi c«ng thgc

t¥nh nh- sau

a=>b + ((a + F(b,c,d) + X[k] + T[i]) << s8)

Thuc hiOn 16 phbp t¥nh d-ii ®Oy: */
[ABCD 5 4 33]
[DABC 8 11 34]
[CDAB 11 16 35]
[BCDA 14 23 36]
[ABCD 1 4 37]
[DABC 4 11 38]
[CDAB 7 16 39]
[BCDA 10 23 40]
[ABCD 13 4 41]
[DABC 0 11 42]
[CDAB 3 16 43]
[BCDA 6 23 44]
[ABCD 9 4 45]
[DABC 12 11 46]
[CDAB 15 16 47]
[BCDA 2 23 48]
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/* Round 4 */
/* Cho [abcd k s i] ®-ic thd hibOn bé&i c«ng thec
t¥nh nh- sau
a=>b + ((a + F(b,c,d) + X[k] + T[i]) << s8)
Thuc hiOn 16 phbp t¥nh d-ii ®Oy: */
[ABCD 0 6 49]
[DABC 7 10 50]
[CDAB 14 15 51]
[BCDA 5 21 52]
[ABCD 12 6 53]
[DABC 3 10 54]
[CDAB 10 15 55]
[BCDA 1 21 56]
[ABCD 8 6 57]
[DABC 15 10 58]
[CDAB 6 15 59]
[BCDA 13 21 60]
[ABCD 4 6 61]
[DABC 11 10 62]
[CDAB 14 15 63]
[BCDA 5 21 64]
/* T'ng gi, trP ciia A, B, C, D b»ng c,ch céng 1'i vii
c,c gi, trp 1l-u kOt qui trong trong b-ic tr?n. C,c gi,
trP 1-u lu AA, BB, CC, DD */
A = A + AA
B =B + BB
cC =C+ CC
D =D + DD
end. /* KOt théc vBng lEp trong g */
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Chwong 2: KY THUAT TAN CONG RAINBOW POI VOI RC4

Noi dung ctia chuwong nay 1a chung ta chi ra dugc cac ky thuat tin cong mat
khau, cac phuong phap phan tich ma ngudn cua cac nghién ciru co lién quan, bao
gdém dy an Rainbow Project phién ban 1.2; hé phian mém Abi-Word phién ban 2.4.6
va phan mém Wecracker. Trén co sé nhiing phan tich ké trén dé tién hanh xay dung
cac k¥ thuat ma dé tai da ding ky thuc hién.

2.1. Céc k¥ thuit tin cong mat khau
2.1.1 Ky thudt tin céng Bruteforce.

Bruteforce 13 cach thire thir tit ca cac kha ning c6 thé cd dé doan cac thong
tin c4d nhan dang nhap: tai khoan, mat khau, sb thé tin dung...Nhiéu hé théng cho
phép st dung mat khau hodc thuat toAn ma hoa yéu s& tao diéu kién cho tin tic sir
dung phuong phap tin cong nay dé doan tai khoan va mat khau dang nhap. Sau d6
st dung cac thong tin ndy dé dang nhap truy cép vao tai nguyén hé thong.

Bién phap phong tranh: Tang cuong dd manh cho mat khau (D¢ dai it nhét 6
ky tu, khong chtra chudi username, chtra it nhét 1 ky tu sb, chira it nhat 1 ky tu dac
biét, khong cho phép thay doi mat khau trung lip dd st dung, quan ly, diéu khién
thong bao 161)

St dung co ché chimg thyc (Basic hodc Digest Authentication).Han ché sd
lan dang nhap hoic khoa tai khoan dang nhap sai Str dung module Mod Dosevasive
dé xac dinh dau hiéu cua kiéu tin cong nay
2.2.2. Ky thudt tén céng vao hé thong cé ciu hinh khéng an toan.

Céu hinh khong an toan ciing 1a mot 16 hong bao mat cia hé théng. Cac 15
hong nay dugc tao ra do cic ung dung co cac thiét 1ap khong an toan hoic ngudi
quan tri hé thong dinh cau hinh khong an toan. Chang han nhu ciu hinh may chi
web cho phép ai ciing ¢6 quyén duyét qua hé thong thu muc. Viée thiét 1ap nhu trén
c6 thé 1am 16 cac thong tin nhay cam nhu md ngudn, mat khau hay céac thong tin cia
khach hang.

Néu quan tri hé thong cau hinh hé théng khong an toan s& rat nguy hiém vi
néu ngudi tin cong duyét qua duoc cac file pass thi ho c6 thé download va giai ma

ra, khi d6 ho c6 thé 1am dugc nhiéu thi trén hé thong.
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2.2.3. Ky thudt tin céng ding Cookies.

Cookie 13 nhitng phan tir dit liéu nho cé cdu trac duoc chia sé gitra website va
trinh duyét ciia nguoi dung.

Cookies dugc luu trlt dudi nhitng file dit liéu nhd dang text (size dudi 4KB).
Chung dugc céc site tao ra dé luu trix, truy tim, nhéan biét cac thong tin vé nguoi
dung da ghé tham site va nhitng ving ma ho di qua trong site. Nhitng thong tin nay
c6 thé bao gém tén, dinh danh nguoi dung, mat khau, s& thich, théi quen,

Cookies duogc Browser ctia nguoi ding chap nhan luu trén dia cimg ctia may
tinh, khong phai Browser nao ciing ho tro cookies.

2.2.4. Ky thudt time — memory trade —off (TMTO) dp dung trong bai todn tin
cong mdt ma.

K§ thuat danh d6i bo nhd - thoi gian con c6 tén goi khac 1a danh d6i khong
gian- thoi gian (Time Memory Trade-Off (TMTO) dung dé chi viéc st dung bd nhé
Iuu trir dit li¢u tinh toan trudc voi muc dich giam thoi gian tinh toan dbi v6i mot
thao tac cy thé. Pay 1a k¥ thuat dugc ap dung trong mot s6 bai toan co thé chia thao
tac tinh toan thanh hai phén: tinh todn trudc va tra ctru dit liéu da chuan bi trude.
Néu tinh toan va luu trit truée dugc cang nhiéu thi thoi gian giai mot bai toan cu thé
s€ chi tuong duong véi thoi gian tra clru.

Céc phuong tién luu trif may tinh ngay mdét 16n hon lam cho kha nang ung
dung k¥ thuat TMTO ngay cang hién thuc va hién nay c6 nhiéu tng dung sir dung
k¥ thuat nay dé giai quyét cac van dé vé toc do va bo nhd luu trit nhu: cac bai toan
lién quan dén tra ctu bang dir li€u, bai toan luu trir dir liéu dang nén, bai toan luu
trir thudt toan, luu trir két qua hinh anh trong hién thi cong thiic toan hoc trén trang
HTML,...

K¥ thuit mat ma can lam viéc véi mot khong gian dir liéu 16n (khong gian
khoéa). Tuy nhién, & mot s6 ché d6 lam viéc, c6 thé td chirc tinh toan sin cac ban ma
6 thé ctia mot ban rd dé thanh 1ap mot tir dién tra ciru cho phép mé hoa va giai ma
nhanh. M4 tham c6 thé lgi dung tinh chat nay dé tdn cong mat ma (kiéu tan cong

Brute- Force) néu c¢6 du b nhé
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2.2.5. Ky thudt RainbowCrack:

RainbowCrack 1a chwong trinh tao ra cic bang cau vong duoc dung dé crack
password da dugc ma hoa. La cong cu bé khda mat khau "manh mé&" rat hiéu qua va
giam thiéu thoi gian crack Password.

Rainbow Table 1a mot bang lookup dua ra mot Time-Memory Trade-Off duoc st
dung dé khoi phuc mat khau dang text tir mot password hash (bam). Cac chuong
trinh thudng st dung giai thuat bam (hash) dé luu trir mat khau, Rainbow Table

duoc str dung dé lam nguoc lai qua trinh hash.

Q gl = he = h3 Q
= " = = = Ay
2 hz h3 — 5 hs S
= " = = = =
1 h =2 ha = 1 (gl 1
start of end of
chain chain
password given
hash

Hinh 2.1: Bdng ciu vong-Rainbow Table
Thong thudng cac chuong trinh do tim mat khau thuong dung Brute Force
Attach dé thir voi s luong rat 10n cac ky tu. Véi may tinh hién nay, viéc thir nay
chi ¢6 hiéu qua khi chiéu dai ciia mat khau it hon 8 ky tw. V&i mat khau dai 7 ky tu
va bao gém tat ca cac ky tu thi thoi gian do tim theo kiéu Brute Force Attach méat
khoang 30 ngdy. Tat nhién v&i mot s tinh niang gan kém nhu tir dién, thuat toan
thir,... thi khoang thoi gian nay s& duoc rat ngan di, nhung khong dang ké. Néu st
dung Rainbow Table, thoi gian nay khoang 40 phut.
2.2.6 Xdc thwe mdt khau bdo mdt van bdn biang MS- Word 2007
MS-Word 2007 sir dung thuat toan mat ma RC4 v&i co ché xac thuc mat
khéau kha phuc tap, c6 st dung mudi mat khau (gia tri duoc sinh ngau nhién cho moi
tép van ban) va s6 nhan dang mdi vin ban (DOCID). Piéu nay giy can trd cho viéc
g dung truc tiép k¥ thuat TMTO tan cong khoéa ma RC4 vé6i cac ban ma tinh toan
trude. Sau khi xac dinh duge co ché mat khau, D¢ tai phai chuyén huéng sang tin
cong tim khoa md RC4 tai thoi diém sir dung gia tri bam MDS5 dé khoi tao khoa ma

trong so dd xac thuc mat khau ma MS-Word ung dung.
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2.2.6.1 Luoc do xdc thue mdt khau bdo mdt van ban

pé xay dung duoc lugc dd xéac thuc mat khau trong MS-Word, Pé tai phai
tién hanh viéc khéo sat toan bd cac thu vién ma nguén cua Abi-Word v6i nhiing
murc d§ phan tich khac nhau. Qua do, xac dinh dugc thu vién ¢t 151 thuc hién xéc
thue mat khau cia van ban. TUr thu vién ndy, Dé tai tiép tuc xdy dung hudng két
hop gitta phuong phap TMTO va co ché xac thuc mat khau MS-Word dé timg dung
tan cong vao khau tao lap khoa cho RC4.

Phan tich mi cia cidc ham da néu & trén, luoc dd 11 bude sau thuc hién viéc
nhan mat khau do nguoil dung dua ra trén giao di¢n chuong trinh, xac nhan mat
khau ding va cudi cung 1 giai ma vin ban dé hién thi ndi dung trén giao dién
chuong trinh Abi-Word. Pay ciing 1a két qua chinh cia viéc nghién ctru bd phan

mém AbiWord 2.4.6 phuc vu muc ti€éu nghién ctru ciia Dé tai.

@

DoC_ID
«datatype»
Binary_Data
= 2
|
+Seek() ENC_SALT
+Read()
3
ENC_HASH_SALT
@]
«interface» (4) ) (6)
Dialog_Password Clear Password|——]  pwarray PHW(1..5) : MD5_CTX PHW(6) : MD5_CTX
+getPassword() — =
+setPassword()
RC4_ke

®

] (9)

Ji RC4_DEC (KEY, ENC_SALT) HASH (SALT) : MD5_CTX

«subsystem»
Verify Password

(10) [RC4_DEC(KEY, ENC_HASH_SALT) : MD5_CTX

—

«subsystem»
DecryptDoc

OK

RC4_DEC(KEY, Binary_Data

Hinh 2.2: Lwoc dé xdc thwe mit khau bdo mdt vin bén
Phuong phap TMTO chi c¢é thé tham gia vao lugc d6 xac thuc khoa thay thé

cho buéc (8): tao khéa RC 4 cho qua tinh xéac thuc bang so sanh cac gia tri bim
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MD5 & bude (9) va bude (10). Luoc do nay khong tao thuan loi cho phwong phap
TMTO do ¢6 téi hai gia tri ngdu nhién déi v6i mdi vin ban, d6 1a DOCID va SALT.
Dé tai thuc sy khong gip thuan loi nhu mong mudn ban dau. Tuy nhién, nhom
nghién ciru tiép tuc tim hiéu bo phadn mém RainbowCrack theo hudng tao cac khoa
quan hé dung thay thé cho budc (8) cia luge dd xac thuc khoa ctia MS-Word.
2.2.6.2 Cau triic b phan mém RainbowCrack

Bo phan mém RainbowCrack gdm hai thanh phan: 1) Tao cic bang Rainbow
béng cac thuat toan tao 1ap khoéa nhu SHA1, MDS, LMHash va tap ky tu dau vao
ma cac mat khau co thé st dung; va 2) Tén cong mat khau st dung cidc ham, bang
Rainbow phu hop.

Dua vao két qua nghién ctru ta thay rang, cac khoa RC4 dugc khai tao bang
MDS5, chi sir dung 5 byte dau tién cia mdi gia tri bam MDS5, nén Pé tai khong di
vao nghién ctru theo hudng tao cac bang Rainbow vi RC4 khoa cb dinh hodc ban
1o ¢b dinh co thé su dung dé tim khoa ding cho lugc dd xac thuc khoa MS-Word.
Huéng nghién ctru bd phan mém RainbowCrack duoc tp chung vao phan Tan cong
mat khau st dung ham bam MDS5. Mot sb bang MDS5 da duoc xay dung san sé tao
thuan lgi cho Dé tai.

Dé tai da nghién ctru k§ thuat TMTO nhanh theo hudng 1ap bang Rainbow cua
Philippe Oechslin. D6 1a co sé dé tim ra va di sdu nghién ctru bd phdn mém
RainbowCrack do Zhu Shuanglei shuanglei@hotmail.com nghién ctu cai dat.

RainbowCrack 1.1 duoc cong bé ma ngudn trén Internet. Nhung viéc nghién ctu
mi nguodn gip kho khin do tai liéu vé thiét ké cai dat ciing nhu nhitng mé ta & ngay
trong ma ngudn hau nhu khong co.

RainbowCrack gom 9 class:

- ChainWalkContext,

- ChainWalkSet,

- CrackEngine,

- ChainWalk,

- HashRoutine,

- HashSet,

- MemoryPool,

- SortedSegment va
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- RainbowChain.

Viéc nghién ciru ma ngudn Abi-Word giup dinh huéng sat thuc hon trong
nghién ctru mi ngudn ctia RainbowCrack. Trén co s& lya chon ham hash MD3, tin
cong TMTO d6i v6i ma hash MD5 duoc tién hanh timg budc, tir d6 dinh ra cac ham

chtrc ndng cu thé
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2.2.6.3Cdu triic tong thé bg phan mém RainbowCrack

1]

«topLevelPackage»
Static Model::-Top Package

]

Top Package::rainbowcrack

chainwalkcontext.h public.cpp

chainwalkset.h

hashalgorithm.cpp

1]

1]

crackengine.h

rainbowcrack.cpp

1]

1]

hashroutine.h

rainbowtabledump.cpp

hashset.h rainbowtablegenerate.cpp

memorypool.h

rainbowtablesort.cpp

[ ]

public.h

Hinh 2.3: Céu triic tong thé bp phin mém RainbowCrack
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2.2.6.4 Mot s6 ham chinh cia RainbowRack
a. RainbowCrack

«utility»rainbowcrack.cpp::Utility

+GetTableList()
+LMPasswordCorrectCase()
+LoadLMHashFromPwdumpFile()
+main()

+NormalizeHash()
+NTLMPasswordSeek()
+Usage()

b. HashRoutine

hashroutine.h::CHashRoutine

-vHashLen
-vHashRoutine
-vHashRoutineName

+CHashRoutine()
+~CHashRoutine()
-AddHashRoutine()
+GetAllHashRoutineName()
+GetHashRoutine()

c. ChainWalkSet

chainwalkset.h::CChainWalkSet

-m_IChainWalk
-m_nPlainLenMax
-m_nPlainLenMin
-m_nRainbowChainLen
-m_nRainbowTablelndex
-m_sHashRoutineName
-m_sPlainCharsetName
+CChainWalkSet()
+~CChainWalkSet()
-DiscardAll()
+DiscardWalk(inout pIndexE : unsigned __int64*)
+RequestWalk()
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d. ChainWalkContext

chainwalkcontext.h::CChainWalkContext

-m_Hash
-m_nHashlLen
-m_nindex
-m_nPlainCharsetlLen
-m_nPlainLen
-m_nPlainLenMax
-m_nPlainLenMin
-m_nPlainSpaceTotal

-m_nPlainSpaceUpToX
-m_nRainbowTablelndex

-m_nReduceOffset
-m_pHashRoutine
-m_Plain
-m_PlainCharset
-m_sHashRoutineName
-m_sPlainCharsetContent
-m_sPlainCharsetName

+CChainWalkContext()
+~CChainWalkContext()
+CheckHash(inout pHash : unsigned char*)
+Dump()

+GenerateRandomIndex()

+GetBinary()

+GetHash()

+GetHashLen()

+GetHashRoutineName()
+Getindex()

+GetPlain()

+GetPlainBinary()
+GetPlainCharsetContent()
+GetPlainCharsetName()
+GetPlainlenMax()

+GetPlainLenMin()
+GetPlainSpaceTotal()
+GetRainbowTablelndex()
+HashTolndex(in nPos : int)
+IndexToPlain()

-LoadCharset()

+PlainToHash()

+SetHash(inout pHash : unsigned char*)
+SetHashRoutine()

+Setindex(in nindex : unsigned __int64)
+SetPlainCharset()
+SetRainbowTablelndex()
+SetupWithPathName()
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e. CrackEngine

CCrackEngine

-m_cws
-m_fTotalCryptanalysisTime
-m_fTotalDiskAccessTime
-m_nTotalChainWalkStep
-m_nTotalChainWalkStepDueToFalseAlarm
-m_nTotalFalseAlarm

+CCrackEngine()

+~CCrackEngine()
-BinarySearch(RainbowChain*)
-CheckAlarm()
-GetChainindexRangeWithSameEndpoint()
+GetStatTotalChainWalkStep()
+GetStatTotalChainWalkStepDueToFalseAlarm()
+GetStatTotalCryptanalysisTime()
+GetStatTotalDiskAccessTime()
+GetStatTotalFalseAlarm()
-ResetStatistics()

+Run()

-SearchRainbowTable()
-SearchTableChunk()
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2.2.7 Céu triic phan mém Weracker
2.2.7.1 Phan mém Weracker

«utility» Utility

+theApp

+Transform(inout buf : unsigned long*, inout in : unsigned long*)

+wvMD5Final(inout mdContext : wMD5_CTX*)

+wvMDS5Init(inout mdContext : wwMD5_CTX*)

+wvMD5Update(inout mdContext : wMD5_CTX?*, inout inBuf : unsigned char*, in inLen : unsigned int)
+prepare_key(inout key_data_ptr : unsigned char*, in key_data_len : int, inout key : rc4_key*)
+rc4(inout buffer_ptr : unsigned char*, in buffer_len : int, inout key : rc4_key*)

+swap_byte(inout a : unsigned char*, inout b : unsigned char*)

+getRainbowHash(inout outBuf : unsigned char*, in inBuf : basic_string<char,std::char_traits<char>,std::allocator<char> >, in inlen : int, in pos : int)
+makekey(in block : unsigned int, inout key : rc4_key*, inout valContext : wwMD5_CTX*)

+strtohex(in strHex : basic_string<char,std::char_traits<char>,std::allocator<char> >)
+wvMD5StoreDigest(inout mdContext : wMD5_CTX*)

InputBox

-_messageEntries

+m_input_value

#messageMap

+InputBox(inout pParent : CWnd*)
#_GetBaseMessageMap()
#DoDataExchange(inout pDX : CDataExchange*)
#GetMessageMap()

CWCrackerView

-_messageEntries
+classCWCrackerView
-m_CrackFile
-m_passCheck
-m_password
#messageMap
-OptionDlg
-w95ID

-w971D
-W97TABLE
-wldent

#CWCrackerView()

+~CW~CrackerView()

#_GetBaseClass()

#_GetBaseMessageMap()

+AssertValid()

+CreateObject()

-DoCrack97(in docid[] : unsigned char, in salt[] : unsigned char, in hashedsalt[] : unsigned char, in Check : int)
+Dump(inout dc : CDumpContext&)

-EditReplaceAt(in str : CString)

-EditWriteString(in str : CString)

+GetDocument()

#GetMessageMap()

+GetRuntimeClass()

-Hash(inout str : unsigned char*, in start : int, in len : int)

-my_cmp(inout block1 : unsigned char*, inout block2 : unsigned char*, in b : unsigned int)
#OnBeginPrinting(inout pDC : CDC*, inout pinfo : CPrintinfo*)

#OnCrackCrack()

#OnCrackDec()

#OnCrackLoad()

+OnDraw(inout pDC : CDC*)

#OnEndPrinting(inout pDC : CDC*, inout pinfo : CPrintInfo*)

#OnOption()

#OnPreparePrinting(inout pinfo : CPrintinfo*)

#OnPrint(inout pDC : CDC*, inout pinfo : CPrintinfo*)

+PreCreateWindow(inout cs : tagCREATESTRUCTA&)

+PrintPageHeader(inout pDC : CDC*, inout plnfo : CPrintinfo*, inout strHeader : CString&)
-ReadHex(in str : CString, in start : int)
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2.2.7.2 Ndng cdp doi véi Weracker
a. Tinh nang nap bang Rainbow
Dé sir dung phuong phép tin cong mat khau bang TMTO, Weracker phai
duoc nap bang Rainbow. Bang nay duoc luu dudi dang tép nhi phan gdm céc chi sb
clia cac Chain. Tén bang duoc luu trong Registry hé thong thong qua giao dién hop

thoai option ciia Wcracker.

0S| ¢ ) B/EE= &2
Crack option dialog E|
Brute Force Search [BFS) Cancel
[ Yes [ az [~ AaF [~ 049 [ AllASCH
Dictionamy Attack [DIC)
[~ Yes  Dictionary file | Browse
Key Search [RC4-40) by rainbow tables
[~ Y¥es: Rainbow Table |D:'\md5_b_l,lteﬂ4-5_ﬂ_1 000000«160  Browse
|Ready ]

Hinh 2.4: Hop thoai option ciia Wcracker.

b. Kiém tra mdt khau

Tinh nang nay nham muc tiéu khéng dinh ma nguén xac thuc mat khau hoat
dong chinh xéc theo lugc dd 11 bude xac thuc mat khau ma Dé tai da xac dinh. Ma
ngudn la két qua nghién ctiru bo phan mém Abi-Word gém cac ham chiic niang nhu
mo rong mang mat khau (expandpw), chuan bi khoa (prepare_key), khai tao khoa
(makekey) va kiém tra mat khau (verifypwd) duoc tich hop trong mot ham chung.

Khi bién toan cuc m _passCheck == TRUE, 161 goi ham DoCrack97 sé ré
nhanh thyc hién doan ma xac thuc mat khau ma Dé tai da xay dung.

Toan bd thir nghi€ém ma Dé tai thyc hién déu cho két qua xac thyc dugc mat

khau ma ngudi st dung cung cap ddi voi cac tép MS-Word. Dudi day xin din mot
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két qua thir nghiém dé 1am vi du. Lan thir nhat, ngudi dung cung cip mat khiu sai,
két qua Weracker thong bao “INVALID PASSWORD”. Di véi trudng hop tht
hai, ngudi dung cung cAp mét khau dung, chuwong trinh Weracker xac thue duoc mat
khau da cho va thong bao “VALID PASSWORD” d6ng thoi hién thi mat khau ma
nguoi dung d cung cdp. Mat khau nay dugc sit dung dé mé van ban trong MS-
Word hoac Abi-Word.

--- Tuesday, October 05, 2010---

Testl.doc is Word97 or Word2K

Protected with Password to open

Document Identification Number:
882D2C65111D29B702A76D804C23AB7A

Encrypted Salt: E55902BD43184C970D8386B53607AB2D
Encrypted Hash of Salt: 2531586144ECF44BCCD2D44F73342D95
HashedPass:84C42A8455EB261FD5138C49CACAD144
INVALID PASSWORD or RC4-KEY NOT FOUND

--- Tuesday, October 05, 2010---

Testl.doc is Word97 or Word2K

Protected with Password to open

Document Identification Number:
882D2C65111D29B702A76D804C23AB7A

Encrypted Salt: E55902BD43184C970D8386B53607AB2D
Encrypted Hash of Salt: 2531586144ECF44BCCD2D44F73342D95
HashedPass:58EB96266CC29407EC3685F543F54167

VALID PASSWORD = testl

c. Tan céng mdt khdu

M3 ngudn cap nhat cho cac tinh niang kiém tra mat khau, tin cong mat khau
bang phuong an st dung bang Rainbow MD35 x4y dung trudc duge cip nhat trong
ham chtrc nang DoCrack97 cua 16p CWCrackerView.

+) Chirc ndng kiém tra mdt khdau
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if (Check) {
//Kiem tra mat khau do nguoi dung cung cap
InputBox m_InputBox;
if (m_InputBox.DoModal() !'= IDOK) { return (0); }
int passLen = m_InputBox.m_input_value.GetLength();
if (passLen > 16) passLen = 16;
m_password.Empty();
for (i =0; i < passLen; i++)
m_password += m_InputBox.m_input_value.GetAt(i);
[* expandpw expects null terminated 16bit unicode input */
/* Kiém ta mat khau theo qui trinh kiém tra*/
/* Tinh toan gia tri HASH ctia mat khau va in két qua */
temp = "HashedPass:";
for (I=0;i<16;i++) {
stemp.Format("%02X", valContext.digest[i]);
temp += stemp;
b
EditWriteString(temp);
/* Giai ma HASH mat khau luu trén tép
makekey (0, &key, &valContext);
memcpy(tmp_salt, salt, 64);
memcpy(tmp_hashedsalt, hashedsalt, 16);
rc4 (tmp_salt, 16, &Kkey);
rc4 (tmp_hashedsalt, 16, &Kkey);
/* TinhHASHPASS vao mdContext2 */
/* So sanh va ra quyét dinh */
ret = Imemcmp (mdContext2.digest, tmp_hashedsalt, 16);
return (ret);

¥
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+) Chitc ndang tan cong tim khéa RC4

/* Chirc ning tin cong tim khoa RC4 sir dung bang Rainbow */
RainbowChain *pChain;
CChainWalkContext cwc;
int nRainbowChainindex = 0;
int nRainbowChainLen, nRainbowChainCount;
if ('CChainWalkContext::SetupWithPathName(
sPathName, nRainbowChainLen, nRainbowChainCount))
return O;
iIf (nRainbowChainindex <0
|| nRainbowChainlndex > nRainbowChainCount - 1) {
printf("valid rainbow chain index range: 0 - %d\n",
nRainbowChainCount - 1);
return O;
}
I/ Open file
FILE™* file = fopen(sPathName.c_str(), "rb");
if (file == NULL) {
printf("failed to open %s\n", sPathName.c_str());
return O;
}
// Dump
unsigned int nFileLen = GetFileLen(file);
if (nFileLen != nRainbowChainCount * 16)
printf("“rainbow table size check fail\n");
else {
// Read all chains from table
temp.Format(*"Free memory size: %u bytes",
GetAvailPhysMemorySize());
EditWriteString(temp);
static CMemoryPool mp;
unsigned int nAllocatedSize;
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pChain = (RainbowChain*)mp.Allocate(nFileLen, nAllocatedSize);
nAllocatedSize = nAllocatedSize / 16 * 16;
while (true) {
fseek(file, nRainbowChainindex * 16, SEEK_SET);
it (ftell(file) == nFileLen)
break;
unsigned int nDataRead = fread(pChain, 1, nAllocatedSize, file);
[[fread(&chain, 1, 16, file);
int nRainbowChainCountRead = nDataRead / 16;
temp.Format("Read chunk of %d chains: ",
nRainbowChainCountRead);
EditWriteString(temp);
for (int nChainindex = 0;
nChainindex < nRainbowChainCountRead;
nChainindex++) {
/I Trying for each chain
temp.Format(""Chainindex %d -- Free memory size: %u bytes",
nChainlndex, GetAvailPhysMemorySize());
/I EditWriteString(temp);
AfxGetApp()->WriteProfileString("option", "runx",temp);
cwc.SetIndex(pChain[nChainindex].nindexS);
int nPos;
for (nPos = 0; nPos < nRainbowChainLen - 1; nPos++) {
cwec.IndexToPlain();
cwec.PlainToHash();
cwc.HashTolndex(nPos);
/1. Trying Hashindex
wvMDO5Init (&valContext);
getRainbowHash(valContext.digest, cwc.GetHash().c_str(), 16, 0);
//Prepare RC4 key
//Giai ma SALT
//Giai ma HashedSalt
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//Tinh HASH ctia SALT da giai ma
// So sanh 2 gia tri va ra quyét dinh
ret = my_cmp (mdContext2.digest, tmp_hashedsalt, 16);
if (ret==0) {
temp = "FOUND RC4 KEY: ";
AfxGetApp()->WriteProfileString("option”, "found",temp);
nPos = nRainbowChainLen;
nChainlndex = nRainbowChainCountRead:;
ret=1;
}else {ret=0;}
wvMD5Final(&valContext);
}
//Next chain
temp.Format("Finished Chain %d at %d", nChainindex, nPos);
AfxGetApp()->WriteProfileString("option”, "run”,temp);
} //for nChainlndex
} /lwhile next reading from file
return (ret);

2.2.8.M6 hinh bdo mdt tép van ban MS- Word 2007

Mo hinh bao mat bang mat khau cia MS- Word 2007 dya trén tng dung cac
thuat todn mat ma RC4 v61 d dai khoang 40 bit va thuat toan bam MDS5. M6 hinh
nay cé st dung mudi mat khau(SALT). Mudi mat khau 13 nhitng chudi ngiu nhién
gdm 16 byte duoc lya chon cho ting vin ban. Mdi vian ban lai ¢6 chudi nhan dang
riéng cling gdm 16 byte duoc dit tén 1a DOCID trong céu trac OLE2.

Mat khau dugc str dung nhu mdt gia tri khoi tao dé tao 1én gia tri bam MDS5
chuan bi cho khda ma RC4 ( chi tmg dung 5 byte dau trong s6 16 byte gia tri MD5).
Mubi mat khau (SALT) déng vai trd ban ro trong mi khéa RC4. Két qua ma hoa
SALT dugc luu trén tép MS- Word 2007. Dong thoi, SALT dugc bam mot 1an nira
v6i MD5 va tiép tuc duge ma hoéa RC4 voi cung khoa. Gid tri ma hoa nay duoc goi
la HASH-SALT ciing dugc luu trit trén té¢p MS- Word 2007.
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Khi nguoi ding cung cAp mat khau qua giao dién cua trinh soan thao vin ban
MS- Word 2007 trong qua trinh mé& tép. Mat khau nay s& duoc bam va tao ra khoa
mi RC4 nhu mé ta & doan trén. Khoa ndy s& duoc sit dung dé giai mi SALT va
HASH-SALT doc tir van ban. Gia tri SALT dugc bam bang MD5, két qua bam sé&
dugc so sanh vo1 HASH-SALT da giai ma, néu théng nhat thi mat khau duoc xéac

thue.
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So d0 sau diy mé ta qua trinh trén:

Mat khau

,| Xt 1y phoi hop thong tin

Luu trit t€p van ban

DOCID

MD5
Khéi tao khoa RC4
SALT
\ 4
RC4 | MD5 > RO
Ma SALT Ma HASH-SALT

______________________________________

2.2.9. Lwa chon diém tin cong

P S e b G g S i

Mo hinh bao mat béng méat khau co st dung mudi cia MS- Word 2007

khong cho phép tinh todn trude cac gia tri ma héa SALT véi toan b cac khoa co

thé cia RC4 do SALT la gia tri ngAu nhién. Néu tinh toan trudc s& md rong thém

2'% Ciing khong thé ap dung tin cong Rainbow v6i MDS5 do gia tri bam dé tao
khoa RC4 ciing dugc luu trir trén tép MS- Word 2007.

K¥ thuat Rainbow chi c6 thé duoc loi dung dé tim khoa ding cua RC4. Trén

co s& cac bang Rainbow MDS5 ta ¢ thé chiét xuat cac khoéa 5 byte cho RC4 va xac
thuc khoa ding thong qua so sdnh SALT va HASH SALT sau gidi ma nhu chu
trinh xac thuc mat khau cia MS- Word 2007 mé ta trén.
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Két qua mo hinh tin cong 13 tim duoc khoa dung RC4. Khoa nay dugc sir
dung dé giai ma tép vin ban MS- Word 2007 bang phan mém Gua Word 13 két qua
nghién ctru ciia dé tai” Tham m3 mat khau vin ban MS-Word” nim 2007 cta phong
5 A22. Gua Word duoc tmg dung ¢ ché d6 giai ma khi c6 khoa nén sé& cho két qua

gidi ma tép tuc thi.

M6 hinh tan cong nhu sau:

Céc bang > Tai lap gia tri bam
Rainbow MD5

Khoi tao khdéa RC4

v \ 4
RC4 > SALT RC4
|
MD5 » SO » HASH SALT
Luu trir trén t€p
Ma HASH SALT
DOCID Ma SALT

Hinh 2.6: M hinh bdo mdt bang mdt khdu
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2.2.10. Phin mém song song tim khéa RC4 trong Word 2007
2.2.10.1. M6 hinh tinh toan song song

Phian mém tinh toan song song tim khéa RC4 umg dung trong MS-Word
2007 duogc xdy dung trén méi trudng hé diéu hanh Linux, cai dit méi truong truyén

thong diép LAM/MPI. M6 hinh xtr Iy song song dugc lya chon nhu sau:

Node chu
(Master)

Tap khoa tiép tuc
kiém tra

Khoang khoa da
kiém tra

\
\
\
\
\
/
/
/
/
/
I
/
/
/
/
/
/
/

} Yul} SpON

(one|S)
(enels)
ueo} YuJ} SpoN
(enelS)
UE0} YuJ} SPON
(ene|S)
Uueoj yuj) 9poN
(enels)
ueo) yuj) 9poN
(ene|S)
ueo} YuJ} SpoN

ueo:

e ey S o R P R

Hinh 2.7: M6 hinh tinh todan song song

O mo hinh lya chon, Master 1am chu toan bd cay tinh toan song song. Cac
node tinh toan va node Master giri nhan thong diép diéu khién qua kénh LAM/MPIL.
Ngoai kiém soat hoat ddng ctia cic node tinh toan, Master s& cung cip khoang khoa
can truy van cho timg node tinh todn va nhan két qua vé tir node do.

Céc node tinh toan (Slave) duoc dang ky voi Master, nhan khoang khoa can
tim kiém va thuc hién tim kiém doc 1ap véi Master. Cac node tinh toan lam viéc
song song. Két qua tra vé Master s& 1a thong diép théng bao da tim kiém hét khoang
khoa duogc cip (chua thiy khéa dung) hodc thong diép da tim thdy khoa dung, xin
ngit toan bd cac node khéc.
2.2.10.2 Luu d6 trang thdi ciia Master va Slave

Master sau khi khdi tao chinh minh, tién hanh khéi tao cac node tinh toan theo
nhu di dang ky. Khi cac node khoi tao xong, Master bat dau giri cac thong diép yéu
cau tinh toan dén cac node thanh vién. Khi giri hét cac thong diép, Master vio trang
thai cho két qua. Khi c¢6 thong diép dén, Master chuyén sang trang thai nhan thong
di¢p, xur ly thong di€p nhan dugc. Thong thuong sau khi xtr 1y thong di€p nhan
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dugc, Master chuyén sang trang thai giri thong diép, dé gtri thong tin tinh toan tiép
theo cho node tinh toan hodc giri thong diép bao két thiic cho node do.

Khi d3 giri hét thong diép két thic, Master chuyén dén trang thai cudi cing va

tu huy.

Khai tao médun

e

[Kh(’yi tao cay tinh toén] |
Nhan thw

GUri thdng diép

Nhan thong diép Tinh toan déc lap

nEnTeIn

@ GUi thong diép

Master Slave

I

Hinh 2.8: Lwu dé trang thdi ciia Master va Slave

Node tinh toan khoi tao cac modun tinh toan va chuyén sang trang thai cho.
Khi thong diép LAM/MPI tir Master dén, node tinh toan s& nhan thong diép, néu la
thong diép hity, node tinh toan s& chuyén dén trang thai cudi cung dé ty huy, néu 1a
thong s tinh toan, node nay sé boc tach cic thong tin can thiét va chuyén vao trang
thai tinh toan ddc lap. Két qua tinh todn s€ dugc node tinh toan giri vé Master trong
trang thai guri thong diép & luu do trén.
2.2.11. Phan mém tinh todn tham sé tin céng Rainbow déi véi RC4
2.2.11.1 Cdu triic tinh ciia chwong trinh

Phian mém tinh toan tham sé x4y dung cac bang Rainbow tin cong RC4
dugc xay dung kiéu Console Application gém 9 tién ich bao gdm ca ham chuong

trinh chinh main().
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1]

«topLevelPackage»
Static Model::Top Package

1]

Calc_params

1]

visual studio projects::rainbow

«utility»calc_params::Utility

+calc_configuration_parameters(in N : double, in t : double, in m : double, in table_count : double, in step_speed : double, in disk_speed : double)
+calc_disk_usage(in m : double, in table_count : double)

+calc_max_cryptanalysis_time(in t : double, in table_count : double, in step_speed : double)

+calc_max_disk_access_time(in m : double, in table_count : double, in disk_speed : double)

+calc_mean_cryptanalysis_time(in N : double, in t : double, in m : double, in table_count : double, in step_speed : double)
+calc_mean_disk_access_time(in N : double, in t : double, in m : double, in table_count : double, in disk_speed : double)
+calc_success_probability(in N : double, in t : double, in m : double)

+calc_table_precomputation_time(in t : double, in m : double, in table_count : double, in step_speed : double)

+main()

Céc ham tién ich thyc hién cac chirc ndng sau:

+) calc_configuration parameters(): Hién thi cic tham sd da tinh toan véi
khuon dang phu hop v&i man hinh Console.

+) calc_disk usage(): Tinh dung lugng dia cimg can thiét dé luu trit cac bang
Rainbow duogc xay dung trén co s¢ cac tham s6 da lya chon.

+) calc_max_disk access_time(): Tinh sb luong truy van dia ctng dé doc céac
chudi tir cac bang Rainbow v&i tham sb da lya chon. Pay la toan bo s6 1an doc dir
liéu tir méi truong luu trit cic bang Rainbow khi tin cong.

+) calc_mean_disk access_time(): Tinh sd luong truy van dia cling trung
binh cho mdi tin cong, khi sir dung cac bang Rainbow voi tham s6 da chon.

+) calc_max_cryptanalysis_time(): Tinh toan luwong thoi gian t6i da cho mot
tan cong, khi str dung cac bang Rainbow v&i tham s da Iya chon.

+) calc_mean_cryptanalysis_time(): Tinh toan lugng thoi gian trung binh cho
mot tn cong, khi str dung cac bang Rainbow v6i tham sb da chon.

+) calc_success_probability(): Tinh xac sudt thanh coéng ctua mdi tan cong,
khi str dung 1 trong s6 cac bang Rainbow v&i tham s da chon.
Xéc suit thanh cong ctia 1 bang Rainbow dugc tinh toan bang cong thirc:
p =1-(1-1/N)*™™y&i m; = N(1-(1-1/N)™,,); mo = m.
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Xéc suat thanh céng cuia toan bd cic bang Rainbow s& 1a xac suét két hop va duoc
tinh bang cong thirc:
P=1-(1-p)
v6i P 13 x4c suat thanh cong khi st dung toan bo cac bang Rainbow di xdy dung, p
1a xac suat thanh cong cta 1 bang, | 1a s6 bang Rainbow sir dung trong tin cong.

+) calc_table precomputation_time(): Tinh thdi gian can thiét dé xay dung
cac bang Rainbow v&i tham sb di chon. Pay 1a tinh toan trudc trong phuong phap
tan cong TMTO. Thoi gian tinh toan trudc dam bao cho thoi gian tan cong giam
xudng.
2.2.11.2 Gidi thudt cua cac ham chirc nang

Sau day trinh bay giai thudt cdc ham chuc nang da mo ta & trén. Hinh thic
mo ta giai thuat bang ngdn ngit md ta dwa trén cac ham chuan cta ngdn ngit C.

+) calc_configuration_parameters(): Hién thi cac tham s6 di tinh toan véi
khuon dang phu hop véi man hinh Console.

void calc_configuration_parameters
(in out double N, t, m, table_count, step_speed, disk_speed)
I/ In ket qua tinh toan tham so cho Rainbow
// Nguoi su dung lua chon cac tham so: N (phu thuoc do dai khoa ma);
/I t, table_count
{
inketqua (Manhinh, N);  //Khong gian khoa cua RC4
inketqua (Manhinh, t); //Do dai chuoi Rainbow
inketqua (Manhinh, m);  //So chuoi Rainbow trong moi bang
inketqua (Manhinh, table_count); //So bang Rainbow
inketqua (Manhinh, calc_disk_usage());
inketqua (Manhinh, 1 - pow((1 - p), table_count));
inketqua (Manhinh, calc_mean_cryptanalysis_time());
inketqua (Manhinh, calc_max_cryptanalysis_time());
inketqua (Manhinh, calc_mean_disk_access_time());
inketqua (Manhinh, calc_max_disk_access_time());
inketqua (Manhinh, calc_table_precomputation_time());
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+) calc_disk usage(): Tinh dung luong dia ctng can thiét dé luu trit cac bang

Rainbow duoc xay dung trén co s¢ cac tham so da Iya chon.

double calc_disk usage(in out double m, table count) {
//Dung luong luu tru tinh bang GB
[ITABLE_ENTRY_SIZE = 10 (bytes) luu tru cap(Begin_point, End_point)
return ceil(m*TABLE_ENTRY _SIZE*table_count /1024 / 1024 / 1024);

¥

+) calc_max_disk access_time(): Tinh sé lugng truy van dia ctng dé doc cac
chudi tir cac bang Rainbow véi tham s6 d3 lya chon. Day la toan bo s6 1an doc dir

lidu tir mdi truong luu triv cac bang Rainbow khi tin cong.

double calc_max_disk access_time
(in out double m, table_count, disk_speed) {
return (IM*TABLE_ENTRY _SIZE/1024/1024 * disk_speed * table_count);

¥

+) calc_mean_disk_access_time(): Tinh s6 lugng truy van dia cting trung binh

cho moi tan cong, khi stir dung cac bang Rainbow v&i tham s6 da chon.

double calc_mean_disk access_time
(in out double N, t, m, table_count, disk_speed) {
double rate_of all = calc_success_probability(N, t, m);
double temp = rate_of all;
double all =0;
for (double i = 1; i < table_count; i++) {
all = all + temp * i;
temp =temp * (1 - rate_of_all);
b

all = all + pow((1 - rate_of_all), table_count) * table_count;

return (In*TABLE_ENTRY_SIZE/1024/1024 * disk_speed * all);
b
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+) calc_max_cryptanalysis_time(): Tinh toan luong thoi gian tdi da cho mot

tan cong, khi st dung cac bang Rainbow véi tham sb da lya chon.

double calc_max_cryptanalysis_time
// Tham so step_speed phu thuoc vao thuat toan mat ma va toc
// do xu ly cua may tinh
(in out double t, table_count, step_speed) {
return (t*t/2 / step_speed * table_count);

¥

+) calc_mean_cryptanalysis_time(): Tinh toan lugng thoi gian trung binh cho

mot tan cong, khi st dung cac bang Rainbow vai tham s6 da chon.

double calc_mean_cryptanalysis_time
(in out double N, t, m, table_count, step_speed) {
double rate_of all = calc_success_probability(N, t, m);
double temp = rate_of all;
double all =0;
for (double i = 1; i < table_count; i++) {
all = all + temp * i;
temp = temp * (1 - rate_of_all);

}

all = all + pow((1 - rate_of_all), table_count) * table_count;

return (all * t*t/2 / step_speed);
b

+) calc_success_probability(): Tinh xac suat thanh cong ctia mdi tan cong, khi

st dung cac bang Rainbow véi tham s6 da chon.

double calc_success_probability
(in out double N, t, m);
// Tinh toan tham so ty le thanh cong cua moi bang trong
// Rainbow series. Cong thuc tinh nhu da mo ta
Il Abstracted
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+) calc_table precomputation time(): Tinh thoi gian can thiét dé xay dung cac
bang Rainbow vé6i tham sé dd chon. Pay 1 tinh toan trude trong phuwong phép tin

cong TMTO. Thoi gian tinh toan trude dam bao cho thdi gian tin cong giam xudng.

double calc_table precomputation_time
(in out double t, m, table_count, step_speed) {
double time_in_second =t* m * table_count / step_speed,;
double time_in_day = time_in_second / 3600 / 24;
return (time_in_day);

¥

S6 héa béi Trung tdm Hoc liéu - DHTN  http://www.lrc.tnu.edu.vn




56

Chuong 3: XAY DUNG CHUONG TRINH TINH TOAN THAM SO TAN
CONG RAINBOW DOI VOI RC4

Cho tép van ban dugc soan thao béng MS-Word 2007 c¢6 cai dat mat khau.
Bai toan dit ra 1a chung ta phai tim dugc co ché dé giai ma duoc cac tép van ban
MS-Word 2007 d6. Dé giai quyét bai toan nay ta sé sit dung truc tiép ky thuat
TMTO tin céng khoéa ma RC4 v6i cac ban ma tinh toan trudc. Sau khi xac dinh
dugc co ché mat khau Ta phai chuyén hudng sang tin cong tim khoa ma RC4 tai
thoi diém str dung gia tri bam MD5 dé khoi tao khéa ma trong so dd xac thuc mat
khau ma MS-Word g dung nhu d néu & hai chuong trudc.
3.1 Cac tinh niing tin cong RC4 trong Weracker
3.1.1 Chirc ning kiém tra mdt khdu

Pé thir nghiém phuong thirc 1y thong tin ma hoa dé xac thuc mat khau, xac

dinh cac ham thu vién mat ma RC4 va luu d6 xac thue mat khdu MS-Word 2007 da
nghién ctru, phdn mém Weracker dugc mo rong chirc nang kiém tra mat khau. Chuc
nang dugc dua 1én ToolBar cua Wcracker nhu hinh dudi day.

% CFileDialog n fD1g{TRUE, WULL, NULL, NULL,

BN = [eT.eTpTIR |- Lintitled - WCracker
+- ™% CAboutDlg LogFile Edit Yiew Tools Help
+- ™% ChainFrame o o ;
B CwiCrackendpp N ‘D‘ n| | | EEEEE‘ E ‘E |=
B8 CwCrackerDoc
®® Ciwerackedption
B8 Cweracker pdate
B8 CwCrackeriew
B InputBox
B ed_key
B wDE_CT
(21 Globals

0| &[?]

Test given password

o e s B R e R B R e B

Hinh 3.1: Thir nghiém 1 véi vian ban MS-Word 2007
Nguoi sir dung dugc moi nhap tén tép vian ban cin xac nhan mat khau. Khi
Weracker xac nhan day 1a tép vin ban MS-Word 2007 c6 cai dit mat khau khi mo
van ban (Password to Open), hop thoai yéu cau nhip mat khau duoc hién va nhan

mat khau ma nguoi sir dung dua ra.
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Véi mat khau ding, Wcracker s€ xac nhan mat khéu hop 1¢ (VALID
PASSWORD), thong bao mat khau dang rd va gia tri HASH cua mat khau. Khoa
RC4 1a 5 byte dau cua gia trj HASHPASS.

Dj=E| | #s=(0 & 2|

— Monday, November 01, 2010—

TestTest.doc is Word97¥ or WordZK

Protected with Password to open

Document Identification Number: 7400621C6B3A642D0248FA9C94DFCFFA
Encrypted Salt: DEB92DECSF2F1FBAZAD2EAEF7 21585405

Encrypted Hash of Salt: FAEES518193E92A4A7FEDF1 BAZDAGCDDDO

Dialog

Test pazsword |

Cancel | ak. |

o+ Untitled - WCracker

LogFile  Edit  Yiew Tools Help

D|E| ¢ e =5

=0 S| 72|

— Monday, November 01, 2010—

TestTest.doc is Word97 or Word2K

Protected with Password to open

Document Identification Number: 7400621C6B3A642D0248FA9CI4DFCF7A
Encrypted Salt: DEB92DECSFZF1 FBAZADZEAEY 21585405

Encrypted Hash of Salt: FAEES518193E92A47FEDF1BAZDABCDDO

HashedPass 9B2BB6008362C3D49EENS4E4ACBCTETNC
VALID PASSWORD = testtest

Hinh 3.2: Thir nghi¢m 2 vdi van ban MS-Word 2007
Cac hinh trén la thu nghiém véi van ban MS-Word 2007 c6 tén
TestTest.doc. Py 1a tép vin ban co cai dat mat khau. Cac gia tri tham gia qua trinh
xac thuc mat khau gém:
DOCID = 7400621C6B3A642D0248FA9C94DFCF7A (Hexa)
SALT = D6B92DECS5F2F1FBA24D2E4E721585405 (Hexa, ma hoa)
HASHSALT = 7AEE5518193E92A47FEDF1BA2DA6CDDO0 (Hexa, ma hoa)

Vé6i mat khau diing “testtest” ma nguoi str dung dwa ra, Weracker xac nhan
mat khau dung:
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HashedPass:9B2BB6008362C3D49EE054E4AC6CLELC (Hexa)
VALID PASSWORD = testtest

Nhu vy cac ham thu vién RC4, luu d6 thuat toan xac thuc mat khau MS-
Word 2007 ma Dé tai da nghién ctru cai dat chinh xac. Gia trit HASHPASS con
dugc sir dung dé so sanh véi két qua tin cong tim khoa dung RC4 s& mé ta dudi
day.

Kiém tra mat khau 1a mdt budc nghién ciru quan trong nhim dam bao luu
dd xac thuc mat khau va cac ham thu vién mat ma, ham bam hoat dong dung.
3.1.2 Chikc ning thiét lip tham sé tin cong

T4n cong mat khau MS-Word 2007 str dung céc bang Rainbow yéu cau cai
dat cac tham s6 méi cho Weracker. D6 13 tén bang Rainbow ma giai thuat tan cong
can st dung. Tinh ning cai dat tham sé cia Weracker duge mé rong nhu ¢ cac hinh

dudi day.

A= Untitled - WCracker

LogFile Edit Wiew Tools Help

D ||| ||| E|S=|0a| S| 2|

|
D &[5 e| === SR

Crack option dialog

T

EBrute Force Search [BFS] Cancel
™ Yes I~ a= I a= [~ o048 [ alascl

Dictionary Attack [DIC]
[ Yes Diictionary file | EBrowse

ey Search [RC4-40] by rainbowve tables

v ez Rainbow Table |D:'\md5_b_utett4-5_0_1 Qooo00=16( EBrowse

Hinh 3.3: Tinh ndng cai ddit tham sé ciia Weracker
Céc tham s6 s& dugc Weracker luu trit trong registry ciia hé thong dé chi

can thiét lap 1 lan cho cac 1an tin cong véi cling mot bang Rainbow.
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| & Registry Editor

Fil= Edit “iew Favorites Help
23 Local App'Wizard-G A
23 Micrasoft
[ MMEPlayer

Type Datka
REG_52 {value not set)

REG_SZ
% g;t;éape REG_SZ  FOUND RC4 KEY: 9E2BBE008362C3049EENS4E4ACECIELC
3 PkLong REG_SZ  DiimdS_byte#4-5_0_1000000x1600_test.rt
[ Policies REG_52 Finished Chain 1600 at 1000001

REG_52 Chainlndex 0 -- Free memory size; 647450624 bytes
REG_SZ

3 sysinkernals
[Z31 ¥B and ¥BA& Prograi
=] WiCracker ¥1.0 .
=1+ wWiCracker
=5 option 3
£ | >

My ComputeriHKEY _CURRENT_USER\Software\wWitracker 1.0V W Crackerhoption

Hinh 3.4: Cdc tham s6 dwoc Weracker liu triv trong registry

3.1.3 Chikc ning tin cong tim khéa RC4

Tan cong tim khoa ding cua RC4 dugc xdy dung theo phuong thic loi
dung tinh c6 “sip dat” cua cac chudi Rainbow MD5. Cac gia tri MDS5 trong mdi
chudi duoc truy van va duoc st dung lam khoéa ctia RC4 trong luu dd xéac thuc mat
khau. Véi khoa dung, luu dd s& xac nhan gia tri bam ctia mat khau luu trit va gia tri
bam tinh toan duogc. Dén khi do, viéc truy van cac chudi Rainbow dung lai. Khoa

ding dugc thong bao cho ngudi sur dung.

T+ Untitled - WCracker
LogFile  Edit View Tools Help

D]=a| %2 =]

0| &2

Start attack

Hinh 3.5: Tin céng tim khéa diing ciia RC4
Can luu ¥, Dé tai khong dat muyc tiéu gidi ma tép van ban véi khoa RC4
dung. Chiing ta da c6 phan mém thyc hién thao tic nay trong thuc té. Viéc xay dung
thém chtrc ndng giai ma ciing khong phai 1a khé khan véi thu vien WV, va goi ma

ngudn cua Abi-Word.
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# Untitled - WCracker
LogFile Edit Wiew Tools Help

Dj|E »|%[e| Bjs)=n S| 2

— Monday, November 01, 2010—

TestTest.doc is Word97 or Word2K

Protected with Password to open

Document Identification Number: 7400621 C6B3A642D0248FA9CIADFCF7A
Encrypted Salt: DEB92DECGF2F1FBA2AD2EAET 21585405

Encrypted Hash of Salt: FAEES518193E92A4A7FEDF1BAZDAGCDDO

Free memory size: 652267520 bytes

Read chunk of 1600 chains:

FOUND RC4 KEY: 9B2BB6008362C3DA9EEDSAEAACBCTENC

USES THE FIRST 5 BYTES

Hinh 3.6: Két qud thir nghi¢m tin cong véi tép TestTest.doc
Hinh trén 13 két qua thir nghiém tan cong vai tép TestTest.doc (c6 mat khau

1 testtest). Thoi gian thuc hién tin cong con 16n, chua dap tng duoc yéu cau hiéu
qua ma Dé tai dit ra.
3.1.4 Cai dat chwong trinh

Sau day 1a cac cai dat dbi voi Master, Slave va chuong trinh chinh TMTO.
MBoi trudng lap trinh trén Linux, st dung truyén thong diép LAM/MPI.
+) Master
I

I/l Master.h -- Header file 2 of TMTO Project
/Il Created: 16-10-2014 -- @dang thanh cong
// Please put all data types, prototypes ref in Master.c here
s
#ifndef TDH_TMTO_MASTER_H
#define TDH_TMTO_MASTER_H
#include <sys/time.h>
#include <sys/timeb.h>

#include "tmto.h"

void master_init (void);
void master_finalize (void);

void getCmdInputs (void);
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void getCmdFile (FILE *p);

void getTimeDiff (char *s, struct timeb *sb, struct timeb *st);
void get_input (void);

void do_master (void);

void work_in_parallel (void);

unit_of work_t *get next_work_item (size_t *count);

BYTE *put_mem (size_t *count, unit_of work_t *gwork);
void process_results (size_t, BYTE *mem, int id);

#endif //TDH_TMTO_MASTER_H
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+) Slave

I

// Slave.h -- Header file 3 of TMTO Project

Il Created: 16-10-2014 -- @ dang thanh cong

// Please put all data types, prototypes ref in Master.c here
s

#ifndef TDH_TMTO_SLAVE_H

#define TDH_TMTO_SLAVE_H

#include "tmto.h"

size_tget_mem (BYTE *mem, unit_of work_t *work);
void slave_init (void);

void slave_finalize (void);

BYTE do_compare (BYTE *blockl, BYTE *block2, size_t);
void do_slave (void);

int key_searchEX (unit_of_work_t *work);

#endif//TDH_TMTO_SLAVE_H
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+) TMTO
T |
/[l TMTO.h -- Header file 1 of TMTO Project
/Il Created: 16-10-2014 -- @ dang thanh cong

// Please put all data types, prototypes ref in TMTO Proj here
T

#ifndef TDH_TMTO_TMTO_H

#define TDH_TMTO_TMTO_H

#include <stdio.h>
#include "mpi.h"

#define WORKTAG 1

#define DIEDTAG 2

#define DONETAG 3

#define IDLETAG 4

/l#define KEY_BLOCK 1048576 // =2"20

/l#define KEY_BLOCK 4194304 /[ =2"22
#define KEY_BLOCK 67108864 // = 2726

#define MAX_KEY 1099511627776 Il = 2740

typedef unsigned char U8;

typedef unsigned long int U32;

typedef unsigned long long int U64;

typedef unsigned char BYTE;

typedef struct {
U32 crank; //Inode 1D
U64 start_key; //begin point of RC4 key range
U64 end_key; /lend point of RC4 key range

U8 tmp_salt[64]; //Salt for comparison

U8 tmp_hsalt[16]; //Encrypted hash salt for comparison
} unit_of _work t;
#endif /TDH_TMTO_TMTO_H
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+) Mi ngudon TMTO

#include <stdio.h>
#include "mpi.h" //IRefs to LAM/MPI communicator
#include "tmto.h"  //Refs to TMTO header file
#include "master.n" //Refs to TMTO master functions
#include "slave.h™  //Refs to TMTO slave functions
int myrank;
int main (int argc, char ** argv) {

/* Initialize MP1 */

MPI_Init (&argc, &argv);

[* Find out my identification in the communicator */

MPI_Comm_rank (MPI_COMM_WORLD, &myrank);

if (myrank ==0) {

do_master ();

} else {

do_slave ();
¥
/* Shutdown MPI communicator */
MPI_Finalize ();
return (0);
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3.2 Lwa chon tham s6 Rainbow dé tin cong RC4

Theo mot két qua nghién ctru dd coéng bd, véi may tinh c6 bd vi xur 1y
Pentium 4, tan sb xung nhip 1.5GHz, bo nhé trong 500MB SDRAM (tuong duong
v6i may tinh xach tay loai trung binh), tbc do tinh toan cho mot mét xich cta chudi
Rainbow khoéang 700.000/s; 6 dia cung hi¢n tai truy van dir liéu voi tde do 610 truy
van trong 19 gidy; khong gian khoa ctia RC4 13 256”5.

Lua chon cac tham s6: s6 bang Rainbow (1) 1a 8; mdi bang gom cac chudi co
d6 dai (t) 1a 10.000; s6 chudi trong mdi bang Rainbow (m) 1a: 76.447.744.

Két qua tinh toan dva trén cac tham so trén nhu sau:

Calc_params classes
{23 Globals
§| calc_configuration p. ters(double N,

@ calc_disk_uzagel

double step speed,
double disk speed) {
%14.0f~n", H):

printf_ ( N

% calo_man_cryptar 4 1899511627776 nt};
@ calc_max_disk_a (49 18868 _usage |
i 76447744 Fi(1.0 -
o calc_mean_c.rypt table count: 8 h_cryptan]
@ calc_mean_disk_ FEPS. [GB1: 6 —
1sk usage oL | cryptana)
Ll < uccess probability: B.99155 [ dizk ad
@ calc_table_preco Egincf‘"yggﬁgil s 154 | disk_acc
§ mainfint arge, che M dggk accg 49 le_precon
GEGETNE PN A disk access timels]: 182
SRR USRI 2 hle precomputation time[dayl: 161

®1= CahoutDlg Press any key to continue_

™18 CRainBowT abletpp
"% CRainBowT ableDlg
(21 Glabals
RC4 classes

= =
calc_configuration parameters (N, t. m, 1 , =, d):

return 0

K
Hinh 3.7: Lwa chon tham sé Rainbow dé tin céng RC4
Vi cac tham sb d3 lua chon, tin cong RC4-40bit khi biét 2 trong 3 tham sb

thudt todn dat ty 1€ thanh cong 1a 99% vd&i thoi gian trung binh 1a 154 gidy. Thoi
gian tinh toan trudce 1a trén 100 ngay.
3.3 Xay dung bang Rainbow

St dung cac chuong trinh phan mém trong g6i phan mém RainbowCrack, Dé
tai da xay dung bang Rainbow cho MDS5 v&i cac tham sé6 m = 1.000.000, t=1.600.
Béng Rainbow di sap xép duoc luu & tép “md5_byte#4-
5 0 _1000000x1600 test.rt”. Tép nay dugc st dung trong Wceracker cho chirc nang
tan cong tim khoa RC4.
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3.4 Thir nghiém cac tinh ning mé rong cia Weracker
Hinh duéi day la két qua thir nghiém chtc ning kiém tra mat khiu cua

Weracker khi ngudi sir dung cho biét mét khau ding.

#+ Untitled - WCracker
LogFile Edit Wiew Tools Help

eI

i=Dn| S| 2|

— Monday. November 01, 2010—

TestTest.doc is YWord37 or Word2K

Protected with Password to open

Document ldentification Number: 7400621C6B3A642D0248FA9CIADFCF7A
Encrypted Salt: D6B92DECSF2F1FBAZAD2EAET 21585405

Encrypted Hash of Salt: JAEES518193E92A47FEDF1 BA2DAGCDDO
HashedPass:9B2BB6008362C3D49EEDNSAEAACRCIEIC

YALID PASSWORD = testtest

Hinh 3.8: Két qud thir nghiém chirc néing kiém tra mat khdu ciia Weracke.

Hinh 3.9 duéi day cho biét két qua cta chirc ning tan cong tim khoa RC4 khi
tim duoc khoa dung tir cac chudi ciia bang Rainbow.

~~ Untitled - WCracker
LogFile Edit Wiew Tools Help

Djc|e| &[5 =

i=|Dn| S| 2|

— Monday. November 01, 2010—

TestTest.doc is Word97 or Word2K

Protected with Password to open

Document Identification Number: 7400621 C6B83A642D0248FA9CI4DFCFTA
Encrypted Salt: DEBIZ2DECSFZF1FBAZ4ADZEAET 21585405

Encrypted Hash of Salt: TAEESGS518193E92A47FEDF1 BA2DAGCDDO

Free memory size: 652267520 bytes

Read chunk of 1600 chains:

FOUND RCA KEY: 982BB6008362C3D43EE0S4E4ACGCTENC

USES THE FIRST 5 BYTES

Hinh 3.9: Két qud ciia chirc ning tin cong tim khéa RC4
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3.5 Két qua phén tich khéa bing phin mém xir Iy song song
Thir nghiém véi tép Test.doc, khong biét mat khau dé mo tép. Chwong trinh
tinh toan song song chay trén bo mdy tinh 20Gflop véi cau hinh 64 node tinh toan.

Két qua da tim thdy khoa ding ctia RC4 sau hon 2 ngay thuc hién.

MoRE:
MoRE:
MoRE:
WoORE:
MoRE:
WORE:
MoRE:
MoRE:
MoRE:
MoRE:
WoORE:
MoRE:
WoORE:
MoRE:
MoRE:
MoRE:
MoRE:
WoORE:
MoRE:

10Z265:
10269:
10z270:
10271:
10272
102735 :
10274:
10275:
10276:
10277
10275:
10279:
10280:
102Z81:
10282«
10283 :
10254:
10£235:
102Z86:

6g20067Y06655:
689073515552 :

689140924416

659812013056
659579121920

620214666240

659073IT15552
659140924416

1639208033250
659Z03033280:
6E9275142144:
659342251005 :
689409359372 :
689476465736
68954357 7600:
689610656464 :
659677 VR53E5:
689744904192 :

639275142144
659342251005
652409359572
659476465730
659543577400
659610636464
5967 PVI532G
639744904192
659812013056

tEE9ETI1Z1920
1639946230754
689946230754
620013339645:
620030445512 :
690147557376

690013339645
690030445512
690147557376
690214666240

PEO0Z281775104
FOUMND RC4 encrvption kev:DAEECLCESF
0001d:37h:30m:39.015=

node

49
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KET LUAN

Pé tai da thuc hién céc nghién clru vé:

1.Giai thuat xac thuc mat khau bao mat van ban trong MS- Word sir dung
thuat toan ma hoa RC4. Giai thuat xac thyc mat ing dung trong MS-Word 1a phuc
tap c6 két hop cac yéu t6 ngu nhién (bao gdbm DOCID va SALT), ting cuong kha
nang chéng lai cic tAn cong dua trén tir dién ma hoa (ECB-Electronic Code Book).
M3di van ban soan thao trén MS-Word duoc gin véi 2 gia tri ngau nhién xac dinh
van ban (Document Identification Number- DOCID) va mudi mat khau (SALT), vi
vay cac van ban co cing mat khau bao mat nhung s& ¢ cac gia tri ma hoa luu trix
trén tép van ban khac nhau. Tan cong TMTO dya trén tinh toan trudc dé giam thoi
gian tin cong 1a mot dang tir dién ma nén gap kho khan.

2. Go6i phan mém Rainbow-crack ciia Rainbow-crack Project. Pay 1a goi phan
mém tinh toan sin, sau d6 sip xép cac bang luu trit cac gia tri tinh toan sin thanh
cac chudi phan lap, duogc dat tén la chudi cau Véng (Rainbow) gén voi tan sic anh
sang cua hi¢n tuong ty nhién nay. Khong gian ma cua thuat todn mat ma lgya chon
dugc phan 13p thanh cac chudi lién két lai véi nhau, tuong tu nhu cac thanh phén
anh sang cuing mau tao thanh cac dai mau cua cau vong. V6i két cau nhu vay, chi
can luu trit diém dau va diém cudi cia mdi chudi cau Véng va xac dinh thuat toan
xay dung lai cac gia tri trung gian 14 du dé luu trit tir dién ma cta thuat toan mat ma.
Tuy nhién néu mudn luu trir toan bo khong gian mat ma (xac suat tan cong dat
100%) thi s s6 lwong chudi cau vong ciing tang. Philippe Oechslin dé tinh toan cac
tham s6 trong xdy dung cic bang rainbow cho RC4 v4i ma khoa 40 bit. Phan mém
tinh toan tham sé di dugc xay dung , cac tham sb cling da duoc xac dinh : t=10.000;
m= 76.447.744; 1= 8; thoi gian tinh toan trudc 1a 101ngay, xac suat dat 99%.
Nghién ctu Rainbow-crack da xac dinh chuong trinh tan cong mat khau vao hé
thdng Windows (Lmpass, Nthansh, MD5hash..) ing dung hiéu qua trong xac dinh
mat khau truy nhap hé thong Windows khi co gia tri ma mat khau.

Tuy nhién, két qua nghién ctru vé giai thuat st dung RC4 tmg dung cu thé
trong MS-Word dé xac thyc mat khau bao mat khong thuan loi cho tinh toan 4p
dung TMTO, nén dé tai khong tién hanh xay dung cac bang Rainbow cho RC4.
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Thay vao d6, Dé tai lua chon hudng trién khai ap dung TMTO théng qua cac bang
MD5 truc tiép xay dung khoa RC4 dé tin cong tim khoa mi ding cho mdi vin ban
duoc bao mat béng méat khau. Chuong trinh ph?m mém chay trén hé diéu hanh
Windows va chuong trinh tinh toan song song trén hé diéu hanh Linux LAM/MPI
da duoc xdy dung va thir nghiém tdn céng. Chuong trinh phin mém tinh toan song
song da cho két qua tim dugc khoa ma RC4 ding dé giai ma vin ban.

Dé thuc hién tan cong thur nghiém, Dé tai da su dung RainbowCrack dé xay
dung bang rainbow MD35 cho mat khau c6 d dai 4 dén 5 byte trén tap 356 gia tri
ctia byte. Bang Rainbow duoc lya chon kich thude gdm 1.000.000 chudi voi do dai
mdi chudi 16.000 1a phan tir.

Chuong trinh phan mém chay trén hé diéu hanh Windows va cac chuong
trinh tinh toan song song trén hé diéu hanh Linux LAM/MPI di dugc xay dung va
thir nghiém tan cong. Chuong trinh phan mém tinh toan song song da cho két qua

tim duoc khoa ma RC4 dung dé giai ma vin ban.
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