


PAI HQC THAI NGUYEN
TRUONG PAI HQC CONG NGHE THONG TIN VA TRUYEN THONG

BUI THAI LONG

NGHIEN CUU MQT SO PHUONG PHAP BAO
PAM AN TOAN THONG TIN TRONG MANG MAY
TINH
Chuyén nganh: Khoa hoc may tinh
M3 s6: 60 48 01 01

Ngwoi hwong din khoa hoc
PGS.TS Trinh Nhat Tién




Thai Nguyén — 2015




LO1 CAM POAN
T6i xin cam doan luan vin ndy cua tu ban than tdi tim hiéu, nghién cau
duéi sy huéng dan caa PGS.TS Trinh Nhat Tién. Cac chwong trinh thuc nghiém
do chinh ban than t6i lap trinh, cac két qua I1a hoan toan trung thuc. Céc tai liéu

tham khao dugc trich dan va chu thich day du.

TAC GIA LUAN VAN

Bui Thai Long



LOI CAM ON
T6i xin bay to 151 cam on chan thanh t6i tap thé cac thay c6 gido Vién cong
nghé théng tin — Vién Han 1am Khoa hoc va Céng nghé Viét Nam, cac thay co
gido Truong Dai hoc Cong nghé thdng tin va truyén théng - Pai hoc Thai Nguyén

da day dd chung toi trong sudt qua trinh hoc tap chuong trinh cao hoc tai truong.

Dic biét toi xin bay to 1ong biét on sau sic tgi thay gido PGS.TS Trinh
Nhat Tién, TruongPai hoc Cong nghé — Pai hoc Quéc gia Ha Noi da quan
tdm, dinh huong va dua ra nhirng gop vy, goi y, chinh stra quy bau cho tdi trong
qua trinh 1am luan van tét nghiép.

Cudi cuing, tdi xin chan thanh cam on cac ban bé dong nghiép, gia dinh va
nguoi than da quan tam, gitp d& va chia sé vgi em trong sudt qua trinh 1am luan

vin tét nghiép.

Thai Nguyén, ngay thang  nam 2015
HOC VIEN

Bui Thai Long



MUC LUC
LOIFCAM BDOAN ...ttt ettt ettt n ettt i
LOT CAM ON .ottt st ee st en st enenees i
LOIMO BDAU ...ttt ettt 1
1. LY do Iwa ChON @& tAl. ... 1
2. DO6itrong va pham Vi NGRIBN CU .........ovveeeeeeeeeeeeeeeeeeeee e 1
3. Hudng NGIi&N COU COA A8 A ...cv.veeeeeeeeceeee e 2
4. Nhitng ndi dung nghién ciru Chinh ..., 2
Chuong 1: CAC HIEM HOA VE AN TOAN THONG TIN TREN MANG MAY
TINH. oottt ettt ettt st s et et ee et n et enn et en et en e een s 3
1.1. VAN DE AN NINH MANG MAY TINH. c.cooeteeeeeeeeeeeeee oo 3
1.2.2. AN NN NG thENG. ©..oveveeeeeeeee e 3
1.2. HIEM HOA VE AN NINH MANG. ......covevirereeireeeeres e enensanes 6
1.2.1. Str dung goi s6 lidu qua 16n (Ping of Death) ........cc.ccevveieeevieeveeeeeeeeean, 6
1.2.2. GIA GHA CNI TP oottt 6
1.2.3. Gia diéu khién TCP (TCP SPOOfiNG) .....evvevverereeeeieesseieesieeeesesesnssenessenens 7
1.2.4. SESSION NJACKING ....veiviiiiiiieieieeeee s 7
1.2.5. Gia Yeu Cau thiét 1D KEE NG ..........cveceeeeeeeeeeeseeee e, 8
1.2.6. Tan cOng phan doan [P ...........cc.ceveverererieesresessessesesiesesseessseess s seneessenens 9
1.3. HIEM HOA BE DOA DICH VU MANG MAY TINH. oo, 9
1.3.1. Hiém hoa dich VU thur GIEN T, c.veveveeeeeeeeeeeeeeeeeeee et 9
1.3.2. Hiém hoa de doa dich VU WED...........c.cvveeveeeeeeeceeeee e 10
1.3.3. Hiem hoa diCh VU TaINEL........oeeeeeeeeeeeeeeee oot 10
1.3.4. HIEM 0@ GiCh VU FTP ..ot 11
1.3.5. CAC 16 hONG trBN MANG .....cvveeeeeeveeeeerees et 11
1.3.6. Anh hudng cua cac 16 héng bao mat trén mang Internet...............co........ 16
Chuong 2: MOT SO PHUONG PHAP BAO VE THONG TIN TREN MANG
IMAY TINH. oottt ettt 19
2.1. KIEM SOAT VA XU LY CAC DANG TAN CONG MANG.........c.ccco....... 19
2.1.1. Tan c6ng gia Mao: SPOOTING........ccrvieerieeeeeeeeeeeeeeseee e 19
2.1.2. BDanh hoi: SNIffING ..o.vviiiii e 22
2.1.3. Nghe 18N: MAPPING ...ocviiieiiece ettt 24
2.1.4. Kiéu tin cong “Ngudi dung gitta”: Hijacking.........cccoevverevnreereeerennen, 25

2.1.5. Ngua thanh Trojan: TrOJanS........ccccceeieriieriesieesee e esteesie e see e 26



2.1.6. T4n cONg tir Chdi diCh VI: DOS ..., 28
2.1.7. T4n cong tir chdi dich vu phan tAn: DDOS ........c..coveeeeeeeeeeeeeeee e, 29
2.1.8. T4n cong dwa trén yéu t6 con ngudi: Social engineering .............cc......... 31
2.2. DUNG TUONG LUA. ....oviiieieeeetceteeee s sensen s sssases st 32
2.2.1. Khai NiEm twoNg TIA? ....oooveiieiieececeese e 32
2.2.2.UNg dung Cla twONG TIA .......veevveeeeeeeeieeeee st 33
2.2.3. Churc nang chinh cua twong [a ..o 35
2.2.4. Phan 10@i trONQ I .......eiviiiiiieciesie e 35
2.2.5. MO hinh tuoNg A .....coviiiiiii e 36
2.3. DUNG CONG NGHE MANG RIENG AO.......ccoovmeeiieireieseeseseessenins 37
2.3.1. Khai Niém mang FENQ A0........ccccveiieiieiiesie e se e e steesteesae e ee e 37
2.3.2. Cac 10al MaNQg MENG A0 .....cccveceeiiecieeiie e ste e ste e sae e 39
2.3.3. C4c thanh phan can thiét tao NBN MOt VPN ........coeveieeeeieeeeeeereens 42
2.4. DUNG CONG NGHE MA HOA . ....cc..ooiiieeieeeeeeeeeeeeeeeees e 46
281 MENOA co.eeeeeeeeeeee ettt s ettt 46
2.4.2. HE ma hod khoa cdng kKhai RSA..........cccooviiiieiecec e 47
2.4.3. CRIKY SO vttt eaneeaas 49
244, HAM DAML. ..ottt 52
2.4.5. Ky thuat ma knda EC- ELGAMAL ..........ccovvieeeeeeeeeeeeeeeeeee e 53
Chuong 3: THU NGHIEM UNG DUNG BAO VE THONG TIN TREN MANG
IMAY TINH .ottt ee st en e, 62
3.1. PHAT BIEU BAI TOAN ..ottt 62
3.2. DE XUAT GIATPHAP ..ottt eeeee e 63
B2 1. RSA 4 SHA L oottt 63
3.2.2. RSA + SHA-1 + EC-Elgamal ..........cccooveiieii e 65
3.3. THIET KE PHAN MEM.....c.ooiiiiiiiieiieeeeeeeeeeesesens s snes s 68
3.4. GIAO DIEN CHUONG TRINH.......c.coivriiiieeiieesseserseeesee s 68
3.4.1. Giao dién chuong trinh. .........cooveiiiiiiie s 69
34,2, KEL QUA vttt 73
3.5 DANH GIA ..ottt 73
KET LUAN VA HUONG PHAT TRIEN DE TA6 c..ooooeeeeeeeeeeeeeeeeeeve e 74

TAILIEU THAM KHAO ... eseess e see s 75



DANH SACH Ki HIEU, TU VIET TAT

Viét tat Viét day da

CERT Computer Emergency Reponse Team

CIAC Department of Energy Computer Incident Advisory Capability
DARPA Defense Advanced Research Projects Agency

FIRST The Forum of Incident Response and Security Teams

PKI Public Key Infrasture

RPC Remote Procedure Call

SSL/TLS Secure Socket layer/Transport Layer Security

VPN Virtual Private Network



Vi

DANH MUC CAC HINH ANH

Hinh 2-1: TAN CONG SPOOTING.......ivveeeieeeeiieesieeee st 20
Hinh 2-2: T4n cng Man-in-the-middle............ccoveveeeeieereieeeeeeseeeeeeee s 21
Hinh 2-3: TAN CONG Q14 M0 TP ..ottt 22
Hinh 2-4 1 TAN CONG MAPPING ...ttt 25
Hinh 2-5 1 TAN CONG HIJACKING......c.veeveeeeieeeeeeeee et 26
HINA 2-6 1 TAN CONG TIOJANS «.vovvvveeeeeeeeeeeeeees ettt 26
HINA 2-7: TAN CONG DDOS ...ttt 29
Hinh 2-8: TAn cOng SOCial ENGINEEIING .......vevieeeieeeeeeee et 31
HINh 2.9 - TWONG A CUNQ....ecveieciicieese e 36
HiNh 2.10 = Tuong IIa MEM ...ttt sese st 36
Hinh 2.11 - M6 hinh tuong [Ga TMG ....ccoiveiieecece e 37
Hinh 2-12 : Mang ri€ng a0 truy CAP T Xa.....ccoveveieereiieiesie e 40
Hinh 2-13: Mang riéng 40 INtranet...........ccccoveiiiiiieie e 41
Hinh 2-14: Mang riéng 40 EXIranet ..........ccoereirieiiiiine e 41
Hinh 2-15: Str dung két ndi VPN dé két ndi tir xa dén Intranet.........c..co.coovvevrenee. 42
Hinh 2-16: St dung két ndi VPN dé K&t NOi 2 SIte & Xa.......vvvevereererereesireesnisnesses 42
Hinh 2-17: St dung két ndi VPN dé két ndi t6i mang duoc bao mat............c.cco....... 42
Hinh 2.18: Phép cong trén duong cong EHPLIC. ..., 57
Hinh 2.19: Phép nhan d6i trén duong cong EIPtiC........ccoocvvviviiiieiiceee, 58
Hinh 3.1. S0 d6 thuat t0AN RSA + SHA-L ....oeeieeeeeeeeee e 63
Hinh 3.2. S0 dd tao chit Ky S6 RSA + SHA-L.......ooiiieieeeeeeeeeeeeeeeeeeees e 63
Hinh 3.3. So d6 tham dinh chit kY 56 RSA + SHA-L ..ot 64
Hinh 3.4. Giao dién chuong trinh chinh..........ccccoviiiiiiiin e 69
Hinh 3.5. Giao dién tao kh6a bang Nt Ta0 KNOA ..........ccvvevveeeeeeeseeieeeeeeeesees 70
Hinh 3.6. Giao dién tao khda bang nit NGau NRIEN .............cccoveveeeeveeeieeeeeeeseees 70
Hinh 3.7. Giao dién qua trinh MA N0OA .........ccoceiiriiii e 71
Hinh 3.8. Giao dién qua trinh nhan dir HEU..........c.ccoveiiiiiccie e, 71
Hinh 3.9. Giao dién giai MA dit HEU ........cceoviiiiiieiecce e 72

Hinh 3.10. Giao dién Xac NhAN At HEU.......c..eeoiviiiiiie e 72



LO1 MO PAU
1. Ly do lwa chon dé tai.

Trong nhitng nam gan ddy, su bung nd cua cach mang thong tin dang dién ra
nhanh chéng trén pham vi toan thé gigi. Su phé bién rong rai cua Internet da két ndi
moi ngudi trén thé gii lai véi nhau, trg thanh céng cu khong thé thiéu, 1am ting hiéu
qua lam viéc, tang su hiéu biét, trao ddi, cap nhat cac théng tin nhanh chéng va tién
loi.

Tuy nhién, Internet 1a moét mang ma, né ciing chira dung nhiéu hiém hoa de
doa hé théng mang, hé thong may tinh, tai nguyén théng tin ca nhan cua céc t6 chic
ca nhan hay doanh nghiép. Nhu nhirng tin tic quan trong nam & kho dir liéu hay trén
duong truyén co thé bi tan céng, xAm nhap va lay cap théng tin. Do vay, nay sinh yéu
cau nghién ctru cac phuong phap bao dam an toan thong tin nhu: Kiém soét céac 15
hdng an ninh mang, kiém soat cac dang tan céng mang nham muc dich ngan chin
han ché cac rai ro d6i vai thdng tin trong mang may tinh.

Chinh vi nhan thay nhiém vu bao vé an toan thdng tin trong mang may tinh,
dic biét ¢ Viét Nam nén Em da chon dé tai "Nghién ciru mot so phuong phép bao dam
an toan thong tin trong mang may tinh", dé tai nay theo T6i duwoc biét 13 di co mot sb
T6 chac, Doanh nghiép, Vién, Trudng Pai Hoc... nghién ciru nhung van ding ¢ mot
murc do nhat dinh vi vay T6i van quyét tdm nhan dé tai nay véi cac nhiém vu can di
sau 1a nghién cau, dé xuat cac giai phap an toan thong tin dwa trén kién tric tong quan
ciia mb hinh an toan thong tin trong mang may tinh va van dung co so ly thuyét mat
ma urng dung vao an toan thong tin.

2. Poi twong va pham vi nghién ciru

- Pé tai nghién ctru cac phuong phap dé thuc hién nhiém vy bao mat va an toan
thdng tin trong mang may tinh, qué trinh thuc hién va cac kién thirc khoa hoc va thuat
toan lién quan nhu: Xéac thuc, bao mat, bao toan dir liéu, mat ma, chix ky s6 ...

- Ap dung céc két qua nghién ctru dé trién khai hé thong bao dam an toan thdng

tin trong mang may tinh.



3. Huwéng nghién ceu ciaa dé tai
*\/¢ ly thuyét:
+ Nghién ciru cac hiém hoa vé mat an toan thong tin trong mang may tinh.
+ Nghién ciru mét sé phuong phap bao vé thdng tin trong mang may tinh.
+ Nghién ciru vé cong nghé mat méa, céng nghé mang riéng ao, tuong lira.
+ Giai phéap kiém soat va xu ly cac 15 hdng trén mang may tinh.
+ Giai phéap kiém soat va xu ly cac dang tan cong mang may tinh.
* \/é thuc nghiém:
+ Thuc hién xay dung thir nghiém bao vé théng tin bang phuong phap ma
hoa.
+ Thuc hién xay dyng thir nghiém tng dung kiém soét 15i truyén tin nhap
thong tin bang chir ky s6 va ma hoa.
4. Nhirng ngi dung nghién ciru chinh
Chuong 1: Cac hiém hoa vé an toan thng tin trén mang may tinh.
Chuong 2: M6t s6 phuong phap bao vé théng tin trén mang may tinh.

Chuong 3: Thtr nghiém ng dung bao vé thdng tin trén mang may tinh.



Chuwong 1: CAC HIEM HQA VE AN TOAN THONG TIN TREN
MANG MAY TiNH.
1.1. VAN PE AN NINH MANG MAY TiNH.

1.1.1. An ninh hé théng.

Céc hé thong may tinh duoc cau thanh tir cac thiét bi phan cing nhu bo vi xir 1y,
don vi diéu khién vao ra, cac thiét bi ngoai vi (dia cing, may in...) va hé diéu hanh
véi cac thanh phan 16i hé diéu hanh, hé thdng tép, cac tién trinh hé thong, céc dich vu
hé théng. Tt ca cac thanh phan néu trén déu cd thé bi dot nhap hay bi loi dung khai
thac bai cac k& ha cua chinh ban than céc thanh phan d6 nham lam suy yéu va té liét
mét phan hoic toan bo hé théng
1.1.1.1. C4c tdn cbng vao phan cing.

C4c tan cong vao phan cang duya trén 15i cua chinh ban than phan cung. Pay 1a
15i cua thiét ké phan cang va ké tan cong c6 thé loi dung nhitng 18i nay dé tan cong
hé théng. Vi du: mic du di duoc cai tién va phat trién rat 1au, bo vi xt Iy Pentium cua
Intel van con co 16i. Chi can thuc hién mot doan ma dac biét 1a c6 thé 1am cho hé
thdng bi té liet hoan toan, bat ké hé diéu hanh dugc sir dung c6 uu viét dén dau va
hoat dong & ché d6 bao vé nao.
1.1.1.2. C4c truy nhdp khéng dwet phép.

Céch dé& nhat dé vao mot hé théng may tinh la théng qua hinh thire dang nhap
“Login”. K¢ tan cdng cd nhiéu cach dé truy nhap bat hop phap vao hé thdng. Cac
kiéu nay c6 thé 1a:

a/. Mao danh nguoi st dung dé yéu cau thay dbi mat khau.

b/. Cac phép toan don gian (thir mot tén tai khoan va cac két hop cua mat khau
cho dén khi c6 dugc mot tai khoan hoat dong); hoic

c/. Bang mot cach phuc tap ma khdng can biét tén tai khoan va mat khau.



1.1.1.3. Léi h¢ théng va cac trinh @n nap.
Sau ddy 1a mo ta mot s6 16i hé thong thuong gap.
e Ldi cua co ché xac thuc

Rat nhiéu cudc tin cdng xuit phat tir sy hong co ché xéac thuc cua hé thdng. Vi
du: qua trinh kiém tra dia chi ngudn IP c6 thé hoat dong tbt trong mét tinh huéng nao
d6, nhung nhitng ké tan cong c6 thé dung trinh “portmapper” dé giri lai cac yéu cau.
Trong trudng hop d6, dich vu nén tang cudi cung da bi hra, ban tin dwoc gui dén may
dich vu xuét hién duong nhu tir dia chi ngudn noi bo, nhung thuc ra n6 xuat phat tir
noi nao do khac.

Xéc thyc dya trén dia chi IP ciing c6 thé bj hong néu hé thdng guri yéu cau xac
thuc khong dang tin cay. C6 luc, co ché xac thuc hong do céc giao thuc khdng mang
thong tin ding dan. Ca TCP va IP déu khong dinh dang nguoi gui; cac giao thirc nhu
X11 va rsh phai ty 1y dia chi nguon IP ma khong biét c6 tin tuong duoc dia chi dé
khong.

e Ldi cac giao thirc

Pay 1a truong hop céc 15i xuat hién trong ban than cac phan mém thuc hién giao
thirc, tir chdi cac ung dung va tir chdi cong viéc thuong nhat.

Mot vi du: cac tan cong nho “sé tuan ty IP”. Vi khong dii s6 ngau nhién trong
qua trinh tao “sé tuan tu TCP ban dau” cho mot két ndi TCP nén c6 thé gay ra k& ho
cho ké tan cong lira dia chi ngudn. No6i dung hon, cac sb tuan ty TCP khong duoc
thiét ké dé chdng lai cac tan cong tham hiém. Cac giao thirc khéac dua trén so tuan ty
déu c6 thé bi tan cong bing cung mot phuong thic, bao gom ca dich vy tén mién
DNS va dich vu thuc hién tién trinh tir xa RPC (Remote Procedure Call)

¢ RO ri thong tin nguoi St dung

Hau hét cac dich vu déu cung cip mat vai théng tin vé nguoi sir dung dich vy do.

Thong thudng, day 1a yéu ciu caa chinh ngudi ding dich vu nay. Céc thdng tin
d6 c6 thé 1a muyc tiéu cua cac tinh bao thuong mai hay né co thé gitp dd dot nhap hé
thng. Dich vu “finger” 12 mét vi du. Céc thdng tin ma né cung cap c6 ich rat nhiéu

cho cac ké mo mat khau hoic mao danh nguoi st dung.



e Tix chéi dich vu

Céc yéu cau duoc gui dén may dich vu qua nhiéu cé thé gay nén tinh trang tir
chéi dich vu. Nguyén nhan & day 1a do cac may dich vy phai san sinh nhiéu tién trinh
con va hé thdng phai cp phat bo nhé va ving dém cho ching. Bén mot luc, tai
nguyén hé thdng hét va dich vu tré nén “tro” véi cac yéu cau, nghia la no khong tra
loi cac yéu cau tir ngudi ding.

Lam tran ngap mang dé dan dén tir chdi dich vy 1a cach don gian va thong thuong.
Nhitng ké tin cong thong minh hon con c6 thé 1am té liét dich vy, dinh hudng lai hay

thay thé céc dich vu.



1.2. HIEM HQA VE AN NINH MANG.

Ta xem xét khia canh an ninh cua mang dua trén cdng nghé Internet, sir dung
bo giao thic TCP/IP:

TCP/IP khong c6 co ché xac thue d6i véi mdi s6 lidu, do d6 ké tin cong co thé
ding céc goi sé lidu gia mao danh Lra cac hé thng.

Ban than cac giao thirc thanh phan trong bo giao thire TCP/IP déu duoc thiét ké
dé 1am viéc véi mot loai goi sb liéu nhat dinh, véi mot tha tuc thiét 1ap két ndi (tha
tuc bat tay) va trao d6i sb lieu nhat dinh. Do d6, néu cac giao thirc thanh phan nay
phai 1am viéc & mot ché do khac hay vaoi mot loat gia mao khi thiét 1ap két ndi va trao
d6i s6 liéu thi rat co thé ching ta s& suy yéu hay 1a sup d6 ca hé TCP/IP cua hé thong.

Cac mo ta mot s6 vi du vé hiém hoa tan cong hé thng.

1.2.1. Sir dung gai so liéu qua Ién (Ping of Death)

Thuc té cho thay, nhiéu hé thong cé cac phan tng bét binh thuong (vi du: hé
hoat dong suy sup, bi treo hoac bi khadi dong lai) khi nhan dugc goi IP qua 1én. Cach
thong thuong nhat dé loi dung diém yéu nay 1a thong qua goéi ICMP dugc tao ra boi
lénh ping trong cac hé thong. ICMP 1a mét giao thic hd tro diéu khién trong bo giao
thac TCP/IP.

Thong thuong, cac lénh ping déu tao cac goi so liéu co chira 8 byte thong tin
tiéu dé ciia ICMP va khoang 64 byte s6 liéu. Nhung céc 1énh ping con cho phép nguoi
dung tao céc goi Ion hon néu ho muén. Mot goi IP ¢6 do dai 16n hon 65536 byte duoc
coi 12 khdng hop 18. Khi gbi nay duoc tao ra va truyén dén dich né s& bi phan manh
trén duong truyén. Khi cac goi dén dich, chung s& duoc tai lap thanh goéi ban dau, Voi
d6 16n 65536 bytes va 1am tran ving dém trén nhiéu hé thong.

1.2.2. Gia dia chi IP

Thong thuong, dbi véi mot mang ding riéng, c6 mot hé thdng tuong lra

(firewall) hay bo loc goi (parket filter) ding ngan chin viéc trao doi sé liéu khdng

dugc phép gitta mang dung riéng va mang bén ngoai.

Trong trudng hop mot hozc nhiéu may thuoc mang dung riéng dugc “quy dinh”

1a tin cay thi c&c dich vu di tir nhitmg may nay dén may dich khong can qua bat ctr



trinh xé4c thuc nao. Cong viéc nay cho phép giam thiéu cac qua trinh xac thuc truy
nhap vao cac may trong cung mang noi bo.

Néu ké tan cong bén ngoai giri cac goi vao mang dung riéng, cé dia chi IP ngudn
1a dia chi IP caa cac may tin cay thi hé thong tuong lira hay bo loc goi déu cho phép
chung di qua. Phuong phép tin cong nay duoc goi 1a “gia dia chi IP” (IP spoofing).
Nho phuong phép nay, ké tin cong c6 thé dot nhap dugc vao cac may co dit ché do
lam viéc tin cay va cac may khac trong mang dung riéng.

1.2.3. Gia diéu khién TCP (TCP spoofing)

Mot két néi TCP duogc dinh nghia day da voi 4 tham sé: dia chi IP ngudn, s6
hiéu cong TCP ngudn, dia chi IP dich, s6 hiéu cong TCP dich, Phan tiéu dé dé goi IP
chua dia chi ICP ngudn, dia chi IP dich va phan loai giao thirc van chuyén (TCP=6).
Phan tiéu dé dé goi TCP c6 chtra s6 hiéu cong ngudn, sé hiéu cong dich, cac sb tuan
tu (sequence) va bao nhan (acknowledge) ciing nhu cac co nhu: SYN, ACK, RST,
FIN,.v.v... Khi mét géi IP di qua mot giao dién mang cua hé thdng, ta c6 thé doc
duoc ndi dung cua goi do, bao gdm cac gid tri tra 10i sb tuan tw STN/ACK hién thoi
cua céc goi trén két ndi do.

Khi bat duwoc mot goi, hé thdng cua ké tan céng cd thé tao ra cac gi sb lieu IP
gia co cung dia chi IP nguon, s6 hiéu cong TCP ngudn ciing nhu cac gia tri SEQ/ACK
va cé4c co ciia TCP dit trong goi sao cho hé théng dich bi danh hra, ngd nhan goi sé
liéu thu duoc 12 goi s6 lidu cua bén phat that.

Ddng thoi, hé théng caa keé tan cdng con giri géi TCP cho hé thdng ngudn Vo
co FIN = 1 (két thic két ndi) hay co RST = 1 (khai tao lai) dé danh Iira hé thong dich
mudn két thac két ndi véi hé thong ngudn. Sau khi bi hra, bén phat két thic két ndi
voi hé thdng nguon, Sau khi bi lira, bén phat két thic két néi TCP vai bén thu, trong

khi bén thu lai twong hé théng cua ké tan cong 1a bén phat va tiép tuc trao doi s liéu.

1.2.4. Session hijacking



Khi bén phét S va bén thu D thiét 1p két ndi ciing nhu truyén sé ligu, méi tin
tuong cua S va D véi nhau 1a: dia chi IP ngudn, dia chi TCP ngudn, dia chi IP dich,
dia chi TCP dich va cac gia tri SEQ/ACK.

Néu ké tin cong (hacker) lam Ian 16n cac gié tri SEQ/ACK trong cé4c goi tir S
dén D thi D s& khong con tin twong cac goi that tir S dén nita. Khi d6, ké tin cong sé
gia 1am S, dung dung céc gia tri SEQ/ACK cua S dé tiép tuc trao dbi sd liéu véi D.

Phuong thirc tan cong loai nay, nghia 1a 1am 1an 1on cac gia tri SEQ/ACK tir S
dén D, duoc thuc hién bang cach chén céc goi s6 liéu vao dung thoi diém goi tir S
dén D, 1am cho D chap nhan gdi sé liéu lira nay va cap nhat gia tri ACK cua no.
1.2.5. Gia yéu cau thiét 1ap két noi

Binh thuong, khi mot may tram muén thiét 1ap mot lién két TCP véi may phuc
vy, N6 gai mot géi TCP véi ¢ SYN = 1, yéu cau thiét 1ap két ndi. Khi may phuc vu
nhan dugc goi SYN, nd xéac nhan bang cach gui goi SYN/ACK (SYN=1 va ACK =
1) cho may tram. Khi nhan dugc g6i ndy, may tram ciing xac nhan lai bang goi
SYN/ACK va két ndi thiét 1ap. Qua trinh thiét 1ap két nbi nay duoc goi la qué trinh
bit tay 3 budc.

Khi str dung SYN dé tan cong, goi SYN dau tién duoc giri t6i may phuc vu da
bi gia dia chi IP nguén, hoic dugc thay thé bang mot dia chi IP khéng ton tai, hoic
la dia chi IP cua mot may tinh khéc.

Khi nhan duoc cac goi dong bo SYN nay, may phuc vu sé& cap phat tai nguyén
dé xu 1y va theo di cac két ndi méi nay va sau do gt lai cac gbi ddng bo SYN/ACK.
R& rang, cac goi SYN/ACK dugc gui téi cho mot dia chi gia hay dia chi IP da bi lira
va vi vay, may phuc vu s€ khéng nhan duoc cac géi SYN/ACK (budc 3) tir phia may
tram dé thiét 1ap két nbi. N6 s& gui lai vai goi SYN/ACK nita (5 lan véi Windows
NT), dong thoi ting gia tri time — out cho mdi lan truyén lai (3, 6, 12, 24, 48s V6i
Windows NT). Sau lan truyén lai g6i SYN — ACK cudi cling, may phuc vu sé tir bo

két ndi va giai phong cac tai nguyén da cap phat cho két noi.

Nhu vay, tong sé thoi gian chiém giit tai nguyén cho TCP cho két ndi do 1a 16n

va “vo nghia” (véi Windows NT khoang 189 s). Vi kiéu tan cdng nay, may phuc vu



s& bi can kiét tai nguyén TCP va khéng c6 kha ning xur Iy tiép tuc cac két néi TCP
mai nita (SYN flood attack).
1.2.6. T4n cong phan doan IP

Céc hé dinh tuyén d& bi tin cong boi phuong phap nay. Thong thudng, cac hé
dinh tuyén déu c6 cac danh sach diéu khién truy nhap ACL (Access Control List).

Danh sach nay duoc thiét 1ap boi nguoi quan tri mang, cho phép tao cac luat loc
goi trong hé dinh tuyén. Cac goi IP ¢6 dugce qua hay khong déu dua vao danh sach
diéu khién truy nhap ACL.

Binh thudng, néu phan doan IP dau tién duoc phép di qua dua trén ACL thi hé
dinh tuyén s& chuyén géi di dang dich. Sau d6, nd s& chuyén tuan tu cac phan doan
IP tiép theo ma khong kiém tra dwa trén ACL nira. Trong phuong thic tan céng nay,
ké tan cong dung cac phan doan IP sau ghi d¢é 1én phan cudi cua phan doan dau tién,
danh Ira hé dinh tuyén dé chap nhan gai thay vi phai tir chdi (Overlapping Fragments
or IP frags attack).

1.3. HIEM HQA PE DQA DICH VU MANG MAY TiNH.
1.3.1. Hiém hea dich vu thu dién tir.

Déi vai dich vy thu dién te SMTP, ¢6 mot mdi de doa sau day:

Tur chéi thu dién ti: Pay 1a méi de doa 1am té liét may phuc vu thu dién tir bang
cach gui lién tiép cac birc thu dién tir ¢6 kich thudc cuc 16n, con goi 1a “bom thu”.
Thong thuong, c&c may phuc vu thu khong c6 kha nang nhan cac buc thu 16n hon
1MByte, hoic nhan mét s lwong 16n thu tai cing mot thoi diém, ... Trong truong
hop nay, may phuc vu thu khong c¢6 kha nang xtr ly cac truy nhap hop thu mét cach

hop phép ciing nhu nhan va chuyén tiép cac goi thu co d6 16n thong thudng khac.

C4c tép gan kém thu dién tir cling 1a mdi hiém hoa tiém tang dbi véi hé théng
va céc dich vu thong tin. Nguoi dung thu dién tir chi cin mé tép gén kém khi doc thu
1a da dé kich hoat mot chwong trinh (dugc gidu dudi dang mot tép s6 liéu gan kém

thu dién tir) thu thap théng tin vé hé théng, ngudi sir dung, s liéu tng dung hoic lay
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lan virus, ph& hong hé théng,... Cac hiém hoa nay dic biét nguy hiém dbi véi moi
trrong va ngbn ngtr 1ap trinh trén mang nhu Java va ActiveX.
1.3.2. Hiém hoa de doa dich vu Web

Mbi de doa 16n nhat dbi vai dich vu Web 1a ngudi ding trai phép:

Thay ddi s6 liéu Web trén trang Web twong ¢ng; truy nhap vao hé thdng diéu
hanh cua may phuc vu Web. Bang viéc viét va giri cac chuong trinh chuyén biét kém
theo yéu cau truy nhap sé liéu Web hozc ban than sé liéu Web, ngudi ding trai phép
c6 thé gay ra tran bo dém hodc cac trudng hop dic biét khac (Exception conditions)
dé chuyén hé diéu hanh tir ché d6 ngudi dung (user mode) sang ché do hé thng
(system mode), va tir 6, d& dang thuc hién cac hanh dong phé hoai nhu thay ddi noi
dung trang Web, thay d6i cau hinh hé thong, thay do6i chinh sach quan tri hé thong. ..

Bién phap don gian nhét c6 thé thuc hién dé chéng lai méi de doa nay Ia han ché
quyén truy nhap va st dung cac tai nguyén hé thong cia cac phan mém tng dung 1a
phan mém duoc thuc hién trong ché dé ngudi dung (user mode); ké ca cac phan mém
duogc viét bang Java script va cac java applets. Ngoai ra, ciling c6 thé sir dung c4c giao
thirc chuan dé trao ddi sb lieu Web dugc ma mat, vi du nhu: giao thirc siéu vin ban
mat SHTTP (Secure-HTTP), bo giao thtrc van chuyén mat SSL/TLS (Secure Socket
layer/Transport Layer Security).

1.3.3. Hiém hea dich vu Talnet

Mbi de doa 16n nhat ddi véi dich vu Talnet 1a — theo quy dinh cuaa chuan Talnet
— tén ngudi ding hozc/ va mat khau dang nhap hé thong khong dugc bao vé, nghia 1a
ma mat, khi truyén trén mang — mdi khi nguoi ding ding nhap vao hé théng (login
process). LUc nay, néu sir dung bat ky mot phan mém giam sat thich hop nao dé thu
tat ca s6 liu trao ddi trén Talnet thi hoan toan c6 thé biét duoc rd rang tén hoic/ va
mat khau caa ngudi ding.

Ngoai ra, ban than chuong trinh Talnet c6 thé ghi lai rd rang tén va mat khau
cua nguoi dang ky st dung hé thdng, va vi vay, mot khi da dang nhap trai phép vao
hé thdng thi hoan toan c6 thé doc duoc tén va mat khau rd rang cua ngudi dung ciing

nhu cac thong s6 hé thong khac.
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Cach don gian nhit dé chng lai méi de doa dich vy Talnet nay 1a ma mat noi
dung sé liéu trao doi trén két ndi Talnet, bao gom tén, mat khau nguoi ding va sb
liéu.

1.3.4. Hiém hoa dich vu FTP

Dich vu FTP thuong bi de doa khi khong dugc quan Iy mot cach chat ché, nhat
1a cac thu muc s liéu riéng, noi bo khong duoc luu giit moi cach tach biét véi cac
thu muc s6 lidu, “cong cong” dé cung cap dich vu FTP.

Trong nhimng trudng hop nay, nguoi sir dung dich vy FTP dé truy nhap céc sb
liu céng cong co thé tai vé cac s liéu noi bo, khdng cong khai mot cach hét sic dé
dang. Hon thé nita, ngudi dung trai phép con co thé thay d6i quyén truy nhap vao cac
tép s6 lidu khac ma ho quan tam dé tai vé duoc cac s liéu nay hoic lam dao 16n chinh
sach quan ly quyén truy nhap hé théng va céc ung dung duoc thiét lap trude do.

Tuong tu nhu dich vy Talnet, tén va mat khau cia ngudi ding trong dich vu
FTP ciing khong dugc bao vé, va vi vay, ddy ciing 1a mot méi de doa 16n; tén va mat
khau nguoi ding rat dé bi 16 néu c6 nguoi ding trai phép thu va phan tich sé liéu trén
két néi FTP, Ngoai ra, cac dja chi FTP con 1a cac dia chi cong khai “phé bién” cac
phan mém lau, trai phép.

1.3.5. Céc 16 hong trén mang
1.3.5.1. Phan logi 16 hong theo mize dé
al. Céc 16 héng logi C

Céc 16 hong loai nay cho phép thuc hién cac phuong thire tin céng theo DoS.

Muc do nguy hiém thap, chi anh huong téi chat luong dich vy, ¢6 thé 1am ngung
tré, gian doan hé théng ma khdng 1am phé hong dit liéu hoic dat duoc quyén truy
nhap bat hop phép.

Cac dich vu c6 chta dung 16 hong cho phép thuc hién cac cudc tin céng DoS
cd thé dugc nang cip hoic stra chita biang céc phién ban méi hon ctia cac nha cung
cap dich vu. Hién nay, chua c6 mot giai phap toan dién nao dé khac phuc cac 16 hong
loai ndy vi ban than viéc thiét ké giao thirc & tang Internet (IP) n6i riéng va bo giao

thize TCP/IP da chia dung nhitng nguy co tiém tang caa cac 16 hong nay.
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Mot 16 héng loai C khéc ciing thuong thay dé 1a cac diém yéu cua dich vu cho
phép thuc hién tin cong lam ngung tré hé thong caa ngudi sir dung cudi; Chu yéu véi
hinh thac tin cdng nay la s dung dich vu Web. Gia su: trén mot Web Server c6
nhitng trang Web trong d6 c6 chira cac doan ma Java hoac JavaScripts, lam “treo” hé

théng ciia ngudi sir dung trinh duyét Web ctaia Netscape bang cac buéc sau:

- Viét cac doan ma dé nhan biét duoc Web Browers sir dung Netscape.
- Néu sir dung Netscape, s& tao mot vong lap vo thoi han, sinh ra vo sé cac cura
s6, trong mdi cira s6 d6 ndi dén cac Web Server khac nhau.

V&i mot hinh thirc tan cong don gian nay, c6 thé l1am treo hé thong. Pay cing
1a mot hinh thtc tn cong kiéu DoS. Ngudi sir dung trong trudng hop nay chi co thé
khoi dong lai hé thng.

Mot 16 hong loai C khac ciing thuong gap ddi voi cac hé théng mail 1a khdng
xay dung cac co ché anti-relay (chdng relay) cho phép thuc hién cac hanh dong spam
mail. Nhu chiing ta d3 biét, co ché hoat dong cua dich vu thu dién tir 14 Iuu va chuyén
tiép. Mot s6 hé thong mail khéng ¢ cac xac thuc khi ngudi ding gui thu, dan dén
tinh trang cac ddi tuong tan cong loi dung cac may chu mail nay dé thuc hién spam
mail. Spam mail 12 hanh dong nham té liét dich vu mail ciia hé théng bang cach gui
mot sb luong I6n céc tin téi mot dia chi khong xac dinh, vi may chi mail luén phai
tén ning luc di tim nhitng dia chi khdng c6 thuc dan dén tinh trang ngung tré dich vu.
S6 lugng céc tin ¢6 thé sinh ra tir cac chuong trinh 1am bom thu rat pho bién trén

mang Internet.

bl. Céc 16 hang logi B

Céc 156 hong loai nay cho phép nguoi sir dung cd thém cac quyén trén hé théng
ma khong can kiém tra tinh hop 1.

Muc d6 nguy hiém trung binh. Nhitng 16 hong nay thuong cé trong cac tng
dung trén hé thdng, c6 thé dan dén mat hozc 16 théng tin yéu cau bao mat.

Mot s6 16 hong loai B thuong xuat hién trong (ng dung giri mail

- Guri mail (sendmail) 1& mot chuong trinh duoc stir dung rat pho bién trén hé

théng UNIX dé thuc hién gui thu dién tir cho nhimg ngudi sir dung trong ndi bo
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mang. Thong thudng, sendmail 1a mot chuong trinh chay & ché d6 nén duoc kich hoat
khi khoi dong hé thdng. Trong trang thai hoat dong, sendmail s& mé cong 25 doi mot
yeu cau tgi s& thuc hién gui hodc chuyén tiép thu. Sendmail khi duoc kich hoat &
chay dudi quyén root hodc quyén twong tng. Loi dung dic diém nay va mot s 15
hong trong cac doan ma ciia sendmail, ké tan cong co thé dung sendmail dé dat duoc
quyén root trén hé théng.

- Bé khic phuc 16i cua sendmail can tham gia cac nhdm tin vé bao mat. Vi
sendmail 12 mot chuong trinh ¢6 kha nhiéu 16i. Nhung ciing c6 nhiéu ngudi sir dung
nén céc 16 hong bao mat thuong duoc phat hién va khic phuc nhanh chéng. Khi phat
hién 16 hong trong sendmail can nang cap, thay thé phién ban sendmail dang st dung.

Mot loat cac van dé khéc vé quyén sir dung chuong trinh trén UNIX ciing
thuong gay nén cac 15 hong loai B.

Cac 16 hong loai B khac :

- Nhing chuong trinh viét bang C. Vi nhiing chuong trinh nay thudng st dung
mot ving dém — 1a mot ving trong bo nhé st dung dé luu dir lidu trude khi xir 1y.
Nhitng nguoi lap trinh thuong st dung ving dém trong bo nhé trude khi gan mot
khoang khong gian bd nhé cho ting khdi dir liéu. Vi dy, nguoi str dung viét chuong
trinh nhap truong tén nguoi sir dung Vvéi quy dinh trueong nay dai 20 ky tu. Ho sé
khai béo :

char first_name [20];

V6i khai bao nay, cho phép ngudi sir dung nhap vao téi da 20 ky tw. Khi nhap
dir ligu, trudc tién dir liéu dugc lvu & ving dém, néu nguoi st dung nhap hon 25 ky
tu, S& xay ra hién tuong tran ving dém va két qua 1a sé ky tu du thira s& nam & mot
vi tri khéng kiém soat duoc trong bo nhd.

Déi vai nhitng ké tan cong, ching sé& loi dung 16 hong nay dé nhap vao nhiing

Ky tu dac biét, dé thuc thi mot s6 Iénh dac biét trén hé thong. Thong thuong, 16 hong
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nay thudng duoc lgi dung béi nhirng ngudi sir dung trén hé thong dé dat duoc quyén
root khong hop €.
Viéc kiém soat chit ch& cau hinh hé théng va cac chuong trinh s& han ché

dugc céc 16 hong loai B.

c/. Cac 16 hang loai A

C6 mirc do rat nguy hiém, de doa tinh toan ven va bao mat cua hé thong. Céc 15
hong loai nay thuong xuat hién ¢ nhirng hé théng quan tri yéu kém hoic khéng kiém
soat dugc cau hinh mang.

Vi du cac Web Server thuong ¢6 mét script ma khi chay script do, ngudi sir
dung c6 thé nhin thiy ciing nhu doc duoc ndi dung toan bo céc file trong hé thdng.

Nhitng 16 hong loai nay hét sirc nguy hiém vi né ton tai sin co trén phan mém
str dung. Ngudi quan tri néu khong hiéu sau vé dich vu va phan mém si dung sé& c6
thé bo qua nhitng diém yéu nay.

Déi véi nhitng hé thong cii, thudng xuyén phai kiém tra cac thdng bao cua céc
nhom tin vé bao mat trén mang dé phat hién nhitng 15 hong loai nay. Mot loat céc
chuong trinh phién ban cii thuong st dung c6 céc 16 hong loai A nhu: FTP, Gopher,
Telnet, Sendmail, ARP, finger...
1.3.5.2. Lé héng trong s#ng deng may tinh
al. L6 héng trong chwong trinh.

e L&i tran ving dém (Daemon finger)

Mt 16 hong ctia Daemon finger 1a co hoi dé phwong thic tin cong Worm (Sau)
trén Internet phat trién. D6 13 15i tran ving dém trong cac tién trinh (Loi khi lap trinh).

Ving dém dé luu chudi ky ty nhap vao duoc gisi han 1a 512 bytes. Tuy nhién
chuong trinh khong thyuc hién kiém tra dix liéu vao khi 16n hon 512 bytes, truéc khi
no6 duoc thi hanh.

Két qua la xay ra hién twong tran dit liéu ving dém khi dix liéu 16n hon 512 bytes.
Phan dit liéu du thira s& kich hoat mot script khac hoat dong. Script nay tiép tuc thuc
hién toi mot may cha khéc. Dan dén hinh thanh mot mat xich cac Worm trén mang
Internet.
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e Chuong trinh quét (Scanner)
Scanner 1 chuong trinh ty dong ra soat va phat hién nhirng diém yéu vé bao mat
trén mot tram lam viéc cuc bo, hay trén mot tram & xa.
Nhitng yéu t6 dé mot chuong trinh Scanner cé thé hoat dong Ia:
- Hé théng c6 hd tro TCP/IP.
- Hé thdng két ndi Internet.
e COng nghé Java trong bao mat dich vu Web
Ngon ngit lap trinh Java duogc Sun xay dung va phét trién. Mot trong nhiing
diém manh cua Java la hd tro bao mat rat cao. Tuy nhién van c6 mot s6 16 hong dugc
phat hién:
- Trinh duyét Netscape 2.0 va 2.1 c6 mot s6 16 hong cho phép chay cac Java
Applet co chiic nang xo6a céc file trén hé thong.
- Cho phép cac cudc tan céng DoS.
- Mot s6 Applet cho phép tao cac két ndi téi dia chi tiiy ¥ ma ngudi dung khdng

kiém soét duoc.
e M@t s 18 hong caa JavaScript
Khong giéng nhu cac 16 hong bao mat cua Java, cac 16 hong bao mat cua

JavaScript thuong lién quan dén thong tin ngudi dung:

- Netscape Communicator 4.4 c6 thé dung cac doan ma JavaScript doc thong
tin cac tham s cai dat hé théng.
- Netscape Communicator dén phién ban 4.5, cho phép chay cac doan ma
JavaScript doc ndi dung cac dia chi URL trong Cache.
b/. Lé héng trong #ng dung
e File host.equiv
Néu mot ngudi dung dugc xac dinh trong file host.equiv cung véi dia chi may
cua ho, thi nguoi nay duoc phép truy nhap tir xa vao hé thdng da khai béo.
Tuy nhién khi thyc hién chic nang trén, n6 cho phép nguoi truy nhap tur xa co

quyén cua bat ci ngudi ndo trén hé thong => xuat hién 16 hong.
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Vi du: Trén may A, file ect/host.equiv c6 dong dinh danh B Julie, thi Julie trén
B c6 thé truy nhap vao hé théng trén A, va c6 duoc quyén cia bat ctr ngudi ndo khéac
trén A.

e Thuw muc var/mail

Néu thu muyc var/mail duoc thiét 1ap véi quyén dugc ghi ddi véi moi ngudi trén
hé thdng, thi bat ctr ai ciing c6 thé tao file trong thu muc nay.

Sau d6 tao mot file dudng dan véi tén 1 tén cua mot ngudi c6 trong hé thong,
duong dan téi mot file trén hé thong, thi cac thu tdi ngudi ding cé tén tring véi tén
file duong dan, s& duoc gan trong file ma no tré téi.

Vi dy: Mot ngudi ding tao duong dan tir var/mail/root téi /etc/password. Sau d6
giri mail bang tén mot ngudi mai t6i root, thi tén ngudi ding mai nay sé dugc gan
thém vao trong file /etc/password.

e Chirc nang Proxy cia FTPD

FTPd latién trinh may chu chuyén file qua Internet DARPA (Defense Advanced
Research Projects Agency). May chu sir dung giao thirc TCP va lang nghe tai cong
dac biét trong dac ta caa dich vu FTP.

Chtc ning Proxy ctia FTPd cho phép ngudi ding cd thé truyén file tir mot FTPd
nay tgi mot may chu FTPd khéc. St dung cac chiic nang nay c6 thé bo qua cac xéac
thuc dua trén dia chi IP.

Nguyén nhan 1a ngudi ding c6 thé yéu cau mot file trén may cha FTP, gii file
t6i bat ky dia chi IP nao, trong file d6 c6 cac 1énh PORT va PASV téi cac may chu,
dang nghe trén cac cong TCP ¢ bat ky host nao.

Két qua 1a mot trong cac host d6 c6 may chu FTP dang chay, va tin ciy ngudi
dung do, bo qua xac thuce dia chi IP.

1.3.6. Anh hwéng cia cac 1§ hong bao mat trén mang Internet
Nhirng ngudi tan coéng c6 thé loi dung nhitng 16 héng nay dé tao ra nhitng 15
héng khéc tao thanh mot chudi mét xich nhitng 16 héng. Vi du, mot nguoi mubén xam

nhap vao hé thong ma anh ta khong cé tai khoan truy nhap hop 18 trén hé thong do.
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Trong trudng hop nay, trude tién anh ta s& tim ra cac diém yéu trén hé thong,
hodc tir cac chinh sach bao mat, hodc stir dung cac cong cu do sét thong tin trén hé
théng d6 dé dat dugc quyén truy nhap vao hé thong. Sau khi myc tiéu nhu nhat da dat
duoc, anh ta co thé tiép tuc tim hiéu céac dich vu trén hé théng, nam bét duge cac diém

yéu va thuc hién cac hanh dong tdn cong tinh vi hon.

Tuy nhién, c¢6 phai bat ky 16 hong bao mat nao cung nguy hiém dén hé thong
hay khong? C6 rit nhiu théng bao lién quan dén 16 hong bao mat trén mang
Internet, hau hét trong s6 d6 1a cac 16 hong loai C, va khong dic biét nguy hiém dbi
v6i hé théng. Vi du, khi nhiing 16 hong vé sendmail dugc thong bao trén mang,
khong phai ngay 1ap tirc anh hudng trén toan bo hé théng. Khi nhiing thong bao vé
16 hong duoc khang dinh chic chan, cac nhom tin s& dwa ra mot s6 phuong phap dé
khic phuc hé thong.

Trén mang Internet c6 mot s6 nhom tin thuong thao luan vé cac chu dé lién
quan dén cac 16 hong bao mat doé la:

+ CERT (Computer Emergency Reponse Team): Nhom tin nay hinh thanh
sau khi c6 phuong thirc tin cong Worm xuat hién trén mang Internet. Nhom tin nay
thudng thong bao va dua ra cac tro gitp lién quan dén cac 16 hong bao mat. Ngoai ra
nhom tin con ¢ nhitng bao cao thuong nién dé khuyén nghi ngudi quan trj mang vé
cac vAn dé lién quan dén bao mat hé théng. bia chi Web site cia nhom

tin: http://www.cert.org/

+ CIAC (Department of Energy Computer Incident Advisory Capability): t6
chtrc nay xay dung moét co so dit li€u lién quan dén bao mat cho bo nang lugng cua
My¥. Thong tin ciia CIAC duoc dénh gia 1a mot kho dir liéu day di nhat vé cac van dé
lién quan dén bao mat hé thdng. Pia chi web site ciia CIAC :http://ciac.lInl.org/

+ FIRST (The Forum of Incident Response and Security Teams): Day 1a mot

dién dan lién két nhiéu t6 chirc xa hoi va tu nhan, lam viéc tinh nguyén dé gidi quyét


http://l.facebook.com/l.php?u=http%3A%2F%2Fwww.cert.org%2F&h=9AQH_x2mB&enc=AZPQnXt55dyv5K_FBNGsGG_ts7X7qsoiw3W9K9j2GyO9eBaHhM5LIxyxGIN3R4NmuN67PoqTrKUVfAWXSxa2m3zAoCovsZQeyrbiY7cZ3Q72iHy5iFvqif-ys2Bftr9BWxZ8Hp79sY0ZNYXFUB8-PWkuJIoQVTD67rgc4cW4R2gbeg&s=1
http://ciac.llnl.org/

18

cic van dé vé an ninh cua mang Internet. Pia chi Web site cua

FIRST:http://www.first.org./ Mot sb thanh vién caa FIRST gom:

- CIAC

- NASA Automated Systems Incident Response Capability.
- Purdue University Computer Emergency Response Team
- Stanford University Security Team

- IBM Emergency Response Team


http://l.facebook.com/l.php?u=http%3A%2F%2Fwww.first.org%2F&h=tAQGaP_Z5&enc=AZOoyyGW43Be4uB7n3pyAosuah2gR8T0fWQSxFueA8DSPWfeGjsbjb-pqzYDAELoHXRSPG3NIC5XRzNjHYim8zw7Jhxh6hh3x7hnGxD-n9CinoMR5vkln5ZKL3JjUPb9yrMiEkUCYHWi3S8A4qP5gc6WukZ3jh-uMoKJoTXC8m0ChQ&s=1

19

Chuong 2: MOT SO PHUONG PHAP BAO VE THONG TIN TREN
MANG MAY TINH.
2.1. KIEM SOAT VA XU LY CAC DANG TAN CONG MANG.

Dya vao nhitng “Ld hong” thiéu an ninh trén mang may tinh: Nhing “Ld
hdng” nay c6 thé 1a diém yéu cua dich vu ma Hé théng cung cap.

Str dung cac cong cu dé pha hoai mang may tinh: Vi du sir dung cac chuong
trinh pha mat khau dé truy nhap bat hop phap vao mang may tinh.

Két hop ca hai hinh thirc trén dé tin cong mang may tinh.

8 phuong phap tin cong mang may tinh pho bién:

2.1.1. Tan c6ng gia mao: Spoofing

Cac hé théng mang trong doanh nghiép ngay nay thuong xuyén phai déi mat
Vi rat nhiéu kiéu tan cong tir bén ngoai ciing nhu bén trong. M6t trong nhitng céach
tan céng mang 1a dung phuwong phap gia mao dia chi IP (IP spoofing), gia mao DNS...
Duéi day la giéi thiéu vé phuong phap gia mao dia chi IP.

Y tuéng co ban dau tién 1a may cua ké tin cong (attacker) s& ty bién minh
thanh mot may tin cay:

- Néu ke tan cong thuyét phuc dugc mot may khac rang né 1a mot may khéch
tin cay, thi tir 46 c6 thé chiém quyén tuy nhap may chu d6. May tin cong ciing ¢ thé
lay duoc tai khoan va mat khau.

- Ban c6 thé bi xem 1a ddng pham cua céc cudc tan cong. Ly do Ia thu pham
thuc su 6 thé st dung IP gia mao va IP gia mao nay vé tinh tring véi IP cta chinh
ban.

Dé hiéu tin cong gia mao IP 12 mot cach tan cong kha thi, ta s& xem xét hoat
dong cua IP va TCP. Tai 16p mang (network) trong mé hinh OSI, may tan cong c6
thé dé dang chinh sira gi tin cua minh, thay d6i IP ngudn trong goi tin d6 trg thanh
mét IP tin cay. Tuy nhién, véi TCP, hoat dong ¢ tang giao van c6 thé c6 nhiéu kho
khan hon.
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Chung ta da biét trong phan dau cua nhitng goi di liéu ludn co dia chi IP cua
ngudn xuat phét di liéu va chi sb thir tu (sequence number — ding dé sap xép céc goi
dir liéu nhan duoc theo mot tha ty dinh sin). Dé c6 thé 1y quyén diéu khién mot
phién 1am viéc dang thiét 1ap gitra ngudn hop phéap va host dich, ké tn céng can biét
vé s6 thir tu d6. Néu ké tan cong dy doan ding sé thir tw, han ¢ thé guri toi host dich
mot gbi tin ACK chinh xac. Khi do, chi can goi tin ACK cua ké tin cong t6i duoc
dich trudc gdi tin ACK géc, thi ké tin cdng s& duoc tin cay boi host dich:

SYN

SYN va ACK

ACK

&

May ngudn

%7
@

ACK \\ May dich
\

\
Goi ACK cua attacker di
dén may dich trwdc goi
ACK ctia may nguon

s

Attacker

Hinh 2-1: Tan céng Spoofing

Lam thé nao ké tan cong cd thé biét chinh xéac s6 TCP sequence dwa trén céach
gia mao dia chi IP duogc sir dung? Ta ¢6 2 loai gia mao dia chi IP, véi mdi loai nhu
vay thi ké tan cong co k¥ thuat tan cong khac nhau:

- Gia mao bang cach bat goi tin: Dién ra khi may tan cong va muc tiéu ¢ trén
cling mot subnet. Khi d6, ké tan cong c6 thé st dung cong cu bat goi tin, phan tich
g6i tin dé ¢ thé c6 duoc s6 thir tu.

- Gia mao dia chi IP tir xa: Dién ra khi may tan cong khac subnet véi muc tiéu.
Khi @6, viéc c6 duoc s TCP sequence chinh xac 1a rat kho. Tuy nhién, véi mot sé
k¥ thuat, chang han nhu dinh tuyén theo dia chi nguén (IP source routing), may tan

cong ciing co thé xac dinh chinh x4c duoc chi s6 do.
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Tan cdng gia mao dia chi IP cuc bo bang k§ thuat tan cong Man-in-the-middle
1a phuong phap duoc str dung khi may tan céng c6 clng subnet voi may nan nhan,
han c6 thé st dung cach tan cong nay.

- Mét trong nhitng cach tan cdng Man-in-the-middle 1a ké tin cong s& lam cach
nao d6 dé hé thdng gui frame qua may caa minh. Chang han, ké tan céng c6 thé gui
hang loat nhitng géi tin ARP vu vo t6i hé théng, nhimg goi tin ARP d6 c6 thé thong
bao rang dia chi MAC cua keé tan cong 1a dia chi MAC cua router ké tiép. Do d6 keé
tan cong s& nhan dugc duong di, roi sau d6 chuyén duong di dén router ké tiép that
su. Va két qua, ngudi dung dau cudi khéng hé biét duong di cua minh déu di qua mot
may khac trong cung mang.

- Mot dang khéc cua viéc tan cong Man-in-the-middle 1a khi ké tan cong noi
Hub dén mot ving mang c6 dudng di ma ké tin cong mudn co (hinh dudi). Ké tan
cong co thé sir dung mot cong cu bat goi tin va phan tich dé bat luu luong dang di
chuyén giira hé thong dau cudi. Néu goi tin bat duoc 12 dang text thong thuong, ké
tan cong hoan toan co thé thu dugc nhiing thong tin nhay cam, chang han nhu théng

tin nguoi ding va mat khau.

Attacker

Man-in-the-middle attack

&

A
—
o

gy o0 oS U

May nguén SW1 R1 Hub R2 SwW2

May dich
Hinh 2-2: Tan céng Man-in-the-middle
IP source routing 1a mot co ché cho phép mat may ngudn chi ra duong di mot

cach cu thé va khong phu thudc vao bang dinh tuyén cua cac router.
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Néu ke tin cong dung ky thuat IP source routing, han c6 thé nhim toi mot
duong dinh tuyén thanh cong di c6 sdn. May tan cong ldc nay c6 thé gai mot goi tin
IP véi dia chi ngudn tu tao trong IP header. Va khi host dich nhan dugc goi tin nay,
né s& gui dudng di nguoc lai téi dia chi IP gia mao théng qua duong dinh tuyén ma
ké tan cdng mudn. Céch tiép can nay cd thé vuot qua nhitng khé khan khi thuc hién
viéc tan cong gia mao dia chi IP tir xa.

{192.168.10,101192,168.10.20] 10.1.1.1 192.168.10.1 l Payload }—F

Bia chi
ngudn

Dia chi dich Binh tuyén nguén

Lwu lwong trd vé qua dinh tuyén ngudn da chi dinh

o

Attacker S

R2 May dich
192.168.10.20
10.1.1.1 192.168.10.1 @

Méay ngudn tin cay
192.168.10.10

Hinh 2-3: T4n cong gia mao IP

Viy nén dé tranh nhitng hiém hoa nhu vay, hau hét cac hé thng mang déu tat
chic nang dinh tuyén theo nguon.

Céch chéng lai viéc tin cong gia mao dia chi IP:

- Dung danh sach kiém tra truy nhap (Access Control List — ACL).

- Dung mat méa xac thuec.

- M3 héa dudng truyén gitra c4c thiét bj.
2.1.2. Danh hei: Sniffing

Danh hoi thudng st dung cac cdng cu 1a Sniffer(2). Sniffer don gian duoc hiéu
la mot chuong trinh ¢d gang ling nghe cac luu lugng thong tin trong cing mot hé

thdng mang. Tuong tu nhu cac thiét bi cho phép nghe 1én trén duong ddy dién thoai.

Tuy nhién, nhiing giao dich giita cac hé thdng mang may tinh thuong la nhiing

dir liéu ¢ dang nhi phén, vi vay cac chuong trinh Sniffer phai c6 tinh nang phan tich
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cac giao thtrc (Protocol Analysis), cling nhu tinh nang giai ma (Decode) cac dir liéu
& dang nhi phan sang dang khac dé hiéu dugc ching. Do trong mét hé théng mang,
thuong st dung nhiing giao thirc két ndi chung va ddng b, nén cé thé sir dung Sniffer
& bat cr may nao trong hé thng.

Nhitng d6i tuong hay bi Panh hoi (Sniffing) la:

- Password (tir Email, Web, SMB, FTP, SQL, Telnet).

- Céc théng tin vé thé tin dung.

- Van ban cua Email.

- Céc tép tin dang duoc truyén trén mang.

Sniffing thuong duoc sir dung vao 2 muc dich khac biét nhau. Vira la céng cu
gilip cho céc quan tri mang theo dai va bao tri hé théng mang, vira 1a mot chuong
trinh duoc cai vao mot hé thong véi muc dich danh hoi, nghe 1én cac thong tin trén
mang nay. Duéi day 1a mot s6 tinh ning cta Sniffing duoc sir dung theo ca hai huéng
tich cuc va tiéu cuc:

- Ty dong chup cac tén nguoi st dung va mat khau khong duoc ma hoa (Tinh
ning nay thudng dugc céc ké tan cdng st dung dé tan cong hé thong).

- Chuyén dbi dir liéu trén duong truyén dé nhitng quan tri vién cé thé doc va
hiéu duoc ¥ nghia cta nhitng dix liéu do.

- Nhin vao luu lwong caa hé théng cho phép céac quan tri vién cé thé phan tich
nhitng 161 dang mac phai trén hé thong luu lugng cua mang.

- M6t s6 Sniffer hién dai, con c6 thém tinh ning tu dong phét hién va canh bo
cac cudc tin cong dang dugc thuc hién vao hé thng mang.

- Ghi lai thong tin v& c4c goi dir liéu, cac phién truyén dit liéu... Tuong tu nhu
hop den ctia may bay, gilp cac quan tri vién c6 thé xem lai théng tin vé cac goi dix
liéu, cac phién truyén sau cac su c6 dé phuc vu cho cdng viéc phan tich, khac phuc
cac su cd trén hé théng mang.

Céc giao thirc ¢o thé sir dung Sniffing:

- Telnet: Ghi lai cac thong tin nhu thong tin dang nhap, mat khau.

- HTTP: Cac dix liéu gui di ma khong ma hoa.

- SMTP: Mat khau va céc dit liéu giri di ma khong ma hoa.
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- NNTP: Mat khau va céc dit liéu giri di ma khong méa héa.

- POP: Mat khau va cac dit liéu gui di ma khong ma hoéa.

- FTP: Mat khau va cac dir liéu gui di ma khong ma hoéa.

- IMAP: Mat khau va céc dit liéu giri di ma khong ma hoa.

Phuong thirc hoat dong:

- Chua dong: La Sniffing qua Switch, n6 rat kho thuc hién va d& bi phét hién.
K¢ tan cong thuc hién loai tin cong nay theo cac bude nhu sau:

S Ké tan cong két ni toi Switch bang cach gui dia chi MAC nac danh.
o Switch xem dia chi két hop voi mdi khung (frame).
o May tinh trong LAN gui giir liéu toi cong két ndi.

- Bi dong: Pay 1a loai Sniffing lay dit liéu qua Hub. N6 duogc goi 1a bi dong vi
rat kho c6 thé phat hién ra loai Sniffing ndy. Ké tin cong s& sir dung may tinh cua
minh két néi dén Hub va bit dau d4nh hoi.

Céc kiéu tan cong:

- ARP Poisoning.

- DNS Poisoning.

- Cudp phién lam viéc.

Phong chdng tan cong Sniffing:

- Ma hoa duong truyén.

- Tao muc bang ARP tinh cho cac thiét bi trong mang.

- Quan ly port console trén Switch.

- Ba0o vé céc cong.

- IDS va IPS.

- Phuong phép Ping.

- Phuong phép ARP.

- Phuong phap str dung DNS.

- Phuong phap Pinh tuyén nguon (Source Route).

- Phuong phép giing bay.

2.1.3. Nghe len: Mapping
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Patiretes Network Network
Fi Eavesdropping Eavesdropping
irewall
Viruses,
Trojan
horses,
and Worms
" Application
Web Server .
Server
Unauthorized
Unauthorized Access
Access

Hinh 2-4 : T4n cong Mapping

Trudce khi tin c6ng vao mot mang, ké tan cong s& mudn biét dugc dia chi IP
ctia CAC may o trong mang, hé diéu hanh ho sir dung ciing nhu nhitng dich vu ho dang
sir dung. Véi nhitng thong tin nay, cudc tan cong c6 thé tap trung hon va c6 bi phat
hién hon. Qua trinh ldy thong tin nhu vay duoc goi 12 Mapping (Nghe 1én).

Nhin chung, tt ca cac thong tin lién lac trong mang thudng dugc gui qua mot
vian ban c6 dinh dang rd rang (Clear text) va khong duoc bao vé, diéu nay cho phép
ké tan cong da dat dugc quyén truy nhap vao dudng dan dit liéu trong mang cia ban
cd thé ling nghe hoic phén tich duoc cac dudng dan. Khi ké tin cong nghe trom duoc
théng tin lién lac cua ban, n6 dugc goi la danh hoi (sniffing — da duogc trinh bay bén
trén). Phong tréng nghe trom 1a mot van dé 16n nhat ma cac quan tri vién phai doi
mat trong cac doanh nghiép.

2.1.4. Kiéu tin cong “Ngudi dirng giira”: Hijacking

Pay 1a mot ki thuat dé tan dung nhirng diém yéu trong giao thic TCP/IP. T4n
cong xay ra khi mot ngudi nao d6 ¢ giira ban va may chu dang tich cuc theo ddi, nam
bat va kiém soat thong tin caa ban.

Céc cudc tan cong nay giéng nhu mot nguoi nao dé gia danh tinh cua ban dé
doc tin nhin cua ban. Ké tan cong da cudp lay phién lam viéc cuaa ban, gia danh 12
ban va may chu sé tin rang d6 1 ban, vi ké tin cdng s& tich cuc tra 101 nhu ban, dé
giit duoc viéc trao doi va co dugc nhiéu thong tin. Trong khi do, ban sé& tudng rang

két ndi cua minh tai may chu bi 13i.
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Attacker

Hinh 2-5 : T4n cong Hijacking
2.1.5. Ngua thanh Trojan: Trojans
P = \'"" Y h,
Attacker N v e \ A Trojaned System

Hinh 2-6 : T4n cdng Trojans

Trojans la loai phan mém &c tinh, khong c6 kha ning ty sao chép nhung co

chtrc ning huy hoai twong tu virus. Mot trong nhitng cach trojans giing bay la né tu

nhan 1a gidp cho may tinh chdng lai cac virus nhung thay vi 1am vy, n6 quay ra dem
virus vao may.

Trojans duoc Xuét phét tir dién tich Con ngua thanh Trojans trong than thoai Hy Lap.

Trojan horse 1a chuong trinh may tinh thudng an minh dudi dang mot chuong

trinh hitu ich va c6 nhitng chirc ning mong mudn, hay it nhat chiing tréng nhu ¢ cac

tinh nang nay. Mot cach bi mat, n6 lai tién hanh céc thao tac khac khdng mong mudn.

Nhitng chtrc ning mong mudn chi 1a phan bé mat gia tao nham che giau cho cac thao

tac nay.
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Trong thuc té, nhidu Trojan horse chira dung cac phan mém gian diép nham
cho phép may tinh than cha bi diéu khién tir xa qua hé théng mang.

Khac nhau cin ban véi virus may tinh 1a Trojan Horse vé mit k§y thuat chi la
mot phan mém thong thuong va khong co ¥ nghia tu lan truyén. Cac chwong trinh
nay chi lira ngudi dung dé tién hanh céc thao tc khac ma than chi sé khong tu nguyén
cho phép tién hanh. Ngay nay, cac Trojan horse da dugc thém vao d6 cac chirc ning
tu phan tan. Piéu nay day khai nién Trojan horse dén gan vai khéi niém virus va
ching tro thanh kho phan biét.

M4t sé tha thugt tdn cong :

- Trén cac may Microsoft Windows, nguoi tin cong c6 thé dinh kém mot
Trojan horse vao mot cai tén co vé luong thién vao trong mot thu dién tir véi viéc
khuyén du nguoi doc md dinh kém ra. Trojan horse thuong l1a cac tép kha thi trén
Windows va do do6 s€ c6 cac dudi nhu 1a .exe, .com, .scr, .bat, hay .pif. Trong nhiéu
trng dung cua Windows di c6 cau hinh mic dinh khéng cho phép hién thi cac duoi
nay. Do d6, néu mot Trojan horse c6 tén chang han la "Readme.txt.exe" thi tép nay
s& hién thi mot cach mic dinh thanh "Readme.txt" va nd s& danh lira nguoi ding rang
day chi 1a mot loai ho so van ban khdng thé gay hai.

- C4c biéu twong ciing c6 thé dugc gan vai cac loai tép khac nhau va cé thé
dugc dinh kém vao thu dién tir. Khi ngudi ding mé cac biéu tuong nay thi cac Trojan
horse an giau s& tién hanh nhitng tac hai bat ngo. Hién nay, cac Trojan horse khong
chi x04 cac tép, bi mat diéu chinh cu hinh caa may tinh bi nhiém ma con ding may
nay nhu 1a mot co s¢ dé tan cong cac may khéc trong mang.

- Loi dung mét s 13i cua trinh duyét web, chang han nhu Internet Explorer,
dé nhdng Trojan vao mot trang web, khi nguoi ding xem trang nay sé& bi nhiém.
Ngudi diing nén cap nhat cac ban va 15i thuong xuyén va diing mot trinh duyét web
c6 d6 bao mat cao nhu Firefox va Google Chrome.

Céc kiéu gay hai dién hinh:

- Xo6a hay viét lai cac dit liéu trén may tinh.

- Lam hong chure nang cua cac tép.

- LAy nhiém cac phan mém 4c tinh khac nhu virus.


http://vi.wikipedia.org/wiki/Virus_(m%C3%A1y_t%C3%ADnh)
http://vi.wikipedia.org/wiki/Ph%E1%BA%A7n_m%E1%BB%81m
http://vi.wikipedia.org/wiki/Microsoft_Windows
http://vi.wikipedia.org/wiki/Bi%E1%BB%83u_t%C6%B0%E1%BB%A3ng
http://vi.wikipedia.org/wiki/Th%C6%B0_%C4%91i%E1%BB%87n_t%E1%BB%AD
http://vi.wikipedia.org/wiki/Tr%C3%ACnh_duy%E1%BB%87t_web
http://vi.wikipedia.org/wiki/Internet_Explorer
http://vi.wikipedia.org/w/index.php?title=B%E1%BA%A3n_v%C3%A1_l%E1%BB%97i&action=edit&redlink=1
http://vi.wikipedia.org/wiki/Mozilla_Firefox
http://vi.wikipedia.org/w/index.php?title=Google_chrome&action=edit&redlink=1
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- Cai dit mang dé may c6 thé bi diéu khién bai may khéc.

- Poc Ién céc thdng tin can thiét va guri bao cdo dén noi khac.

- An cip thong tin nhu 14 mat khau, sb thé tin dung. ..

- Poc céc chi tiét tai khoan ngan hang va ding vao cac muc tiéu pham toi.

- Cai dit 1én cac phan mém chua dugc cho phép.

Cach phong chéng hitu hiéu nhit 1a dirng bao gior mé céc tép dinh kém duoc
giri dén mot cach bat ngo. khi cac dinh kém khong dwoc mé ra thi Trojans ciing khong
thé hoat dong. C4c tép tai vé tir cac dich vu chia sé tép nhu 12 Kazaa hay Gnutella rat

dang nghi ngd, Vi cac dich vy nay thuong bj dung nhu 1 chd dé lan truyén Trojans.
2.1.6. Tan cong tir chdi dich vu: DoS

DoS ciing vi DDoS 1a mét trong nhitng dang tan cong nguy hiém nhat doi
v6i mot hé thdng mang.

Tan cong DoS 1a mét kiéu tan cong ma mot ngudi 1am cho mot hé thong khdng
thé sir dung, hoac l1am cho hé thong d6 cham di mot cach dang ké véi nguoi ding
binh thuong, bang cach lam qué tai tai nguyén cua hé thong.

Néu ke tan cong khdng c6 kha niang tham nhap dwoc vao hé thong, thi ching
s& ¢b gang tim cach l1am cho hé théng d6 sup d6 va khong cé kha nang phuc vu nguoi
dung binh thudng d6 1a tin cong Denial of Service (DoS).

Mic du tin cong DoS khdng c6 kha ning truy nhap vao di liéu thuc ctua hé
théng nhung né co thé lam gian doan cac dich vu ma hé théng d6 cung cap. Nhu dinh
nghia trén, khi DoS tin cdng vao mot hé théng sé& khai thac nhirng cai yéu nhat cua
hé thong dé tan cong.

Muc dich ciia tdn cong DoS :

- C6 gang chiém bang théng mang va lam hé thong mang bi ngap, khi d6 hé
théng mang sé& khong c6 kha nang dap ung nhitng dich vy khac cho ngudi ding binh
thuong.

- C6 gang lam ngit két ni gitra hai may, va ngan chin qué trinh truy nhap vao
dich vu.

- C gang ngan chin nhirng ngudi ding cu thé vao mét dich vu nao do.
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- C6 ging ngan chin cac dich vu khong cho ngudi khéac ¢6 kha ning truy nhap
Vao.

- Khi tin cdng DoS xay ra, ngudi dung c6 cam giac khi truy nhap vao dich vu
do6 nhu bi:

o T4t mang: Disable Network.
o T chuc khdng hoat dong: Disable Organization.
o Tai chinh bj mat: Financial Loss.

Céc dang tén cong DoS:

- Tan c6ng Smurf: La tha pham sinh ra cuc nhiéu giao tiép ICMP (Ping) téi
dia chi Broadcast cua nhiéu mang véi dia chi ngudn 1a muc tiéu can tan cong.

- Tan cong Buffer Overflow: Buffer Overflow xay ra tai bat ky thoi diém nao
do6 ¢6 chuong trinh ghi lugng thong tin 16n hon dung lugng caa bo nhé dém trong bo
nho.

- Tan cong Ping of Death: Ké tin cong guri nhitng goi tin IP 16n hon s6 lugng
bytes cho phép cua tin IP 1a 65.536 bytes.

- Tan cong Teardrop: Gai tin IP rat 16n khi dén Router s& bj chia nho 1am nhiéu
phan nho.

- Tan cong SYN flood: Ké tan cong giri cac yéu cau a0 TCP SYN téi may chu
bi tan cong. Bé xir 1y lwong goi tin SYN nay, hé théng can tén mot luong bd nhd cho
ket noi.

2.1.7. Tan cong tir chdi dich va phan tan: DDoS
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Hinh 2-7: Tan céng DDoS

Tan cdng tir chdi dich vu phan tan (DDoS — Distributed Denial Of Service) la

kiéu tan cdng 1am cho hé théng may tinh hay hé théng mang qua tai, khdng thé cung
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cap dich vu hoic phai dirng hoat dong. Trong céc cudc tin cdng DDoS, may cha dich
vu S& bi "ngap" bai hang loat cac 1énh truy cap tir lwong két ndi khdng 16. Khi s 1énh
truy cap qua Ién, may chu s& qua tai va khong con kha ning xir ly cac yéu cau. Hau
qua 1a ngudi dung khong thé truy cap vao céc dich vu trén céc trang web bj tin cong
DDoS.

Cac kiéu tin cong DDoS:

- Nhitng kiéu tan cong lam can kiét bang thong ctia mang:
S Flood Attack: Piéu khién cac may con (Zombie) giri mot lugng l6n yéu cau
dén hé théng dich vu cta muc tiéu, 1am dich vu nay bi hét kha ning vé bang thong.
C6 2 loai Flood Attack:
. UDP Flood Attack: UDP c6 tinh chat két néi yéu, hé théng nhan tin cia UDP
chi don gian nhan vao tat ca cac goi minh can phai xu ly. Mot lugng 16n cac goi UDP
duoc gui dén hé thdng dich vu cua muc tiéu sé day toan bo hé thong dén nguéng téi
han.
o ICMP Flood Attack: Puoc thiét ké nham muc dich quan ly mang ciing nhu
dinh vi thiét bi mang. Khi cac Zombie gtri mo tljongj 16n ICMP_ECHO REPLY dén
muc tiéu thi hé théng sé& phai tra 16 mot luong twong tng cac goi tin dé tra 10i, s& dan
dén nghén duong truyén.
o Amplification Attack: Didu khién cac Zombie ty guri tin nhan dén mot dia chi
IP, 1am cho tat ca cac may trong subnet nay giri tin nhan dén hé théng dich vy cua
muc tiéu, lam suy giam bang thong cua muc tiéu. Co hai loai Amplification Attack:
. Smurf Attack: Ké tin cdng gui goi tin dén bo dinh tuyén, véi dia chi cua nan
nhan va bo dinh tuyén s& guri goi tin tra 1oi vé dia chi IP cua nan nhan.
o Fraggle Attack: Tuong tu Smurf Attack nhung nguy hiém hon rat nhiéu vi ké
tan cong s& tao ra mot vong lap vo han viéc g cac gai tin tir bo dinh tuyén vé nan
nhan, tir nan nhan téi bo dinh tuyén.

- Nhitng kiéu tan cong lam can kiét tai nguyén:
o Protocol Exploit Attack: Ké tin cong giri mot géi tin SYN dén nan nhan voi
dia chi bén gri 1a gia mao, két qua 1a sau khi nan nhan g g6i tin tra 161 SYN/ACK

va s& khong bao gio nhan dugc goi tin ACK cudi cung, cho dén khi hét thoi gian cho,
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nan nhan méi nhan ra va giai phong tai nguyén. Tuy nhién, néu lugng goi tin SYN
gia mao dén vai sé lwgng nhiéu, hé théng cd thé bi hét tai nguyén.

o Malformed Packet Attack: Dung cic Zombie dé guri cac goi tin co cau truc
khong ding chuan, 1am cho hé théng cia nan nhan bi treo.

2.1.8. Tan cong dwa trén yéu té con ngwoi: Social engineering

Social Engineering

* Includes extensive research information (legal and illicit) about an enterprise, which is
gathered and used to exploit people.

» Successful social engineering results in partial or complete circumvention of an enterprise’s
security systems. The best firewall is useless if the person behind it gives away either the
access codes or the information it is installed to protect

» Social engineering principally involves the manipulation of people rather than technology to
breach security

Bak Office Firewall

Hinh 2-8: T4n cong Social engineering
La viéc st dung 1ong tin hay lira dbi dé duoc truy cap vao hé thng théng tin.
Céc cach thong dung duoc st dung la qua dién thoai hoac mét tin nhan tir Email. Ké
tan cong thudng xuyén gia vo 1a quan ly trong mot cong ty dang di cong tac véi mot
han nhat dinh dé nhan nhirng dix liéu quan trong trén hé théng. Muc dich chinh dang
sau k¥ thuat tan cong bang yéu to con nguoi 1a dat yéu té con nguoi trong vong lap
mang phi phap va st dung nhu mot vii khi. Yéu td con ngudi s& trg thanh diém yéu

I6n nhat trong an ninh mang.

Céc cach tdn cong deea trén yéu té con nguoi:
- Email gia mao: Ké tn céng guri mot tin nhan cho mét hoac nhiéu ngudi ding

trong mot mang rang “Day 1a quan ly hé thdng va mat khau cua ban phai dwoc cai dat
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lai 1a 123” trong mot khoang thoi gian tam thoi. Ké tan cong s& lién tuc giam sét su
thay d6i va sau d6 khai thac toan bd hé théng.

- Canh tranh hu cau: Ké tan cong sé thao ting mot nhom nguoi ding tham gia
mot vai cudc canh tranh hu ciu cho mét giai thuéng, véi muc dich cudi cung 1 khai
thac duoc thong tin vé an ninh mang.

- Ban trg gidp hitu ich: Ban tro gitp nhan dugc mot cudc goi tir ké tn cdng thdng
bao rang mot nguoi dung da quén mat khau, va ngudi tro gidp sé théng bao mat
khau cia nguoi dung dugc thay doi thong qua dién thoai. Bay gio, ké tan cong co
tén nguoi ding va mat khau dé 1am viéc.

2.2. DUNG TUONG LUA.

2.2.1. Khai nié¢m twong lra?

Tuong hira bao vé ngudi st dung chéng lai nhitng ké tan cong tir bén ngoai
bang céch chan cac ma nguy hiém hoic luu luong Internet khdng can thiét vao may
tinh hay mang ctia nguoi sir dung. Tudng lira ¢ thé duoc cAu hinh dé khéa dix lidu
tir c&c Vi tri cy thé trong khi van dam bao cho dit liéu can thiét c6 thé di qua. Ching
thue su quan trong ddi voi nhitng ngudi thudng xuyén két ndi Internet. Nhu vay co
thé néi viéc tim hiéu va nghién ctru vé céng nghé tuong lira dd va dang tro thanh mot
van dé cap thiét, dac biét 1a d6i véi nhitng nguoi chuyén sau vé linh vuc bao mat. Céc
hinh thte tan cdng qua mang Internet ciing nhu bién phap chung dé bao vé, ngin chin
nhitng cudc tin cong d6. Va di sdu vao nghién ciru mot loai thiét bi bao vé mang khoi
thé giGi bén ngoai do 1a tudng lira.

Thuat ngir tuong hra c6 ngudn goc tir mot ki thuat thiét ké trong xay dung dé
ngan chan, han ché hoa hoan. Trong cong nghé mang thong tin, twdng lia 13 mot ky
thuat dugc tich hop vao hé thong mang dé chéng lai su truy cap trai phép nham bao
vé cac ngudn théng tin ndi bo cling nhu han ché sy xam nhap vao hé théng caa mot
s6 thong tin khac khdng mong muén.

Tuong lira Internet 1a mot tap hop thiét bi (bao gom phan ctiing va phan mém)
duogc dat gitra mang noi bo (Intranet) cua mot td chire, mot cong ty, hay mot qudc gia
va Internet. Trong mdt s6 trudng hop, tuong lra co thé dugc thiét 1ap & trong cling mot

mang ndi bo va cd 1ap cac mién an toan.
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“Twong li#a” trong cong nghé mang thong tin duoc hiéu 1a mot hé théng gom
phan cing, phan mém hay hdn hop phan cting — phan mém, c6 tac dung nhu mot tém
ngdn cdch gitra cac tai nguyén thong tin cua mang noi bo véi thé gisi Inrernet bén
ngoai.

Pham vi hep hon nhu trong mot mang noi bo, nguoi ta cling bo tri “Twong
lira” dé ngin cach cac mién an toan khac nhau (Security Domain).

K3 thuat nay phuc vu cho An toan Hé thong may tinh 1a chinh, nhung ciing hd
tro dam bao An toan truyeén tin, vi du chéng trom cap, stra d6i thong tin (chang han
lam sai léch tin tac hay gia mao chit ky) truéce khi dén tay ngudi nhan.

2.2.2. Ung dung cia twong lira
2.2.2.1. Twong lira bdo vé céi gi?

Dir liéu, tai nguyén va thong tin ca nhan cua té chire ciing nhu ngudi sir dung
la nhitng d6i tuong can duoc bao vé. Néu may tinh khong duoc bao vé, khi két ndi
Internet, tat ca cac giao thic ra vao mang déu dugc cho phép, vi thé tin tic, Trojan,
virus c6 thé truy cap va lay cap thong tin ca nhan ciia ngudi sir dung trén may tinh.

Ching c6 thé cai dat cac doan ma dé tan cong tap tin trén may tinh. Chung c6
thé str dung may tinh ctia ngudi sir dung dé tin cdng mot may tinh cua gia dinh hoic
doanh nghiép khac két néi Internet. Mot tudng lira ¢6 thé gitp ngudi st dung thoét
khoi géi tin hiém doc trude khi nd dén hé thong cia nguoi sir dung.
2.2.2.2. Twong liza chéng lgi céi gi?

Tuong lira bao vé hé thong cua nguoi sir dung chdng lai cac loai tan cong.

Dudi day s& diém qua céc dang tan cong cd thé xay ra.

a, Tdn cong truc tiép
Puoc str dung dé chiém duoc quyén truy nhap bén trong. Mot phuong phap
tan céng co dién 1a do cap tén nguoi sir dung — mat khau. Pay 1a phuong phap don

gian, d& thyuc hién va khong doi hoi mot diéu kién dic biét nao dé bat dau. Keé tan
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cdng co thé sir dung nhitng thong tin nhu tén ngudi st dung, ngay sinh, dia chi, sb
nha vv... dé doan mat khau. Trong truong hop c6 dugc danh sach nguoi s dung va
nhitng thong tin vé mai truong 1am viéc, c6 mot chuwong trinh tw dong hda vé viéc do
tim mat khau nay, ké truy cap bat hop phap sé& truy cap vao tai nguyén caa ngudoi st
dung dé an cap théng tin va pha hoai dir liéu.

b, Tdn céng nghe trgm

Viéc tan cdng nghe trom trén mang c6 thé mang lai nhitng thong tin ¢6 ich nhu
tén — mat khau cia ngudi sir dung, cac thdng tin mat chuyén qua mang.

Viéc nghe trom thudng duoc tién hanh ngay sau khi ké tin cong da chiém
dugc quyén truy nhap hé thdng, thong qua cac chuong trinh cho phép dua vi giao tiép
mang (NIC) vao ché do nhan toan bo cac thong tin luu truyén trén mang. Nhiing
thong tin nay cling c6 thé dé dang iy duoc trén mang Internet.
¢, Gid mao dia chi

Viéc gia mao dija chi IP ¢6 thé duoc thyc hién thong qua viéc str dung kha ning
dan duong tryc tiép. Vai cach tan cong nay, ké tan cong gui cac goi tin IP téi mang
bén trong voi mot dia chi IP gia mao, dong thai chi rd duong dan céc goi tin IP phai
giri di.

d, Vo hiéu hoa cac chire ning ciia hé thong

Pay 1a kiéu tin cdng nham 1am té liét hé thdng, khong cho no thuc hién chirc
nang ma no6 duoc thiét ké hoat dong. Kiéu tan céng nay khong thé ngin chin duoc,
do nhirg phuong tién duoc té chic tn cong ciing chinh 14 cac phuong tién dé lam
viéc va truy nhap thdng tin trén mang. Vi du sir dung dong thoi lénh ping véi toe do
cao nhat co thé, buoc mot hé thdng tiéu hao toan bo tde do tinh toan va kha niang cua
mang dé tra loi cac lénh nay, khong con cac tai nguyén dé thyuc hién nhitng cong viéc

co ich khéac.

e, Léi ciia ngwoi quan tri
Day khéng phai 1a mot kiéu tin cong caa nhitng ké dot nhap, tuy nhién 13i caa
ngudi quan tri hé théng thuong tao ra nhiing 16 hong cho phép ké tan cong st dung

dé truy nhap vao mang noi bo.
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2.2.3. Chirc nang chinh cua twong lia

Tuong lia 13 mot thanh phan dat giira Intranet va Internet dé kiém soét tat ca
c4c viéc luu thong va truy cap gitta chiing véi nhau. Tuong lta c6 thé kiém soat tat
ca cac khia canh cua truyén théng qua né va kiém tra nguon gbc ciing nhu dia chi
dich ctia mdi goi tin. Pé ngan chin luu lugng truy cap khong duoc yéu cau tir phia
duoc yéu cau, tuong lira gitt mot bang cac thdng tin ¢d ngudn goc tir may dang chay
tuong lua két ndi Internet.

Néu nguoi st dung tudng lira két néi Internet két hop véi chia sé két noi
Internet, teong hira theo ddi tat ca luu lugng truy cap bit ngudn tir may tinh dang chay
tuong lira két néi Internet va chia sé két néi Internet, va theo ddi tat ca luu luong truy
cap bat nguon tir mang may tinh c& nhan.

Tuong hira két ndi Internet so sanh tat ca luu luong dén tir Internet véi cac muc
trong bang. Truy cép Internet dugc phép chi khi cé mot muc nhap phu hop trong bang
cho thay ring viéc trao doi thdng tin lién lac da bat dau trong may tinh hoic mang
riéng cua nguoi st dung.

Goi tin ¢ ngudn gbc tir mot ngudn bén ngoai may tinh dang chay tuong lia
két ndi Internet, chang han nhu tir Internet, dwoc chuyén xudng tuong hia trir khi
ngudi ding tao mot muc nhap trén tab dich vu dé cho phép ching. Thay vi gai cho
ngudi str dung thong bao vé hoat dong, trong lira dm tham loai bo nhitng tac vu khong
mong muén. Piéu nay da loai b nhitng nd lyc xdm nhap phd bién nhu quét cong.
Thong bao nhu vay ¢6 thé duoc giri thudng xuyén dé 1am phan tim nguoi dung. Thay
vao do, tuong ltra co thé tao mot nhat ky bao mat do d6 nguoi dung c6 thé xem céc

hoat dong duogc theo dbi bai cac buc tuong Ira.

2.2.4. Phan loai twong lia

Tuong lira 6 thé bao gom phan ciing hodc phan mém nhung thuong 14 ca hai loai.
2.2.4.1. Twong lira cirng
Tuong lira cimg duoc tich hop trén bo dinh tuyén (Router)
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Dic diém cua tuong lira cang:

Khong duoc linh hoat nhu twong lira mém, khdng thé thém chic ning ciing
nhu quy tic nhu tudong lta mém.

Tuong lira cng hoat dong & tang thip hon tudng hra mém (Tang Network va
tang Transport)

Tuong lira cieng khdng thé kiém tra ndi dung cua goi tin.

>N N e

Router Firewall

Hinh 2.9 - Twong lira cieng
2.2.4.2. Twong liza mém
Dic diém caa tuong kra mém:

- Tinh linh hoat cao: c6 thé thém, bét quy tac, cac chirc nang

- Tuong lira mém hoat dong ¢ tang cao hon tuwong lra cung (tang ung
dung)

- Tuong lira mém c6 thé kiém tra duoc noi dung cua goi tin thdng qua
cac tu khda.

Server firewall

Hinh 2.10 - Twong lira mém

2.2.5. M6 hinh twong lira
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Try s& chinh

Router Juniper
TMG ForeFront
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77
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Hinh 2.11 - M6 hinh twong lira TMG

MJi t6 chirc, mbi cong ty déu can c6 mot md hinh sir dung twong hira cu thé

NS

dé co thé ddi pho véi cac méi nguy hiém tiém an trén mang Internet. Véi md hinh
nhu trén ta c6 thé 4p dung vao bat ky cong ty hay té chirc doanh nghiép nao. Cu thé
Vvé6i hé théng bao gém 1 may chi DC, quan Iy tai khoan ngudi ding, may chiu DNS
quan ly phan giai tén mién. Switch dung dé chia mang téi cac may client, B dinh
tuyén sir dung dé dinh tuyén va tuong hira dugc bé tri bén ngoai tat ca cac thiét bi nay
trude khi duoc két noi toi Internet. Nhu vay, khi théng tin bén trong hay bén ngoai
muén trao doi qua lai, can phai duoc sy gidm sat va cho phép cua tuong lira méi co
thé thanh cong dugc.
2.3. DUNG CONG NGHE MANG RIENG AO.
2.3.1. Khai niém mang riéng ao

Mang riéng a0 (VPN) khdng phai 1a giao thirc, khong phai la phan mém may
tinh. VPN 1a mot chuan cdng nghé, cung cap su lién lac an toan giira hai thuc thé
duoc thuc hién bang cach ma hoa lién lac trén mot mang khong an toan (vi du
Internet).

Giai phap Mang riéng ao dugc thiét ké cho nhiing t6 chirc ¢ xu hudng ting

cudng thong tin tir xa vi dia ban hoat dong rong (trén toan qudc hay toan cau).

Trong mang VPN:
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V& co ban, VPN gia 1ap mot mang riéng trén mot mang coéng cong (vi nhu
mang Internet). S¢ di né dwoc goi 1a “a0” bai vi nd dya trén cac lién két ao (khéng
c6 su hién dién vat 1y caa céac lién két nay) khac voi cac lién két dugc thiét 1ap trén
duong thué bao riéng. Céc lién két ao thuc chat 1a cac dong dir liéu luu chuyén trén
mang cOng cong.

- Dit liéu duoc dong goi, header dugc cung cap cac thong tin dinh tuyén.

- Pé dam bao day 1a két ndi “riéng”, dir liéu dugc ma hoa. Cac goi tin bi chan
trén mang khong thé giai ma duoc néu khdng c6 khoa giai ma.

- Khi mét ban tin (message) duoc giri qua mang cong khai, né dugc chuyén
qua mot sé may tinh, Router, Switch hay mot sé thiét bi twong tu, trude khi dén duoc
dich. Trong qua trinh van chuyén, thong diép cd thé bi chan lai, bi sira d6i hoic bi
danh cip.

Thiét 1ap VPN hay thuc chat cung cap su lién lac an toan giira hai thuc thé
duoc thuc hién bang cach ma hoa lién lac trén mot mang khdng an toan, s& bao dam
nhitng yéu cau an ninh mang sau:

+ Tinh bi mat, riéng tu (Privacy): Ngudi khong duoc phép khdng thé hiéu

duoc su lién lac.

+ Toan ven (Intergrity): Nguoi khong duoc phép khong thé stra doi sy lién lac.

+ X&c thuc (Authenticity): Bao dam khéng xay ra lién lac sai dia chi.

- M4 hda 1a viéc chuyén dir liéu cd thé doc duoc (clear text), vé mot dinh dang
kho thé doc dugc (Ciphertext). M4 hda theo thuat toan ma hoa va khda bi mat. Trong
cac san pham cong nghiép vé VPN, thuong hd trg ma ddi xting va khong d6i xing.

- Puong ham: 1a két ndi gitra hai diém cudi khi can thiét. Két ndi nay 1a két
ndi “a0”, khong phu thugc vao cau tric vat ly caa mang. Puong ham VPN 1a duong
ham dong , nghia 12 khi ¢6 nhu cau trao do6i thong tin thi méi két néi.

- Pinh duong ham: 12 phuong phap st dung ha tang lién mang dé truyén dir
liu cua mang nay trén mang khac. Dit lidu chuyén tai qua mang duoc dong goi voi
mét giao thirc khac. Thay vi truyén di goi tin duoc tao ra ban dau, giao thirc tao duong
ham déng goi (encapsulate) goi tin véi mot header bo sung. Header nay cung cap

thong tin dinh tuyén dé géi tin co thé truyén di trén mang. Pong géi thuc chat 1a ma
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hoa goi dit liéu gbc va thém tiéu dé chira thong tin dinh tuyén cho goi tin dé c6 thé
truyén qua mang Internet. Pudng ham ciing 1a mot dic tinh ao trong VPN.

Cac cdng nghé duong ham dugc dung phé bién hién nay cho truy cap VPN
gom c6: PPTP, L2F, L2TP hoic IP Sec, GRE (Generic Route Encapsulation).

- Goi tin dugc tao duge dinh tuyén va truyén giira cac diém qua mang chung.
DPuong di logic gitta diém dau va diém cudi duoc goi 1a dudng ham (Tunnel).

Pé thiét 1ap két ndi “dudng ham”, may cha va may khach phai sir dung chung
giao thirc dudng ham (tunnel protocol). Khi gai tin tgi dich, né duoc giai ma tra vé
noi dung ban dau.

- Chét lugng dich vu (QoS - Quality of Service): Thoa thuan vé Chat lugng
dich vu thuong dinh ra mot gisi han cho phép vé do tré trung binh ciia goi tin trong
mang. Ngoai ra, thoa thuan nay dugc phat trién théng qua céc dich vu cu thé véi nha
cung cap.

Tom lai, VPN ¢ thé n6i gan gon 1a su két hop:

Mai héa + Pinh dwong ham + Céac théa thuan vé QoS.

2.3.2. Cac loai mang riéng ao
Theo muc tiéu ung dung, VPN dugc phéan thanh hai loai:
- VPN Site — To — Remote:

HG tro cho nguoi dung tir xa hay dbi tac c6 thé truy cap vao mang cong ty qua

duong két néi voi ISP dia phwong dé vao Internet.
- VPN Site — To - Site:

Két ndi tir van phong chi nhanh dén vin phong cta cong ty thong qua dudng
ndi Lease Line hay DSL.
2.3.2.1. Mang riéng do truy cdp ter xa (Remote Access VPN)

VPN truy cap tir xa con duoc goi 1a mang Dial-up riéng ao, 1a mot két noi
ngudi ding dén LAN, thuong 1a nhu cau caa mot t chire ¢6 nhiéu nhan vién can lién
hé v&i mang riéng caa minh tir rat nhiéu dia diém ¢ xa.

Vi du nhu cong ty mudn thiét Iap mot VPN Ién phai can dén mot nha cung cap
dich vu doanh nghiép (ESP). ESP nay tao ra mot may chu truy cap mang (NAS) va

cung cap cho nhitng ngudi sir dung tir xa mot phan mém may khéach cho may tinh cua
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ho. Sau dé, nguoi sir dung c6 thé goi mot sé mién phi dé lién hé véi NAS va ding
phan mém VPN may khach dé truy cap vao mang riéng caa cong ty. Loai VPN nay
cho phép cac két néi an toan, c6 mat ma.

Daiy 1a kiéu mang riéng ao cho phép nguoi ding cd thé thiét 1ap mot két ndi
tGi may chu cua té chirc bang cach sir dung co so ha tang duoc cung cap bai ISP. N6
cho phép ngudi ding cé thé két ndi t6i Intranet hoic Extranet cua cong ty bat ctr khi
nao va bat cir & dau. Ngudi ding duoc phép truy cap vao tai nguyén cua to chirc nhu
1a ho két ndi truc tiép (vé mat vat 1y) vao mang cua cong ty. Buong truyén trong VPN
loai nay c6 thé 1a twong tu, quay s6 hay DSL, IP di dong va cap dé ndi ngudi ding di

dong, may tinh tir xa hay cac van phong lai véi nhau.

note Access VPNs
Main
Office
L Sec/p
Client-Initia ted
Tunnel ‘.

VPN Cloud

Client-Initiated Rem

(internat, 1P}

-
VPN Routter

P
MAS-Initiated
Turnnel

Hinh 2-12 : Mang riéng ao truy cap tir xa

Két ndi gitra Van phong chinh va “Vian phong” tai gia hoic nhan vién di dong
1a loai VPN truy cap tir xa.
2.3.2.2. VPN diém-néi-diém (Site-to-Site)

VPN diém-ndi-diém 1a viéc st dung mat ma danh cho nhiéu nguoi dé két ndi
nhiéu diém cé dinh véi nhau thdng qua mot mang cong cong nhu Internet. Loai nay
c6 thé dua trén Intranet hoic Extranet.

Mang riéng do Intranet (Intranet VPN)

Ap dung trong truong hop céng ty c6 mot hoic nhiéu dia diém & xa, mdi dia
diém déu di c6 mot mang LAN. Khi d6 ho cd thé xay dung mot VPN intranet (VPN

ndi bo) dé két ndi cac LAN d6 vao trong mot mang riéng thong nhét.
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Intranet VPN

Remote
Office

YPN Router

IPSec/GRE Tunnels

Service Provider Metwork

Hinh 2-13: Mang riéng ao Intranet
Mang riéng do Extranet (Extranet VPN)
Khi mot cong ty c6 mot mdi quan hé mat thiét véi mot cong ty khéac (vi du:
mét ddng nghiép, nha hd trg hay khach hang), ho c6 thé xay dung mot mang riéng ao
Extranet dé két ndi LAN cua cong ty minh véi LAN cong ty khac va cho phép cac

cong ty do6 c6 thé lam viéc trong mot moi trudng co chia sé tai nguyén.
Extranet VPN

Business
Partner

VPN Router

Iain

2999

e

VPN Router

. Service Provider Network

Dial-Up
Business Fartner

Hinh 2-14: Mang riéng 4o Extranet
Két ndi gitta Van phong chinh va Vian phong tir xa la loai VPN Intranet, két

ndi gitra Van phong chinh véi Béi tac kinh doanh 12 VPN Extranet.
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Cac loai mang riéng ao (VPN) dugc mo ta trong cac hinh vé dudi day:

WP connection

o
ISP E’&l @I}I

Intranet

Hinh 2-15: Sir dung két néi VPN dé két ndi tir xa dén Intranet

WPM connection

: Tunnel
@ -\-\
. A ]
N N\ Ieres,
i
U @j_'ﬁ
i Dedicated or Dedicated

Branch dial-up link to ISP Caorporate
Office link to ISP Hub

e

i

’
2l

Hinh 2-16: Sir dung két noi VPN dé két noi 2 site & xa

WPN connection

Tunnel
VPN
i 1 Server
'i.,"._h- .—'T'i
B o
e Corporate @ll
Internetwark '\-.'ai e
b
Secured or

Hidden Netwark
Hinh 2-17: Sir dung két n6i VPN dé két noi téi mang dwoc biao mat
2.3.3. Cac thanh phan can thiét tao nén mét VPN
VPN bao gém 4 thanh phan chinh: Internet, Security Gateway, Security Policy
Server va Certificate Authority.
- Internet: Bao gom cac nha cung cap dich vu Internet véi cac thiét bi 16n, cao

cap, hién dai. Cac ISP c6 thé dugc phan cap thanh nhiéu 16p: bac 1, bac2....
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- Security Gateway: Pugc dat gitra cac mang cong cong va mang riéng, ngan
chin xam pham trai phép vao mang riéng. Ching cung cap kha ning tao dudng ham
va ma hoa dit liéu trude khi chuyén dén mang cong cong. Thuong l1a cac bo dinh
tuyén, trong lira, phan mém tich hgp VPN va phan mém VPN.

- Security Policy Server: May chii bao quan cac danh sach diéu khién truy cap
va thong tin khac lién quan dén nguoi ding ma céng ndi dung dé xac dinh luu lwong
nao dugc phép, chiang han, néu dung PPTP, viéc truy cap cd thé diéu khién qua mot
may chu RADIUS.

- Certificate Authority: May server hoic don vi tha 3 dé cap va kiém soat CA.

Hién nay c6 nhiéu loai céng nghé, giai phap VPN, tuy nhién céc giai phap
VPN déu phai dap ang cac yéu cau:

- X&c thuc nguoi dung (User Authentication)

Cung cap co ché chiing thuc nguoi dung, nghia 13 chi cho phép ngudi ding
hop 1& két ndi va truy cap hé thong VPN.

- Piéu khién truy cap (Access Controlling)

Cung cép dia chi IP hop 18 cho nguoi dung sau khi gia nhap hé thong VPN dé
cd thé truy cap tai nguyén trén VPN.

- Ma hoa dit liéu (Data Encryption)

Cung cap giai phap ma hoa dix liéu trong qua trinh truyén nham dam bao tinh
bao mat va toan ven dir liéu.

- Quan ly khoa (Key Management)

Cung cap giai phap quan ly cac khéa dung trong qua trinh ma hoa va giai ma
di liéu.
2.3.3.1. Xac thure ngwoi dung

Co ché xac thyc nguoi dung thuong duoc trién khai tai cac diém truy cap va
dugc dung dé xac thue cho ngudi dung truy cap vao tai nguyén bén trong mang. Chi
¢6 ngudi ding hop 18 thi mai co thé truy cap vao bén trong mang, diéu nay lam giam

dang ké sy truy cap bat hop phap vao nhirng dir liéu duoc luu trit trén mang.
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Mot sb cach xéc thue thudng duoc st dung riéng biét hoic co thé dugc két
hop voi mot sé cach khac bao gdm nhiing cach sau day:

- Login ID and password : Phuong phép nay sir dung co ché xac nhan ID va
mat khau co ban cua hé thdng dé xac nhan quyén truy cap cia ngudi ding tai cac
diém VPN.

- S/Key password : Phuwong phap nay khoi tao mot S/IKEY bang cach lya chon
mot mat ma bi mat va mot con sé ty nhién. Sé tu nhién nay bao ham ca sb lan cua
mot ham bam mat (MD4) s& duogc st dung vao mat khau bi mat. Khi ngudi dung login
vao hé théng, may chii s& cap phat mot hiéu leénh Kiém soat. Chuong trinh may khach
s& yéu cau nhap mat khau bi mat, gay ra n-1 lan Iip lai ham bam dén né va guri tra lai
may cha. May chu s& tng dung ham bam nay vao thong tin duwgc gui lai, néu ca hai gia
tri déu giéng nhau, nguoi ding s& dugc xac nhan thanh céng. May chu sé luu lai théng
tin ma ngudi dung giri cho va giam bo dém mat khau.

- RADIUS: RADIUS la mot giao thirc bao mat trén Internet kha manh dya trén
mo hinh Client/Server, phia client s& truy xuat vao mang va RADIUS server la khiic
mang cudi s& X4c nhan client. Thong thuong, RADIUS server xac nhan nguoi dung
bang Username va Password ma né luu trit trong danh séch sin cé.

- Two-Factor Token-Based Technique: Gidng nhu tén goi 4m chi, ké hoach
nay trién khai phuong phap xac nhan d6i dé xac nhan nhiing tai liéu dang tin cua
ngudi ding. N6 két hop tién ich mot cua token va mot caa password. Trong suét qué
trinh xir ly, cac thiét bi dién tir phan cimg co ban phuc vu nhu token va ID duy nhat,
vi du nhu Personal Identification Number (PIN) duoc st dung nhu mét khau. Theo
truyén théng, token s& la thiét bi phan ciing (c6 thé 1a mot thé card), nhung mot s6
nha cung cap lai yéu cau st dung phan mém dé 1am token.
2.3.3.2. Diéu khién quyeén truy nhdgp (Access Controlling)

Sau khi nguoi dung da dugc xac nhan, mac dinh nguoi dé dugc phép truy cap

vao nhirng tai nguyén, dich vu va nhirng tng dung duogc dat trén mang.
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Diéu nay chiing té rang c6 mot mdi de doa on tir phia ngudi dung, cho du da
dugc uy nhiém, c6 thé cé y hodc khéng ¢ y 1am xao tron dit liéu trén mang. Bang
cach sang loc tai nguy@n cd thé han ché dugc viéc nay.

Controlling Access Rights ciing 1a mét phan tich hop cua controlling access.
Mbi de doa bao mat c6 thé duoc giam xudng néu ta gigi han mot sé quyén truy cap
d6i voi nguoi dung.

Ngay nay, mot s6 ki thuat cai tién da cho phép do an toan cao hon do viéc két
hop nhiéu yéu té nhu dia chi IP nguén va dich, dia chi cong, va group, ngay, gio, thoi
gian va cac tng dung v.v...
2.3.3.3. Ma héa d liéu (Data Encryption)

M4 hoa 1a mot trong nhiing thanh phan co ban ctia bao mat VPN.

- Céc giao thirc tao duong ham hd tro phwong thirc mé hoa dit liéu co ban dya
trén PPP nhu Microsoft Point to Point Encryption — MPPE dua trén thuat toan
RSA/RC4 sir dung khda ma c6 d6 dai 40-bit, 56-bit hoac 120-bit.

- IPSec cung cap kha ning ma héa dit liéu bang IPSec Securrity. Thong thudng
IPSec sir dung Encryption Standard (DES) — 14 mat ma kiéu khéi sir dung khoa 56-
bit dbi véi DES hoic 3 x 56-bit dbi voi 3-DES. Cac mat ma khéi ma héa dit li¢u thanh
cac khdi roi rac (cac khoi 64-bit trong truong hop st dung DES).

- Do Internet 12 moi truong c6 thé tao két ndi VPN tir bat cir noi dau, mang
can ¢6 cac tinh ning an toan di manh dé tranh cac truy cap trai phép téi mang riéng
va bao vé dir liéu trong qua trinh truyén tai trén mang cdng cong. Ngoai cac van dé
vé xac thuc va ma hoa co ban nhu néu trén, can bo sung mot sé kha ning xac thuc va
ma hoa manh hon. Mot s cdng nghé xéac thuc va mé hoa cé thé ké dén bao gom:
Symmetric vs. Asymmetric Encryption (Private Key vs. Public Key)

+ Certificates

+ Extensible Authentication Protocol (EAP)

+
Trong VPN, hai thuat toan ma hoa bat d6i xting duogc ding phd bién 1 Diffie-
Hellman (DH) va Rivest Shamir Adiman (RSA)
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2.3.3.4. Quan ly khoa (Key Management)

Public Key Infrasture - PKI 12 mot khudn kho caa nhitng chinh sach dé quan
ly nhitng khoa va thiét 1ap mot phuong phap an toan cho sy trao doi dit liéu. Dé cai
tién viéc quan ly cac khoa va tinh bao mat cao trong cac cudc trao ddi dir lidu. Mot
PKI duoc dya trén khudn khd bao gom nhiing chinh sach va thu tuc dugc hd trg boi
c4c tai nguyén phan cing va phan mém. Nhitng chie ning chinh cua PKI 1a:

+ Phét sinh mot cap khéa riéng va khoa chung cho PKI client
+ Tao va xac nhan chir ky dién tir
+ bDang ky va xac nhan nhirng ngudi dung mai
+ Cap phat ching nhan cho ngudi ding
+ Dénh dau nhitng khoa da cip phat va bao tri qua trinh st dung ciia moi
khoa (duoc dung dé tham khao vé sau)
+ Huy bo nhitng dang ky sai va hét han
+ Xac nhan PKI client
2.4. DUNG CONG NGHE MA HOA.

2.4.1. Ma hoa

2.4.1.1. Téng quan vé ma hoa

Pé dam bao An toan thong tin luu trir trong may tinh (giir gin thong tin ¢ dinh)
hay dam bao An toan thong tin trén duong truyén tin (trén mang mdy tinh), nguoi ta
phai “che gidu” cac thong tin nay.

“Che” thong tin (dir liéu) hay “ma hoa” thong tin 1a thay d6i hinh dang thong tin
gdc, va ngudi khac “khé” nhan ra.

“Gidu” thong tin (dir liéu) 1 cat gidu thdng tin trong ban tin khac, va ngudi khac
cling “kho6” nhan ra.

Vay mi hoa 1a phuong phap bién doi thdng tin (phim, anh, van ban, ...) tir dang
binh thuong sang dang thong tin “khé” c6 thé hiéu duoc, néu khong co phuong tién
giai ma. Giai ma 1a chuyén thong tin d¢a dwoc mé hoa vé dang thong tin ban dau (thdng

tin géc), day 1a qua trinh nguwoc cua ma hoa.
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a. Hé¢ ma hoa

Viéc ma hoa phai theo quy tic nhat dinh, quy tic d6 goi 1a Hé ma héa. Hé ma hoa
duoc dinh nghia 1a by ndm thanh phén P, C, K, E, D, trong do:

P la tap hiru han cac ky tu ban ro

C la tap hiru han céac ky tu ban ma

K la tap hitu han cac khéa

E la tap cac anh xa tir P vao C dugc goi la ham lap ma

D la tap cac anh xa tir C vao P duoc goi la ham giai ma.

Vi moi khoa lap ma ke € K, coham l1ap miexe € E, eke: P> C

Vi moi khoa giai ma kd € K, c6 ham giai ma dka € D, dka: C — P sao cho
drd(exe(X)) =X, VX € P

O day x duoc goi la ban 18, exe(x) dugc goi la ban ma.

b. Ma héa va gidgi ma

Ma,
héa

Ban rd x P»Ban rd dud(eke(X))

Ban ma exe(X) —»{ Ban mé exe(X) —»

|

Tin tac c6 thé liy “trom” ban ma exe(x)

Ban ma

Ngwoi nhan N, c6 khoa kd

Ngwoi gtri G, c6 khoa ke

Ngudi gii G muén gui ban tin X cho nguodi nhan N. Bé ¢am bao bi mat, G ma
hoa ban tin x bang khoa 1ap ma ke, thu dugc ban mA exe(x) va giri cho N ban nay.
Trén dudng truyén, ban tin exe(x) ¢ thé bi trom, nhung ciing “kh6” hiéu dugc
ban tin gdc x néu khong c6 khoa giai ma kd.
Khi nhan dugc ban mé exe(X) ma G giri cho, N tién hanh giai m4 bang khda kd,

thu duoc ban tin g¢ dig(eke(X)) = X
2.4.2. H¢ méa hoa khoéa cong khai RSA

RSA 1a hé m& hod khoa cong khai, do an toan cua hé duya vao bai toan kho:

“Phan tich s6 nguyén thanh tich cac thira sb nguyén t6”.
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So do:
+ Sinh khoa:

- Chon ngéu nhién, bi mat, doc lap hai s6 nguyén té I6n p va q véi p=q

Tinh: n = p.q. Cong khai n. BatP = C = Z,
Tinh bi mat gia tri: ¢(n) = (p-1).(9-1)

Chon s6 tu nhién e thoa man e < ¢(n), e nguyén té ciing nhau véi ¢(n).

Tim d 1a phan tir nghich d4o caa e theo mod ¢(n): e.d=1(mod ¢(n))

Khi d6, e la khoa 1ap ma duoc céng khai; d 1a khoa giai ma phai gitr bi mat.
+ Lap mé:
ChonP=C=2Zyvéi N=pg,Z,={012,.,n-1}

X e P,y=ex(X)=x*modn

+ Giai ma:

y € C, x=dk(y) = y*mod n

Vi du:

+ Sinh khoa:

Chonp=13,9=19

Tinh: n=p.q=13.19 = 247. Cong khai n. Pat P = C = Z,={0,1,2,..., 246}
Tinh bi mat ¢(n) = (p-1).(g-1) = 12.18 = 216

Chon s6 tu nhién e = 17 thoa man e < ¢(n), (e, ¢(n)) = 1

Tim d 1 phan tir nghich d4o caa e theo mod ¢(n): e.d=1(mod ¢(n)) ta duoc
d=89.
Khi do, e = 17 1a khoa 1ap ma duoc cong khai; d = 89 la khod giai m&, phai gitr
bi mat.
+ Lap mé:
Chon P =C =Z,={0,1,2,..., 246}
X =25e P, md hda x : y = ex(x) = x* mod n = 25! mod 247 = 168
+ Giai mé:

y=168 € C, giaimay : dk(y) = y*mod n = 168% mod 247 = 25 = x
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Do an toan

1. H¢ ma hoa RSA la tat dinh, tac 1a ban rd x va mot khoa bi mat a, thi chi ¢ mot
ban may.

2. Hé mat RSA an toan, khi gitr duoc bi mat khoa giai ma a, p, q, ¢(n).

Néu biét duoc p, g thi tham ma d& dang tinh duoc ¢(n) = (g-1)*(p-1).

Néu biét duoc ¢(n), thi tham ma tinh dugc a theo thuat toan Euclide mé rong.
Nhung phan tich n thanh tich cta p va q la bai toan “kho”.

Do an toan cua Hé mat RSA dua vao kha ning giai bai toan phan tich s6 nguyén
dwong n thanh tich cta 2 s6 nguyén té Ién p va q.

2.4.3. Chix ky s6
2.4.3.1. Khéi ni¢m chi ky sé:
a. Gioi thiéu:

Pé chang thuc ngudn goc hay hiéu luc cua mot tai liu, 1au nay nguoi ta ding
chit ky “tay”, ky vao phia duéi ciia mdi tai liéu. Vi vay nguoi ky phai ky tay truc tiép
vao tai liéu.

Ngay nay, cac tai liéu duoc s6 hoa ngudi ta ciing ¢6 nhu cau chang thuc ngudn
gdc hay hiéu luc ciia céc tai liu nay. RO rang khdng thé “ky tay” vao tai liéu vi ching
khong duoc in ra trén gidy. Tai lidu “s6” hay tai liéu “dién ta” 1a mot xau cac bit (0
hay 1), Xau bit c6 thé rat dai néu in trén giy co thé 1én dén hang nghin trang. “Chit ky”
dé chang thuc mot xau bit tai liéu cling khong thé 12 mot xau bit nho dat phia dudi xau
bit tai liéu. Mot “chit ky” nhu vay chac chan sé bi ké gian sao chép dé lam gia chit ky
cho mét tai liéu “s&” bat hop phap.

“Chit ky $6” dé chang thuc mét tai lidu “s6” d6 chinh 13 ban ma cua xau bit tai

A9y

ligu. Nguoi tao ra “chir ky s6” (chir ky dién tir) trén tai liéu “s6” giéng nhu tao ra “ban
ma” cua tai ligu vaoi khoa lap ma.

Nhu vy, ky “s6” trén tai liéu “s6” 1a ky trén ting bit tai lieu. Ké gian kho gia
mao “chit ky s6” néu khong biét khoa 1ap ma.

Pé kiém tra mot “chir ky s6” thudc vé tai lidu “s6”, ngudi ta giai ma “chir ky s6”

bang khoa giai ma, sau d6 so sanh véi tai liéu gdc.
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Ngoai ¥ nghia dé ching thuc nguén gbc hay hiéu luc cua cac tai lidu “s6” mit
manh cta “chit ky s6” hon “chit ky tay” 1a & chd ngudi ta cd thé ky vao céc tai liéu tir
rat xa trén cac mang cong khai. Hon thé nita, c6 thé ky bang cac thiét bj cam tay (nhu
dién thoai di dong), tai khip moi noi va di dong, mién 1a két nbi duoc vao mang, giam
thiéu rat nhiéu vé thoi gian, céng stec, chi phi ... so véi ky tay.

“Chit ky 6 thuc hién ky trén timg bit tai liéu nén do dai cia chi Ky sb it nhat
cling bang do dai cua tai liéu. Do d6 thay vi ky trén tai liéu dai, nguoi ta thuong ding
ham bam dé tao dai dién cho tai liéu, sau d6 moi ky 1én dai dién tai liéu nay.

b. So’ do chir ky sé:

So d chir ky s6 1a bo nam (P, A, K, S, V) trong do:

P: tap hitru han cac thong diép.

A: tap hitu han cac chit ki.

K: tap hiru han cac khoa (khdng gian khoa).

S : tap cac thuat toan ky.

V: tap cac thuat toan kiém thir.

Véi mdi khda k € K ton tai thuat todn ki sigk € S va mot thuat toan kiém tra chir
Ky verk € V.

Mbi sigy 1P — A va ver,: P x A— {true, false} la nhitng ham sao cho médi

thong diép x € P va mdi chit Ky y €A thoa man phuong trinh duéi day:

true  khiy=sig(x)

ver(x, y) ={ false khiy =sig(x)

Chuy:
Nguoi ta thuong ding hé ma hoéa khoa cong khai dé lap so d6 chit ky sb. O
day khoa bi mat a dung 1am khda ky, khoa cong khai b dung dé kiém tra chir ky.
Nguogc Véi viéc ma héa: dung khoa cong khai b ¢é ma hoa, dung khoa bi mat
a dé giai ma. Diéu nay hoan toan tu nhién vi “ky” dé xac dinh ngudi ky hay hiéu luc
cua tai liéu nén “ky” can bi mat. Con sau khi ky, tai liéu hay chir ky la cong khai cho

moi ngudi biét nén ho dung khoa cong khai b dé kiém tra chir ky.
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2.4.3.2. So dé ky sé RSA
So d chir ky RSA duoc cho boi bo nim: S= (P, A, K, S, V).
- Tao cap khoa:
P=A=2Z, véin=p.g, pvaq lacac sé nguyén té 16n.
¢(n) = (p-1)(a-1) K=(n,p a,ab)
Chon b e Zn nguyén té ciing nhau véi ¢(n)
Chon a € Z; la nghich dao caa b theo module ¢(n)
Céc gia tri n va b cong khai; cac gia trip, g, a bi mat.
- Ky s6: Str dung cip (n, a) dé ky
Véi mdi K =(n, p, g, a, b) va X € Z, ta dinh nghia chit ky Ia:
y=sigk(X) =x*modn,y € A
- Kiém tra ché ki: Sir dung cap (n, b) dé kiém tra chit ky
Ver (X, y) = true < x = y° (mod n)
Vi du: Tao chir ky trén van ban x = 2.
- Tao cap khoa:
Chonp=3,q=5.Tinhn=p.q=15
P=A=27,={0,1,2,..., 14}
Tinh ¢(n) = (p-1)(9-1) = 8
Chon b =3 € Z, théa mén (b, ¢(n))=1
Tim a e Z, la nghich dao cua b theo module ¢(n), ta dugc a =3
Khi d6 cong khai (b, n), bi mat (p, g, a)
- Ky sé: St dung cap (n, a) = (15, 3) dé ky.
X =2 e P ta thu duoc chix ky Ia: y = sigk(x)= x? (mod 15) = 23 (mod 15) = 8
Vay chir ky la: y = sigk(x)=8 € A.
Nguoi ky gui cap (x, y) di.
- Kiém tra ché ky: Str dung cap (n,b) dé kiém tra chix ky
Tinh x> =y’ modn= 8 mod 15=2
Vay Ver(x,y)=true (vi X’ = x). Do d6 chir ky l1a dung, khong bi gia mao.
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2.4.4. Ham bam
2.4.4.1. Tong quan vé ham bim

“Ham bam” 14 thuat toan khong dung khoa d¢é ma hoa nd ¢é nhiém vu “loc”
(bam) tai liéu (ban tin) va cho két qua 1a mot gid tri “bam” co kich thuée ¢ dinh, con
goi la “dai dign tai ligu” hay “dai dién ban tin”, “dai dién thong diép”.

Ham bam 1a ham mot chiéu, theo nghia gia tri ciia ham bam 13 duy nhat va tir
gia tri bam nay, “khé thé” suy nguoc lai duoc ndi dung hay do dai ban dau cua tai
liéu goc.

1./ Dgc tinh ciza ham bam

Ham bam h 1& hAm mét chiéu c6 céc dac tinh sau:

* \/6i tai liéu dau vao (ban tin gc) X, chi thu duoc gia tri bam duy nhat z = h(x)

* Néu dir liéu cua trong ban tin x bi thay d6i hay bi x6a dé thanh ban tin x’, thi
gia tri bam h(x”) # h(x)

* Noi dung caia ban tin goc “kho” thé suy ra tir gia tri ham bam ctia n6. Nghia
la véi thong diép x thi dé tinh duoc z = h(X), nhung lai kho tinh nguoc lai dugc X néu
chi biét gié tri bam h(x) (Ké ca khi biét ham bam h)

2./ Ung dung ciia ham biam

* \/Gi ban tin dai x, thi chit ky trén x ciing s& dai, nhu vay s& ton thoi gian “ky”,
t6n bo nhé luu trix “chir ky”, t6n thoi gian truyén “chit ky” trén mang. Ngudi ta ding
ham bam h dé tao dai dién cho ban tin z = h(x), n6 s& c6 d6 dai ngan. Sau d6 ky trén z,
nhu vay chir ky trén z s& nho hon nhiéu so véi chit ky trén ban tin goc x.

* Ham bam dung dé xac dinh tinh toan ven di liéu.

* Ham bam dung dé bao mat mot sé dix liéu dic biét, vi du nhu bao vé mat
khau, bao vé mat ma.

3./ Cac logi ham bam

Céac ham bam dong MD (MD2, MD4, MD5) do Rivest dé xuit. Gia tri nim

theo cac thuat toan nay c6 do dai cd dinh 1a 128 bit. Him bam MD4 dua vao nam

1990. Mot nam sau phién ban manh hon 1a MD5 duoc dé xuat.
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Ham bam an toan SHA, phuc tap hon nhiéu, ciing dua trén cac phuong phap
tuong tu, duoc céng bd trong Ho so Lién bang nam 1992 va dugc chap nhan lam tiéu
chuan vao nim 1993 do Vién Tiéu Chuan va Cong Nghé Qudc Gia (NIST). Gia tri

bam theo thuit toan nay c6 d6 dai ¢ dinh 1a 160 bit.
2.4.5. Ky thuat ma khoa EC- ELGAMAL

2.4.5.1. H¢ ma hoa Elgamal cé dién
So dé (Elgamal dé xuit nam 1985)
al. Sinh khéa (bi mdt, cong khai) (a, h) :
Chon sé nguyén té p sao cho bai toan logarit roi rac trong Zp 1a “khé” giai.
Chon phan tir nguyén thuy g € Zp* .
Pat P=Z,* C=Z,* x Z,*
Chon khoa bi mat la a € Zy* . Tinh khoa cong khai h=g? mod p.
Dinh nghia tap khéa: K ={(p,g,a,h): h=g? mod p}.
Cac giatri p, g, h dugc codng khai, phai giir bi mat a.
V6i Binrd x e P va Banma y e C,véikhéa k e K dinh nghia:
b/. Lap ma:
Chon ngau nhién bi mat r € Zp.1, banméla y=ec(x,r) = (yu Y2)
Trongdd6 yi=g" (modp) va y>=x*h" (modp)
c/. Gigi ma: dk (yn,y2) = y2 (y1*)* (mod p)=x.
Vidu
*Banrd  x=1985.
Chon p=2110, g=2, a=365.
Tinh khda cong khai h = 2 3%°> mod 2110 = 882.
* Lap ma: Chon ngau nhién r =503,
Ban ma la y = (1188, 1870), trong do
y1=2°9 mod 2110 =1188 va Yy, =1985* 882 % mod 2110 = 1870
*Giagima: x=vy2(y13) 1 modp
= 1870 * (1188 3¢°) -1 mod 2110 = 1985.
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D¢ an toan

a/. H¢ ma héa Elgamal la khéng tat dinh, tic 1 véi mot ban rd x va 1 khoa
bi mat a, thi co thé c6 nhidu hon mot ban ma y, vi trong cong thic 14p ma con ¢6
thanh phan ngau nhién r.

b/. B an toan cuia Hé mat Elgamal dua vao kha nang giai bai toan logarit
roi rac trong Zp. Theo gia thiét trong so dd, thi bai toan nay phai la “kho” giai.

Cu thé nhu sau:

Theo cong thuc lap mé: y = ek (X, r) = (y1, Y2), trong do

yi=g"modp va y>=x*h" modp

Nhu vay mudn xac dinh ban rd x tir cong thac yz, tham ma phai biét duoc r.

Gia tri nay c6 thé tinh duoc tir céng thic yi, nhung lai gap bai toan logarit
roi rac.
2.4.5.2. H¢ ma hoa EC-ElGamal

Hé ma hoa EC-ElGamal la mot su thich ang cia hé mé héa ElGamal trén
duong cong elliptic. N6 khdng nhiing gitr duoc tinh chat ddng cAu, ma bai toan logarit
roi rac trén nhom cac diém trén mot duong cong elliptic 1a kho giai hon trong vanh
modun céc sé nguyén.

Hé ma hoa trén duong cong Elliptic 1a mot hé ma hda céng khai. Trong hé ma
hoa cong khai, mdi user hoac thiét bi tham gia giao tiép thuong c6 mot cap khoa, mot
cong khai va mot bi mat. Chi ¢ nhimg ngudi ding cu thé biét khoa riéng trong khi
khoa cong khai dugc phan phdi cho tat ca ngudi dung tham gia vao cac giao tiép. Mot
s6 thuat toan khoa cong khai c6 thé yéu cau mot tap cac hang sé duoc xac dinh trude
dé cac thiét bi tham gia vao cac giao tiép c6 thé biét dén (vi du nhu mién thdng sb
cua dudng cong la céc hang sé duogc xac dinh trudc).

Hé ma hoa trén duong cong Elliptic ¢6 thé thyc hién trong 3 truong. Trudng
s6 thuc, truong nguyén té (1a truong hitu han Fp véi p 1a s6 nguyén td), trudng nhi
phan. Phép toan chinh trén duong cong la phép cong, phép nhan, phép nhan doi trén

toa do cac diem.
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Cac phép toan nay c6 thé thuc hién trén tat ca cac truong. Tuy nhién trong ma
hoa, hé thdng xtr 1y trén trudng nguyén té duoc sir dung nhiéu hon ca, nd phu hop
cho muc dich xay dung cac phan mém. So dd dudi ddy dwa ra mo hinh phan cip cua

hé ma hoa trén duong cong Elliptic.

Elliptic Curve Cryptography
Fields
Real number field Prime field 2™ galois field
Point Addition Point Multiplication Point doubling

Cryptographic algorithms

Trong trudng nguyén té, cho p 1a sé nguyén to, (p>3). Mot dudong cong
Elliptic trén trudng Fp duoc dinh nghia bai dang: y? = x3 + ax + b (mod p), (1) trong
doa, b € Fpva4a® + 27b% £ 0 (mod p).

(S6 lugng diem cia E(Fp) théa man: p + 1 — 2,/p < #E(Fp) <p + 1 + 2./p).

Duwong cong Elliptic trén trwong hitu han Fp

1./ Dinh nghia

Cho p 12 s6 nguyén t6 (p>3). Mot dudng cong Elliptic trén trudng Fp duoc xac
dinh boi tap T:

T =(p,a,b,G,n,h). Trong do:

- p 1a mot sb nguyén té xac dinh truong hitu han Fp,

- Hai tham s a,b 12 tham s6 ctia phuong trinh Weierstrass:

y=x+ax+Db

trong d6 a, b € Fpva 4a® + 27b2 % 0 (mod p)

- G 1a diém sinh ¢6 toa d6 (Xe, Vo), G dugc chon dé thyuc hién cac phép toan ma
hoa.

- n la bac cua G.

- h 1a phan phu dai s6: h = #E(Fp)/n. (#E(Fp) 12 s6 diém caa duong cong).

Dinh nghia nay s& 1a co s chinh dé xay dung hé mat ma dwa trén dudng cong
Elliptic.
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Tap E(Fp) bao gom tat ca cac cap diém (x, y), X, Y € Fpthéa min phwong trinh

(1) cung véi mot diém O - goi 1a diém tai vo cuc khong ndm trén do thi.
S={(xy): y*=x3+ax+b, x,y € Fp} {O}.

2./ Cdp ciia nhom

Cho E 1a dudng cong elliptic xac dinh trén truong Fq. Tt ca s6 diém trén E(
F q) ki hiu la# E(F q) dwoc goi la cap caa E trén Fq.

Phuong trinh Weierstrass E: y2 +axy+a,y = x> +a,x? +a,x+a, 0 it nhat hai
nghiém véi mdi x € Fq, va# E(F q) € [1,2g +1] , dinh ly Hasse gisi han s6 luong
diém trong khoang.

Dinh ly: Cho E 1a duong cong elliptic x4c dinh trén truong Fq. Khi d6 S6 lwong
diém cua E(Fp) 12 #E(Fp) thoa man dinh Iy Hasse:

q+1-2\q <#E(Fq) <q+1+2y
Poan [g+1- 2\/’6, g+1+ 2\/6] duoc goi la doan Hasse.
Néu E dugc dinh nghia trén Fqthi # E(F q )=q+1-t Véi [t|<2[q, t dugc goi

|a vét cua E trén Fq. Khi 2/q 1a twong d6i nho so vai g, chiing ta c6 # E(F q)~q. Tiép

theo, xac dinh cac gid tri c6 thé cho # E(F q ) nhu 1 E chay trén tit ca cac duong
cong elliptic xac dinh trén Fq.

Dinh nghia: Cap cua mot diém P 14 s6 nguyén duong nhoé nhit n sao cho

["P]=P@..®P =P, . Néu néu khdng ton tai s6 n d¢ [nP] = P, thi P c6 cép la
o . Va cap cua mot phan tir trung lap P, 1a 1.

3./ Lud@t nhom

Quy tac tiép tuyén va day cung: phép cong hai diém trén duong cong E(Fp)
thanh mot diém thir ba ciing thudc duoc cong Elliptic. Cling véi phép cong nay, tap
hop cac diém E(Fp) 1am thanh mot nhom. Nhom nay dwoc st dung trong hé mat

duong cong Elliptic.
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Néu hai diém P = (x.,y,)va Q = (X,,y,) Vi x # X, nam trén cling mot duong
cong Elliptic E, thi duong thang qua hai diém P va Q s& cat mot diém duy nhat R =
(X,, ;) nam trén duong cong E.

Pé tim R, ta ndi P va Q bang dudng thang d. Puong thang nay cit E tai 3 diém
P, Q va -R(x,y). Piém R(x,-y) s& c6 tung d6 12 gia tri d6i cua y.

Q = (z2,y2),
/\T <
R= (137?’3)

Hinh 2.18: Phép cong trén dwong cong Elliptic
Tiép tuyén cua duong cong tai diém bat ky P(x,y) trén dudng cong E ciing cat
duong cong tai mot diém duy nhat nam trén E.
Ta c6 phép nhan d6i: Néu cong hai diém P, Q€ E véi P = Q thi dudng thang

d s& 14 tiép tuyén cua duong cong Elliptic tai P.
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—

P=(o,p)

-

0

Hinh 2.19: Phép nhan déi trén dwong cong Elliptic

Cong thirc dai s6 cho phép cong cua hai diém va phép nhan d6i cua mot diém
trén E dugc mo ta dudi phuong dién hinh hoc:
1. P+O=0+P,vPeE(F)
2.Néu P=(x,y) e E(F), thi (x,y)+(x,—y)=0.
biém (x,—y) ky hiéu la-P va -P cE(F,).
3. Cho hai diém P=(x,y,), Q=(X,,Y,) € E(F).
Néu P=+Q thi P+Q = (x,,y,) duoc xac dinh nhu sau:
Xq =(MJ2—X1—XZ va y, =(u](x1—x3)—yl
X, =%
4.Cho P=(x,y,) €E(F,),P#—-P.Khid6 2P =(x,, y,) dugc xac dinh nhu sau:

3x°—a . 3x°—a
Xaz[ X;yl }_in va y3:£ X;yl ](Xi_xs)_yl'

2
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4.] Twong ing mét sé Vi mét diém trén dwong cong

Pé str dung dugc ting dung cua duong cong elliptic, chiing ta can mot phuong
thirc dé 4nh xa mot thong diép thanh mot diém trén duong cong elliptic. Hé mat dudng
cong elliptic sau d6 st dung cac phép toan dbi voi cac diém nay dé c6 duoc cac diém
méi twong Gmg nhu cac ban ma. Gia st m 1a mot sé nguyén duong nao do, ban ré m
dugc wng voi diém Pmtrén E.

Phuong thirc nhing ban r6 dugc Koblitz dua ra (1997) trén duong cong E dinh
nghia trén Fp, p 1a s6 nguyén t6 16n hon 3. Cho K 1a s6 nguyén duong du Ién sao cho
thoa man xé&c suat sai xap xi 1/2%. (K = 20, 30 hoic 50 1 du). Y tudong duoc thuc hién
nhu sau:

Cho E: y? =x*+ax+b(mod p) . Thong diép m (gia sa m 1a mot sb) s& duoc
nhlng trong toa do x cua mot diém trén E. Tuy nhién xac suat chi khoang % rang m3
+am + b 1a ldy duoc binh phuwong mod p. Do dé, ¢ ddy ching ta s& ndi thém vao mot
vai bit & cudi m dén khi ching ta nhan duoc mot sé x sao cho x3 + ax + b 1y duogc
binh phuong mod p.

Gia sir rang m thoa man (m+1)K < p. Thong diép m s& duoc biéu didn bai s6
Xx=mK+j,véi 0<j<K.Cho j=0,1, ..., K-1. Tinh x}+ ax + b va tim can bac hai
cua f(x). Néu c6 mot can bac hai cua y thi chung ta duoc Pm= (X, y). Néu két qua f(x)
khong 13 binh phuong thi ting x 1én 1 va tiép tuc tinh toan tir dau cho dén khi tim
duoc s6 x sao cho f(x) 1a mot binh phuong hoic j = K. Néu j khéng bao gid bang K
thi s& khdng c6 anh xa mot thong diép sang mot diém. Vi f(x) 1a mot binh phuong véi
Xap Xi %2, nén ching ta c6 khoang 1/2X kha ning dé phuong phap nay 1a sai.

Chung ta c6 thé khoi phuc lai dugc m tir diém Pm(x, y) boi cong thirc:

m = [x/K], trong d6 [x/K] biéu thi phan nguyén caa x/K.
Vi du: Cho p=179 va duong cong E: y2=x:+ 2x + 7.
Chon K = 10, khi d6 x4c suat that bai 1a 1/2».
Thong diép m phai théa mén (m+1)K < p, tac lam.10 + 10 < 179
suy ra 0<m < 16. Gia su ta chon thong diép m = 5.

Tiép theo, biéu dién x dudi dang: x =mK +j=5.10+j=50+], v4ij=0, .., 9.
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Khi d6, x c6 thé chon la: 50, 51, ..., 59.
Cho x = 51. Chung ta dugc y?= X3+ 2x + 7 = 121 (mod 179)= 112 (mod 179).
Viy thong diép m = 5 ang véi diém Pm(51, 11) trén duong cong E.
Théng diép m c6 thé dugc khdi phuc lai bing cach tinh: m =[x/K]= [51/10]= 5.
5./ Dinh nghia hé ma héa EC-Elgamal
Hé ma héa EC-ElGamal dugc dinh nghia véi tap cac tham sb sau:
- X4c dinh mét trudng hivu han, gia sit Fp véi p 1a sé nguyén té lon.
- Chon mot dudng cong Elliptic trén Fp duoc xac dinh boi hé sb a, b cua
phuong trinh Weierstrass.
- Xéac dinh mét nhém con cyclic G cua E(Fp) va G ¢ phan tir sinh P.
- n la bac cua P va h 1a phan phu dai s6 cua G trong E(Fp): h = #E(Fq)/n
Tham sb cua EC-ElGamal = (p, a, b, P, n, h)
Sinh khoa:
- Chon ngau nhién s nguyén d [2, n-1]
-TinhQ =d*P
- Khoa cong khai 1a diém Q va khoa bi mat 1a d
Ma hoa; m—swrieton ¢
- Chon cac tham sé va khoa cong khai Q
- Biéu dién thong diép can ma hoéa nhu mot diém M trén duong cong
elliptic E(Fp)
- Chon ngau nhién s6 nguyén k,
-TinhCi=k*PvaC,=M + k*Q
Gui thong diép mé hoa: ¢ = (Cy, C2) = (k*P, M + k*Q)
Gidi ma: medeeion o
- Sur dung khoéa cong khai x tinh d * Cy
- Khdi phuc M bang cach: M=C,-d * Cy
D& dang chirng minh duoc phép toan tra vé ban rd m:
Co-d*Ci=(M+k*Q)-dk*P)=(M+k*Q)-k(d*P)
=(M+k*Q)-k*Q=M
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Vi du: Gia sir A va B muén trao doi théng tin mat cho nhau trén co s& duong
cong Elliptic, thi A va B chon dudng cong Elliptic E véi cac hé sb a, b, modulo p va
diém khéi tao P € E,(a,b), P c6 bac lan (nP = 0), n la s6 nguyén t6 l6n. Nhom
elliptic E,,(a, b) va diém sinh P duoc cong khai.

B suw dung khoa bi

A chon ngau - 2=
mat d dé giai ma:

Biéu dién nhién k Cn - dC
thong diép Tinh toan va ma o
m M . - . = (M + kQ) -
m tuong hoa thong tin d(kPY) = (M + k
ung voi mot C,=kP (€ cy | AEKP) = (; D
diém trén C,=M+kQ - k(dP) = (E\{ M
duodng cong kQ) - kQ =M

Vi du: Xét duong cong Elliptic: y>=x3 - x + 188 mod 751.

Ta c6 E7s1(-1, 188), chon diém sinh P = (0, 376).

- Gia str khoa bi mat cua B la d = 85. Khi d6, khoa cong khai cua B |a:

Q = d.P = 85(0,376) = (671, 558).

- A muén gui thong diép m t6i B. Gia sir thong diép m dugc biéu dién trén
duong cong twong g voi diém M(443, 253) € Ezsi(-1, 188). Pau tién, A chon ngau
nhién k = 113 va sir dung khoa cong khai cia B dé ma hoa M.

C1 = k.P = 113(0,376) = (34, 633)

C2=M +kQ = (443, 253) + 113(671,558) = (217, 606)

A guri cap (Cy, C2) = [(34, 633) ; (217, 606)] cho B.

- B sau khi nhan duoc cap ban ma (Ci, Cz), B str dung khoa bi mat d = 85 dé
giai ma.

B tinh toan: Cz - dC1 = (M + kQ) - d(kP)

C. - dCy = (217, 606) - 85(34, 633)

Cz- dCy = (217, 606) - (47, 416)

C. - dC1 = (217, 606) + (47, - 416) (Vi -P = (x4, -y1))

C2 - dCi1 = (217, 606) + (47, 335)

C2 - dCy1 = (443, 253) = M.

Tach m tir M ta s€ dugc ban rd m.



62

Chuwong 3: THU NGHIEM UNG DUNG BAO VE THONG TIN TREN
MANG MAY TINH
3.1. PHAT BIEU BAI TOAN

Ngay nay trong moi hoat dong cua con ngudi thong tin dong mot vai tro quan
trong khong thé thiéu. Xa hoi cang phat trién nhu cau trao ddi théng tin gitra cac thanh
phan trong xa hoi ngay cang 16n. Mang mdy tinh ra doi da mang lai cho con ngudi rat
nhiéu loi ich trong viéc trao ddi va xir ly théng tin mot cach nhanh chéng va chinh
x&c. Chinh tir nhitng thuan lgi nay da dat ra cho chldng ta mot cau hoi, liéu théng tin
di tir noi giri dén noi nhan c6 dam bao tuyét d6i an toan, ai c6 thé dam bam thong tin
cua ta khéng bi truy cap bat hop phap. Thong tin duoc luu gitt, truyén dan, cing sir
dung trén mang ludi thdng tin céng cong cd thé bi nghe trom, chiém doat, xuyén tac
hodc pha huy dan dén su ton that khong thé luong dugc. Dac biét 1a dbi vai nhiing s6
licu cua hé théng ngan hang, hé thong thuong mai, co quan quan ly caa chinh pha
hoac thudc linh vuc quan sy dugc luu giit va truyén dan trén mang. Néu nhu vi nhin
t6 an toan ma thong tin khéng dam dua 1én mang thi hiéu suét 1am viéc ciing nhu
hiéu suat loi dung ngudn dit liéu déu s& bi anh hudng. Trudc cac yéu cau can thiét do,
viéc ma hoa thong tin s&¢ dam bao an toan cho théng tin tai noi luu trit cling nhu khi
thong tin dugc truyén trén mang.

Mot phuong phap dam bao an toan thdng tin tét 1a két hop nhiéu phuong phap
an toan bao mat gitp cho ngudi giri va ngudi nhan ludn thiy duoc toan ven vé thdng
tin va dur liéu.

Xuit phat tir yéu cau thuc té, Bob nhan dugc mot tép tin thong diép tir Alice guri
dén, tuy nhién Bob khong biét duoc rang tép tin ma minh nhan dugc cé con nguyén
ven khéng? Hay ndi cach khac trong qua trinh truyén tin c6 hay khong bi cac hacker
tan cong thay doi ndi dung tép tin.

Input:

- Tép tin cua Alice gui

Output:

- X&c minh tép tin ma Bob nhan duoc tir Alice c6 bi thay dbi hay khong?
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3.2. PE XUAT GIAI PHAP
3.2.1. RSA + SHA-1

A's Private Key

Hinh 3.1. So dd thuat toan RSA + SHA-1

Cu thé hon:

Hinh 3.2. So' d6 tao chir ky s6 RSA + SHA-1
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Tham dinh chi ky s60 RSA N
. = Thong diep dir lieu
dudc ky s6

Khéa cong khai

Giai m& RSA Chif ky 5 Théng diép dir lié

\: »\Gia tri b&m I—Gié tri bam
Gibng nhau ? . B
N&i dung théng diép

toan ven

NGi dung théng diép bi thay doi
Hinh 3.3. So do tham dinh chir ky so RSA + SHA-1

a./ Qua trinh ky (bén gu#i)

- Tinh todn chudi dai dién (message digest/ hash value) cua thong diép sir dung
mot giai thuat bam (Hashing algorithm) SHA-1

- Chudi dai dién dugc ky sir dung khoa riéng (Priavte key) ctia nguoi giri va
giai thuat tao chir ky (Signature/ Encryption algorithm) RSA. Két qua chir ky sb
(Digital signature) cua thong diép hay con goi la chudi dai dién dugc ma hda boi giai
thuat RSA (Encryted message digest)

- Thong diép ban dau (message) duoc ghép véi chit ky so( Digital signature)
tao thanh thong diép da duoc ky (Signed message)

- Thong diép da duoc Ky (Signed message) dugc guri cho ngudi hhan
b./ Qua trinh kiém tra cha ky (bén nhdn)

- T4ch chit ky s6 RSA va thong diép gbc khoi thong diép da ky dé xu ly riéng;

- Tinh toan chudi dai dién MD1 (message digest) cua thong diép gc sir dung
giai thuat bam (la giai thuat sir dung trong qua trinh ky la SHA-1)

- Sir dung khoa cong khai (Public key) cua nguoi giri dé giai ma chix ky sé
RSA-> chudi dai dién thong diep MD2

- So sénh MD1 va MD2:
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+ Néu MD1 =MD2 -> chit ky kiém tra thanh cong. Thong diép dam bao tinh
toan ven va thyuc su xuat phat tir ngudi guri (do khoa cong khai dugc ching thyc).
+ Néu MD1 <>MD2 -> chit ky khong hop 1&. Thong diép c6 thé da bi sira doi

hodc khong thuc sy xuat phat tir ngudi giri.

Uu diém:

Sy xuat hién cua chix ky sb va chirc ning tién dinh cia né, dic biét 1 vai tro
ctia n6 nhu 1a mét ¢éng cu trong viée xac dinh tinh nguyén géc, xac dinh tac gia, bao
dam tinh toan ven cua tai liéu sb, da dong maot vai tro vé cling quan trong trong viéc
xac dinh dia vi phap Iy cua tai liéu s6 trong giao dich sb.

Viéc str dung chit ky sb trong phan Ién trudng hop 1a co so khang dinh gia tri
phap Iy cia nhitng van ban dién tir tuong duong voi tai liéu gidy. Hién nay, chir ky
s6 1a phuong tién duy nhat dé xac nhan gia tri phéap ly cua tai liéu dién tu.

Nhu vay, véi su xuat hién cua chit ky sd, van dé gia tri phap Iy cua tai liéu

dién ta, c6 thé coi nhu da duoc giai quyét.

Nhwoc diém:

- Thong diép dit liéu khong duoc ma hoa nén dé bi tan cong nghe 1én lam 16
thong tin, nhat 1a véi cac thong diép quan trong.
3.2.2. RSA + SHA-1 + EC-Elgamal
a. Quéa trinh ky va ma hoa cua bén gei

- Tinh todn chudi dai dién (message digest/ hash value) cua thong diép sir dung
mot giai thuat bam (Hashing algorithm) SHA-1.

- Tao chir ky dya trén chudi dai dién vira thu duoc voi khoa bi mat ciia nguoi
gui.

- Chudi dai dién va chir ky duoc ma hda theo khda cong khai cua ngudi nhan
thu duoc chudi dai dién va chit ky da duoc ma hoa (Encryted message digest and
Signature).

- Thong diép dugc ma hoa theo khéa cong khai EC-Elgamal ctia nguoi nhan
(Encryted EC-Elgamal Message).
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- N&i chudi dai dién va chit ky di duoc ma hoa vao théng diép duoc ma hoa
va gui téi ngudoi nhan.

b. Qua trinh gidi ma va xac nhdp chi ky

- Ngudi nhan sau khi nhan duoc toan bo dit liéu tir ngudi gui sé tién hanh tach
chudi dai dién va chit ky ra khoi thong diép duoc méa hda.

- Thong diép s& duoc giai ma véi khoa bi mat EC-Elgamal dé ra thong diép
ban dau.

- Chit ky va chudi dai dién duogc giai ma voi khoa bi mat RSA, sau khi thu
duoc ban rd thi nguoi nhan tién hanh so khép chudi dai dién voi chix ky bang khoa
cong khai ctia nguoi gui dé xac minh ban chudi dai dién. Néu chix ky khdng khop voi
chudi dai dién thi chung to chudi dai dién di bi thay d6i, nguoc lai thi thu chudi dai
dién dting cua nguoi gui.

- Tién hanh tinh toan chudi dai dién voi thong diép vira giai ma va so sanh voi
chudi dai dién vira thu dugc qua qué trinh so khop chit ky. Néu 2 chudi dai dién khong
khép nhau thi két luan thong diép di bi thay d6i, nguoc lai két luan thong diép an
toan.

Uu diém:

- Hacker khéng thé nghe 1én dugc thong diép giri di vi da dugc ma hoa.

Nhuoc diém

- Khéi luwong thdng tin truyén trén dudng truyén lon.

Viéc st dung chit ky s6 trong giao dich ciing c6 nhitng uu diém va bat cap nhat
dinh. Duéi day 1a nhitng han ché cua chir ky sé:

- Sy & thudc vao may moc va chuong trinh phan mém: chir ky s6 1a mot
chuong trinh phan mém may tinh. B¢ kiém tra tinh xac thuc caa chir ky can c6 hé
thdng may tinh va phan mém tuong thich. Day 1a han ché chung khi sir dung van ban
dién tir va chit ky sé.

- Tinh bao mat khdng tuyét d6i: Néu chit ky bang tay duoc thuc hién trén giay,
dugc Ky truc tiép va ludn di kém véi vat mang tin, chir ky tay khong thé chuyén giao

cho nguoi khac, thi chir ky s6 khong nhu vay.



67

Chit ky sb 1a mot bo mat ma duoc cip cho ngudi st dung, ddy 1a phan mém
may tinh khéng phu thudc vao vat mang tin. Chinh vi vay, tro ngai 1on nhat khi sir
dung chit ky s 1a kha ning tach biét khoi chii nhan cua chir ky. Noi cach khéc, cha
nhan cua chit ky sé khdng phai 1a nguoi duy nhat c6 dwgc mat ma caa chix ky. Ton
tai mot s6 nhom d6i twong co thé co duoc mat ma, do 1a: bd phan cung cap phan mém;
bo phan cai dat phan mém, nhitg ngudi ¢6 thé s dung may tinh c6 cai dit phan mém.
Ngoai ra, mat ma c6 thé bi danh cap. Ciing co thé, chu nhan chit ky s chuyén giao
cho nguoi khdc mat ma cia minh. Nhu vay, tinh bao mat cua chit ky s6 khong phai
la tuyét dbi.

- Vén dé ban gdc, ban chinh: Néu déi véi tai liéu gidy, chit ky duoc ky mot lan
va chi c6 mét ban duy nhat (dugc coi la ban goc). Ban goc duoc ky bang chir Ky sé
khdng thé cuing lic & hai chd khac nhau. C6 thé tin tudng rang, néu ban goc duy nhat
mat di thi s& khong thé c6 ban thir hai gidng hét nhu vay.

Nhung véi vin ban dién tir d3 duoc ky bang chit ky sd, ngudi ta c6 thé copy
lai va ban copy tir ban chinh va ban copy tir ban copy khéng c6 gi khac biét so véi
ban chinh duy nhét dugc ky. Pay 1a mot thach thirc d6i véi cong tac van ban va ca
nén hanh chinh. Khéi niém ban géc, ban chinh trong vin ban hanh chinh s& phai xem
xét lai dbi v6i vin ban dién ti.

- Sy ¢6 thoi han cua chir ky dién ta. Chit ky dién tir 1a chuong trinh phan mém
dugc cap c6 thoi han cho ngudi st dung. Vé Iy thuyét, van ban sé ¢ hiéu luc phap ly
khi duoc ky trong thoi han sir dung caa chit ky.

Tuy nhién, thuc té hiéu luc phap ly ciia van ban hoan toan co thé bi nghi ngo
khi chit ky sb hét thoi han sir dung. Day ciing 1a mot han ché va thach thuc rat 1on doi
Véi viéc str dung chit ky s6.

- Thoi gian xtr ly cham vi phai thuc hién viéc mé hoa va giai ma cua ham bam
SHA-1.
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3.3. THIET KE PHAN MEM

Chuong trinh dugc chia lam 2 qua trinh: Qué trinh ma hoa va gui tép tin di
dugc thuc hién boi nguoi giri va qué trinh nhan tép tin va giai ma so khop chir ky
duogc thuc hién boi ngudoi nhan.

- Qua trinh méa hoa va gui tép tin:
Budc 1: Ngudi guri thiét dat gia tri khoa bi mat va khéa cong khai ciia minh, ddng thoi
nhap gia tri khoéa cong khai cua ngudi nhan.
Budc 2: Chon tép tin can gui di va tién hanh bam tép tin theo thuat toan SHA-1 duoc
gia tri bim 1a C.
Budc 3: Tién hanh ky s6 va ma hoa C ta dugc ban ma D va chix ky K.
Budc 4: Binh kém D va K vao tép tin va guri tép tin

- Qua trinh giai ma va so khap cha ky
Budc 1: Ngudi nhan nhan tép tin va tién hanh tach D, K ra khoi tép tin
Budc 2: Nhap gid tri khda bi mat va khoa cong khai cho chuong trinh
Budc 3: Giai ma D va K tién hanh so khép chir ky, néu khép thi dua ra duoc gia tri
bam C, nguoc lai théng bao gia tri bam di bi thay d6i ding chwong trinh
Budc 4: Tién hanh bam tép tin da nhan theo thuat toan SHA-1 duoc gia tri bam C’,
so sanh C” vai C. Néu C’=C thi tép tin dugc bao toan nguoc lai thong bao tép tin da
bi thay doi.
3.4. GIAO DIEN CHUONG TRIiNH

Giao dién chinh ciia chuong trinh gdm cac ndt Iénh sau:
1. Nt “Chon file” dung dé chon mét tép tin ma nguoi ding muén gui di.
2. Nut “SHA-1” dung dé tu dong tinh ra bang bam SHA-1 cua file nguoi dung via
chon.
3. Nt “Ma héa” 1a nat khi nhan s& dua ra bang nhap khoa.
4. Nut “Tao khoa” dung dé tao khoa bi mat va khoa cong khai cho ngudi dung, voi
chirc nang nay hé thdng s& yéu cau nguoi dung thiét 1ap 2 gia tri p, g 1a 2 s6 nguyén
t6 dé phuc vu cho qué trinh sinh khéa
5. Nt “Ngau nhién” dung dé ty dong sinh khoa bi mat va khoa cong khai cho nguoi

dung mot cach ngau nhién cho nguoi ding.
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6. Nut “Submit” la nat xac nhan khéa va tién hanh tinh toan.

7. Nut “Gui..” dung dé giri tép tin clng véi ban bam va chit ky dudi dang ma hoa cho
nguoi nhan

8. Nut “Nhan...” ngudi nhan str dung nat nay dé tién hanh nhan dit liéu tir nguoi guri,
khi nhan du thdng tin hé thdng s& théng béo hoan thanh.

9. Nut “Giai ma” hé thdng s& cin ctr vao cac khoa do ngudi nhan cap dé tién hanh
giai m& va khop chir ky vai bang bam.

10. Nut “Xac nhan” sau khi giai ma va khdp thanh cong chuong trinh s€ so sanh bang
bam SHA-1 vira giai ma duoc voi bang bam SHA-1 cua tép tin vira nhan duoc, néu 2
bang bam nay nhu nhau thi két luan tép tin vira nhan ding ctia nguoi gui va qué trinh
truyén tin 13 an toan, nguoc lai s& két luan tép tin di bi sta doi.

3.4.1. Giao dién chwong trinh.

o An ninh mang may tinh u =RACE X
CHUONG TRiNH MO PHONG
KET HOP CAG THUAT TOAN RSA + SHA1 + EC-ELGAMAL

Hoc vién: Bui Thai Long
Mi hoc vién: CK121.13

NGUGI GUI NGUOI NHAN

Budng din file: | Chon file File két qus: Mo

Trang thar Trang thai-

SHA-1 Nhdn

Hinh 3.4. Giao dién chwong trinh chinh
1./ Qua trinh bam file sir dung SHA-1.
Ngudi giri chon file can gui sau d6 nhan SHA-1. Chuong trinh dua ra bang rd
SHA-1.
Nguoi gui tién hanh ma hoa bang nat “Ma héa”.
- Cach 1: Dung nat Tao khoa sau d6 lua chon cac gia tri P, Q thich hop (P, Q la

céc s nguyén t6. Sau d6 nhan nt tao khoa dé duoc khda bi mat va khoa cong khai)
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a5l An ninh mang may tinh

| = =

& e aw 8=

p S S B 3

o5 Nhip khéa = Y ‘

wﬂmaf@;méfmﬂk il Form3 A —— =)
NGUY e
Buonl | Hhda cong kfai (EN): AlP= 11 Khéabimat(DMN) = 5377 %)
Trang Q= 7 Khéa oéng khai (ENp= 1777
B3 ch [Taou.da] l Ngdu nhién ] -
Kich ;
e

1B
I

"]
S

GI“‘E rme

Hinh 3.5. Giao dién tao khéa biang nat Tgo khoéa

- Cach 2: Dung nit tao Ngdu nhién dé chwong trinh tu sinh ra khoa cong khai va
khoa bi mat, diém sinh

ozl An ninh mang may tinh

5 .eae = | Bt
— TR e W e e =
ol Mhap khéa - )
- — ——
My Key Public Key
NGUL Khda bi mat (D.N)- 2911.6737 (s Khda cing khai = 7222 5179
Duon)|  KPda cing khai (EN): 7276731 N Bicm sinf 5. 1067
Trang||
B3 ch lTao.Hldal [ Ng&u nhién ] Ngdu nhién -
Kich il 2
Ban rd|
| Clear | | Submit |

|

A
L1}

[ 2

Hinh 3.6. Giao dién tao khoa bang nat Ngdu nhién

Sau d6 ngudi giri va nguoi nhan chuyén ma cong khai cho nhau nhap cac gia

tri E, N vao Public Key. R6i chon Submit. Chuong trinh sé tién hanh ma hoéa.
2./ Qua trinh cia nguwoi giri.
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o' Anninh mang maytinh o - R T &

CHUONG TRIiNH MO PHONG
KET HOP CAC THUAT TOAN RSA + SHA1 + EC-ELGAMAL
Hoc vién: Bin Thai Long
M3 hoc vién: CK121.13
NGUOI GUI NGUOI NHAN
Buiding ddn file: C\Users\Administrator\Desktop'test docx | Chon file File két qua: |
Trang thai Trang thai-
Ba chon fie thanh cbng. -
Kich thudc fle d3 chon: 11984 bytes

Ban & SHA-1 la: 177363420353121102248652272329920121244272472722
Ban ma SHA-1 la: MU0 i LallzUpifant U —s Lkl immladiel

Chil kj SHA-T I3: BEFEEMeiIEeEEre M ecE deleubeEe! e elE
Connected to Computer!

Giii dii Béu thanh cdng.

< | T |

3 F

[
st =

Hinh 3.7. Giao dién qué trinh méa hoa
- Khi di mi héa thanh céng nhan nat Gui... dé giri dén cho ngudi nhan. Qua
trinh ma hoa va gui file cua nguoi gui két thic.
3./ Qué trinh cia ngwoi nhdn
+ Qua trinh nhan di liéu
Nguoi nhan tién hanh nhan di liéu bang nat Nhdn.. va duoc théng bao nhan
dir liéu thanh cong

all An ninh mang may tinh S R .

CHUONG TRIiNH MO PHONG
KET HOP CAC THUAT TOAN RSA + SHA1 + EC-ELGAMAL

Hoc vién: Bai Thai Long

Ma hoc vién: CK121.13
NGUOT GUY NGUOT NHAN
Buiding din file: Chon file File két qus- D/\estdocx
Trang thai Trang thai:
- Cennecticn received from 127.0.0.1:49211

Mh3n dii Béu thanh céng.

»

EEm T

Hinh 3.8.

Giao dién qua trinh nhan dir liu
+ Qua trinh giai ma du liéu
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- Sau khi nhan dix liéu thanh cong ta tién hanh giai ma bang nat “Giai ma” va nhan

dugc qua trinh ghep file thanh cong.

a5l An ninh mang may tinh = | & 29
CHUGONG TRiNH MO PHONG
KET HQP CAC THUAT TOAN RSA + SHA1 + EC-ELGAMAL
Hoc vién: Bii Thai Long
M3 hoc vién: CK121.13
NGUOI GUI NGUOCI NHAN
Butong din file: (Ghonfila] ikt qus: Desdoc
Trang thar p Trang thai-
Information ion recenved from 127.0.0.1:49211 -

li Béu thanh céing.

Ghép file thanh céng

(woae | [Gaima)

Hinh 3.9. Giao dién giai ma dir liéu

- Khi ghép file thanh cong ta tién hanh xac nhan file xem c6 dugc bao toan hay
khong bang nat “Xac nhdn”. S& ¢ bang thdng bao nhap lai khoa céng khai va
khéa bi mat ciia ngudi nhan va khéa cong khai ctia ngudi guri. Nhap xong nhan

nat “Submit” dé chwong trinh xac nhan.

a5l An ninh mang may tinh = | & 29
CHUGONG TRiNH MO PHONG
KET HOP CAC THUAT TOAN RSA + SHA1 + EC-ELGAMAL

Hoc vién: Biii Thai Long
M3 hoc vién: CK121.13

NGUOI GUI NGUOCI NHAN

Buidng din file: Chon file File két qua: D-\testdocx

Trang thai P Trang thai-

Information ied frcm 127.0.0.1:49211 -

cing.
11022486522723255920121244272472722355

File vira nhan dugc bao todn théng tin!

(oo | [Gwima] [

Hinh 3.10. Giao dién xac nhan dir liéu
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- Bé xem file vira nhan duogc ta nhan nit Mé dé mé duong din chua file do
bén nguoi gui gui dén.
3.4.2. Két qua

Két qua cua chuong trinh thu dugc 1a file ma bén ngudi giri da giri duoc bao
toan théng tin. Va trén hét 1a qua trinh gui cua file dugc bao toan trén dudng truyén.
Khdng bi sai Iéch thong tin cua file da nhan.
3.5. DPANH GIA

- Hé ma hoa RSA + SHA-1 + EC-Elgamal da giai quyét duoc yéu cau cua bai
toan kha tét. C6 thé dugc 4p dung trong céc bai toan nhu trao ddi dit lidu dién tu,
thuong mai dién tur, chuyén doi tién té, ... Nhung vé tdc do thi giai thuat nay con

cham .
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KET LUAN VA HUONG PHAT TRIEN PE TAI
< Két luan

Sau mot thoi gian nghién ciru va tim hiéu luan van “Nghién citu mét sé phwong
phap bde dam an toan thdng tin trong mang may tinh” da dat duoc mot sé két qua
nhu sau:

- Nghién ciru vé cac van dé trén mang may tinh, dang tan cong va hiém hoa trén
mang may tinh

- Nghién ctiru mot sé6 phuong phéap bao vé thng tin trén mang nhu ding tuong
lra, ding c6ng nghé ma hoa, ding mang riéng 4o, ...trong do di sau nghién ciru vé
phuong phap dung cong nghé mé hoa.

- Nghién cau thuat todn ma hoa RSA va chit ky s, két hop ham bam SHA-1,
EC-Elgamal vao trong qué trinh ma hoa va giai ma dé xac minh tinh toan ven cua di
liéu.

- Cai dat thir nghiém thuat toan mé héa RSA + SHA-1.

- Cai dat thir nghiém thuat toan ma hoa RSA + SHA-1 + EC-Elgamal
% Han ché

Vé chuong trinh tng dung: do thoi gian ¢6 han nén toi chua c6 didu kién xay
dung mot phan mém &ng dung hoan chinh, &p dung cac thuat toén trén vao thyc té.
< Huéng phat trién

Véi viéc nghién ctiru mot sé phuong phap dam bao an toan thdng tin trong mang
thong tin, tdi s& nghién ctru sau hon vé hudng nay va sé ap dung vao cac bai toan thuc

té nhu bao mat trao doi dir liéu dién ttr, throng mai dién tir, email, chat, winword, ...
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