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MBNS Multiple Base Notational Hé thong da ky hiéu co so.
System.

DES Data Encryption Standard. Tiéu chuan M3 héa Dit liéu.

RSA R.Rivest, A.Shamir va Viét tat tlr tén 3 nha todn hoc da
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HVS Human vision system. Hé thdng cam nhan con ngudi.

PVD Pixel Value Differencing. Phuong phap vi phan diém anh.




LOI NOI PAU
Sy ra doi va phat trién mot cach bung nd ciia mang internet nhu ngay nay, l1a
diéu kién dé tt ca moi nguoi déu cé thé truy cip vao mang internet va tim kiém thong

tin mot cach d& dang thong qua cac nha cung cép dich vu.

Do d6, mang internet da bién thanh mot x3 hoi 4o noi dién ra qua trinh trao doi
thong tin trong moi linh vire chinh tri, quan su, qudc phong, kinh té, thuong mai...v.v.
Va chinh trong méi trudng md va tién nghi nhu thé da xuat hién nhimg van nan, tiéu
cuc dang rat can dén cac giai phap hitu hiéu cho van dé an toan thong tin nhu nan in

cap ban quyén, nan xuyén tac thong tin, truy nhap thong tin trai phép...v.v.

Mot trong nhitng giai phap hiru hiéu dé giai quyét cac van nan, tiéu cuc do l1a
cong nghé gidu tin (datahiding), voi cong nghé nay chung ta c6 thé truyén tin trén cac
phuong tién dai ching ma khong s¢ bi phat hién. Nhu ban c6 thé giéu mot bai tho tinh
vao mot buc anh ma khong 1am thay d6i btc anh (d6i v6i cam nhan cua con ngudi).
Cung vé6i sy phat trién ctia may tinh, cong nghé gidu tin ngdy cang trd 1én tinh vi hon.
Chinh vi vy, trong d6 an nay tim hiéu mot trong sb k¥ thuat cta cong nghé gidu tin d6
1a k¥ thuat gidu tin trong anh dua trén MBNS.

MBNS 1a hé thdng cac udc sd co so. Ky thuat gidu tin st dung MBNS s& chia
thong di€p ra lam nhiéu phan doan, va giéu vao cac doan dir liéu anh dua vao viéc chia
co sO cho chinh cac doan thong di€p dugc mot hé théng cac boi sb ctia n6. Chinh hoa

dé co thé gidu tin khong anh huong dén cam nhan cta hé théng mat ngudi.

B& cuc dd an duogc trinh bay trong 4 chuwong, c6 phan két luan, phan tai liéu
tham khao, trong do:

Chuong 1: Téng quan vé gidu tin trong anh.
Chuong 2: Mot sb khai niém.
Chuong 3: K¥ thuat giéu tin dua trén hé théng MBNS.

Chuong 4: Cai dat va thu nghiém.



CHUONG 1: TONG QUAN GIAU TIN TRONG ANH
1.1. Téng quan gidu tin
1.1.1. So' lwgc vé lich sir gidu tin

Céc cau chuyén ké vé k¥ thuat gidu thong tin dugc truyén qua nhiéu thé hé. C6
18 nhitng ghi chép sém nhit vé k¥ thuit gidu thong tin (thong tin duoc hiéu theo nghia
nguyén thuy cia nd) thudc vé s gia Hy-Lap Herodotus. Khi bao chiia Hy-Lap
Histiaeus bi vua Darius bit giit & Susa vao thé ky tha nim trude cdng nguyén, dng ta
d3 giri mot thong bao bi mét cho con ré ciia minh 13 Aristagoras & Miletus. Histiaeus
da cao troc dau ctia mot nd 18 tin cay va xam mot thong bao trén da dau cua nguoi nod
1¢ 4y. Khi toc ctia nguoi nd 16 ndy moc du dai nguoi nd 1& duoc gui t6i Miletus.

Mot cau chuyén khac vé thoi Hy-Lap c¢b dai ciing do Herodotus ghi lai. M6i
truong dé ghi vin ban chinh 13 cac vién thude dugc boc trong sap ong. Demeratus, mot
nguodi Hy-Lap, can thong bao cho Sparta rang Xerxes dinh xam chiém Hy-Lap. Dé
tranh bi phat hién, anh ta d3 boc 16p sap ra khoi cac vién thudc va khic thong bao 1én
bé mat cac vién thudce nay, sau do boc lai cac vién thude béng mot 16p sdp mdi. Nhitng

vién thuoc duogc dé ngd va lot qua moi sy kiém tra mot cach dé dang.

Muc khong mau 1a phuong tién hiru hi¢u cho bdo mat thong tin trong mot thoi
gian dai. Nguoi Romans c¢6 di biét sir dung nhitng chét sin c6 nhu nude qua, nudce tiéu
va sita dé viét cac thong bao bi mat gitta nhitng hang van tu thong thuong. Khi bi ho

néng, nhitng thir myuc khong nhin thay nay tré' nén sAim mau va cé thé doc dé dang.

Y tudng vé che gidu thong tin d c6 tir hang nghin nim vé trudc nhung k¥ thuat
nay duogc dung cha yéu trong quan doi va trong cic co quan tinh bao. Mii cho téi vai
thap nién gan ddy, gidu thong tin méi nhan duoc sy quan tdm cta cac nha nghién ctru
va cac vién cong ngh¢ thong tin vo1 hang loat cong trinh nghién ctru gia tri. Cudc cach
mang s6 hod thong tin va sy phat trién nhanh chong cia mang truyén thong 1a nguyén
nhan chinh din dén su thay doi nay. Nhitng phién ban sao chép hoan hdo, cac k¥ thuat
thay thé, stra doi tinh vi, cong voi su luu thong phan ph6i trén mang cua cac dir li¢u da
phuong tién da sinh ra nhiéu van dé nhtrc nhdi vé nan n cap ban quyén, phan phdi bat

hop phép, xuyén tac trai phép... day 1a luc cong nghé giau tin duoc chi y va phat trién.



1.1.2. Phwong phdp giiu tin

Trong mot qué trinh phat trién 1au dai, nhiéu phuong phap bao vé thong tin da
dugce dua ra va dugc Gng dung rat pho bién cho dén tan ngay nay nhu nhiing hé ma
phtic tap DES, RSA, NAPSACK... Thong tin ban dau s& dugc ma hoa thanh céc ky
hiéu v nghia, sau d6 s& duoc lay lai théng qua viéc giai md nho khoa cia hé ma. Mot
phuong phap khac da va dang dugc nghién ciu va tng dung rat manh mé ¢ nhiéu
nudgc trén thé gisi d6 1a phuong phép giau tin.

Giau thdng tin 1a mot ki thuat nhing théng tin vao trong mét ngudn da phuong
tién goi 1a cac phuong tién chira ma khdng gay ra sy nhan biét vé su ton tai cua thong
tin giau trong phuong tién chua.

Phuong phap gidu tin 1a phuong phap méi va phic tap, né dang duoc xem nhu
mét cdng nghé chia khoa cho van dé bao vé ban quyén, nhan thuc thong tin va diéu
khién truy cap... tng dung trong an toan va bao mat thong tin.

Phuong phap gidu tin 1a 1am cho nguoi ta khd co thé biét dugc c6 thong tin giau
bén trong d6 do tinh chét an cua thong tin duoc giau.

Sy khéc biét chu yéu giita ma hoa thong tin va giau thong tin 1a phuong phap
ma hod 1am cho cé4c thdng tin hién rd 1a n6 c6 dugc ma hoa hay khong con dbi Voi
phuong phap gidu thong tin thi ngudi ta s& kho biét duoc 1a c6 théng tin giau bén trong
do tinh chat an cua thong tin dugc gidu. Mot khi nhitng théng tin ma hoa bi phét hién
thi nhitng tén tin tac s& tim moi cach dé triét pha. Va cudc chay dua giita nhitng nguoi
bao vé thdng tin va bon tin tic van chua két thic tuyét ddi vé bén nao. Trong hoan
canh d6 thi giau thong tin tro thanh mot phuong phap hitu hiéu dé che giau thong tin
ma céc hacker khdng thé phat hién ra.

1.1.3. M6 hinh kj thudt gidu tin co bin

Qua trinh gidu thong tin vao méi trudng chira tin xem Hinh 1.1 va qué trinh
tach lay théng tin xem Hinh 1.2 1a hai qua trinh trai nguoc nhau.



1.1.3.1. Qué trinh gidu thang tin

Théng tin giau

Phuong tién ) Phuong tién
chira tin H¢ thong chira tin da
(audio, video, giau tin giau tin
anh ...)
Khéa

Hinh 1.1 So db chung cho qué trinh giu tin.

- Théng tin can giau tuy theo muc dich cta nguoi st dung, n6 co thé 1a thong
diép (voi céc tin bi mat) hay cac logo, hinh anh ban quyén.

- Phuong tién chua tin: cac file anh, text, audio... 1a moi trudng dé giau tin.

Hé théng giau tin: 12 nhitng chuong trinh thuc hién viéc giau tin.

Khoa: 1a khoa mat tham gia vao qua trinh giau tin, tang tinh bao mat.
- Pau ra: 1a cac phuong tién chira di c6 tin gidu trong do.

1.1.3.2. Qué trinh tach théng tin

Thong tin da giau

Phuong tién
chua tin da
giau tin

Hé thdng
tach tin

Khoa

Phuong tién
chura tin
(audio, video,
anh ...)

Hinh 1.2 So d6 chung cho qua trinh tach tin.
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Qua trinh tach tin dwgc thyc hién trai ngugc voi qué trinh gidu tin. Sau khi nhan
dugce phuong tién chira tin di giau tin, nd s& dugc dua vao cac chuong trinh tach tin
trong hé thdng tach tin dé 1y thong tin da gidu. Qua trinh tach tin ciing sir dung khéa
dé khdi phuc thong tin d gidu va phuong tién chira tin ban dau. Sau khi 1y duoc
thong tin da gidu, thong tin d6 s& duoc mang di kiém dinh so véi thong tin ban dau.

1.2. Giau tin trong anh
1.2.1. Tong quan

Hién nay giau tin trong anh chiém ti & 16n nhat trong cac chuong trinh Gng
dung hé théng gidu tin trong da phuong tién boi luong thong tin dugc trao ddi bang
anh 1a rat 16n va hon nira giau tin trong anh ciing déng vai tro hét sirc quan trong trong
hau hét cac tng dung bao vé an toan thong tin nhu: nhan thuc thong tin, xac dinh
Xuyén tac thdng tin, bao vé ban quyén tac gia, diéu khién truy cap.... Chinh vi thé ma
van dé nay nhan duoc sy quan tam rét Ion cua cac ca nhan, to chirc, trudng dai hoc va
nhiéu vién nghién ciu trén thé giai.

Khi gidu thong tin trong anh, thong tin s& duoc gidu cung véi dir liéu anh nhung
chat luong anh it thay d6i va gan nhu khi nhin binh thuong vao anh d6 chung ta khong
thé phét hién ra rang dang sau anh 1a khéi thong tin duoc an trong d6. Ngay nay khi
anh s6 duoc str dung rat phd bién thi gidu thdng tin trong anh 1a mot cong nghé dem lai
rat nhiéu tac dung quan trong trén nhiéu linh virc trong doi séng xa hoi. Vi du nhu ddi
V6i cac nude phat trién, chit ki tay da duoc s6 hoéa va luu trit st dung nhu 13 hd so ca
nhan cua cé4c dich vu ngan hang va tai chinh, né duoc dung dé nhan thuc trong cac thé
tin dung cua nguoi tiéu dung.

Thém vao d6, lai 6 rat nhiéu loai théng tin quan trong can duoc bao mat nhu
nhitng thong tin vé an ninh, thdng tin vé bao hiém hay cac thong tin vé tai chinh, cac
thong tin nay duoc s6 hoa va luu trit trong hé thong may tinh hay trén mang. Ching rat
dé bi lay cip va bi thay d6i boi cac phan mém chuyén dung. Viéc nhan thyc ciing nhu
phét hién thong tin xuyén tac d6 tré nén vo cling quan trong va cap thiét.

Va mot dic diém cua giau thong tin trong anh d6 1a thong tin duoc giu trong
anh mot cach vo hinh, né nhu 13 mét cach truyén théng tin mat cho nhau ma nguoi
khac khéng thé biét duoc boi sau khi gidu thong tin thi chat lugng anh gan nhu khong
thay d6i dac biét d6i voi anh mau hay anh xam.
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1.2.2. Phin logi gidu tin trong dnh

Giau tin trong anh c6 hai khia canh: Mot 1a bao mat cho dir liéu dem gidu
(embedded data), thong tin mat duoc gidu ki trong mét déi twong khac sao cho ngudi
khac khong phat hién dugc (stegography) [2].

Hai 12 bao mat chinh ddi twong duwoc dung dé giu dir liéu vao (host data), nhu
rng dung bao vé ban quyén, phat hién xuyén tac théng tin (watermarking).

Gi4u thong tin

A 4 A 4
Gidu tin bi mat Thay van sb
(stegography) (watermarking)

Hinh 1.3. So d6 phan loai giau tin trong anh.

Ky thudt gidu théng tin bi mat (Steganography) 1a mot ky thuat nhing thong tin
vao trong mot ngudn da phuong tién goi 1 cac phuong tién chira ma khéng gay ra su
nhan biét vé& su ton tai cua thdng tin gidu. Tir Steganography bat ngudn tir Hi Lap va
duoc sur dung cho téi ngay nay, n6 ¢6 nghia la tai liéu dugc phua (covered writing).

Ky thudt thiy van sé (watermarking) 1a ang dung co ban nhat cua ky thuat giau
tin trong anh. M6t thong tin nao d6 s€ dugc nhing vao trong mét anh, gia sir hinh anh
can duoc luu thong trén mang. Dé bao vé cac san pham chdng lai hanh vi lay cap hoic
lam nhai can phai c6 mot ki thuat dé “dan tem ban quyén” vao san pham nay. Viéc
dan tem hay chinh 1a viéc nhing thuy van can phai dam bao khong dé lai mot anh
hudng Ion nao dén viéc cam nhan san pham. Yéu cau ky thuat ddi véi ang dung nay 1a
thuy van phai ton tai bén viing cing véi san pham, muén bo thuy van nay ma khong
dugc phép caa ngudi chu s¢ hitu thi chi con cach 12 pha huy san pham.
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1.2.3. Pdc trung va tinh chdt

Giau tin trong anh chiém vi tri chu yéu trong cac ky thuat giau tin, vi vay ma
cac ky thuat gidu tin phan 16n ciing tap trung vao cac ky thuat gidu tin trong anh. Céc
phuong tién chira khac nhau s& ¢ cac k¥ thuat gidu khac nhau. Di twong anh 1a mot
d6i twong dir liéu tinh c6 nghia 1a dir liéu tri giac khdng bién d6i theo thoi gian. Dir
licu anh ¢6 nhiéu dinh dang, mdi dinh dang cé nhitng tinh chat khac nhau nén cac k¥
thuat gidu tin trong anh thuong chl y nhitng dic trung va céc tinh chat co ban sau [1]:

— Phwong tién c6 chiza dir lidu tri giac fink: Dit liéu goc ¢ day 1a dix liéu tinh,
du da giau théng tin vao trong anh hay chua thi khi ta xem anh bang thi giac, di liéu
anh khong thay d6i theo thoi gian, diéu nay khéac véi dir liéu &m thanh va dit liéu bang
hinh vi khi ta nghe hay xem thi dit liéu goc s& thay d6i lién tuc véi tri giac cua con
nguoi theo cac doan, cac bai hay cac canh.

— Ky thudt gidu phu thugc anh: K¥ thuat gidu tin phu thudc vao cac loai anh
khac nhau. Chang han d6i vé6i anh den trang, anh xdam hay anh mau ta ciing c6 nhirng
ky thuat riéng cho tirng loai anh ¢6 nhirng dac trung khac nhau.

— Ky thudt gidu tin loi dung tinh chdt hé thong thi giac ciia con nguoi: Giau tin
trong anh it nhiéu ciing gay ra nhitng thay doi trén dix liéu anh géc. Dir lidu anh dugc
quan séat bang hé thdng thi gi4c ciia con ngudi nén cac ki thuat giau tin phai dam bao
mot yéu cau co ban 1a nhimg thay doi trén anh phai rat nho sao cho bang mat thuang
kho nhan ra dugc sy thay doi d6 vi c6 nhu thé thi méi dam bao dugc do an toan cho
thong tin gidu. Rat nhiéu cac ki thuat da loi dung cac tinh chat caa hé thong thi giac dé
giau tin chang han nhu mat nguoi cam nhan vé sy bién d6i vé do choéi kém hon sy bién
d6i vé mau hay cam nhan cua mat vé mau xanh da troi kém nhat trong ba mau co ban.

— Gidu thong tin trong anh tdc déng 18n di ligu dnh nhwng khéng thay déi kich
thwéc anh: Cac thuat toan thyuc hién céng viéc giau thdng tin s& dugc thuc hién trén di
liéu cua anh. Dir liéu anh bao gom phan header, bang mau (c6 thé c6) va dix lidu anh.
Do vay ma kich thuéc anh truéc hay sau khi gidu thong tin 1a nhu nhau.

— Pam bdo chdt lrong sau khi gidu tin: Day 1a mot yéu cau quan trong ddi Véi
giau tin trong anh. Sau khi gi4u tin bén trong, anh phai dam bao duoc yéu cau khdng bi
bién doi dé kho co thé bi phat hién d& dang so vai anh géc.

Yéu ciu nay duong nhu kha don gian d6i véi anh mau hoic anh xam bai mdi
diém anh duogc biéu dién boi nhiéu bit, nhiéu gié tri va khi ta thay doi mot gié tri nho
nao d6 thi chit luong anh thay d6i khong dang ké, thong tin giau kho bi phét hién,
nhung d6i vé6i anh den tring mdi diém anh chi 1a den hodc tring, va néu ta bién doi
mét bit tir tring thanh den va nguoc lai ma khéng khéo thi sé rat dé bi phat hién.
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Do d6, yéu cau ddi véi cac thuat toan giau théng tin trong anh mau hay anh xam
va gidu thong tin trong anh den tring 1a khac nhau. Trong khi d4i véi anh mau thi cac
thuat toan chl trong vao viéc 1am sao gidu duoc cang nhiéu théng tin cang tét thi cac
thuat toan &p dung cho anh den tring lai tap trung vao viéc l1am thé nao dé thong tin
gidu kho bi phat hién nhét.

— Théng tin trong dnh sé b bién d@si néu c6 bdt cir bién doi nao trén dnh: Vi
phuong phap giau théng tin trong anh dya trén viéc diéu chinh cac gia tri cua cac bit
theo mot quy tic nao d6 va khi giai ma s& theo cac gia tri ¢ dé tim duogc théng tin
gidu. Theo d6, néu mot phép bién doi nao dé trén anh lam thay doi gia tri cua céc bit
thi s& 1am cho thdng tin gidu bi sai léch. Nho dic diém ndy ma gidu thong tin trong anh
cé tac dung nhan thuc va phat hién xuyén tac thdng tin.

— Vai tro cua anh goc khi gidi tin: Céac ky thuat gidu tin phai xac dinh rd rang
qua trinh loc anh dé lay thdng tin gidu can dén anh gbc hay khdng can. Pa sé cac ky
thuat giau tin mat thi thuong khdng can anh gc dé giai ma. Thong tin dwoc giau trong
anh s& duoc mang cung véi dix liéu anh, khi giai ma chi can anh d3 mang thong tin
gidu ma khdng can dung dén anh gdc dé so sanh dbi chiéu.

1.2.4. Cdc yéu ciu déi véi gidu tin trong dnh

Muc dich cua giau tin cho anh 1a bao vé ban quyén cho chu s& hitu anh. Nhiing
yéu cau co ban d6i voi giau tin cho anh 1a:

e Tinh an cua gidu tin dwegc chén vao anh: Su hién dién cua giau tin trong
anh khong 1am anh huong t6i chat lugng cta anh da chén tin.
e Tinh bén cua gidu tin: Cho phép c4c tin c6 thé ton tai duoc qua cac phép
bién doi anh, bién dang hinh hoc hay cac hinh thic tan cong ¢d ¥ khéc.
e Tinh an toan: khdng thé xoa duoc tin ra khoi anh trir khi anh duoc bién
d6i t6i mic khdng con mang thang tin.

Tinh an cua tin 12 mot yéu cau rat quan trong caa phuong phap gidu tin. Néu
tinh 4an caa tin khong dugc dam bao thi khéng nhitng né 1am anh hudng téi chat luong
cua anh ma con dé dang tao diéu kién cho céac hinh thic tin céng nham loai bo tin ra
khoi anh. Véi anh duoc danh dau mot cach Iy twang, anh c6 ban quyén va anh gdc sé
khong thé phan biét duoc bang mit thuong. Nhu vay gia tri cua bic anh s& khong bi
thay ddi va viéc giau tin nhu vay s& 1a rao can 16n cho nhitng ké pha hoai trong viéc c6
y x04 hoic stra doi cac thong tin vé ban quyén anh.
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Trén thuc té, khi chén tin vao anh thi anh két qua va anh géc s& c6 nhing sai
khac, dé khong thé nhan ra duoc nhirng thay ddi vé noi dung dir liéu nay, ngudi ta
thudng khai thac cac dic diém vé kha nang cam thu cua mit ngudi.

Tinh bén cua gidu tin lién quan dén viéc tach tin tir anh c6 ban quyén, mét anh
sau khi duoc danh dau c6 thé dugc dem ra xir Iy dé phuc vu cho cadc muc dich khac
nhau nhu nén anh, bién d6i hinh hoc, loc anh cai thién anh, cac bién déi cé tinh dé xo4
danh déu tin ra khoi anh,...v.v. Vin dé duoc dit ra liéu sau khi anh bi xir ly ta con cé
thé tach duoc luong tin ra khoi anh khdng? Va tach duoc thi chat luong cua tin c6 dam
bao tin cay khéng?
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CHUONG 2: MOT SO KHAI NIEM CO BAN

2.1. P§ léch chuan (Standard Deviation)
Phuong phap tinh do l1&ch chuan tir mot day n gia tri cho trudc Xy, X,,... X, theo [4]:

1. Tim gié tri trung binh cua ddy sb da cho (x;+Xo+...+X,)/n.

2. V&i mdi x trong day sb di cho, tinh d6 léch ctia n6 so véi gia tri trung binh.
3. Tinh binh phuong cua céc gi tri thu duoc & budc 2.

4. Tim gié tri trung binh cta cac binh phuong d6 léch tim dugc & budc 3. Cac
gié tri nay duoc biét dén nhu 1a phwong sai o°.

5. Tinh cin bac hai cia phuong sai ta duoc két qua can tim.

Cong thuc thé hién phuong phap tinh trén:

x1+x2++XN _ 1 N

X =

0= JAEL 0o — 5 @2

Do léch chuan 1a mot gia tri thé hién mac d6 hoi tu hay sic phan tan cia mot
tap dir lieu. Néu mét tap dit liéu co do léch chuan nho diéu d6 ching to cac phan tu dit
liu nhin trén phuong dién tong quét cé sy twong dong cao, nguoc lai thi dir lidu co
vung phén tan lon, rai rac trong khéng gian gié tri cia chdng.

2.2. Hé théng MBNS

MBNS [a mot hé thdng cac wdc sé co sé, ma duoc sir dung dé an di mot thdng
tin mat. N6 duogc biét dén nhu hé thap phan 1a vi tri thuan tién trong cudc sdng hang
ngay va hé théng nhi phan trong hoat dong ciia may tinh. Cén cir vao céc hé thong nay,
hé 10 va 2 tuong tmg 13 khong doi trong sudt. No6i cach khac, théng tin mat dugc
chuyén dbi thanh mét loat céc co s sai phan tuong tng véi hé s6 cta chiing. Dicu nay
duoc giai thich nhu sau [3]:

Gia st mot s6 nguyén x duoc thé hién trong hé thong cac uéc sé co so duoc
biéu dién nhu cong thuc (2.3):

x = (dy_1dp_, ---d2d1do)bn_1bn_2...b2b1bo (2.3)

OSdl <bl(l=0,1,, n_l)
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Trong d6 by, by, b, ..., b,—, VA b,_; la cac co s& sai phan twong ung, tuong

tng véi cac hé sd dy, dy, dy, ..., dpyy VA d,_y.

Gia tri thap phan cua x dugc tinh theo cong thac (2.4).

s i-1
X=d, + Z}@[Lﬂ@) (2.4)
Trong do:

— 11 la phép nhén.
— = la phép tinh tong.

Néu gié tri thap phan cua x va cac co s by, by, by, ..., by—p VA b,_; dugc dua
ra, ta co thé chuyén doi x vao hé théng cac udc sé co sd theo cong thire (2.5) va (2.6).

d, = x mod b, (2.5)
1 k=1 _
d = mod ¢ —— [z —do - Z (d; - Hj-;[l]b i) a0 2y =1,
':[Iu bi =
= (2.6)

Theo cong thirc (2.5) va cong thac (2.6), dy, dq, ds, ..., dp—p V& d,_; €O thé thu
duoc lién tiép. Vi du, 49 = (1301)353, va 158 = (3142)g2s4.

Vi du:
— Chosénguyénx=49 , n=4va by=2,b;=3,b,=5,b; = 3.
— Theo cbng thirc (2.5) thi dy =49 mod 2 = 1;
— Theo cbng thirc (2.6) thi:
dl = ((X - do ) / bo) mode bl
=((49-1)/2)mod 3 =24 mod 3 =0;

dz = ((X - do — (d1 % b)) / (bo % by)) mod b,
=((49-1- (0x2))/(2x3)) mod5=8mod 5 = 3;

ds = ((X - do — (dq % bo + dz % b % by)) / (by x byx by)) mod b
=((49-1-(0%x2+3x2x%x3))/2x3x5)mod3=1mod 3= 1;

— Thir lai bang céch tinh theo cong thuc (2.4) thi,
X=do+d;xby+ dyxbyxbi+d;xbyxb; xb,
=1+0x2+3x2%x3+1x2x%x3x5
=1+0+18+30=149
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Véi mot chudi cac bit trong tay, dau tién co thé giai thich né nhu 1a mot sb
nguyén duong biang céach sir dung (2.4), va sau d6 lai thé hién né trong mot hé thdng
cac wdc s6 co sé bang cach sir dung (2.5) va (2.6) véi mot bo co s nhat dinh.

2.3. Cau trac anh bitmap.

C6 mét vai dinh dang phé bién cho tép anh ki thut s6 bao gém BMP, JPG,
PNG...trong do &n nay da nghién cau duoc véi tép anh BMP vi tép anh nay don gian,
c6 loi thé vé tinh chat vi tinh chit cia BMP 1a dugc tiéu chuan hda cao va tinh lan
rong manh. Trong d6 hoa may tinh BMP con dugc biét dén véi tén Windows bitmap,
la mot dinh tap tin hinh anh phd bién. Céc tap tin d6 hoa luu dudi dang BMP thudng
c6 dudi la .BMP hoac .DIB.

2.3.1. Cdc thugc tinh tiéu biéu ciia mét tgp tin anh BMP
Céc thudc tinh tiéu biéu caa mot tap tin anh BMP n6i chung 1a [2][6]:

— Sb bit trén mdi diém anh (bit per pixel), thuong dugc ky hiéu bai n. Mot
anh BMP n-bit c6 2" mau. Gi4 tri n cang 16n thi anh cang c6 nhiéu mau, va cang
rd nét hon. Gi4 tri tiéu biéu cua n 1a 1 (anh den trang), 4 (anh 16 mau), 8 (anh
256 mau), 16 (anh 65536 mau) va 24 (anh 16 triéu mau). Anh BMP 24-bit c6
chat lwong hinh anh trung thyc nhét.

—  Chiéu cao cua anh (height), cho boi diém anh (pixel).

—  Chiéu rong cua anh (width), cho bai diém anh.

2.3.2. Céu triic ciia tép anh BMP

Tép anh bitmap 14 tép nhi phan, duoc phan chia thanh 4 phan. Bao goém
FileHeader, ImageHeader, ColorTable, va cudi cung la Pixel Data.

« FileHeader:(14 byte)

FileHeader luu trix thdng tin tong hop vé tép tin BMP c6 cé4c chire niang chinh:
+ Xéc dinh day co6 phai | tép tin BMP hay khéng (2 byte dau tién).
+ Do 16n cua tép anh (4 byte tiép theo).
+ Xac dinh vi tri cua dit liéu anh.


http://vi.wikipedia.org/w/index.php?title=%C4%90i%E1%BB%83m_%E1%BA%A3nh&action=edit&redlink=1

18

Bang 2.1 Chi tiét khéi byte tiéu dé cua tép tin BMP.

Tén truong | Kich thudc (byte) Miéu ta
Type 2 La2kKity ‘B’ va ‘M.
Size 4 Kich thuéce cua file.
Reserved 1 2 . ) N
Reserved 2 5 Khéng dugc sur dung, phai co6 gia tri la 0.
OffBits 4 Vj tri bat dau phan The Pixel Data.

< ImageHeader: (40 byte)

Chtic niang chinh: Pua ra thong tin chi tiét vé anh va dinh dang dit liéu nhu:

+ Chiéu rong va chiéu cao cua anh.

+ Bao nhiéu bit dugc st dung cho 1 pixel.

+ Dt liéu anh c6 duoc nén hay khéng.

Bang 2.2 Chi tiét khéi byte thong tin tép tin BMP.

Tén truong Kich thuéc (byte) Miéu ta
Size 4 Kich thuéc phan Header, phai nho hon 40.
Width 4 Chiéu rong file theo Pixel.
Height 4 Chiéu cao file theo Pixel.
Planes 2 Phai la 1.
BitCount 2 S6 bit trén 1 Pixel : 1, 2, 4, 8, 16, 24, hoac 32.
Compression 4 Kiéu nén (0 = Khong dugc nén).
Sizelmage A Kich th,u(')rc anh, phai 1a 0 d6i véi anh khong

duoc nen.

XPelsPerMeter 4 Uu tién d6 phan giai pixels/ meter.
YPelsPerMeter 4 Ul tién do phan giai pixels/ meter.
ClrUsed 4 S6 mau Map duoc str dung thuc su.
Clrimportant 4 S6 mau c6 ¥ nghia.
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% Bang mau (ColorTables)

Tiép theo la Palette mau caa BMP, gom nhiéu b co kich thuéc 4 byte xép lién
nhau theo ciu tric Blue-Green-Red va mét Byte danh riéng cho Itensity. Kich thuéc
cua ving Palette mau bang 4 x s6 mau cua anh. Byte 15-16 cua Info 1a 24 hoic 32 thi
khong c6 ving Palette, vi Palette mau cua man hinh c6 cau tao theo tht tw Red-Green-
Blue nén khi doc Palette mau cua anh BMP ta phai chuyén doi lai cho pha hop. Sé
mau cua anh duoc biét dua trén sé bit cho 1 pixel cy thé 1a:

— Néu la anh 24 bit, thi ColorTable khong duoc biéu dién.

— Néu 1 anh 8 bit thi ColorTable chira 256 “entry” véi mdi “entry” chua 4

byte cua di liéu. 3 byte dau tién 1a gia tri cudng d6 mau Blue, Green, Red. Byte

cudi cung khong dugc sir dung va phai bang zero.
< D liéu diém anh (The Pixel Data)
—  The Pixel Data luu trit tieng pixel cta hinh anh thuc té.

— Vi anh 8 bit, mdi pixel dugc biéu dién bai 1 byte don cua dit liéu.
—  Véi anh 24 bit, mdi pixel duoc biéu dién boi 3 byte tuan tu cua di liéu.

2.4. Anh xam

Pon vi té bao cua anh sb la pixel. TUy theo mdi dinh dang 1a anh mau hay anh
xam ma ting pixel c6 thong sé khac nhau. P4i voi anh mau tiring pixel s& mang thong
tin cia ba mau co ban tao ra bang mau kha kién 1a :

e Do(R)

e Xanhla(G)

e Xanh bién (B)

[Thomas 1892].

Trong mdi pixel ctia anh mau, ba mau co ban R, G va B duoc bd tri sét nhau va
¢ cuong do sang khac nhau. Thong thudong, mdi mau co ban duoc biéu dién bang tam
bit twong wng 256 muc d6 mau khac nhau. Nhu vay mdi pixel ching ta s& co:
2"\8x3=2"24 mau (khoang 16.78 triéu mau).

Doi v6i anh xam, thong thuong mdi pixel mang théng tin caa 256 mac xam
(trong (ng Vi 8-bit), nhu vay anh x4m hoan toan cé thé tai hién day du cau tric cua
mot anh mau twong tng thdng qua tdm mat phang bit theo ¢ xam.

Trong hau hét qué trinh xu Iy anh, chdng ta chu yéu chi quan tam dén cau trdc
cua anh va bé qua anh huong cua yéu té mau sic. Do d6 budc chuyén tir anh mau
thanh anh xam 12 mot cong doan phé bién trong cac qué trinh xt Iy anh vi né 1am ting
tbc do xir Iy 1a giam muc d6 phuc tap cua cac thuat toan trén anh.
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CHUONG 3: KY THUAT GIAU TIN MBNS

3.1, Gi6i thigu

K¥ thuat gidu tin MBNS dugc dé xuat bai hai tac gia Xingpeng Zhang and
Shuozhong Wang niam 2005[3], 1a k¥ thuat sir dung do nhay thi lyc cta con ngudi dé
che gidu mét s lugng 16n cac bit bi mat vao anh gbc. Trong k¥ thuat nay, dir liéu bi
nhing dugc chuyén d6i thanh mot loat cac ky hiéu trong mot hé thdng cac uéc s6 co
6. Cac co so cu thé st dung dugc xac dinh boi mirc d6 bién doi dia phuong cua
cudng do diém anh trong anh géc dé cho diém anh & khu vuc ban c6 kha niang mang
nhiéu dit liéu 4n hon.

Trong k¥ thuat nay, mét théng tin mat dwgc nhiing vao trong anh gbc bang céach
thay d6i gia tri phan tir anh goc d6 theo mot tht ty ndao dé, thir ty d6 chinh 1a khoa.
Mot quy tic chung la cang cd nhiéu hon cac bién thé cua céc gia tri phan tir anh trong
vung lan can cua mot diém anh, cang ¢ nhiéu cac diém anh dugc sira d6i, cho phép
mot su thay d6i I6n hon.

Vé mat khai thac, nguoi nhan co6 thé tim lai duoc tat ca nhitng co s sai phan
tuong (ng véi hé sb cia chling tir anh giau tin. O bén nhan, anh géc 1a khdng can thiét
dé khéi phuc thong tin da nhang.

Mot khoa bi mat, cai duoc chia sé bai ngudi an thong tin mat va ngudi nhan,
xac dinh mot duong dan cy thé caa gia ngau nhién di qua cac diém anh. Piéu nay dat
duoc bang cach thuc hién theo cac budc sau:

—  Budc 1: Gia st Sy 1a mot tap hop gom cac diém anh trong hang trén nhat
va c4c cot trai nhat, va S; 1a mot tap hop cac diém anh con lai. Gia st H 1
mot chudi cac diém anh, bude dau rong.

—  Buwdc 2: Chon mot diém anh p(i,j) tir S; d6 dap tmg cac diéu kién, p(i -1,
D,pi-1,j-1)vap(,j-1) e Sy, vathém no vao cudi cua H. Néu co6 nhiéu
hon mot diém anh dap tmg diéu kién, phan tr duoc ndi vao H duoc quyét dinh
theo khda. Cap nhat S, va S; bang céch thém p(i, j) vao Sy va loai bo p(i,j) tir
Si,tac 1, So < So +{p(i, j)} va St « S — {p(i, j)}-

—  Budc 3: Liap di lap lai Budc 2 cho dén khi S; tré nén tréng rong.

Vi vay, chudi cudi ciing H ¢4 tat ca cac diém anh p(i,j) 2 < i <M, 2< j< N)
duogc sira d6i, trong d6 M va N 1a s6 hang va sb cot cua anh gdc, va cac thdng tin mat
s& duoc nhing vao tit ca cac diém anh, ngoai trir cac hang hang dau nhat va cac cot
tréi nhat sau mot con duodng chi dinh bai H suy ra khod. Tac 13, phan tir dau tién ¢ H
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la p(2,2) va phan tir cudi cing 1a p(M, N). Bat ky diém anh nao trong anh géc chi c6
thé duoc xu 1y sau khi cac diém lang giéng trai, dau va trai nhit da duogc xu 1y trudc
d6. Mot vi du don gian nhu viéc di bo qua cac diém anh trong mot anh géc luu trix ¢6
kich thuéc 4 x 8 dugc thé hién trong Hinh 3.1. Trinh tu cua chudi H trong truong hop
nay la {p(2,2) p(2,3) p(3,2)p(2,4) p(3.3)... p(4.8)}.

I s 4 f 7 11 1

3 5 9 12 L5 1% &

. 10k 13 14 1 20 ] 21

Hinh 3.1. Mot vi du ctia diém anh dé chén di ligu.

3.2. Qué trinh giiu tin

3.2.1. Y twong
—  Pau vao: anh xam 8-bit mau, tham s6 A, khda bi mat va thong tin mat.

—  Pau ra: anh giau tin.

3.2.2. Cdc budc thue hién.

Buwéc 1: Gid tri diém anh trong anh goc va giau tin dugc biéu hién tuong tng la p(i, j)
va p’(i. j). Gia tri diém anh ¢ hang trén nhét va cot trai nhat cua anh goc khdng
duoc sur dung cho dir liéu nhang. No6i cach khéc,

p'(i,j)) =p(,j), i=1lorj=1 (3.1)

Buwéc 2: Chia dong bit cua thdng tin mat thanh cac phan doan, mdi bo bao gém | bit (vi
du: | = 8 tirc 1a mdi phan doan cia thong diép bi mat s& co do dai 8 bit).

Buwérc 3:

—  Chuyén d6i mdi doan nhi phan thanh mot s6 nguyén duong x.

—  Thiét lap gia tri ban dau cia mot tham sé u = 1, duoc st dung dé xac dinh
tong sb cac co so can thiét cho cac doan bi mat twong tng nay trong hé thdng
cac wde 6 o so.

Budc 4:

—  Tinh d6 léch chuan o(i, j) chaba giatrip’(i — 1, ), p’(i —=1,j —1) va
p (i, j —1) theo cong thac (2.2).
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— Tinh b(i, j) theo cong thac (3.2).

b(,j) = mm([ '”Il 16) 2

Trong d6 A 12 mot hang sé va [¢1 c6 cac s nguyén gan nhat vé phia vé cuing.
Céc co s& b(i, j) ty 18 véi o(i,j) trir khi co s& dwoc cit bét ti 16.

Buwéc 5 : Néu b(i, j) < 1, bo qua diém anh nay va quay tré lai Budc 4.

Nguoc lai, tinh toan hé sé twong @ng trong hé thong cac uéc sé co so (3.3).

d(z,7) = mod[x, b(z, 7)].

(3.3)
Buwdrc 6: Tinh p'; theo cng thuc (3.4) va p', theo cong thuc (3.5):

2.9)=—dft, g .. -

?Ji — LEJ{J.JE?(IE j)(’J)J b, j) +d(i. )
(3.4)

va
o= f’(’ 1) —dij) | 1J Wi ) + d(i, )

b(i, ) (3.5)

Trong d6 toan tir l*) c6 cac sé nguyén gan nhat doi voi am vo cuc. Gia tri cua
diém anh trong anh giau tin don gian la chon giira p'y va p's.

Bwéc 7: Cap nhat cac tham sé u:
w—a+bli, g).
(.7) (3.6)

Néu u < 2', c6 nghia 1a phan khic bi mét chua dwoc biéu didn hoan toan, vao
buadc 4 sau khi cap nhat gia tri cia x:

L w—d(irj)
) a7

Nguoc lai, thuc hién lai budc 3 dé nhding mot doan nhi phén, cho dén khi tat ca
cac phan doan cua dong bit bi mat dwgc nhing. Bang cach nay, mdi phan doan nhj
phan duoc nhing vao mét sé diém anh trong anh géc.
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A 4

anh goc, x, A, I, khoa;

A

v

Tinh o;
b =min(c/A,16);

Yes s

No

X = (x—Db)/d,

d = x mode b; u = u*b;
P’1=((P - d) / b)*b+d;
P, = (((P - d)/b)+1)*b+d;
P=P’or P’y

'

u<2/

Yes

No

Hinh 3.2. Luu db thuat toan giau tin
3.3. Qua trinh tach tin
3.3.1. Y twong
Qua trinh tach tin sir dung dau ra cia qua trinh gidu tin lam dau vao, cing voi
khoa bi mat va tham sb A dé phuc hdi thong tin mat da nhing.

— Pau vao: anh giau tin, khoa bi mat, tham sé A.
—  Dau ra: thdng tin mat.
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3.3.2. Cac bwdéc thuce hién

Buéc 1:
—  Tinh d6 léch chuén o.
—  Tinh lan luot b(i, j) tir anh gi4u tin st dung cdng thic (3.2).
Buéc 2:
—  Néub(,j) > 1.
e Tinh d(i, j) theo (3.8).
d(i,j) = mod[p'(i, ), b(i, )] (3.8)
e Tinh tich cta cac co so b(i, j) vira tim dugc.
— Nguoc lai thuc hién budc 1.

Budéc 3: Néu tich < 2' quay lai buécl. Nguoc lai &p dung cong thuc (2.4) dé tinh x.

anh giau tin, A, khoa;

»
»

A

A 4

Tinh o;
Tinh b = min (c/ A. 16):

R . Yes
Khong giau tin / b <=1
trong diém anh B

No

d =P’ mode b;
tich = tich*b;

S

Yes

Tinh X;

Hinh 3.3. Luu dd thuét toan tach tin
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CHUONG 4: CAI PAT THU NGHIEM CHUONG TRINH
4.1. Moi trwong thir nghiém

4.1.1. Gidi thiéu moi trwong thir nghiém
Hé diéu hanh dugc dung dé thir nghiém 1a: Window XP, bé vi xt Iy Intel(R)
Pentium(R) D CPU 3.00GHz, Ram 1Gb, 6 ciing 60Gb.

Ngon ngit sir dung dé cai dat ky thuat 1a ngon ngir Matlab. Matlab 13 mot phan
mém toan hoc cta hang Mathworks dé tinh toan trén cac s6 va cd tinh truc quan rat
cao. Matlap dd qua nhiéu phién ban, chuong trinh cai dat nay dugc cai dat bang phién
bin Matlab7.7.0.471 (R2008b).

Matlap c6 thé 1am viéc véi nhiéu kiéu dir liéu khac nhau nhu: ma tran, chudi ky
tu, cac bai toan vé giai tich s6, xir ly tin hiéu s, xir Iy d6 hoa....Matlab c6 dén hang
ngan Iénh va ham tién ich. Ngoai cac ham cai dat san trong chinh ngén ngir, matlab
con co cac Iénh va ham ng dung chuyén biét trong cac toolbox.

Matlab con c6 giao dién do hoa rat dep mat va dé sir dung. C6 thé tinh toan va
tao nén cac hinh anh dd hoa 2, 3 chiéu cho trinh tng dung caa minh.

4.1.2. Tap div ligu thiv nghiém

Tap dir liéu thir nghiém bao gom 10 anh chuan kich thuéc 512x512 [6] xem
Hinh 4.1 va 20 anh bat ky duoc chup tir dién thoai di dong, may anh k§ thuat sé va
dugc convert thanh anh xam 8 bit boi phan mém Adobe Photoshop CS véi nhiéu kich
cd khac nhau xem Hinh 4.2.

elanie.brip

4 3 P
I'rf"\{\ 3 '. z. "{
I i £ >
happy.brp lena_std, brp lighthouse.png pepper, brp kifFany, brp

Hinh 4.1. 10 anh chuan.
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11.bmp 12.png 13.bmp 14.bmp 15.png

58

16.bmp 17.bmp 15.bmp 19.bmp Z0.png

Hinh 4.2. 20 anh bt ky.

4.1.3. Tiéu chudn ddnh gid chét lwong ma héa danh (PSNR)

Dé danh gia chat lugng cua birc anh & dau ra ctia bo ma hoa, nguoi ta thuong st
dung hai tham sé: Sai s6 binh phuong trung binh — MSE va ti s6 tin hiéu trén nhiéu
dinh — PSNR [5]. MSE thuong duoc goi la phuong sai luong tur.

Cho hai hinh anh P va P’ ¢6 kich thuéc mxn, PSNR duoc tinh theo céng
thare(4.1) va cong thuace(4.2) :

PSNR = 10 log;p - db (4.1)
— (L \ym-15n-1(pci A _ pri i)
MSE = (m*n) 2% Lo (P(l»l) P (l,J)) (4.2)

Trong d6, MAX la gia tri tdi da diém anh cua hinh anh. Khi cic diém anh duoc
biéu dién bang cach st dung 8 bit / mau, Max = 255.
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Khi hai hinh anh giéng hét nhau, cac MSE s& 1a s6 khong. Ddi vai cac gia tri
nay la khong xac dinh PSNR.
4.1.4. Mgt sé giao dién chwong trinh
4.1.4.1. Giao dién chinh cua chuong trinh
Bao gdm céc chic nang:
+ Hé théng: chic ning thoat dé thoat khoi chuong trinh.
+ Giau thong diép: Chirc ning thuc hién giau tin giau thong tin mat vao anh.
+ Téch thong diép: Chire ning thuc hién tach tin tach thdng tin mat gidu trong anh.
+ PSNR: Danh gia PSNR.

) trangchu

He thong WEENREpspa=s8 Tach thong diep  PSMR

Thuc hien giau tin

TRUONG DAl HOC DAN LAP HAI PHONG
DO AN TOT NGHIEP NGANH CNTT

KY THUAT GIAU TIN TRONG ANH DUA TREN MBNS
(Multiple Base Notational System)

Sinhwien thuc hien: Hoang Thi Thu Dung - Lop CT1101

lao wien huong dan: Ths. Ho Thi Huong Thom

Hinh 4.3. Giao di¢n chinh ctia chuong trinh
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4.1.4.2. Giao dién quéa trinh gidu tin

) gd_giautin

CHUONG TRINH GIAU TIN TRONG ANH BANG MBNS

=SB

Chon anh can giau |

f

Cho bist thong diep ‘

]
| [

Cha biet ten anh ket qua ‘

| Thuc hien giau tin | l

Thoat l

Moi ban chon tep anh

| = = cF B

Cﬂ lena_std_kqgsoo
Cﬂ lena_std_kg200
'@Iighthouse
'@Iighthouse_quDD
'@Iighthouse_quDD
@Iighthouse_kqgﬂl:l
pepper_kg300
pepper_kgs00
pepper_kg200
pepper_kg40320
CS. kifFamy
[* kiffary_kgson
™ biffary_kgson
= tiffary_kgeon

j Open |

Loak in: | == anhchuan
iy Cﬂ airplans Cﬂ boak
|_"\§ Cﬂ airplane_kg40 Cﬂ boat_kg300
Mu Fecent (= airplane_kq300 [ boat_kgsoo
Documsnts Cﬂ airplane_kqs00 Cﬂ boat_kg200
@ (=1 sirplare_kgooo  [*3 boat_kg40320
bapoon Cﬂ elanis
Desktop '@bapoon_k.qSDD .3 elanie_kg300
-~ @bapoon_quDD Cﬂ elanie_kgs00
U Ebapoon_kqgﬂﬂ g elanie_kg200
bapoon_kg40320 lake
My DesumErE Cﬂ barbara .ﬂ lake_kgz00
e Cﬂ barbara_kqg300 Cﬂ lake_kaqSO0
'p_:ij}g Cﬂ barbara_kgson Cﬂ lake_kqoo0
¥l EaomEndizn Cg barbara_kqgooo Cﬂ lena_std
Cﬂ barbara_kg403z0 .3 lena_std_kgzoo
by Metwork File name: |pepper
Flaces
Files of type: [ &0 Filer= )

ﬂ Cancel

Hinh 4.5. Chon anh

O nhap di liéu:

—  Chon anh can giau: click vao [ Jas chon anh.
—  Cho biét thong diép: click vao [ -] nhap théng diép can giau.
—  Cho biét tén anh két qua: click vao | ] wu anh Két qua.
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NGt bam:

—  Thuyc hién gidu tin: nat thuc hién qua trinh giau thong tin mat.

—  Thoét: thoét khoi giao dién giu tin.

Khi click vao || thir nhét ta c6 thé chon anh can gidu tin, thao tac nay xem
Hinh 4.5. Lan luot click vao c4c nat bam thir hai va thi ba dé chon tép thdng tin can
gidu va noi luu anh két qua. Sau do click vao nat bam thuc hién giau tin, qua trinh giau
tin s& duoc thyuc hién va cho két qua nhu Hinh 4.4.

4.1.4.3. Giao di¢n qud trinh tach tin

) gd_tachtin

CHUONG TRINH TACH TIN TRONG ANH BANG MBNS

Chon anh can tach tin :| | [ . ]

Chon tep can luu: | | | |

Thuc hien tach tin [ Thoat ]

Hinh 4.6. Giao dién qué trinh tach tin

Moi ban nhap ten tep van ban @
Save ir: |l'j' code - = ER-
; 40,520 hit
\_\5' 300 bit
by Recent 500 bik
Docurments 200 bik
€
El kas
Deskiop kas
=
by Documents
by Computer
ky Hetwaark, File name: |k|:| - Save I
Flacesz
Sawve az type: |T><:T [*. kt] - Cancel

Hinh 4.7. Chon tép luu thong tin da giau.
O nhap dit liéu:

—  Chon anh can tach tin: click vao [ Jaé chon anh c6 giau tin.
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—  Chon tép can luu: click vao D dé chon tép luu thong tin mat da giu.
NGt bam:

—  Thuec hién tach tin: nat thuc hién qué trinh tach thdng tin mat.

— Thoat: thoat khoi giao dién tach tin.

Qua trinh tach tin s& thuc hién nguoc lai véi qua trinh gidu tin. Pau vao cia qua
trinh tach tin s& 1A anh gidu tin, dé chon anh click vao || d& chon anh can tach
thong tin mat, anh s& dwoc hién Ién trong giao dién dé ta biét rang da chon dung anh
hay chua. Tiép d6 sé& chon tép dé luu thong tin mat d6, xem Hinh 4.7. Cubi cung bam
nat thuc hién tach tin, qua trinh tach tin sé duoc thuc hién xem Hinh 4.6.

4.1.4.4. Giao dién tinh PSNR

DANH Sla PSNR

Chon anh goc: | | [ - ]

Chon anh nhung | | [ ] ]

anh goc anh da nhung tin

[ Thuc hien ]

[ Thoat |

Hinh 4.8-a. truéc khi tinh PSNR.

J M_PSNR

DANH GIA PSNR

Chon anh goc: | |

Chon anh nhung : | | [ I

anh da nhung tin

| Thuc hien |

[ Tom ]

Hinh 4.8-b. Sau khi tinh PSNR
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O nhap di liéu:

—  Chon anh géc: click vao [ Iben canh dé chon anh géc.

—  Chon anh nhing: click vao [ ben canh dé chon anh giau tin.
NGt bam:

—  Thuec hién tach tin: nat thuc hién qué trinh tach thdng tin mat.

— Thoat: thoat khoi giao dién tach tin.

Khi kich chon anh gdc, anh gbc s& xuat hién, sau d6 kich chon anh nhang thi
anh gidu tin s& xuat hién. Viéc nay sé gidp ich cho qué trinh thyc hién tinh d6 13 khong

A

chon nham anh. Tiép theo sé& kich chon nat bam “thuc hién”, két qua PSNR tinh duoc
s& xuat hién nhu hinh 4.8-b.

4.2. Cac modul cai dat
4.2.1. Chirc nang: Gidu thong tin vao danh.
Céc tham s6 dau vao:

— tenanh: tén cua anh sé& giau tin Ién.
—  Hang sb A va khoa.
—  tt: noi dung thong diép giau vao.

Tham s6 dau ra:

— tenanh_kq: tén anh két qua sau khi gidu tin.
4.2.2. Chirc nang: Tdach thong tin.
Tham s6 dau vao:

- tenanh: tén anh giau tin.
- Hang s6 A va khoa.

Tham sb diu ra:

- tt: théng tin tach duoc tir anh dau vao.
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4.3. Thuc nghiém va danh gia

4.3.1. Théng di¢p gidu

I 300 bit - Notepad
File Edit Format Wiew Help

Just friends?

I love you more every day,

My name I long for you to say.

0o you know just how I feel?

Do you know this love dis real?

sometimes I wonder what wou think.

when wou hear my name, do your cheeks turn pink?
Do wou dream about me every night?

wiz=h to hug me and hold me tight?

oo wou think we're meant to he?

Hinh 4.9. Thong diép (ndi dung 300 bit).

B 900 bit - Motepad
Filz Edit Formak Wiew Help

Just friends? -~
I lTowve wou more ewvery day,

My name I long for wou To say.

0o you know just how I feel?

Do wou know this Tove is real?

Sometimes I wonder what wou think.

when wou hear my name, do your cheeks turn pink?
Do wou dream about me every night?

wizsh to hug me and hold me tight?

0o you think we're meant to bhe? e
Together forewver, wyou and me?

These are the guestions that run through my mind,

Wour way inta my heart, wyou did find.

It drives me <razy as to what I shouwld do,

Should I risk a friendship and confess to wou?

or should I keep my feelings dinside,

Hinh 4.10. Thong diép (noi dung 900 bit).

I 40.320 bit - Notepad
File Edit Formak Wiew Help

Just friends? ~
I love wou more ewvery day,
My name I long for ywou To say. =
Do ywou know just how I feel?

0o wou know this love s real?

sometimes I wonder what ywou think.

when wou hear my name, do wour cheeks turn pink?
oo ywou dream about me every night?

wish to hug me and hold me tight?

oo wou Think we're meant to he?

Together forewver, wou and me?

These are the guestions that run through my mind,
¥our way into my heart, wou did Find.

It driwves me crazy as to what I should do,

Should I risk a friendship and confess to you?
Oor should I keep my feelings dnside,

Hinh 4.11. Thong diép (noi dung 40.320 bit).
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Bang 4.1. Két qua thuc nghiém trén 10 anh chuan.

S6 bit PSNR
Anh goc 300 900 40320
Airplane 60.3614 56.4616 50.5363
bapoon 55.648 50.6087 43.6339
Barbara 57.2132 52.5083 46.3698
Boat 61.3687 56.2471 48.7056
Elanie 62.943 57.7939 50.3309
Happy 67.8139 63.7371 45.3164
Lena_std 63.7277 58.8445 50.9274
Lighthouse 61.0055 55.8497 48.1742
Pepper 57.5798 52.746 46.8319
Tiffany 65.5156 58.7521 49.1016
Trung binh 61.31768 56.3639 47.9928
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barbara barbara_kg300

boat_kagooo boat_kq40320 elanie elanie_kaz00
[ | | | |
elanie_kq200 elanie_lko40320 happyw happy_kq300 happy_kq200 happy_kq40320

lena_std_kg300 lena_std_kq900 lena_std_kg40320 lighthouse

lighthouse_kgo00 lighthouse_kg40320 pEppEr pepper_kgoo0 pepper_kg40320

LifFarmy tifFary_kq300 tifFany_lqa00 kiffary_kg40320

Hinh 4.12. Tap anh chuan trugc va sau khi giau.
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4.3.3. Gidu trén 20 dnh bit ky

Bang 4.2. Két qua thuc nghiém 20 anh bt ky.

S6 bit PSNR
Anh géc 300 900 40320
0L.png 53.7407 49.125 41.6319
02.png 60.6232 54,3189 40.307
03.bmp 55.1708 50.1816 43.1424
04.bmp 55.3854 51.1616 44.0812
05.bmp 51.2125 49.5213 41.0394
06.bmp 49.4411 44.6118 37.7963
07.bmp 62.2417 57.4447 49.4331
08.bmp 51.5485 46.6352 38.8222
09.bmp 48.6867 43.921 36.7959
10.bmp 55.1572 48.592 38.9122
11.bmp 50.1696 47.4947 42.7609
12.png 58.6543 53,0059 41,5758
13.bmp 57.742 54,7277 38.3548
14.bmp 50.7601 48.886 41.9198
15.png 54.328 46.4391 37.9486
16.bmp 58.55 53.6277 40.8378
17.bmp 51.8717 46.5806 30.6697
18.bmp 52.2064 45.2298 37.9341
19.bmp 49.4943 44,6083 38.6369
20.png 50.7048 46.7516 38.6479
Trung binh 53.88445 49.14323 40.5124

Hinh 4.12. Tap anh truéc va sau khi giau.
Nhan xét: Thong qua cac gié tri cua Bang 4.11 va Bang 4.12, ta thay k§y thuat gidu
dugc luong thdng tin 16n va qua trinh xir Iy nhanh, chit luong hinh anh sau khi gidu
tin 1a tt (PSNR >39).



36

Tdp dnh két qua:

0L.png 01_kg300.png 01_kq300.png 02.png 06.bmp 06 _kg300.bmp 06 _kg200,bmp

07.bmp

02_kq300.png 02_kg00.png 02_kqd01320.png 03_kg300.brmp 07 k300 bmp 07 _kga00.brip 07 _kqd0320,bmp

(13 _q900,bmp 03 _J40320.bmp 04.bmp (4 _fy300.bmp 04 _go00.bmp 018 _kqa00.bmp 08 _kq#01320.bmp 019.bmp 09_kg300.brp 019 _kqa00.bmp
04_kg40320 brp 05.bmp 05_kq300.bmp 05 900 bmp 05_kad0320.bmp  09_kgé0320,bmp 10.bmp 10_kq300.bmp 10_kg900.brmp 10_kg40320.brap

1111

16_kq00,brp 16_kq40320,bmp 17.bmp

11_kg300.bmp 11_kg200.bmp 11_kgd0320.bmp

£
£
£
g

——

12_kq300,png 12_lq900,prg 12_lq40320,png 13.bmp 13_ka300.bmp 17 _kq300 bmp 17 _kq9300.bmp 17_kg#0320.bmp

(A

|

sl

15_kgo00.bmp 135_kgd0320.bmp 14.bmp 14_kg300.bmp 14_kgo00.bmp

14_ka40320.56mp 15.png 15_kq300.png 15_kq900.prg 15 ka40320.000 19 kq40320,bmp 20.png 20_kg300.png 20_ka900.png 20_kn40320,png

18_k300.bmp

19_lag300. bmp 19_kq300.bmp

Hinh 4.13. Tap anh bét ky trudc va sau khi giau tin.
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KET LUAN

Khoa luan da thyuc hién nhiém vu:

1. Trinh bay tong quan k§ thuat giau tin trong anh, ciu tric anh bitmap,
nghién ctru k¥ thuat giau tin dya trén MBNS,
2. Viét chuong trinh thir nghiém ky thuat giau tin dya trén MBNS.

Pay 1a mot kién thac rat hitu ich va can thiét dé khai thac ngay mét hiéu qua
c4c thanh tuu cua tin hoc. D6 ciing 1a mot Iy do dé em chon dé tai nay lam d6 an tot
nghiép, mong muén gidi thiéu va phd bién nhitng kién thuc rat co ban dén nguoi doc.

Viéc két hop gidu théng tin va cong nghé théng tin 13 mot van dé moi dang
duoc nghién cau va phat trién dé phuc vu nhiéu linh vuc khac nhau. Trén thé gigi
ngudi ta da nghién ciru nhiéu vé van dé nay.

K3 thuat gidu thdng tin trong anh ndi chung va giau théng tin trong anh xam noi
riéng 1a mot hudng nghién ctu chinh cua ki thuat gidu théng tin hién nay va da dat
nhiéu két qua kha quan.

Trong dé tai nay em da trinh bay mot sé khai niém lién quan dén viéc che giau
thong tin n6i chung va cu thé 1a thuat toan giu théng tin trong anh xam noi riéng.

Do con nhiéu han ché vé thoi gian nghién ctru nén dé tai nay khong tranh khoi
nhitng thiéu sét, vi vay em rat mong nhan duoc sy dong gop y kién cua cac thay co va
cac ban dé d6 an duoc hoan thién.

Em xin chan thanh cadm on!
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