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TOM TAT

Trong luan van nady em nghién ctru cac van dé sau:

Kién trac va ky thuat diéu khién tic nghén trong giao thirc truyén da duong
(Multipath TCP — MPTCP).

Kién trac va k¥ thuat dinh huéng yéu cau st dung trong mang phan phdi
ndi dung (Content Delivery Networks — CDN).

Thue nghiém mang CDN trén nén giao thtc MPTCP. Str dung cong cu
Iperf dé do thong luong mang CDN MPTCP. Tur d6, so sanh vé6i két qua
thong luong mang CDN st dung TCP don duong.

Panh gia vu diém, nhugce diém va hudng phat trién cua luan van.



ABSTRACT

The goal of this research:

Architecture and technical congestion control in Multipath TCP.

Architecture and request routing mechanisms in Content Delivery Networks
(CDN).

Implementing Multipath TCP in CDN and evaluate its performance by using
Iperf tool. Then, compare the performance of our implementation with regular
TCP on CDN web servers.

Conclusion and development the research.
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CHUONG 1: TONG QUAN

1.1. Tong quan van dé cin nghién ctru

Su xuit hién cia Web nhu 12 mét cong cu phé bién dung dé chia sé noi dung
va cung cép cac loai dich vu da déy nhanh tdc do phat trién cua Internet. Béng thoi,
s6 luong nguoi dung truy cdp vao ndi dung s va cac loai dich vu trén web dang
phat trién theo cap sé nhan. Két qua 1a nhidu trang web tam thoi khéng truy cap
duge tir phia ngudi dung do xdy ra hién tuong hién tic nghén tai phia cac may chu.
Diéu ndy d3 dit ra nhu cau phai ting bing thong Internet va ting s6 luong may chu

cung cap ndi dung va tng dung dé dap mg nhanh cac yéu cau tir phia nguoi ding.

Consumer Internet Video 2014-2019
2014 2015 2016 2017 2018 2019 CAGR
2014-2019

By Hetwork (PB per Month}

Fixed 20435 25452 32981 43226 56,771 74319 29%
Mabile 1,139 2014 3475 5,842 9407 14,899 67%

By Category (PB per Month}

Video 18,437 22940 30,242 40,807 55,831 76,771 338
Internet video to TV 3,188 4526 6,214 8,160 10,243 12,543 32%

Hinh 1.1 Théng ké va du doan luu luong Video caa hdng Cisco (Nguon: Cisco
Visual Networking Index, 2015)

Mang phan phéi ndi dung (CDN) ra doi da khic phuc nhitng han ché néi trén
bang cach cung cp co s ha tang, k¥ thuat phan phdi ndi dung va dich vu c6 kha
niang mo rong. Pay 1a mot hé thong cac may cha duge dit ¢ nhiéu noi khac nhau
trén thé gii va chira nhitng ban sao cua ndi dung trang thong tin dién tir (Website)
tir may chu gbec. Khi nguoi dung truy cap thi hé thng CDN sé& xac dinh may chu
gan v6i nguoi dung nhét va noi dung sé& dugc phan phat téi ngudi dung nhanh nhat.

Céc tng dung ctia CDN c6 thé tim thiy trong cong ddng: cac truong hoc, cong ty



quang cdo trén Internet, trung tim dit liéu, cac nha cung cap dich vu Internet (ISP),

cong ty khai thac mang di dong,...
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Hinh 1.2 (Trai) Md hinh cung cap noi dung truyén théng; (Phai) M6 hinh mang
phan phdi noi dung (CDN) (Nguén:
https://en.wikipedia.org/wiki/Content_delivery_network)

Hé théng CDN chi giai quyét van dé giam thoi gian cho doi tai phia ngudi
dung va giam tinh trang tic nghén tai phia may chu CDN nhung khong lam bang
thong ctia mang do su dung giao thirc TCP don dudong. Tuy nhién, cic ing dung
ngay nay ngdy cang doi hoi nhiéu bang thong ctia mang nhu: chia sé phim/anh, xem
phim truc tuyén, thoai c6 hinh (Skype, Facebook Messenger, ...). Pdng thoi, cac
thiét bi di dong (may tinh xach tay, ipad, ...) ngay nay c6 it nhat 13 hai két néi mang:
mang wifi/mang day, mang 3G. Dé tiang thong luong ciia mang CDN thi can sir
dung tat ca cac két nbi ciing mot luc. Két qua 1a mot bién thé cua giao thuc TCP ra
doi 1a giao thic truyén da dudng (Multipath TCP — MPTCP) [2]. IETF ciing da
chuan hoéa giao thire MPTCP trong tai liéu RFC 6824 [6].

Kién traic MPTCP [2] 1a giao thitc mé rong cac dic diém tir giao thic TCP,
cho phép mét két ndi phan chia thanh nhiéu dudng (path) va dit liéu dugc truyén
trén cac duong nay dong thoi. Multipath TCP hoat dong giong nhu TCP va mé rong

thém cac API nham cung cap thém chuc nang diéu khién cho cac ing dung cta no.



Viéc ap dung MPTCP vao hé théng CDN khong nhitng 1am ting bing thong
clia mang, giam tic nghén tai phia cac may chu CDN. Mit khac, mdi may chi CDN
c6 thém mot két ndi mang du phong t6i ngudi dung.

C6 thé noi di co rat nhiéu nha khoa hoc di va dang nghién ctru va dua ra cac
giai phap giam tic nghén trén Internet ndi dung va hé thong CDN noi riéng. Sau day
12 mot s cong trinh nghién ctru gan day:

Luan van “Nghién ctru giai phap mang phan phdi noi dung (CDN) va dé xuét
ap dung vao viéc quan 1y phan phdi noi dung cho dich vu gia tri gia ting trén
MYTV ctia VNPT” di cho thdy co ché hoat dong ctia CDN, k¥ thuat sir dung trong
CDN, kién triic giai phap IPTV. Tac gia da dé xuat giai phap CDN cho dich vu gia
tri gia ting trén MyTV ctia VNPT (Nguyén Huy Truong, 2012). Tuy nhién, luan vin
nay chi thuc nghiém CDN trén nén giao thic TCP don dudng.

Luan van “Nghién ciru cac giai phap giam tic nghén mang Internet” da di sau
tim hiéu tinh hinh phat trién mang Internet Viét Nam, cic nguyén nhan dan dén tic
nghén mang. Téc gia da dé xut giai phap giam tic nghén Internet Qudc té bang viéc
thiét 1ap trung tdm trung chuyén Internet Qudc té ctia Viét Nam do VNNIC quan 1y
(Tran Thi Ly, 2013).

Trong luan vin “Piéu khién tic nghén trong giao thirc truyén da dudng cho
tmg dung Multimedia”, tic gia di dé xuat mot thuat toan mé rong cua TFRC don
duong vao trong giao thic truyén da duong va dat tén 1a MPTFRC. Giao thirc
MPTFRC bao gém xac dinh trong s6 dong nham diéu chinh thong luong gti dit lidu
giita cac dudng trong nhiéu diéu kién mang khac nhau. Trong s6 dong cia MPTFRC
s& diéu chinh luu lugng ti 1€ nghich v&1 mue do tac nghén cua mang (L& Phong D,
2013).

Trong luan vin “Diéu khién tic nghén da dudng trong hé théng mang téc do

cao va/hay do tré 16n”, tac gia da thiét ké lai CTCP thanh giao thirc da duong



(MCompound) hoat dong trong mang c6 tdc d6 cao va/ hay do tré 16n (Ha Thi Bich
Phuong, 2014).

Lu4n vin “Multipath Fast TCP cho mang téc d6 cao va/hay do tré 16n”, tac
gia da dua ra thuat toan mo rong cua FAST TCP la Multipath FAST (MPFAST).
MPFAST c6 kha ning ngin chin viéc giam hiéu suit trong mang khong day noi kha
ning mat goi xay ra ngau nhién do 16i séng truyén cao hon do 13i tic nghdn mang
(Tran Thi Bao Yén, 2014).

Manfredi S.; Oliviero F.; Romano S.P. [5] da gidi thi¢u thuat toan Fictitiously
strarred optimised balancing (FSOB) cho hé théng CDN. FSOB khai thac k¥ thuat
chuyén hudng da chiéu cua giao thiac HTTP dé phan phdi tdi uu cac yéu cau cia
nguoi ding tdi cac may cha trong CDN. Phan phdi tai nham muc dich can bang muc
d6 chiém dung cac hang doi tai mdi may chil bang cach dinh ky trao dbi thdng tin
cuc bo da duoc tinh toan tai moéi nt. Nhu vay, trong hé théng CDN s€ c6 mgt may
cht dam nhén vai trd can bang tai déu cic yéu ciu tir nguoi dung t6i cac may chu

CDN khéc trong hé thong.

Master

Hinh 1.3 M6 hinh str dung FSOB [5]
1.2. Ly do chon deé tai
Cac cong trinh nghién ctru khoa hoc néu trén céac tac gia chua nghién ciru
viéc sir dung giao thirc truyén da dudng vao hé thong CDN. MPTCP c¢6 thé trd thanh
mot giai phap dé khic phuc van dé biang thong cliia mang, giam tic nghén mang tai

phia may chii CDN va du phong duong két ndi mang tai mdi may chii trong CDN.



Vi thé, em chon huéng nghién ctru thyc nghiém mang phan phéi ndi dung (CDN)
trén nén giao thirc truyén da duong.

1.3. B6 cuc ciia luéin viin

CHUONG 1: Téng quan

Chuong nay trinh bay téng quan vé dé tai, cac nghién ciru lién quan dén dé tai trong
thoi gian gan day trong va ngoai nudc, néu nhitng van dé con ton tai, chi ra nhitng
van dé ma d¢é tai luan vin quan tam.

1.1 Tong quan van dé can nghién ciru

1.2 Ly do chon dé tai

1.3 B4 cuc cua luan van

CHUONG 2: Pi¢u khién tic nghén trong da dwong

Chuong nay trinh bay tong quan vé giao thtc truyén da duong Multipath TCP.

2.1 Tong quan giao thic Multipath TCP

2.2 Ky thuat diéu khién tac nghén trong Muiltipath TCP.

CHUONG 3: Kién trac va ky thuit sir dung trong mang phan phéi ndi dung
Chuong nay mé ta 1y thuyét vé mang phan phdi ndi dung (CDN), mé hinh, cach
thirc hoat dong, cac k¥ thuat duoc sur dung trong CDN.

3.1 Kién trdc cua mang phan phdi noi dung - CDN

o Content Delivery Infrastructure

o Request Routing Infrastructure

Distribution Infrastructure

o Accounting Infrastructure

K§ thuat dugc sir dung trong mang phan phéi noi dung — CDN

o Caching Proxies
o Load Balancing
o Computer Cluster

° Flash Crowd Events



o DNS

3.2 K¥ thuat dinh tuyén yéu cau va k¥ thuat luu giir ndi dung trong mang phan phéi
ndi dung — CDN

3.2.1 Co ché dinh tuyén yéu cau

. DNS based

o URL Rewriting

3.2.2 Ky thuat luu trir ndi dung

CHUONG 4: Ung dung giao thirc truyén da dwomg Multipath TCP vao mang
phan phdi ndi dung — CDN

Chuong nay tién hanh cai dat thuc nghiém CDN trén nén MPTCP, qua d6 danh gia
hi€u qua cua viéc ap dung MPTCP vao mang CDN.

4.1 M0 hinh cai dat thuc nghi¢ém CDN

4.2 Thuc nghiém CDN trén nén MPTCP

4.3 Danh gia thong luong mang CDN trén MPTCP

KET LUAN

HUONG PHAT TRIEN

DANH MUC TAI LIEU THAM KHAO



CHUONG 2: PIEU KHIEN TAC NGHEN TRONG PA PUONG
2.1. Tong quan giao thirc Multipath TCP
2.1.1. Cac khai niém:

Bat nguon tir y tudng mudn hd trg nguoi ding st dung thiét bi cd nhiéu giao
tiép mang c6 thé tan dung triét dé tai nguyén mang c6 san, Ford va nhém nghién ctu
ciia minh da dé xuat MPTCP [2]. IETF ciing d3 chuan hoa giao thiec MPTCP trong
tai lieu RFC 6824 [6].

MPTCPO2
(Ubuntu 14.04 x64bit Desktop) eth0
Iperf client

MPTCPO1
(Ubuntu 14.04 x64bit server)
Iperf server

ST

VLAN2: eth2

-

VLAN2: ¢th2
IP: 172.16.1.193/23
GW: 172.16.1.235
DNS: 172.16.1.253
VLAN3: eth0
IP: 192.168.0.96/24

Cisco switch 2960 (Layer 2)

VLANZ2: 172.16.0.0/23

1P: 172.16.1.176/23

GW:172.16.1.235

DNS: 172.16.1.253
VLAN3: eth0

1P: 192.168.0.101/24

GW: 192,168.0.252

DNS: 192.168.0.253
VLANT: ethl

GW: 192.168.0.252 VLAN3: 192.168.0.0/24 IP: 10.1.2.28/24
DNS: 192.168.0.253 VLANT- 10.1.2.0/24 GW: 10.1.2.1
VLANT: ethl DNS: 10.1.2.2
1P: 10.1.2.29/24

GW: 10.1.2.1
DNS: 10.1.2.2

Hinh 2.1 M6 hinh st dung MPTCP
a. Regular/ Single path TCP:

Phién ban tiéu chuan cua giao thirc TCP, hoat dong gitra mot cap dia chi IP
va Port.

b. Multihomed:

La nhitng may cha c6 nhiéu giao dién vat ly (vi du 3G, wifi,..), qua d6 né
dugc gan nhiéu dia chi IP. Khac véi may chu single-homed 1a may cha chi c6 mot
giao dién vat ly duy nhat.

c. Multipath TCP:
Giao thitc MPTCP la mé rong cua giao thicc TCP, cho phép cac thiét bi co

thé truyén dir liéu cung IGc trén nhiéu duong khéc nhau nhiam dat cac muc dich:



i) Nang cao thong luong truyén
i) Pam bao chia sé cong bang dbi vai cac ludng TCP hién c6
iii) Co kha ning can bang tic nghén: chuyén dir liéu tir dudng co tic nghén

nhiéu sang duong c6 tac nghén it hon.

Application Application
MPTCP
TCP
Subflow (TCP) Subflow (TCP)
IP IP IP

Hinh 2.2 So sdnh mé hinh TCP va MPTCP [2]
d. Subflow (ludng con):

Véi giao thic TCP, chi tdn tai mot dudng truyén duy nhat dé trao doi dir liéu
giita hai cap dau cudi. Véi giao thirc MPTCP, két ndi mang giira hai cap dau cudi cé
thé ton tai cung ldc nhiéu duong truyén. Mdi duong truyén nay dugc gan 1 dia chi
IP khac nhau tai mdi dau, nhitng goi tin c6 cung dia chi IP nguén va dich c6 nghia
cuing chung subflow. Mét két néi MPTCP bao gom nhiéu subflow. MPTCP déng vai

tro nhu mot két ndi diéu khién céc subflow trong viéc van chuyén goéi tin ddng thoi.

Pia chi Al » Dia chi B1
g <
AT (ALBD .-
May tinh A NP May tinh B
(2B ----
PiachiA2 =222l _____fA2B2 _____________ T bia chi B2

Hinh 2.3 Phan phéi subflow trong mé hinh MPTCP [6]

Mdi subflow twong ung véi mot két ndi TCP, ¢6 s thr tu rieng do MPTCP
cap, dong thoi ciing tao két ndi bang phuong phép bat tay 3 bude, dong thoi dong
két ndi bang phuong phap bit tay 4 budc.

e. Mirc két ndi (connection level):

Tai hinh 2.4, ta nhin thy thirc MPTCP d3 thay di ciu trac giao thic TCP &
tang Transport. N6 chia ting transport thanh 2 thanh phan: 16p Semantic va 16p
Flow/ Endpoint. Lép Semantic dong vai trd diéu khién dinh hudng dir liéu dén 16p



Flow/ Endpoint dé phan phdi goi tin téi cac subflow phu hop nhat. O muc két ndi
ctia MPTCP, dit liéu dugc sip xép lai va sin sang dé chuyén dén cac khe (socket)
tmg dung. Muc két noi, con dugc goi 1a mirc dir liéu (data level), mot 16p triru tugng

nam giira tang Transport va ting Application.

Application

Application-oriented transport
functions (Semantic Layer)

Transport - -
Network-oriented transport function
(Flow+Endpoint Layer)

Network

Existing Layers Tng Decomposition

Hinh 2.4 Giao thitc MPTCP chia tang Transport [2]
f. Path:

La duong di cua cac goi tin duge xac dinh boi cac budc nhay gitra cac bo
dinh tuyén truéc khi dén dich. Hinh 2.3 mé ta viéc chuyén cac goi dir liéu tir cac
subflow dén path.

2.1.2. Truyén dir liéu trong MPTCP:

Hoat dong cua giao thie MPTCP duoc thiét lap trong cac truong thuoc TCP
header. Mot giao thac TCP chuan c6 hd tro giao thite MPTCP dugc xac dinh théng
qua lya chon MP_CAPABLE, khi tinh niing nay duoc bat, MPTCP da san sang.

MPTCP s& lay dit liéu dau vao tir tng dung, sau d6 chia nho dir liéu thanh
nhiéu subflow, viéc truyén dit liéu trén cac subflow twong tu nhu khi thyc thi voi
TCP chuan.

a. Thiét 1ap két noi:

MPTCP thiét lap mot két ndéi TCP bang cach gui goi tin SYN c6
MP_CAPABLE duoc bat vé phia dau nhan. Bén nhan ciing s& phan héi géi tin voi
co SYN/ ACK véi gia tri MP_ CAPABLE. Nguoc lai, néu thiét bi dau cudi khdng hd
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trg MPTCP, hoic middle-box tudc lra chon MPTCP thi cip thiét bi dau cubi s& thuc
hién két ndi TCP binh thudng.

May tinh A May tinh B

MP_CAPABLE
[A's key, flags]

MP_CAPABLE
[B's key, flags]

ACK + MP_CAPABLE
[A's key, B's key, flags]

Hinh 2.5 Cac budc thiét 1ap két néi MPTCP [6]

Dé tiép tuc viec két ndi, may chu s& trao d6i khoda va thuat toan ma hoa voi

may tram. Cac khoa nay tao hai token nhiam xac dinh mot két ndi duy nhét trén may
cha. Nhiém vu cua token nay 1a trao d6i khoa va lya chon thuat toan cho céc thiét bi
dau cudi dé xac dinh két ndi va chieng thuc khi 1 subflow méi duoc thém vao.

Duéi day 1a nhitng lya chon khi mg két ndi:

Bang 2-1. Lya chon két n6i MPTCP [6]

Gi trj K{ higu Mo ta
0x0 MP CAPABLE C6 ho trg Multipath Multipath
- Capable
0x1 MP_JOIN Tham gia két ndi Join Connection

Thong tin Data ACK va Data

0x2 | DATA_SEQUENCE_SIGNAL :
Sequence Mapping

0x3 ADD ADDR Thém dia chi Add Address
Ox4 REMOVE_ADDR G& bo dia chi

0x5 MP_PRIO Murc dd uu tién cua subflow
0x6 MP_FAIL Két ndi multipath thit bai
0x7 MP_FASTCLOSE Pong nhanh két noi

Khi lay dir liéu dau vao tir tng dung dé chia nho cho nhiéu subflow, MPTCP

can tap trung nhing thong tin diéu khién trong bang Data Sequence Signal.
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Bang 2-2. Bang Data Sequence Signal [6]
01234567 89012345 6789 012345678901
Kind Length Subtype | (reserved) |[Fim|M| alA|

Data ACK (4 or 8 octets, depending on flags)

Data senquence number (4 or 8 octets, depending on flags)

Subflow Sequence Number (4 octets)

Data-Level Length (2 octets) Checksum (2 octets)
Data ACK: s6 hiéu cua segment tiép theo ma tram nguon dang chd dé nhan.

Data sequence number: sé hiéu byte dau tién caa segment.

Subflow Sequence number: s6 tht ty subflow ma MPTCP sé& truyén goi tin
trén do.

Checksum: ma kiém soét 13i cho toan bo segment (header + data).

b. Mé ludng con:

Khi da mé két ndi MPTCP bang cach trao d6i tinh ning MP_CAPABLE
trong goi tin, lGc nay cac subflow co thé duoc thém vao két néi. Thiét bi dau cudi
nam rd tinh hinh dia chi IP, do d6, ¢ thé thém subflow vao cac cip dia chi IP chua
su dung.

Ludng con dugc mé bang cach trao doi cac goi tin véi cd SYN/ ACK va lua
chon MP_JOIN. Lua chon MP_JOIN nay hién dién trong co SYN, SYN/ ACK,
ACK trong qua trinh bt tay 3 budc. Lya chon MP_JOIN dau tién trong gai tin c6 co
SYN dugc bat, bao gdm ca Token, 1 s6 ngau nhién va dija chi ID, nhiing tham s6
nay con c6 thé ding cho nhiing subflow khac. Cac dau cudi co thé sir dung khoa va
thuat todn no lwa chon trong sudt qua trinh khoi tao két ndi, va ching thuc 1an nhau.
Sau khi thiét 1ap mot két ndi moi, dau cudi duoc yéu cau cé thé phat ra thong béo
subflow di sin sang véi lya chon ADD ADDR. Va dau cudi con lai s& quyét dinh

mé 1 subflow méi dén dia chi duoc thong béo.
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May tinh A May tinh B

MP_JOIN
[B's token, A's nonce,
A's address ID, flags]

MP_JOIN
[B's HMAC, B's nonce,
B's address ID, flags]

ACK + MP_JOIN
[A's HMAC]

ACK

Hinh 2.6 Cac budéc trong qué trinh ma ludng con [6]
c. Déng két ndi:

Vi céc két ndi gitra cac subflow doc 1ap vai nhau, nén co FIN va RST khong
thé sir dung dé két thlic hoan toan mot két néi MPTCP. N6 chi dugc dung dé dong 1
subflow duy nhat. Bit tay 4 budc dugc kich hoat bai co FIN s& dong két ndi cua 1
subflow, co RST duoc dung dé huy bo cac hoat dong trén subflow trong céc trudng
hop 16i duong truyén.

Trong MPTCP & muc dir ligu, MP_FASTCLOSE tuong duong véi RST o
muc subflow, cd DATA_FIN dugc dung dé dong mot két ndi dugc nam trong lua
chon DATA_SEQUENCE_SIGNAL.

C6 hai cach dé dong mét két néi MPTCP ¢ muc dit liéu:

Khi dau cudi mudn déng két ndi, né s& gui goi tin RST dén tat ca céc
subflow, ngoai trir 1 subflow dé trao d6i cac phan hoi trudc khi dong hoan toan két
ndi. Trén subflow con lai nay, gdi tin ACK s& dugc phan hdi ¢ chira lwa chon
MP_FASTCLOSE. Két néi sau d6 két thiic sau khi géi tin RST dugc gui trén
subflow con lai nay.

Mot dau cudi s& guri lua chon DATA SEQUENCE_SIGNAL Véi co
DATA_FIN = 1. Mdi subflow s& duoc dong goi FIN chira trong lwa chon
DATA_SEQUENCE _SIGNAL dé d¢am bao rang toan b dir liéu da dugc nhan.
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May tinh A May tinh B

DATA SEQUENCE SIGNAL
[Data FIN]

(MPTCP DATA_ACK)

Hinh 2.7 Céac buéc trong qua trinh dong két néi MPTCP [6]
2.1.3. Céc co ché da dwong:

Déi vai giao thie MPTCP, muc dich chinh 13 truyén dir liéu dong thoi trén
nhiéu dudng khic nhau. Do d6, MPTCP can céac co ché dé thyc hién tét nhiém vu
nay, bao gom:

a. Sir dung nhiéu dia chi IP:

Pay 12 mot trong cac phuong phap hién dang duoc dua ra trong thiét ké cua
giao thirc MPTCP. Néu may c6 nhiéu dia chi IP, cac cap dia chi khac nhau tir nhiing
cip dia chi nay s& tao nén cac duong dan khac nhau.

b. Sir dung gi4 tri lra chon dwong din (path selector value):

Mot dau cudi gan vao cac gai tin truyén di mot nhan chta gia tri lva chon
duong dan. Cac node trong mang doc dugc cac nhan nay va sir dung né dé xac dinh
duong dan, tir d6 cac host s& guri goi tin theo cac duong dan da chon.

C. Sir dung next — hop:

Trong cau hinh mang, cac next — hop c6 thé truyén cac goi tin, mot host c6

thé quyét dinh gui cac goi tin qua next — hop nay hozc next — hop khac.
2.2. Ky thuat diéu khién tac nghén trong Muiltipath TCP

Vi nd luc khai thac cac duong truyén khac nhau mdgt cach hi¢u qua, rat nhiéu
thuat toan multipath TCP d3 dugc dé xudt va thé hién kha ning truyén dir liéu hiéu
qua trén mang. Tuy nhién, nhitng thudt toan ndy dugc nhan dinh la hoac hoat dong
khong hiéu qua trong méi trudng toc do cao va/ hay do tré 16n, hodc khong chinh

xéc trong viéc udc tinh thong tin vé nghén mang. Nhiing giai thuat nay dugc xép
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vao loai k¥ thuat loss-based hodc delay-based, tuy theo loai TCP tuwong ing ma
chung phét trién. Véi k¥ thuét loss-based, phia giri s& ting tbc do gui dén khi mat
6i tin do bd dém tai diém tic nghén d3 day. Nhu di dé cap trudc day, hién tuong
mat gbi 1a dau hiéu cho thay xay ra nghén mang. Dé udc tinh nhanh hon thong tin vé
ngh&n mang, k¥ thuit delay-based dya trén d4u hiéu ting trong RTT. Do d6, k¥ thuat
delay-based c6 thé phat hién va phan tng sém hon vé6i hién twong nghén mang so
voi k¥ thuat loss-based. Du vay, khi céac luéng loss-based canh tranh véi cac luéng
delay-based trén ciing mot duong truyén thi thong luong cua cac luong delay-based
bj giam nghiém trong. Sau day 1a phan tom tit so lugc mot sb thuat toan diéu khién
tac nghén da duong di duoc dé xuat trong thoi gian gan day.

Thiét ké caa MPTCP véi cai tién Opportunistic Linked Increase Algorithm
(OLIA) [4] c6 thé giai quyét dugc hai van dé ma that toan cii 1a Linked Increase
Algorithm (LIA) gip phai. D6 1a viéc khong thé ting thong lugng cua ngudi ding
da nang cip 1én MPTCP ma khong lam giam thong lugng cta nhimg nguoi dung
binh thuong khac hodc 1am ting chi phi diéu khién tic nghén. Tuy nhién, do MPTCP
dugc md rong tu TCP chuan — giao thuc s€ tu tré thanh mot nat ¢6 chai khi hoat
dong trong mang tdc do cao- d6 tré 16n. Do d6, MPTCP kém hiéu qua khi truyén dir
liéu trén moi1 trudng mang do.

Tiép theo 1a MPCubic [3] duoc phat trién cho mang téc do cao-do tré 1on nén
hoat dong hiéu qua trén mang nay. Nhung do duoc thiét ké tir TCP Cubic nén dugc
xép vao loai k¥ thuat loss-based va thira hudng tinh chat hdo bang thong cua k¥
thuat nay.

Mot loai ky thuat delay-based duoc dé xuat gan day 1a MPFAST [7]. Giai thuat
nay thé hién kha ning udc tinh thong tin vé nghén tot va hoat dong hiéu qua trong
mang toc d6 cao-do tré 16n. Tuy vdy, mang tinh chit cua loai k¥ thuat delay-based
1am no6 khong canh tranh duoc véi cac ludng loss-based khac khi cung truyén dix

liéu trén mot duong truyén.
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CHUONG 3: Kién tric va ky thuit sir dung trong mang phan phéi ndi dung

CDN la viét tat cua Content Delivery Network, |a mang ludi gdm nhiéu may chu
lwu trir dat tai nhidu vi tri dia 1y khac nhau, cing lam viéc chung dé phan phdi noi
dung, truyén tai hinh anh, CSS, Javascript, Video clip, Real-time media streaming, File
download dén ngudi dung cudi. Co ché hoat dong ciia CDN gitip cho khach hang truy
cap nhanh vao dit liéu may chii web gan ho nhit thay vi phai truy cap vao dit liéu may

chu web tai trung tim dit liéu. (Ngudn: https://cdn.com.vn/)

Internet Site 1

<///"/j

CON Server

(i/’// j

Site 2

Hinh 3.1 M6 hinh giai phap CDN chuan

CDN cho phép cic doanh nghiép, cac nha cung cap dich vu noi dung diéu khién
ndi dung ctia hg va quan ly nd. Cac mang CDN cho phép cac doanh nghiép:

- Cai thién chat luong mang va chat luong dich vu tham chi ngay ca khi luu
lwong tong ting 1én.

- Sr dung truyén thong da phuong tién téc d6 cao nhu video dé ting cudng ning
luc nguoi ding cudi ma khong bi tic nghén & cdc mang.

- Pam bao cung cip ndi dung dir liéu moi nhat cho ngudi dung cubi trong cac
mdi trudng phat trién nhanh.

- Néng cao ning lyc clia co s¢ ha tang san 6, diéu khién mang twong lai, giam
chi phi bang thong.

- Giam phi ton bang thong tong ma khong lam anh huéng dén chat luong dich vu

to1 nguot dung cudi.
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- Po dac cac phan b ndi dung gitp cin chinh chi phi mang t6t hon vé6i cac muc
tiéu kinh doanh.
- Phan phdi cac tng dung phin tan trén mang san c6 ma khong phai chiu chi phi
tién von 16n.
- Bt kip cac dang dir liéu Internet hién tai va tuong lai.
3.1. Kién triic cia mang phéan phéi ndi dung — CDN
Céc thanh phan co ban cua giai phap CDN:

@ '

Clients Fequest Fouting Svstem

A @ .
B T@

Billing Organization

Accounting System

Hinh 3.2 Céc thanh phan co ban trong kién triic hé théng CDN [1]

Kién trc téng thé ciia CDN duoc thé hién trong hinh 3.2. N6 dugc ciu tao bai 7
thanh phan: Client, Replica Server, Origin server, billing organization, request routing
system, distribution, system va accounting system. Mdi quan hé co ban gitra cac thanh
phan dugc thé hién theo duong danh s trong hinh 3.2 va dugc mo ta nhu sau:

1. Origin Server (May chii gbc) cung cap mot khong gian dia chi cta cac tai liéu duoc
phan tan va phan phéi trong CDN cho Request Routing System.
2. Origin Server cung cép ndi dung can dugc phan tan va phan phdi cho Distribution

System.
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3. Distribution di chuyén noi dung téi Replica Servers. Hé théng ndy con anh hudng
t6i Request Routing System théng qua cac phan hoi dé gitip d& viée xir Iy lya chon
Replica Server cho cac yéu cau cua ngudi ding.
4. Nguoi dung yéu ciu nhing tai liéu ma Origin c6 thé cung cap. Du cach nao di ching
nita, thi yéu cu cua ngudi ding van duoc chuyén huéng dén Request Routing System.
5. Hé théng Request Rounting dinh tuyén yéu cu cia ngudi dung t6i Replica server
thich hop trong CDN.
6. Replica server dugc Iya chon sé phan phdi ndi dung duoc yéu cau cho nguoi dung.
Thém vao d6, replica server ciing giri thong tin giam sat cia ndi dung duoc phin phbi
td1 Accounting System.
7. Accounting System s€ tdp hop va phéan loai cac loai thong tin gidm sat thanh cac
dang thong ké, ban ghi thong tin ndi dung dé cho Origin Server va Billing Orgnization
str dung. S liéu thong ké thuong dugc phan hoi cho Request Routing System.
8. Billing Organization sir dung nhimng ban ghi chi tiét ndi dung dé giai quyét nhiing
xung dot phtrc tap ciia mdi thanh phan trong viéc phan tan ndi dung va xir 1y phan phbi.
o H¢ thong phan phéi néi dung (Content Delivery Infrastructure):
H¢ théng phan phéi bao gém mot tap cac phén to mang thuc hién chung mot
qué trinh phan phéi ndi dung cia cic nha cung cap ndi dung tir may chu goc toi
mdt hodc nhidu may chu sao luu (Hinh 3.3) va phan phat ndi dung tir cac may chi

sao luu tdi cac nguoi dung trong mot mang CDN (Hinh 3.4).
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Tinh toan
May
chu CSDL
CDN .

(Site 3)

Trao d6i thong bao

Hinh 3.3 Qué trinh phan phéi ndi dung
Qué trinh phéan phdi co thé xay ra ca khi may chu sao luu khong nhan duoc yéu
cau tir cac ngudi dung, qué trinh nay dugc goi 1a tim nap trude, hodc co thé xay ra
khi méay chu sao luu nhan duoc yéu cau cua nguoi dung ma khong luu giit ndi dung

dugc yéu cau do, goi la tim nap theo yéu cau.

CDN Server

DNS Server

'
Internet Site 1

CDN Server

Site 4 —

Client (Ubuntu Deskiop x64) Site 2

Hinh 3.4 Qué trinh phan phat noi dung

o Dinh tuyén yéu ciu ciia ngwoi sir dung (Request Routing Infrastructure):

Céu tric ciia hé thong dinh tuyén yéu cau duoc chi ra trong Hinh 3.5. N6 bao
gdm céc thanh phan: Trao d6i cdu hinh ndi dung CTE (Content Topology
Exchang), co so dit liéu cdu hinh ndi dung CTD (Content Topology Database) va

tinh toan dinh tuyén (route computation).
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Tinhtoan [ | CSDL ciu «—| Trao d6i «—] Giao thic trao d6i thong tin
dinh tuyén hinh théng bao dinh tuyén yéu cau

Hinh 3.5 Cau trlic hé théng dinh tuyén yéu cau [1]

Budc 1: Tinh toan dinh tuyén: Tinh toan dé lua chon server sao luu tot nhét cho
cac client dya trén cac thong tin duogc luu trit trong co s¢ dir ligu céu hinh ni dung,
thuat toan tinh toan dinh tuyén va cac cach duoc dinh san.

Budc 2: Co s6 dit liéu cau hinh noi dung: Dir lidu cau hinh bao gdm thong tin
thong béo chi tiét nhan dugc tir cac CDN 14n cin va cac thong sb 1ién quan.

Budce 3: Trao ddi thong bao: Khdi chirc nang nay chiu trach nhiém vé viée thuc
thi giao thirc trao doi thong tin dinh tuyén yéu cau.

Budc 4: Giao thirc trao ddi thong tin dinh tuyén yéu cau: Puoc sir dung dé trao
d6i cac thong bao ndi dung va théng bao ving ndi dung.

Thong thudng, cac ki thuat dinh tuyén yéu cau c6 thé co cac loai sau: dinh
tuyén yéu cau dua vao hé thong tén mién (DNS), dinh tuyén yéu cau 10p truyén tai
va dinh tuyén yéu cau 16p ung dung. Qua trinh dinh hudng cac yéu ciu ciia nguoi
dung téi cac may chu sao luu dwoc goi 1a dinh tuyén yéu cau, dinh tuyén ndi dung,
hay d6i huéng ndi dung.

e Phén phoi néi dung (Distribution Infrastructure):
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Heé thong dinh tuyén ngang cap Heé thong dinh tuyén ngang cap
Hé théng [ °| Hé théng phan ) » Héthéng [ °| Heé thong phan
phan phoi phoi ngang cap |¢ phan phoi phoi ngang cap
N N T
Hé thong dind\uyén ngang cip [ teoas  |"| HE thong dinhwyén ngang cap
< thong tin AN
dinh tuyen
; N 6 N
May chu sao May chu sao May chu sao May chu sao
luu (Cache) luu (Cache) luu (Cache) luu (Cache)
Khach hang Khach hang

Hinh 3.6 Phan phéi noi dung trong mot CDN va gitra cac CDN ngang céap [1]

Hinh 3.6 mé ta cac budc phan phdi ndi dung trong mot mang CDN va phan phdi
giita cac mang CDN ngang cap. Sau déy 1a cdc budc thyc hién phan phdi:

Budc 1: Server gbc cho phép ciac CDN ngang cap phan phéi ndi dung ciia nd va
dat noi dung vao hé théng phan phdi ngang cip ciia mot trong cac CDN. Ton tai hai
cach dat noi dung:

e Daiy ndi dung xudng trudc: Noi dung s& dugc st dung trong cac CDN dugc ddy
xudng mét cach tich cuec.

e Kéo ndi dung theo yéu cau: Noi dung dugc kéo theo yéu ciu tir hé diéu hanh
khi c6 mot bo dém bi 16i tai may chi sao luu tai cung thoi gian d6i tuong dugc
yéu cau.

Budc 4: Hé thong phan phdi ngang cp di chuyén ndi dung giita cac CDN ngang
cép. N6 cung cép thong tin vé cac vi tri noi ma ndi dung c6 mat tdi hé théng dinh tuyén
ngang cip. Hé thong dinh tuyén ngang cip théng bao thong tin nay t6i cac mang CDN
ngang cAp.

Budc 2, 5: Hé théng phan phéi ngang cip truyén ndi dung t6i hé théng phan phdi.
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Budc 3, 6: Hé théng phan phdi s& phan phdi ndi dung gitra cic may chi sao luu
trong cting mot mang CDN. Cé hai phuong phép dé phan phdi ndi dung toi cac may
chu sao luu d6 1a: St dung mang danh riéng hodc st dung mang internet cong cong.

o H¢ théng tinh cwéc (Accounting Infrastructure):

Hé théng tinh cudc dong vai tro nhu thude do va thuc hién ghi chép lai cac
thong tin vé phan phdi ndi dung ciing nhu cic hoat dong van chuyén nodi dung. Cac
thong tin nay 1a nén tang cho viéc chuyén loi nhuan, ndi dung ciing nhu cac quyén
loi qua lai gitra hai bén 1a nha cung cép dich vu mang va nha cung cap ndi dung va
ciing dugc str dung dé 1am hoa don cho khach hang. Hé thong tinh cudc chia ra lam
nhiéu h¢ thong con phan phdi trén toan thé gidi.

K§ thuat dwoc sir dung trong mang phan phéi ndi dung — CDN:

o Bo nhé dém (Caching Proxies): Pay la mot hinh thitc phan tan ndi dung, dua

ndi dung dén cac may chi sao luu gan ngudi ding nhim muc dich giam bang

thong luu chuyén trén mang va dap tng yéu cau cua nguoi dung mot cach nhanh
chong.

e Can biang tai (Load Balancing): Trong qué trinh hoat dong, khong phai lic

nao cac may chu sao luu trong CDN ciing hoat dong binh thuong, nhiéu khi sd

ngudi dung truy cap dén mot may chi qua nhiéu, qué gidi han cho phép s& 1am
cho may chu bi qua tai. Boi vy ma k¥ thuit can bang tai s& dugc sir dung nham
giam tai cho mdy chi. Mot s6 k¥ thuat phod bién nham giam tai: ning cap phan
cimg, dudng truyén, mé rong Nt bi qua tai bang cach chia thanh cach ndt nho

hon.
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Hinh 3.7 Hé théng CDN sir dung co ché can bang tai trén nhiéu may chu

(Nguon: https://www.rackspace.com/knowledge_center/article/what-is-a-cdn)

e Computer Cluster: | tap hop nhiéu mdy tinh c¢6 chung cau hinh phan cing va
hé diéu hanh duoc lién két v6i nhau qua mang cuc bd tao thanh mdt may tinh luan
1y duy nhét dé thyc hién chung mot xu 1y, tinh toan nao d6. Mdi may tinh duoc goi
la Node (Nguon: https://en.wikipedia.org/wiki/Computer_cluster). Hé thong CDN
cluster ¢6 thé duoc tao thanh béng cach st dung cac thiét bi chuyén mach mang 16p
4-7 dé chia tai qua nhiéu may chii hoic may chu proxy trong hé thong CDN.

e Flash Crowd Events: 1a sy xuat hién dot ngot sé luong I6n luu lwong truy
xuat dén mot trang thong tin dién tir. Két qua 1a nguoi ding khong truy cap tai
nguyén trong hé théng CDN do hé thong CDN d bi té ligt. Thé heé CDN méi da
khic phuc diéu nay.

Goi 7, 1a thc d0 yéu cau trung binh mdi phat vuot qua khoang thoi gian t;
Mot tén mién dang dién ra Flash crowd néu r,, > 2%+ 7, ,Vi € [0,k] va max 7y, >

m N max ry, > 7 * Ty, trong d6 hang s6 m 1a toc do yéu cau nhé nhat moi phat,

n la toc do duy tri lién tuc 16n nhét hon 1a toc do trung binh cua dich vuy.
e DNS: dya trén k¥ thut dinh tuyén theo yéu cau. Ky thuat nay gitp cho viéc Iya
chon may chu sao Iuu mot cach hop ly, lya chon méy chu ¢6 kha nang cung cép noi

dung & vi tri gan nguoi dung nhat trong mang. Viéc dinh tuyén yéu cau cua nguoi
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ding dén may cha sao lwu gan nhét s& giup giam luu lugng bang thong trén toan
mang, ting kha ning dap Gng yéu cau tir nguoi ding.
3.2. K¥ thuét dinh tuyén yéu cau va k¥ thuét lwu giit ndi dung trong mang
phan phdi ndi dung — CDN
Hé¢ théng dinh tuyén yéu cau duoc sir dung dé lwa chon may chu sao luu phi hop
ma ¢6 gitt ban sao ndi dung dwoc yéu cau va dinh hudng nguoi dung toi may chu sao
luu d6. Khodang cach gitra nguoi dung va may chu sao Iuu va tai cia may chu sao luu
14 hai tiéu chuin quan trong duoc st dung dé lya chon may chu sao luu phu hop. Cac
khoang thoi gian quay vong va sb cac ching 1a hai thong sé xac dinh khoang cach. Tuy
nhién ca hai thong sb nay déu khong hiéu qua va chinh xac dé chi ra khoang cach giita
ngudi ding va may chi sao luu boi vi thong s6 thir nhit co thé thay déi nhiéu, con
thong s6 thir hai thi khong tinh dén tinh trang luu lugng mang.
3.2.1. Co ché dinh tuyén yéu cau
e DNS based: 1a dinh tuyén bang cach sir dung ban ghi NS. May chit DNS c¢6 thé
stt dung cac ban ghi NS dé chuyén tiép yéu cau dén may cha dinh tuyén yéu cau
DNS khac. Qua trinh nay cho phép nhiéu may chit DNS tham gia vao qué trinh phan
giai tén mién. Chang han nhu khi phia nguodi diung yéu cau phan giai tén mién
www.cdn.com, né s& hoi DNS ciia ISP, néu nhu DNS ciia ISP khong luu thong tin
vé tén mién trén thi n6 s& hoi may chit DNS ¢6 quyén véi cdn.com. May chu ¢
quyén véi tén mién nay co6 thé 13 may cha NS dinh tuyén yéu ciu. Khi d6 DNS c6
quyén sé& tra lai mot tap cac ban ghi A chira thong tin vé tén mién va IP twong tng
ctia chung hodc dinh hudng téi mot DNS khac cé quyén chuyén giao, phan giai ddi
v6i tén mién cdn.com.
Mot bo dinh tuyén yéu cau dyua trén DNS chuyén dung sé:
1. Nhan céc yéu cau phén giai tén mién.
2. Xac dinh vi tri cua ngudi dung dua trén dia chi IP ctia may tram (hodc cac

diéu kién rang budc khac).
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3. Tra vé dia chi cia may chu CDN gén do.

URL Rewriting: K¥ thuat nay cho phép nha cung cip ndi dung diéu khién truc
tiép cac quyét dinh dinh tuyén yéu cau. V& co ban, nha cung cip ndi dung co thé
trao d6i truc tiép véi may chi sao luu tbt nhat cua ngudi dung. Cac quyét dinh vé
lga chon may chu sao Iuu t6t nhat duoc tao ra dua trén moi ddi tugng hodc phu
thudc vao mot s6 tham s va phai dam bao rang cong viéc chinh sira ndi dung dugc

thyuc hién theo cach phu hop v RFC 3238.

3.2.2. Ky thuat lwu trir ngi dung

Sao lwu diéu khién theo dot: may chu sao luu dugc cap nhat khai tao giao tiép véi
méy chu gbc. Giao tiép nay duogc thiét 1ap tai cac khoang thoi gian dwa vao cac
phién giao dich dugc Xép hang. Khi mét phién lién lac dugc thiét 1ap, cac tap dir
liéu duoc luu sang may chu sao luu khoi tao. Dya trén giao thirc dugc sir dung dé
truyén tép dir liéu. FPT va RDIST la cac giao thirc hay duoc sir dung nhat.

Sao luwu theo yéu cau: may chu sao luu phai co ndi dung khi can dap tng nhu cau
ctia nguoi dung. Khi nguoi ding yéu cau mot tai nguyén sé6 ma khong co trong tap
dit liéu ctia may chu sao luu phai cb ging giai quyét yéu cau d6 bang cach ldy duoc
tai nguyén sé tir may chi gbc, diéu hudng vé ngudi dung yéu cau. Dya vao giao
thie: FPT, Gopher, HTTP va ICP duogc sur dung phé bién nhét.

Sao lwu dong bd: C4c may chii sao luu tuong tac duoc voi nhau 1a nho sir dung cac
chién lugc dong bd va cac giao thirc sao luu chuyén dung dé cap nhat cac tap dir
liéu ban sao. Céc chién lugc déng bo dit liéu chit ché duoc thiét lap trén may chu

goc tur vai phut toi vai gio.
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CHUONG 4: Ung dung giao thirc truyén da dwong
vao mang phéan phdi ndi dung — CDN

Nhu ching ta da biét, to chtrc quan Iy IP qudc té dd phan chia tai nguyén dia chi
IP theo vi tri dia Iy cua timg qubc gia. Trong mdi qudc gia lai phan chia theo timg khu
vie nhéd: quén, tinh, thanh phd. Tai mdi nude chi co nhimg tai nguyén vé dia chi IP
nhét dinh. Céng ty MaxMind thanh ldp nam 2002, di théng ké tt ca dia chi IP cia
timg qudc gia trén thé gidi va tip hop chung vao mot co s¢ dir lidu c6 tén 12 GeolP
(Nguon: https://www.maxmind.com).

Bind (Berkeley Internet Name Domain) 1a mot chwong trinh phéan giai tén mién
trén nén cac hé théng AIX/BSD/HP-UX/Unix/Linux/VMS... Céc chiic ning ciia DNS
s& do bind quyét dinh, gdm phén giai tén mién thanh IP va nguoc lai. Hién nay co rat
nhiéu cac phﬁn mém hd tro cho viéc trién khai dich vu DNS véi tinh nang manh mé
hon BIND , nhung nho su on dinh cta minh thi BIND van duogc chon lam nén tang
chinh d¢ trién khai dich vu DNS cho hé thong CDN.

Phan mém Iperf 1a mdt cong cu phé bién, tao ra cac luéng dix lieu TCP, UDP dé
do thong lwong ciia mang (Ngudn: https://en.wikipedia.org/wiki/lperf).

Trong ludn van nay, em goi:

— CDN: h¢ thong CDN chuan (don dudng)

— mCDN: h¢ thong CDN trén nén giao thitic truyén da duong

— Bing thong cua mdi duong truyén gitra cac bd dinh tuyén 13 5 Mbps

— Bing thong cua mdi dudng truyén tir bo dinh tuyén dén thiét bi dau cudi 1a 3

Mbps

—  Sir dung phan mém Iperf do bang thong TCP, MPTCP trong 10 gidy
4.1. M0 hinh cai dat thwe nghiém CDN

M5 hinh nay st dung k¥ thuét dinh tuyén yéu cau theo vi tri dja Iy cua dija chi

IP dya vao dich vy DNS. Gia sir ching ta c6 mét trang thong tin dién tir véi tén mién 1a



www.cdn.com. Trang théng tin dién tir nay c¢6 2 may chi phuc vu dat tai Site 1 va Site

2. Hai Site nay c6 vi tri dja 1y khac nhau. Céc truy cép xuét phat tir Chdu My, Chau Au,

... s& dugc dinh tuyén dén may chu dit tai Site 1. Cac truy cip xuit phat tir Chau A s&

duogc dinh tuyén dén may chu dit tai Site 2. Viéc dinh tuyén nay hoan toan trong sudt

d6i v6i ngudi dung khi tén mién dung dé truy cap van 1a www.cdn.com

May chu vit ly (IBM System x3650 M4

Céc thiét bi st dung trong thuc nghiém:

——»

05 Router ao

02 may cha CDN ao

CPU 02 Intel Xeon E5-2680 v2 2.8 GHz
RAM  32GB CPU 01 Intel Xeon 1 GHz
HDD 278 RAM 512 MB
NIC 04 cong
HBH ESXi 6 HDD 20 GB
Mang  Cisco Switch 3750 Layer 3
Cisco Switch 2960 Layer 2 NIC 02

05 may tinh ao (01 DNS server,
04 client)

CPU 01 Intel Xeon 1 GHz CPU 01 Intel Xeon 1 GHz
RAM 1GB RAM 2 GB

HDD & GB HDD 16GB

NIC 02 NIC 02

4.1.1. Cai dat BIND va GeolP MaxMind:
- Piang nhap vao Ubuntu Server 14.04 LTS vdi quyén root: sudo bash
- Tai vé phin mém BIND va luu vao thu muc /usr/src/

cd /usr/src/

wget https://ftp.isc.org/isc/bind9/9.10.3/bind-9.10.3.tar.gz
- Tai vé phan mém GeoIP MaxMind C API va luu vao /ust/src/

wget http://geolite.maxmind.com/download/geoip/api/c/GeolP.tar.gz
- Gii nén 2 phan mém vira tai vé:

tar —xzvf bind-9.10.3.tar.gz

tar —xzvf GeolP.tar.gz
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- Cai phin mém GCC: apt-get install gcc
- Cai phan mém MAKE: apt-get install make
- Cai phan mém ZLIB: apt-get install zlib1g-dev
- Cai phan mém GeolP MaxMind vao thu myc /usr/local/geoip:
cd /usr/src/GeolP-1.4.8
Jconfigure --prefix=/usr/local/geoip
make && make install
- Cai thu vién OpenSSL: apt-get install libssl-dev
- Cai phan mém BIND vao thu muc /ust/local/bind va tich hop vao GeolP MaxMind:
cd /usr/src/bind-9.10.3
CFLAGS="-1/usr/local/geoip/include” LDFLAGS="-L/usr/local/geoip/lib —
1GeolP” ./configure --prefix=/usr/local/bind --with-geoip=/ust/local/geoip
make && make install
4.1.2. Cau hinh BIND:
- Tai vé co s6 dit liéu GeolP va luu vao thu muc /ust/local/geoip/share/GeolP:
wget  http:/geolite.maxmind.com/download/geoip/database/GeoLiteCountry/GeolP.datgz  -O
Jusr/local/geoip/share/Geol P/GeolP.dat.gz
- Giai nén co so dir liéu GeolP: gunzip /usr/local/geoip/share/GeolP/GeolP.dat.gz
Hoic tai vé danh sach ACL chtra tat ca dia chi IPv4 va IPv6 cua tat ca qudc gia trén thé
gi61 va luu vao thu muc /etc:
wget http://geoip.site/download/MaxMind/GeolP.acl
- Tao t&p rndc.key trong thu muc /usr/local/bind/etc:
lusr/local/bind/sbin/rndc-confgen > /usr/local/bind/etc/rndc.key
- Tao t&p named.conf trong thu muc /ust/local/bind/etc:
lusr/local/bind/sbin/rndc-confgen > /usr/local/bind/etc/named.conf

- Chinh stra t€p rndc.key c6 ndi dung nhu sau:
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GHU nano 2.2.6 File: susr/local/bindsetc/rndc. kel

key “"rndc-key" {
thm hmac-md5:

secret "BO(nlWi-EqlcwHolSrGzuXn=

Hinh 4.1 No6i dung cua tép rndc.key

- Chinh stra t€p named.conf ¢6 nd1 dung nhu sau:

GNU nano 2.2.6 File: ~usr,local/bind etc named .conf

# Use with the following in named.conf, adjusting the allow list as needed:
include “susr-local-bind-retc-/rndc.key":
include “"setc GeolP.acl':
controls
inet 127 .0.0.1 port 953
allow € 127.0.0.1: ¥ keys { “rndc—-key": 3¥:
35
options {
directory ‘'Jvarsnamed': - the default
pid-file “"svar/runsnamed.pid':
dump—file “svar-named-data- cache_dump.db':
statistics—file "svar named-data-named_stats.txt":
memstatistics—file "Jvar/ named-/data-named_mem_stats.txt":
allow-transfer {("none':}:
recursion ye
3 geoip-directory “susr-local- geocip-share- GeolP":
E -
logging <
chanmnmel default_debug {
file “"datasnamed.run'’:
severity dynamic:
3>:
3:
view “"america" {
match-clients { US: CA: DE: 3:
zone “cdn.com' {
type master:
file “"svar/named- us.cdn
X
zone 0.168.192. in-addr.arpa” {
type master:
file “"svar/named/reve.us.cdn.comn';

.1.10. in—addr.arpa" {
type master:
file "svar/named/revel®.us.cdn.con";

¥ _
view “asia" {
match-clients { JP: IN: CN: HK: ID: KH: MY: UN: 3:
zone “cdn.com" {
type master:
file “"svar/named- un.cdn.comn'':
1 3
zone ""10.168.192. in—addr.arpa’ {
type master:
file “"svar/ named- reve.un.cdn.com';
¥
zone "Z2.1.10. in-addr.arpa” {
type master:
file “"svar- named- reveZ.un.cdn.comn':
¥:

Hinh 4.2 N6i dung cta tép named.conf
- Tao tép phén giai tén mién thuan va nghich trong thu myc /var/named/:
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Tép us.cdn.com, reve.us.cdn.com, revel0.us.cdn.com, vn.cdn.com, reve.vn.cdn.com,

reve2.vn.cdn.com:

GNU nano 2.2.6 File: svar/named/reve.us.cdn.com

GNU namo 2.2.6

File: svar/named/us.cdn.con

STIL 86400
§ITL 86400 e IN
P IN S0A nsl.cdn.con.

root.cdn.com. (
2015122412
root.cdn.com. ( 43200

2015123024 3600
43200 3600000

2592000 )
3600 nsl.cdn.conm.
192.168.0.250
3600000 nsl.uds.uun.
2592000 ) www.cdn.con.
nsi.cdn.con. Jjoomla3.cdn.com.
192.166

ftp.cdn.con.
10.1.1.250

nsl.cdn.con.

5 192.168.0.250 DNS Server in US
; 192.168.0.10 Web Server in US
; 192.168.0.10 Web Server in US
; 192.168.0.2 MPTCP Server in US
; 192.168.0.2 MPTCP Server in US

=
o5

nptcp02.cdn.con.

File: svar/named/revel0.us.cdn.com

4
uuy
uuy
joonlad
Jjoonlad
ftp
ftp
nptcp02
nptep02

192.168.0.10
192.168.0.10
10.1.1.10
192.168.0.10
10.1.1.10
192.168.0.2
10.1.1.2
192.168.0.2
10.1.1.2

> > > >>>>D>DD> D> DD

STIL 86400
e IN

GNU nano 2.2.6 File: /var/named/un.cdn.con

SITL 86400
] IN S0h

nptepo2 IN
nptcpl2 IN

nsi.cdn.con.

nsl.cdn.con.
192.,168.0,25¢
10.1,1,250
192.168.10.10
192.168.10.10
10.1.2.10
192.168.10.2

10.1.2.2
192.168.10.2
10.1.2.2

STIL 86400
IN

GNU nano 2.2.6

STIL 86400

nsl.cdn

.conm.

nsl.cdn.c
ftp.cdn.

nptcp0Z.
File:

cdn.conm.

nsl.cdn.con.

ftp.cdn.con.
mptcpdZ.cdn.con.

root.cdn.com. (
2015123030
43200

3600

3600000
2592000 )

; 10.1.1.250 DNS Server in US
; 10.1.1.2 MPTCP Server in US
5 10.1.1.2 MPICP Server in US

var/naned/reve . un.cdn.con

: 192.168.10.10 Web Server in UN
: 192.168.10.2 MPTCF in UN
: 192.168.10.2 MPTCP in UN

10 Web Server in UN
MPTCP in UN
Z HPTICP in UN

Hinh 4.3 Noi dung tép phén giai tén mién thuan va nghich
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4.1.3. M6 hinh CDN

192.168.0.10/24

CDN Server

o/ff>

192.168.30.1/24 R1
@ 'h.' R4 184.174.16.1/16 ONS Server
h

Internet N
Site 1 1991680 1/24

Client {Ubuntu Desktop x64)

192.168.30.2/24

23.233.1.1/16

192.168.0.250/24
192.168.20.1/24 27.144.10.1/16
CDN Server

192.168.10.1/24
@ R3
ke 18002311/16 [&
l | Ry Ny ¥
% Site 4 —

Client {Ubuntu Deskiop x64) Site 2

192.168.20.3/24

192.168.10.10/24

Hinh 4.4 M6 hinh thyc nghi¢m CDN
Site 1:

- B0 dinh tuyén HP VSR1000 router (R1) c6 dia chi IP la: 184.174.16.1/16 (WAN),
192.168.0.1/24 (LAN). Str dung giao thirc dinh tuyén OSPF.
- Méy chu phén giai tén mién (DNS Server): chay hé diéu hanh Ubuntu Server 14.04
LTS 64 bit, BIND + GeolP MaxMind, ¢ c4u hinh phan cimng:
CPU: Intel 1 GHz; B4 nhé RAM: 2GB; O cing: 16GB; Card mang: 01
Gan thdng sb card mang eth0:
IP: 192.168.0.250
Subnet mask: 255.255.255.0
Gateway: 192.168.0.1
DNS Server: 192.168.0.250
- May chu CDN: chay h¢ diéu hanh Debian 8.1 Jessie 64 bit, Joomla 3, ¢6 ciu hinh
phén cting:
CPU: Intel 1 GHZ; B nhd RAM: 512MB; 0 cing: 20GB; Card mang: 01

Gan thong sb card mang ethO:
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IP: 192.168.0.10
Subnet mask: 255.255.255.0
Gateway: 192.168.0.1
DNS Server: 192.168.0.250
Site 2:
- B0 dinh tuyén HP VSR1000 router (R2) c6 dia chi IP 1a: 180.93.1.1/16 (WAN),
192.168.10.1/24 (LAN). Sir dung giao thtrc dinh tuyén OSPF.
- Méy chiit CDN: chay hé diéu hanh Debian 8.1 Jessie 64 bit, Joomla 3, c6 cau hinh
phan cimg:
CPU: Intel 1 GHZ; B6 nhé RAM: 512MB; O cing: 20GB; Card mang: 01
Gan thdng sb card mang ethO:
IP: 192.168.10.10
Subnet mask: 255.255.255.0
Gateway: 192.168.10.1
DNS Server: 192.168.10.1
Site 3:
- B0 dinh tuyén HP VSR1000 router (R4) co dia chi IP 1a: 23.233.1.1/16 (WAN),
192.168.30.1/24 (LAN). Sir dung giao thtrc dinh tuyén OSPF.
- May tram: chay hé diéu hanh Ubuntu Desktop 14.04 LTS 64 bit, ¢6 cau hinh phan
cung:
CPU: Intel 1| GHZ; B6 nhé RAM: 2GB; O cung: 16GB; Card mang: 01
Gan thong s6 card mang ethO:
IP:192.168.30.2
Subnet mask: 255.255.255.0
Gateway: 192.168.30.1
DNS Server: 192.168.30.1
Site 4:
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- B0 dinh tuyén HP VSR1000 router (R3) c¢6 dia chi IP la: 27.144.10.1/16 (WAN),
192.168.20.1/24 (LAN). Sir dung giao thirc dinh tuyén OSPF.
- May tram: chay hé diéu hanh Ubuntu Desktop 14.04 LTS 64 bit, c6 ciu hinh phan
cing:
CPU: Intel 1 GHZ; B nhd RAM: 2GB; 0 cing: 16GB; Card mang: 01
Gan thong s6 card mang ethO:
IP: 192.168.20.3
Subnet mask: 255.255.255.0
Gateway: 192.168.20.1
DNS Server: 192.168.20.1
4.1.4. Po bang thong tai Site 1 va Site 3 trong mod hinh CDN:
Bang 4-1. Két qua do bang thong giira Site 1 va Site 3 trong md hinh CDN

Thoi gian Bang thong TCP do tai may Bang thong TCP do tai may

(giay) tinh cua Site 3 (Mbits/sec) chit CDN cia Site 1 (Mbits/sec)
1 4,19 3,34
2 3,15 2,75
3 3,15 2,95
4 2,10 2,86
5 3,15 2,86
6 3,15 2,86
7 3,15 2,85
8 2,10 2,87
9 3,15 2,85
10 3,15 2,85
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Két qua do bang thong bang Iperf

4,50
4,00

3,50

3,00 2

)
= 2,50
_'I-‘

o
s 2,00

1,50
1,00

0,50

0,00
1 2 3 4 5 6 7 8 9 10

Thai gian (s)

Badng thong TCP do tai mdy tinh cla Site 3 (Mbits/sec)
Bang théng TCP do tai may cha CDN cda Site 1 (Mbits/sec)

Hinh 4.2 Két qua do bing thong tai Site 1 va Site 3 trong md hinh CDN
4.1.5. Do bang thong tai Site 2 va Site 4 trong md hinh CDN:
Bang 4-2. Két qua do bang thong giita Site 2 va Site 4 trong md hinh CDN

Bang thong TCP do tai may

Thoi gian Bang thong TCP do tai may chii CDN ciia Site 2

(giay) tinh ciia Site 4 (Mbits/sec) (Mbits/sec)
1 4,19 3,34
’ 3,15 2,85
3 3,15 2,85
. 2.10 2,87
5 3,15 2,86
5 3,15 2,80
7 3,15 2,85
3 2,10 285
9 3,15 2,87
10 3,15 218
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Két qua do bang thong bang Iperf

4,50
4,00

3,50

3,00 \

2

2
4
2
2
4

2,50
2,00

Mbits/s

1,50
1,00

0,50
0,00

1 2 3 4 5 6 7 8 9
Thai gian (s)

Bang thong TCP do tai may tinh cla Site 4 (Mbits/sec)
—+— Bang thong TCP do tai may chli CDN clia Site 2 (Mbits/sec)
Hinh 4.3 Két qua do bing thong tai Site 2 va Site 4 trong md hinh CDN
4.2. Thwe nghiém CDN trén nén MPTCP
Kich ban thyc nghiém:
- Kich ban 1: mCDN c¢6 hai may tram st dung MPTCP.
- Kich ban 2: mCDN c0 ba may tram sir dung MPTCP dat tai Site 3, 4

10
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4.2.1. M6 hinh kich ban 1:

DMS Server

192.168.0.250/24

192.168.30.1/24 192.168.0.1/24 S
192.168.30 192.168.2.1/24 10.1.1.1/24
184.174.16.1/16 10.1.1.250/24
CDN Server

/ 184.175.75.1/24 10.1.1.10/24 l//\
X3
23.233.1.1/16
Client (Ubuntu Desktop /64) N R1 192.168.0.10/24
192.168.2.2/24 Ra 23.16.1.1/16 Internet NIl
27.144.10.1/16
192.168.20.3/24 192.168.10.0/24
‘ 10.1.2.1/24 CDM Server
36.254.1.1/16 180.93.1.1/16
10.1.2.10/24 [¢
P~

i o
112.197.1.1/16 s
192.168.10.10/2
R2 site 2

Hinh 4.4 M6 hinh thyc nghiém mCDN

Client (Ubuntu Deskiop x64)
192.168.20.1/24

192.168.1.1/24

Site 1:
- B0 dinh tuyén HP VSR1000 router (R1) c6 dia chi IP 1a: 184.174.16.1/16 (WAN

1), 184.175.75.1/24 (WAN 2), 192.168.0.1/24 (LAN 1), 10.1.1.1/24 (LAN 2). St
dung giao thirc dinh tuyén OSPF.
- May chii phan gidi tén mién (DNS Server): chay hé diéu hanh Ubuntu Server 14.04
LTS 64 bit, BIND + GeolP MaxMind, c6 cau hinh phan ctng:
CPU: Intel 1 GHz; B6 nhd RAM: 2GB; O cing: 16GB; Card mang: 02
Gan thong s6 card mang eth0:
IP: 192.168.0.250
Subnet mask: 255.255.255.0
Gateway: 192.168.0.1
DNS Server: 192.168.0.250
Gan thong s6 card mang eth1:
IP:10.1.1.250
Subnet mask: 255.255.255.0
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Gateway: 10.1.1.1

DNS Server: 10.1.1.250
May chu CDN: chay hé diéu hanh Debian 8.1 Jessie 64 bit, Joomla 3, giao thirc
truyén da dudng phién ban 0.9. My cha ¢ cu hinh phan cimg:
CPU: Intel 1 GHZ; B nhd RAM: 512MB; 0 cing: 20GB; Card mang: 02
Gan thong s6 card mang ethO:

IP:192.168.0.10

Subnet mask: 255.255.255.0

Gateway: 192.168.0.1

DNS Server: 192.168.0.250
Gan thong s6 card mang eth1:

IP:10.1.1.10

Subnet mask: 255.255.255.0

Gateway: 10.1.1.1

DNS Server: 10.1.1.250

Site 2:

Bo dinh tuyén HP VSR1000 router (R2) c6 dia chi IP 1a: 180.93.1.1/16 (WAN 1),
112.197.1.1/16 (WAN 2), 192.168.10.1/24 (LAN 1), 10.1.2.1/24 (LAN 2). St
dung giao thuc dinh tuyén OSPF.
May chi CDN: chay hé diéu hanh Debian 8.1 Jessie 64 bit, Joomla 3, giao thirc
truyén da dudng phién ban 0.9. May chu ¢6 ciu hinh phan cimg:
CPU: Intel 1 GHZ; B6 nhé RAM: 512MB; O cing: 20GB; Card mang: 02
Gan thdng sb card mang eth0:

IP: 192.168.10.10

Subnet mask: 255.255.255.0

Gateway: 192.168.10.1

DNS Server: 192.168.10.1
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Gan thong s6 card mang ethl:
IP:10.1.2.10
Subnet mask: 255.255.255.0
Gateway: 10.1.2.1
DNS Server: 10.1.2.1
Site 3:

- B0 dinh tuyén HP VSR1000 router (R4) c6 dia chi IP 1a: 23.233.1.1/16 (WAN 1),
23.16.1.1/16 (WAN 2), 192.168.30.1/24 (LAN 1), 192.168.2.1/24 (LAN 2). St
dung giao thirc dinh tuyén OSPF.

- Méy tram: chay hé diéu hanh Ubuntu Desktop 14.04 LTS 64 bit, c6 cau hinh phan
cing:

CPU: Intel 1 GHZ; B6 nhé RAM: 2GB; O cing: 16GB; Card mang: 02
Gan thong s6 card mang ethO:
IP: 192.168.30.2
Subnet mask: 255.255.255.0
Gateway: 192.168.30.1
DNS Server: 192.168.30.1
Gan thong s6 card mang eth1:
IP: 192.168.2.2
Subnet mask: 255.255.255.0
Gateway: 192.168.2.1
DNS Server: 192.168.2.1

Site 4:

- B0 dinh tuyén HP VSR1000 router (R3) c6 dia chi IP 1a: 27.144.10.1/16 (WAN 1),
36.254.1.1/16 (WAN 2), 192.168.20.1/24 (LAN 1), 192.168.1.1/24 (LAN 2). Str
dung giao thirc dinh tuyén OSPF.
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- May tram: chay hé diéu hanh Ubuntu Desktop 14.04 LTS 64 bit, c6 cAu hinh phan

cing:
CPU: Intel 1 GHZ; B nhd RAM: 2GB; 0 cing: 16GB; Card mang: 02

Gan thong s6 card mang eth0:

IP: 192.168.20.3
Subnet mask: 255.255.255.0
Gateway: 192.168.20.1

DNS Server: 192.168.20.1

Gan thong s6 card mang ethl:

IP: 192.168.1.3

Subnet mask: 255.255.255.0
Gateway: 192.168.1.1

DNS Server: 192.168.1.1

4.2.2. Cai dat Multipath TCP:

Bing viéc st dung lai may chu phan giai tén mién da tao tai muc 4.1.1, may cha

Joomla 3 da tao tai muc 4.1.3, may tinh ctia nguoi dung tai Site 3 va Site 4.

Tién hanh cai dat giao thic truyén da duong phién ban 0.9 vao may tinh cua

nguoi dung tai Site 3 va Site 4, may chu CDN Joomla 3 dat tai Site 1, Site 2 theo

huéng dan tai trang http://multipath-tcp.org nhu sau:

Tai vé khoa GPG:

wget -q -O - http://multipath-tcp.org/mptcp.gpg.key | sudo apt-key add —
Thém dia chi kho phin mém vao tép /etc/apt/sources.list.d/mptcp.list
deb http://multipath-tcp.org/repos/apt/debian trusty main

Cai dat MPTCP:

sudo apt-get update

sudo apt-get install linux-mptcp

Kiém tra giao thirc truyén da duong: dmesg | grep MPTCP
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- Cai dat iproute-extension:
apt-get update
apt-get dist-upgrade
- Cai phan mém Iperf: apt-get install iperf
4.2.3. Cau hinh Multipath TCP:
- Cau hinh bang dinh tuyén da dwdng cho hai may chia mCDN tai Site 1, Site 2:
May chu CDN tai Site 1:

Thong s6 card mang eth0:
IP: 192.168.0.10
Subnet mask: 255.255.255.0
Gateway: 192.168.0.1
Thong sé card mang ethi:
IP:10.1.1.10
Subnet mask: 255.255.255.0
Gateway: 10.1.1.1
Tao bang dinh tuyén da duong:
ip rule add from 192.168.0.10 table eth0
ip rule add from 10.1.1.10 table ethl
ip route add 192.168.0.0/24 dev ethO scope link table eth0
ip route add default via 192.168.0.1 dev eth0 table eth0O
ip route add 10.1.1.0/24 dev eth1 scope link table ethl
ip route add default via 10.1.1.1 dev ethl table ethl
ip route add default scope global nexthop via 192.168.0.1 dev ethO
May chu CDN tai Site 2:
Thong sé card mang ethO:
IP: 192.168.10.10
Subnet mask: 255.255.255.0
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Gateway: 192.168.10.1
Théng s6 card mang ethl:
IP:10.1.2.10
Subnet mask: 255.255.255.0
Gateway: 10.1.2.1
Tao bang dinh tuyén da duong:
ip rule add from 192.168.10.10 table ethO
ip rule add from 10.1.2.10 table ethl
ip route add 192.168.10.0/24 dev ethO scope link table eth0
ip route add default via 192.168.10.1 dev ethO table ethO
ip route add 10.1.2.0/24 dev eth1 scope link table ethl
ip route add default via 10.1.2.1 dev ethl table ethl
ip route add default scope global nexthop via 192.168.10.1 dev eth0
- Cau hinh bang dinh tuyén da dwdng cho hai may tinh tai Site 3, Site 4:

May tinh cua nguoi dung tai Site 3:

Théng s6 mang:
card mang eth0:
IP: 192.168.30.2
Subnet mask: 255.255.255.0
Gateway: 192.168.30.1
card mang ethl:
IP: 192.168.2.2
Subnet mask: 255.255.255.0
Gateway: 192.168.2.1
Tao bang dinh tuyén da duong:
ip rule add from 192.168.30.2 table eth0
ip rule add from 192.168.2.2 table ethl
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ip route add 192.168.30.0/24 dev eth0 scope link table eth0

ip route add default via 192.168.30.1 dev ethO table eth0

ip route add 192.168.2.0/24 dev eth1 scope link table ethl

ip route add default via 192.168.2.1 dev eth1 table ethl

ip route add default scope global nexthop via 192.168.30.1 dev ethO

May tinh ctia ngudi dung tai Site 4:

Thong s6 mang:
card mang ethO:
IP: 192.168.20.3
Subnet mask: 255.255.255.0
Gateway: 192.168.20.1
card mang ethl:
IP: 192.168.1.3
Subnet mask: 255.255.255.0
Gateway: 192.168.1.1
Tao bang dinh tuyén da duong:
ip rule add from 192.168.20.3 table eth0
ip rule add from 192.168.1.3 table ethl
ip route add 192.168.20.0/24 dev eth0 scope link table eth0
ip route add default via 192.168.20.1 dev eth0 table ethO
ip route add 192.168.1.0/24 dev ethl scope link table ethl
ip route add default via 192.168.1.1 dev ethl table ethl
ip route add default scope global nexthop via 192.168.20.1 dev ethO
4.2.4. Po bang thong tai Site 1 va Site 3 trong mé hinh kich ban 1:
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Bang 4-3. Két qua do bing thong giita Site 1 va Site 3 trong kich ban 1

T.h 0 Bang thong MPTCP do tai may Béng thong MPTCP do tai may
(glig;) tinh cia Site 3 (Mbits/sec) chii mCDN cia Site 1 (Mbits/sec)
1 9,44 4,69
2 6,29 6,36
3 5,24 5,37
4 6,29 6,04
5 6,29 5,73
6 5,24 5,68
7 6,29 5,75
8 4,19 5,16
9 6,29 6,22
10 5,24 5,28
Két qua do bang thong bang Iperf
10
9
8
7
2 © T : = T
£ s g
2 4
3
2
1
0
1 2 3 4 5 6 7 8 9 10

Thoi gian (s)

Bang théng MPTCP do tai may tinh cla Site 3 (Mbits/sec)
Bang théng MPTCP do tai may chd mCDN cula Site 1 (Mbits/sec)

Hinh 4.5 Két qua do bang thong tai Site 1 va Site 3 trong kich ban 1
4.2.5. Po bang thong tai Site 2 va Site 4 trong mé hinh kich ban 1:
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Bang 4-4. Két qua do bing thong giita Site 2 va Site 4 trong kich ban 1

Thoi gian = Bang thong MPTCP do tai may Bang thong MPTCP do tai may
(giay) tinh cua Site 4 (Mbits/sec) chiit mCDN cia Site 2 (Mbits/sec)
1 6,29 4,19
2 7,34 5,80
3 4,19 4,73
4 4,19 4,76
5 5,24 4,25
6 4,19 4,76
7 5,24 5,25
8 4,19 4,17
9 5,24 5,33
10 4,19 4,20
Két qua do bang thong bang Iperf
8,00
7,00 /A\
6,00

1 2 3 4 5

6 7 8 9 10

Thai gian (s)

——Bang thong MPTCP do tai mdy tinh cla Site 4 (Mbits/sec)

—#—Bing thong MPTCP do tai may chd mCDN cula Site 2 (Mbits/sec)

Hinh 4.6 Két qua do bing thong tai Site 2 va Site 4 trong kich ban 1
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4.2.6. M6 hinh kich ban 2:

MPTCF Client -————
NIC 1 182,168 30 324 /
NIC 2: 182,168 2.2/24

MPTCP CDM Server

c’I’B

MPTCP Client
MIC 1: 192.165.30.4/24

MIC 2: 192.165.2.4/24 182.168.0.10/24

Site 3 (R4) DS Server
INT 01: 182.168.20.1/24
INT 02: 192.168.2.1/24

MPTCP Client
NIC 1: 192.168.30.2124
MIC 2: 192.168.2.2/24

Site 1 (R1)
INT 01: 192 165.0.1/24
Internet INT 02: 10.1.1.1/24

\—1 80.92.1.1M86

1121971116

MPTCP CDM Server

MPTCF Client
NIC 1: 182.168.20.2/24
2 182 168.1.972
NIC 2: 192.168.1.2/24 £.254 111
Site 4 (R3) \
INT 01: 192.168.20.1/24 Site 2 (R2)
INT 02: 182.163.1.1/24 INT 01: 192.168.10.1/2
INT 02: 10.1.2.1/24

MPTCP Client
NIC 1: 192.168.20.3724
MIC 2 192.168.1.3/24

IMPTCP Client
MIC 1: 192.168.20.4/24
MIC 2: 192.168.1.4/24

Hinh 4.7 M6 hinh thuc nghiém mCDN kich ban 2

Trong mé hinh nay cé ba may tram MPTCP dat tai Site 3 va ba may tram
MPTCP dat tai Site 4.
4.3. Panh gia thong lwgng mang CDN trén MPTCP
4.3.1. So sanh bing thong giira md hinh CDN va mCDN kich ban 1 tai Site 1, Site
3:
Béang 4-5. So sanh bang thong gitra Site 1 va Site 3 cua hai mé hinh CDN va mCDN
kich ban 1

Thoi Bang thong TCP Bang thong Bang thong TCP do Mllg:’ztll'l(gll:t’h(;:%ai

; do tai may tinh MPTCP do tai may | tai may chi CDN . Lot
glan F Qs , .G e may chu
(giay) cua Site 3 tinh cua Site 3 cua Site 1 mCDN ciia Site

(Mbits/sec) (Mbits/sec) (Mbits/sec) 1 (Mbits/sec)

1 4,19 9,44 3,34 4,69

2 3,15 6,29 2,75 6,36

3 3,15 5,24 2,95 5,37

4 2,10 6,29 2,86 6,04

5 3,15 6,29 2,86 5,73

6 3,15 5,24 2,86 5,68



45

< A < A < A Bang thong
Thoi | i finh | MPTCP do taimiy | taimiy eha CON_ | MPTCP do ti
glan ciia Site 3 tinh ciia Site 3 ciia Site 1 may chu
@) | (Mbits/sec) (Mbits/sec) (Mbits/sec) mCDN ciia Site
1 (Mbits/sec)
7 3,15 6,29 2,85 5,75
8 2,10 4,19 2,87 5,16
9 3,15 6,29 2,85 6,22
10 3,15 5,24 2,85 5,28
So sanh bang thong TCP va MPTCP tai Site 3
10,00
9,00
8,00
7,00
% 6,00 <2 G
£ 5,00
2 400 B
3,00 R 1
2,00
1,00
0,00
1 2 3 4 5 6 7 8 9 10
Thoi gian (s)

——Bang thong TCP do tai mdy tinh cha Site 3 (Mbits/sec)

Bang théng MPTCP do tai may tinh cua Site 3 (Mbits/sec)
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So sanh bang thong TCP va MPTCP tai Site 1
7,00

6,00 AN e — —1 A

5,00

4,00

Mbits/s

3,00

2,00

1,00

0,00

1 2 3 4 5 6 7 8 9 10
Thai gian (s)

Béng thong TCP do tai may chli CDN cta Site 1 (Mbits/sec)
——Bing théng MPTCP do tai may chti mCDN cta Site 1 (Mbits/sec)

Hinh 4.8 Bang thong gitra Site 1 va Site 3 cia m6 hinh CDN va mCDN kich ban 1
4.3.2. So sanh bang thong giira m6 hinh CDN va mCDN kich ban 1 tai Site 2, Site
4:

Béang 4-6. So sanh bang thong gitra Site 2 va Site 4 cua hai mé hinh CDN va mCDN
kich ban 1

Bang thong

Bang thong TCP MPTCP do tai

Thoi Bang thong TCP do Bang thong MPTCP do tai méy chi

ian tai may tinh cta do tai may tinh cha . may chi mCDN
(ziéy) Siie 4 (K/Ibits/sec) Site-4 (MYoits/sec) CI()S;;:: /2::) 2 Zﬁa Site 2
(Mbits/sec)
1 4,19 6,29 3,34 4,19
2 3,15 7,34 2,85 5,80
3 3,15 4,19 2,85 4,73
4 2,10 4,19 2,87 4,76
5 3,15 5,24 2,86 4,25
6 3,15 4,19 2,86 4,76
7 3,15 5,24 2,85 5,25
8 2,10 4,19 2,85 4,17
9 3,15 5,24 2,87 5,33
10 3,15 4,19 2,78 4,20



8,00
7,00
6,00
5,00
£ 4,00
3,00
2,00
1,00
0,00

its/s

Mb
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So sanh bang thong TCP va MPTCP tai Site 4

A
'\

\ A A A

1 2 3 4 5 6 7 8 9 10
Thei gian (s)

Bang théng TCP do tai may tinh cla Site 4 (Mbits/sec)

—o—Bing thong MPTCP do tai may tinh cla Site 4 (Mbits/sec)

So sanh bang thong TCP va MPTCP tai Site 2

*7.\-7 — = = = ———
1 2 3 4 5 6 7 8 9 10
Thoi gian (s)

—#—Bang thong TCP do tai may chd CDN cua Site 2 (Mbits/sec)

Bang théng MPTCP do tai may chd mCDN cula Site 2 (Mbits/sec)

Hinh 4.9 Bang thong gitra Site 2 va Site 4 cia m6 hinh CDN va mCDN kich ban 1
Tu hinh 4.8, 4.9:
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- Thoéng luong mang cia MPTCP cao gip d6i thong lwong mang ciia TCP khi do
tai may chu CDN.
- Théng lugng mang cua MPTCP cao hon thong lugng mang cua TCP khi do tai
may tinh ciia nguoi dung
- Tai médy chi CDN: thong lugng cua MPTCP la >= 4 Mbits/s, thong lugng cia
TCP la 3 Mbits/s
- Tai may tinh cia nguoi dung: thong lugng cia MPTCP la >= 4 Mbits/s, thong
lugng ctia TCP 1a ~ 3 Mbits/s
4.3.3. So sanh bing thong tai ba may tram tai Site 3 cia kich ban 2:
Bang 4-7. Bang thong cua ba may tram tai Site 3 cua kich ban 2

Thoi Bang thong Béang théng Bang thong
gian MPTCP do tai MPTCP do tai MPTCP do tai
(giay) may tinh 01 may tinh 02 may tinh 03
(Mbits/sec) (Mbits/sec) (Mbits/sec)
1 8,39 4,19 4,19
2 5,24 3,15 3,15
3 6,29 3,15 3,15
4 6,29 2,10 2,10
5 5,24 3,15 3,15
6 6,29 3,15 2,10
7 5,24 2,10 3,15
8 5,24 3,15 5,24
9 6,29 6,29 6,29
10 4,19 5,24 6,29
11 7,34 6,29 5,24
12 5,24 5,24 5,24
13 5,24 6,29 6,29
14 3,15 5,24 5,24
15 3,15 3,15 5,24
16 2,10 3,15 6,29
17 3,15 3,15 5,24
18 3,15 2,10 6,29
19 3,15 3,15 6,29

N
o

2,10 3,15 5,24
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Bang thong MPTCP cua 3 may tram tai Site 3

6,00 \//\

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
Thdi gian (s)

Bang thong MPTCP do tai mdy tinh 01 (Mbits/sec)
=@==B3ng thong MPTCP do tai may tinh 02 (Mbits/sec)
Bang thong MPTCP do tai mdy tinh 03 (Mbits/sec)

Hinh 4.10 So sanh bang thong gitra ba may tram MPTCP tai Site 3 cta kich ban 2
- May tinh thir nhét c6 bang thong trung binh 4.77 Mbps.
- May tinh tha hai c6 bang thong trung binh 3.71.
- May tinh tha ba c6 bang thong trung binh 4.76 Mbps.
- Khong c6 may tram nao chiém dung hét bang théng cua dudng két ndi t6i may chi
mCDN tai Site 1.
4.3.4. So sanh bang thong tai ba may tram tai Site 4 cia kich ban 2:

Khi cong cu Iperf chay trén may tram thir nhat dén gidy thtr 12 thi cong cu

Iperf trén may tram thir hai bt dau chay gidy tht 1.
Béang 4-8. Bang thong cua ba may tram tai Site 4 cua kich ban 2

Thoi Bang thong Bang thong Bang thong
gian MPTCP do tai  MPTCP do tai = MPTCP do tai
(giay) may tinh 01 may tinh 02 may tinh 03
(Mbits/sec) (Mbits/sec) (Mbits/sec)
1 6,29 5,24 5,24
2 5,24 3,15 3,15
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Thoi Biang thong Biang thong Biang thong
gian MPTCP do tai MPTCP do tai = MPTCP do tai
(giay) may tinh 01 may tinh 02 may tinh 03

(Mbits/sec) (Mbits/sec) (Mbits/sec)
3 5,24 2,10 2,1
4 4,19 3,15 3,15
5 4,19 3,15 2,1
6 5,24 3,15 3,15
7 5,24 2,10 3,15
8 5,24 2,10 3,15
9 4,19 3,15 6,29
10 4,19 3,15 5,24
11 5,24 6,29 5,24
12 3,15 4,19 6,29
13 3,15 5,24 5,24
14 2,10 3,15 6,29
15 3,15 2,10 5,24
16 3,15 3,15 6,29
17 2,10 3,15 5,24
18 3,15 2,10 5,24
19 3,15 3,15 6,29

20 3,15 3,15 5,24
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Bang thong MPTCP cua 3 may tram tai Site 4

6,00 A
5,00 v

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
Thdi gian (s)

=@=Bang thong MPTCP do tai mdy tinh 01 (Mbits/sec)
=@==B3ng thong MPTCP do tai may tinh 02 (Mbits/sec)
Bang thong MPTCP do tai mdy tinh 03 (Mbits/sec)
Hinh 4.11 So sanh bang thong gitra ba may tram tai Site 4 cua kich ban 2
- May tinh tht nhét c6 bang thong trung binh 3.97 Mbps
- May tinh tha hai ¢6 bang thong trung binh 3.26 Mbps
- May tinh thtr ba c6 bang thong trung binh 4.67 Mbps
- Giao thirc MPTCP phan phdi bang thong twong d6i dong déu giira ba may tram
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KET LUAN

Tur nghién ctru ky thuat diéu khién tic nghén trong MPTCP va k¥ thuat dinh
huéng yéu cau dua trén DNS, em da:

- Xay dung dugc mo hinh thyc nghiém CDN trén nén giao thuc MPTCP

- Tur céc két qua do théng lwong mang ching minh viée st dung giao thirc
MPTCP s& lam ting thong lugng mang cia CDN, lam giam tinh trang tic nghén tai
mdi may chu CDN, du phong dudng két ndi cho mdi may chit CDN.

- Thuc nghiém nay chiing minh giao thuc MPTCP hoat dong dugc trén mang
CDN.

Tuy nhién, ludn van nay con mot s6 han ché:

- Chua thuc nghiém CDN MPTCP trén mo1 truong that vi giao thirc MPTCP
khi di qua cac thiét bi tuong Itra, NAT, may chii Proxy (goi chung 1a Middlebox) s& bi
x6a TCP Option 30 va quay vé sir dung giao thuc TCP don dudng. Pé thuc nghiém
duoc MPTCP trén méi truong that thi em phai kiém soat duge: duong két ndi, cac thiét
bi sir dung (rat kho lam duoc).

- Chua thuc nghiém ddy du mang CDN trén mdi trudng that (con thiéu may chu
Caching, may chu phan phéi...) do thiéu kinh phi va céc thiét bi.

- Chua str dung nhiéu k¥ thuat dinh huéng yéu cau cia CDN: Global Server
Load Balancing (GSLB), Transport Layer Request Routing, HTTP redirection, URL

rewriting ...
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HUONG PHAT TRIEN

Luan van sé tiép tuc nghién ctru:

- Thuc nghiém CDN (mé hinh ddy du) sir dung giao thic MPTCP trén moi
trurong that co cac thiét bi NAT, tuong ltra, Web Proxy...

- Cai tién cac thiét bj tuong lira, NAT, Web Proxy .... cho phép giao thirc
MPTCP di qua.

- St dung nhiéu ky thudt dinh hudng yéu cau khic trong CDN nhu: Global
Server Load Balancing (GSLB), Transport Layer Request Routing, HTTP redirection,
URL rewriting ...
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