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Cong nghé thong tin, , 16p 14SCT21 - Truong Dai hoc Cong Nghé TPHCM, nhiing
ngudi da truyén dat cho ti nhitng kién thirc hiru ich dé 1am co s& cho t6i thyc hién tot

luan van nay.

Véi long kinh trong va biét on, ti xin bay t6 10i cam on dén TS Lu Nhat Vinh
d3 tan tinh hudng dan cho t6i trong thoi gian thuc hién luan vin, nhing gi thay da

hudng dan, chi bao di cho toi nhiéu kinh nghiém trong thoi gian thuc hién luan van.

Sau cung t6i xin guri 101 biét on sau sac dén ban be, gia dinh, cac anh chi trong
tap thé 16p 14SCT21 di ludn tao diu kién tot nhét cho toi trong sudt qué trinh hoc
cling nhu thyc hién luan van.
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hoc vién.
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TOM TAT

Ngay nay trong moi hoat dong ctia con nguoi thong tin dong mot vai tro quan
trong khong thé thiéu. Xa hoi cang phat trién nhu cau trao d6i thong tin gitra cac thanh
phan trong x4 hoi ngay cang 16n. Mang may tinh ra doi dd mang lai cho con ngudi rit
nhiéu loi ich trong viéc trao ddi va xir Iy thong tin mot cach nhanh chéng va chinh
xac. Chinh tir nhitng thuan lgi nay da dat ra cho ching ta mot cau hoi, li¢u thong tin
di tir noi guri dén noi nhan c6 dam bao tuyét d6i an toan, ai c6 thé dam bam thong tin
clia ta khong bi truy cap bat hop phap.

M4 héa duoc coi 1a thanh phan cuc ki quan trong trong viéc bao mat nhiing tai
liu bi mat cua cac t6 chirc, cong ty nham tranh 16 ra nhirng thong tin mat thiét cho
cac dbi thu canh tranh truc tiép hodc nhitng thanh phan mang tinh pha hoai.

Trong nghién ctru nay ching to6i xay dung mot chuong trinh ma hoa cac tai li¢u
dua trén mang neural nhan tao. Nhim tao ra mot hudéng ma hdéa mai so voi nhiing

phuong thirc da co trude day.
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ABSTRACT

Nowadays in all activities information has an important role indispensable. The
more society developed needs to exchange information between people the more
developed.

Computer networks launched to bring people a lot of benefits in the exchange
and processing information quickly and accurately. Therefore, these advantages has
posed us a question, whether the information away from the place where sent to
recipients has ensured absolute safety. Who can guarantee that without anyone can
access illegally our information ?

Encryption is considered extremely important component in security the secret
documents of the organizations, companies to avoid revealing confidential
information for the direct competitors or components destructive.

In this research | created a coded program documents based on Neural

networks, purpose to create a new encryption direction than previous methods had.
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MO DAU
1. D3t véan dé

Ngay nay trong moi hoat dong ctia con nguoi thong tin dong mot vai tro quan
trong khong thé thiéu. Xa hoi cang phat trién nhu cau trao d6i thong tin giira cac thanh
phan trong x4 hoi ngay cang 16n. Mang mdy tinh ra doi ¢3 mang lai cho con nguoi rat
nhiéu loi ich trong viéc trao ddi va xir Iy thong tin mot cach nhanh chéng va chinh
xac. Chinh tir nhitng thuén lgi nay da dat ra cho ching ta mot cau hoi, li¢u thong tin
di tirnoi guri dén noi nhan c6 dam bao tuyét ddi an toan, ai c6 thé dam bam thong tin
ctia ta khong bi truy cép bat hop phap. Thong tin duoc luu giit, truyén dan, cung sir
dung trén mang ludi thong tin cong cong co thé bi nghe trom, chiém doat, xuyén tac
hodc pha huy dan dén sy ton that khong thé luong dugc. Pac biét 1a d6i véi nhimng sd
liu ctia hé thong ngan hang, hé théng thuong mai, co quan quan 1y cta chinh phu
hoac thudc linh vuc quan sy duoc luu gitt va truyén dan trén mang. Néu nhu vi nhan
td an toan ma thong tin khong dam dua Ién mang thi hi¢u suét lam viéc cling nhu
hiéu suét loi dung nguén dit liéu déu sé bi anh huong. Trudc cac yéu cau can thiét do,
viéc ma hoa thong tin s€ ddm bao an toan cho thdng tin tai noi luu trir cling nhu khi
thong tin dugc truyén trén mang.

M3 hoéa ciing duoc coi 1 thanh phan cuc ki quan trong trong viéc bao mat
nhirng tai liéu bi mat cua céc t6 chirc, cong ty nham tranh 16 ra nhitng thong tin mat

thiét cho cac d6i thu canh tranh tryc tiép hodc nhitng thanh phan mang tinh phé hoai.

2. Ly do chon dé tai ‘ )
Hi¢n nay da c6 kha nhi€u phuong phap ma héa da dugc ung dung va cho thay

dugc nhitng wu nhuoc diém tiy theo nhu cau st dung ctia khach hang nhu ma hoa ¢
dién( mat ma Caesar , ma thay thé, ma vigenere, ma hoan vi, DES (Data Encryption
Standard)..), thudt todn ma hda cong khai( hé ma RSA, hé mat Elgamal, ...).

Trong nghién clru nay t61 xay dung mot chuong trinh ma hoéa céc tai liéu dua
trén mang neural nhan tao. Nham thay thé va t6i wu cic phuwong phap mi hoa di co

trudc day.

Nhirng cau hoi dat ra khi nghién ctru:



Mang neural nhan tao c6 dam bdo tinh bao mat?
Mang neural nhan tao c6 uwu diém gi so v6i cac phuong phap ma hoa khac?

D9 phurc tap cua mang neural nhan tao 1a bao nhiéu, tinh bao mat c6 do hiéu
qua la bao nhiéu?

3. Muc tiéu, ngi dung va phwong phap nghién ciu
Nghién ctru dugc tién hanh trén d6i tuong : Mang neural nhan tao
Pham vi nghién ctru : itng dung vao ma hoa cac tai li¢u mat ctia cong ty.

% Muc tiéu cia dé tai
Trong dé tai t6i dat ra 3 muc ti€u can giai quyet nhu sau;

e Nghién ctru vé Neural Crytography

e Nghién ctru vé mo hinh tmg dung Neural Crytography vao mé hoa bao
mat.

e Cudi cing phat trién thuat toan vao chuong trinh mi hoa cac tai lidu bi
mat cua cong ty.

< Poi twong va pham vi nghién ciru
beé tai can nghién ctru céc yéu to chinh sau:

e Nghién ctru mang neural, dic trung, cach xay dung va huan luyén neural
nhan tao.

e Nghién ctru cach thuce va thuat todn img dung vao ma hoa van ban cua
mang neural nhan tao.

e Panh gia vu nhuoc diém cua thuat toan.

¢ Phwong phap nghién ciru

Phurong phdp nehién ciru Iy thuyét:
Tién hanh thu thap va nghién ciru cac tai lidu lién quan dén dé tai.
Nghién ctru mang neural nhan tao.
Nghién ctru didc trung, cach xdy dung va huin luyén neural nhan tao.
Nghién ctru ing dung ctia mang neural nhan tao vao viéc ma hda van ban .

Phuwong phap nghién cuu thuc nghiém:

Nghién ctru cach xay dung chuong trinh ma héa céc loai van ban , tai liéu dya
trén mang nerual nhan tao.

Ngon ngit st dung : C# trong b Visual studio 2015

Thtr nghiém trong ndi bd cong ty Kién Nhan

banh gia két qua dat duoc
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CHUONG 1: COSO LY THUYET
1.1 MAT MA HQC ( CRYPTOGRAPHY)

1.1.1 Gi6i thiéu chung

Mat ma hoc 1a nganh khoa hoc ung dung toan hoc vao viéc bién dbi
thong tin thanh mot dang khac voi muc dich che gidu ndi dung, ¥ nghia thong
tin can ma hoa. DAy 1a mot nganh quan trong va c6 nhiéu tmg dung trong doi
song xi hoi. Ngay nay, cac timg dung ma hoa va bao mat thong tin dang dugc
sir dung ngay cang phd bién hon trong céc linh vue khac nhau trén thé gidi, tir
cac linh vuc an ninh, quén sy, quc phong...cho dén cac linh vuc dan sy nhu

thuong mai dién tir, ngan hang. ..

Hé thong
j quan ly -
Khoa ma héa [* khoa ”| Khoa giai ma
@D
Dir Dir
litu —>» Madhéa —| Diulicu |—> Giagima — hgu
goc mé hoa goc
a__ (Ban m3) a

Hinh 1.1 So ¢6 mi hoa va giai ma

Cung voi su phat trién ciia khoa hoc may tinh va internet, cic nghién
ctru va ung dung ctuia khoa hoc mat ma ngay cang tré nén da dang hon, mé ra
nhiéu huéng nghién ctru chuyén sau vao timg linh vuc ting dung dic thu véi
nhirng dac trung riéng.

Ung dung cua khoa hoc mat ma khong chi don thuan 1a ma hoa va giai
ma thong tin ma con bao gdm nhiéu van dé khac nhau can dugc nghién ctru va
giai quyét: ching thuc ngudn gde ndi dung thong tin ( k¥ thuat chir ky dién tir),

ching nhan tinh xac thuc vé ngudi so hitu méa khoa ( chimg nhan khéa cong



cong), cac quy trinh trao d6i thong tin va thyc hién giao dich dién tir an toan
trén mang...

Nhirng két qua nghién ctru vé mat ma ciing da dugc dua vao trong cac
hé thdng phirc tap hon, két hop v6i nhitng k¥ thuat khac dé dap ung cac yéu
cau da dang cua cac hé théng ung dung khac nhau trong thu té, vi du nhu hé
thong bo phiéu bau ctr qua mang, hé thdng dao tao tir xa, hé théng quan Iy an
ninh cta cac don vi voi huéng tiép can sinh tric hoc, hé théng cung cip dich
vu multimedia trén mang vé6i yéu cau cung cap dich vu va bao vé ban quyén s
hitu tri tué dbi véi thong tin sb. ..

1.1.2 Pinh nghia:

Mat ma hoc 13 sy nghién ctru cac phwong phép toan hoc, lién quan dén
mot sb khia cach cua thong tin nhu an toan, sy toan ven dir li€u, sy x4ac nhan
t6n tai va su xac nhan tinh nguyén ban cta thong tin. [10]

1.2 MA HOA
1.2.1 Khai niém

M4& hda (Encryption): 1a qua trinh chuyén thong tin c6 thé doc dugc (goi
14 ban rd) thanh thong tin “ kho  ¢6 thé doc dugc theo cach thong thudng (goi
12 ban ma ) d6 1a mot trong nhing k¥ thuat dé bao mat thong tin.

Gidi md ( Decryption): 1a qué trinh chuyén thong tin nguoc lai tir ban
mi thanh ban rd. Thuét toan ma hoa hay giai ma 1a thu tuc dé thyc hién ma hoa
hay giai ma.

M3 hoa ddi xtng : Khoa E = Khoa D

M3 hoa bat dbi xtmg : Khoa E # Khoa D

Khoa ma hoa la gia tri lam cho thudt toan ma hoa thyc hién theo cach
riéng bi¢t va sinh ra ban 10 riéng. Thong thuong khda cang 16n thi ban ma cang

an toan. Pham vi cé4c gié tri ¢6 thé c6 cua khoa dugce goi 1a khong gian khoa.



Hé mi hoa 1a tap cac thuat toan, cac khoa nham che giau thong tin ciing

nhu lam ro no.

Ban ro

Xin chao,
toi la Javis

Nguoi gui

Ban ma

~Ma hoa

zxcvde€®
&;00BO=Ey

Ban ro

Giai ma

Hinh 1.2 So d6 hé théng ma hoa

Xin chao,
toi la Javis

Nguoi nhan

Cryptography (hay crypto) — mat ma hoc — nganh khoa hoc nghién ctru

vé viéc giau thong tin. Cu thé hon, mat ma hoc l1a nganh hoc nghién ctru vé

nhing cach chuyén d6i thong tin tir dang “c6 thé hiéu dugc” thanh dang “khong

thé hiéu duoc” va nguoc lai. Cryptography gitip dam bao nhitng tinh chit sau

cho thong tin:

Tinh b7 mdt (confidentiality): thong tin chi dugc tiét 16 cho nhitng ai

dugc phép.

Tinh toan ven (integrity): thong tin khong thé bi thay doi ma khong bi

phat hién.

Tinh xdc thuc (authentication): ngudi gui (hodc nguoi nhan) co thé

ching minh ding ho.



Tinh khong chéi bo (non-repudiation): ngudi giri hodc nhan sau nay
khong thé chdi bé viée di giri hodc nhan thong tin.

Mat mi c6 rat nhiéu Gmg dung trong thuc té nhu bao vé giao dich tai
chinh (rGt tién ngan hang, mua ban qua mang), bao vé bi mat ca nhan... Néu
ké tdn cong dd vuot qua tuong lira va cac hé thdng bao vé khac thi mat ma
chinh 13 hang phong thii cudi cling cho dir liéu ciia ban.

Can phan biét khai niém cryptography voi khai niém steganography
(tam dich 1 gidu thong tin). Piém khac nhau cin ban nhat gitra hai khai niém
nay 1a: cryptography 1a viéc gidu ndi dung cta théng tin, trong khi
steganography 1a viéc gidu sy ton tai ctia thong tin do.

Cryptosystem (viét tat ctia cryptographic system): hé thong ma hoa
thong tin, c6 thé 1a phan mém nhu PGP, Ax-Crypt, Truecrypt... giao thitc nhu
SSL, IPsec... hay don gian 1a mét thuat toan nhu DES.

Encrypt (encipher): mi hda — qué trinh bién d6i thong tin tir dang ban
dau -> ¢6 thé hiéu duoc thanh dang khong thé hiéu dugc, véi muc dich giir bi
mat thong tin do.

Decrypt (decipher): giai ma — qua trinh nguoc lai vdi ma hoa, khoi phuc
lai thong tin ban dau tir thong tin da duwoc ma hoa.

Plaintext (cleartext): dir liéu goc (chua dugc ma hoa).

Ciphertext: dit liéu da dugc ma hoa.

Cipher (hay cypher): thuét toan ding dé thyuc hién qué trinh ma hoa hay
giai ma. Trong khuon kho bai viét ndy goi tat 1a thuat toan.

Key: chia khda — thdng tin dung cho qui trinh ma hoa va giai ma.

Code: can phén biét code trong mat ma hoc vai code trong lap trinh hay
code trong Zip code... Trong cryptography, code (ma) cé ¥ nghia gan nhu 13
cipher (thuat toan). Chung chi khic nhau & chd: code bién d6i thong tin & tang
nghia (tir, cum tir) con cipher bién ddi thong tin & ting thap hon, vi du chir cai
(hodc cum chir cai) d6i v6i cac thuat toan co dién hay timg bit (hodc nhom bit)

doi1 voi cac thuat toan hién dai.



Cryptanalysis: néu coi mat mi hoc 13 viéc cét dir liéu ciia ban vao mot
cai hop sau do dung chia khoa khoa lai, thi cryptanalysis la nganh nghién ctru

nhing phuong phap mé hop dé xem dir liéu khi khong c6 chia khoa.

1.2.2 Céc ky thuit ma hoa :

1.2.2.1 Md héa déi ximg (ma hoa khong cong khai)

La 16p thuat toan cac ma héa trong d6 viéec ma hoa va giai ma déu dung
chung cho moét khoa (secret key).

% Cdc logi thudt todn khéa doi xung

Thuat toan dbi xing c6 thé dugc chia ra 1am hai thé loai, mat ma
ludng (stream ciphers) va mat ma khdi (block ciphers). Mat mi luéng ma hoa
tirng bit cta thong diép trong khi mat ma khoi gdp mot sb bit lai va ma hoa
chung nhu mét don vi. C& khéi duoc dung thudng 13 cac khdi 64 bit. Thuat
toan AES duoc NIST cong nhan thang 12 nam 2001, sit dung cac khoi gom
128 bit.

Céc thuat toan ddi xang thuong khong duoc s dung doc 1ap. Trong
thiét ké ctia cac hé thong mat ma hién dai, ca hai thuat toan bat d6i xtmg va
thuat toan doi xing duoc sir dung phdi hop dé tan dung cac vu diém cia ca hai.
Nhitng hé thong st dung ca hai thuit todan bao gbébm nhitng cai
nhu SSL, PGP va GPG v.v. Cac thuat toan chia khoa bat ddi xing duoc sir

dung dé phan phdi chia khoa mat cho thuat toan ddi xtimg ¢ téc do cao hon.

< Toc do
Céc thuat toan d6i xting noéi chung doi hoi cong suét tinh toan it hon
c4c thuat toan khoa bat dbi xtmg. Trén thuc té, mot thuat toan khoa bat dbi
xung c6 khéi lugng tinh toan nhiéu hon gap hang trim, hang ngan 1an mot thuat

toan khoa ddi ximg ¢ chat luong trong duong.

X Han che

L)

Han ché cua céc thuat toan khoa doi xtirng bat nguodn tur yéu cau vé sy

phan hudng chia khoa bi mat, moi bén phai c6 mot ban sao cta chia. Do kha



nang céac chia khéa c6 thé bi phat hién boi ddi thit mat mé, chiing thudng phai
dugc bao an trong khi phan phdi va trong khi dung. Hau qua cia yéu cau vé
viéc lya chon, phan phéi va luu trit cac chia khoa mot cach khong co 16i, khong
bi mat mat 1 mot viéc 1am kho khin, kho co thé dat duge mot cach dang tin
cay.

bé dam bao giao thong lién lac an toan cho tat ca moi nguoi trong mot

z A \: A J4 N . A - ,aa -1
nhém gdm n ngudi, tdng sb luong chia khoa cin phai co la 2=

Hién nay ngudi ta pho bién dung cac thuat toan bat d6i xtimg c6 toc do
cham hon dé phan phdi chia khoa ddi xtimg khi mot phién giao dich bat dau,
sau do6 cac thuat toan khoa ddi xtng tiép quan phan con lai . Van dé vé bao
quan su phan phdi chia khoa mot cach dang tin cdy ciling ton tai ¢ ting ddi
xung, song & mot diém nao diy, nguoi ta co thé kiém soat chung dé dang hon.
Tuy thé, cac khoa ddi xung hau nhu déu duoc sinh tao tai chd.

Céc thuat toan khéa d6i xting khong thé dung cho muc dich xac
thue (authentication) hay muc dich chong thoai thac (non-repudiation) duoc.

1.2.2.2 Ma héa bdt doi xirng (M hoa cong khai)

La thuat toan trong do6 vi¢c ma hoa va giai ma dung hai khoa khac nhau

la pulic key (khoa cong khai ) va private key (khéa riéng ).

Néu dung public key dé ma hoa thi private key s& ding dé giai mi va

nguoc lai
X An toan

Vé khia canh an toan, cdc thudt toan mat ma hoa bat ddi xung cling
khong khac nhiéu véi cac thuat todn ma hoa ddi ximg. Co nhiing thuét toan
dugc dung rong rai, c6 thuat toan chu yéu trén ly thuyét; c6 thuét toan van dugc
xem 1a an toan, c6 thuat toan da bi pha v&... Ciing can luu y 14 nhitng thuat
toan duoc dung rong rii khong phai lic nao ciing dam bao an toan. Mot sé
thuét todn c6 nhitng chimg minh vé d6 an toan véi nhing tiéu chuan khac nhau.
Nhiéu chirg minh gin viéc pha v thuat toan v&i nhiing bai toan ndi tiéng van

duogc cho 1a khong c6 10i giai trong thoi gian da thirc. Vi vdy, ciing gidng nhu



10

tat ca cac thuat todn mat ma no6i chung, cac thuét toain ma hoa khoda cong khai

can phai dugc st dung mdt cach than trong.
% Ung dung

Ung dung rd rang nhat ciia mat ma hoa khoa cong khai 1a bao mat: mot
van ban duoc mi hoa bang khoa cong khai ctia mot ngudi str dung thi chi co
thé giai ma véi khoa bi mat ctia ngudi do.

Céc thuat toan tao chir ky s6 khoa cong khai co thé dung dé nhan thyec.
Mot ngudi st dung c6 thé mé hda van ban véi khoa bi mat ciia minh. Néu mot
ngudi khac co thé giai ma véi khoa cong khai ctia ngudi giri thi cé thé tin rang
van ban thuc sy xudt phat tir ngudi gin v6i khoa cong khai do.

< Han che

Tbn tai kha nang mot ngudi nao do co thé tim ra dugc khoa bi mat.
Khoéng giéng v6i hé thong mat ma sir dung mot 1an (one-time pad) hodc twong
duong, chua co thut toan ma hoa khoa bat ddi xting nao duoc chimg minh Ia
an toan trude cac tin cong duya trén ban chét toan hoc cta thuat toan. Kha nang
mot mdi quan hé ndo d6 giira 2 khoa hay diém yéu cta thuat toan dan toi cho
phép giai méd khong can téi khoa hay chi can khoa ma héa van chua dugce loai
trr. An toan cua cac thuat toan nay déu dya trén cc ude lugng vé khoi luong
tinh toan dé giai cac bai toan gan voi chung. Cac ude lugng nay lai ludn thay

d6i tury thudc kha ning ctiia may tinh va cac phat hién toan hoc mai.

Kha ning bi tin cong dang ké tan cong ding giita (man in the middle
attack): ké tin cong loi dung viéc phan phdi khoa cong khai dé thay ddi khoa
cong khai. Sau khi da gia mao duoc khoa cong khai, ké tin cong dung & giita
2 bén dé nhan céac goi tin, giai ma rdi lai ma hoa voi khoa dung va giri dén noi
nhan dé tranh bi phat hién. Dang tin cong kiéu nay c6 thé phong ngira bang
cac phuong phap trao d6i khoa an toan nham dam bao nhan thuc ngudi giri va

toan ven thong tin.

% Khoi eong tinh todn



1.3

11

Pé dat duoc d6 an toan twong duong doi hoi khdi lugng tinh toan nhiéu
hon dang ké so voi thudt toan mat ma hoa ddi xtmg. Vi thé trong thuc té hai
dang thuat toan nay thudng dugc ding bd sung cho nhau dé dat hiéu qua cao.
Trong mé hinh nay, mot bén tham gia trao ddi thong tin tao ra mot khoa ddi
xtng dung cho phién giao dich. Khoa nay s& duoc trao doi an toan théng qua
hé thong ma hoa khoa bat dbi xting. Sau d6 2 bén trao doi thong tin bi mat bang

hé théng ma hoa dbi xtimg trong sudt phién giao dich.

TONG QUAN VE MANG NORON NHAN TAO
Sy phat trién clia mang noron trai qua ca qué trinh dua ra cac khai niém

m&i 1an thyc thi nhitng khai niém nay.
Duéi day 1a cac mdc dang chu ¥ trong lich st phat trién cia mang noron.

Cubi TK 19, dau TK 20, sy phat trién chu yéu chi 1a nhitng céng viéc
co6 su tham gia cua ca ba nganh Vat Iy hoc, Tam Iy hoc va Than kinh hoc, boi
cac nha khoa hoc nhu Hermann von Hemholtz, Ernst Mach, Ivan Pavlov. Cac
cong trinh nghién ctru cta ho cha yéu di sau vao cac 1y thuyét tong quat vé
HOQC (Learning), NHIN (vision) va LAP LUAN (conditioning).... va khong hé

dua ra nhitng mo6 hinh toan hoc cu thé mo ta hoat dong cta cac noron.

Moi chuyén thuc su bat dau vao nhitng nam 1940 v&i cong trinh cia
Warren McCulloch va Walter Pitts. Ho chi ra rang vé nguyén tic, mang cta

céc noron nhan tao c6 thé tinh toan bat ky mot ham sé hoc hay logic nao.

Tiép theo hai ngudi 12 Donald Hebb, 6ng da phat biéu rang viéc thuyét
1ap luan c6 dién (classical conditioning) (nhu Pavlov dua ra) 14 hién thuc boi
do céc thudc tinh cta tirng noron riéng biét. Ong ciing néu ra mot phwong phap

hoc cua cac noron nhan tao.

Ung dung thyc nghiém dau tién ciia cic noron nhan tao c6 dugc vao
cubi nhimg nim 50 cung v&i phat minh ctia mang nhan thirc (perceptron
network) va luat hoc twong tng bdi Frank Rosenblatt. Mang nay c6 kha ning

nhan dang cac mau. Diéu nay da md ra rat nhiéu hy vong cho viéc nghién ctru
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mang noron. Tuy nhién né c6 han ché 1a chi c6 thé giai quyét mot s6 16p hiru

han céc bai toan.[7]

Cung thoi gian do, Bernard Widrow va Ted Hoff da dua ra mdt thuat
toan hoc méi va sir dung nd dé huan luyén cho cac mang noron tuyén tinh thich
nghi, mang c6 ciu trac va chic ning twong ty nhu mang cua Rosenblatt. Luét

hoc Widrow-Hoff vin con dugc str dung cho dén nay.

Tuy nhién ca Rosenblatt va Widrow-Hoff déu cung vap phai mét van
dé do Marvin Minsky va Seymour Papert phat hién ra, d6 1a cic mang nhan
thire chi c6 kha ning giai quyét cac bai toan kha phan tuyén tinh. Ho cb ging
cai tién luat hoc va mang dé c6 thé vuot qua dugc han ché nay nhung ho da
khdng thanh cong trong viéc cai tién ludt hoc dé co thé huan luyén dugc cac

mang c6 ciu tric phire tap hon.

Do nhitng két qua ctia Minsky-Papert nén viéc nghién ctru vé mang
noron gan nhu bi dinh lai trong suét mot thap ky do nguyén nhan 1a khong c6

dugc cac may tinh di manh dé c6 thé thuc nghiém.

Mic du vay, cling c6 mot vai phét kién quan trong vao nhitng nim 70.
Nam 1972, Teuvo Kohonen va James Anderson ddc 1ap nhau phat trién mot
loai mang méi co thé hoat dong nhu mdt bo nhé. Stephen Grossberg ciing rét

tich cuc trong viéc khao sat cac mang tu to chirc (Self organizing networks).

Nim 1974 Paul Werbos da phat trién va img dung phuong phap hoc lan
truyén nguoc ( back-propagation). Tuy nhién phai mat mot vai nim thi phuong
phap ndy mdi trd 1én pho bién. Cac mang lan truyén nguoc dugc biét dén nhiéu
nhat va duoc ap dung rong dai nhat nhat cho dén ngay nay.

Vao nhitng nam 80, viéc nghién ciru mang noron phat trién rat manh mé
cung véi su ra doi ciia PC. C6 hai khai niém méi lién quan dén sy hoi sinh nay,
do la:

1. Viée str dung cac phuong phap thong ké dé giai thich hoat dong cua

mot 16p cac mang hoi quy (recurrent networks) cé thé dugc dung nhu bo nhé
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lién hop (associative memory) trong cong trinh cua nha vat ly hoc Johh

Hopfield.

2. Sy ra doi ciia thuat toan lan truyén nguoc (back-propagation) dé luyén
cac mang nhiéu 16p dugc mot vai nha nghién ctru doc 1ap tim ra nhu: David

Rumelhart, James McCelland,.... P6 cling 1a cau tra 161 cho Minsky-Papert.

That khéng may, nhitng thanh céng ban dau nay khién cho con ngudi
nghi qué 1én vé kha ning cta cac mang noron. Chinh sy cuong diéu qua murc
d3 c6 nhitng tac dong khong tot dén su phat trién ciia khoa hoc va k¥ thuat thoi
bay gio khi ngudi ta lo so rang dd dén lic may moc c6 thé 1am moi viée cia
con ngudi. Nhitng lo lang nay khién ngudi ta bat dau phan dbi cac nghién ciru

vé mang neuron. Thoi ki tam lang nay kéo dai dén nam 1981,

Niam 1982 trong bai bao gui tdi vién khoa hoc qubc gia, John Hopfield
béng sy phan tich todn hoc rd rang, mach lac, 6ng da chi ra cach thirc cac mang
noron lam viéc va nhitng cong vi¢c ching cé thé thuc hién dugc. Céng hién
cua Hopfield khong chi ¢ gia tri cua nhitng nghién ctru khoa hoc ma con & su

thtic day tro lai cac nghién ctru vé mang neuron.

Ciing trong thoi gian nay, mQt hoi nghi véi sy tham gia cua Hoa Ky va
Nhat Ban ban vé viéc hop tac/canh tranh trong linh vuc mang noron da dugc
t6 chuc tai Kyoto, Nhat Ban. Sau hoi nghi, Nhat Ban da cong bd nhitng nd luc
cua ho trong viéc tao ra may tinh thé hé tha 5. Tiép nhan diéu do, cac tap chi
dinh ky ctia Hoa Ky bay to su lo léng rﬁng nudc nha c6 thé bi tut hau trong linh
vuc nay. Vi thé, ngay sau d6, Hoa Ky nhanh chong huy dong qui tai trg cho

cac nghién ctru va rng dung mang neuron.

Nam 1985, vién vat Iy Hoa Ky bat dau td chire cac cude hop hang nam

vé mang neuron tng dung trong tin hoc (Noron Networks for Computing).

Ngay nay, khong chi dimg lai & mic nghién ciru Iy thuyét, cac nghién
ctru Gmg dung mang noron dé giai quyét cac bai toan thuc té duoc dién ra &
khap moi noi. Cac (mg dung mang noron ra doi ngay cang nhiéu va ngay cang

hoan thién hon. Pién hinh 14 cic Gng dung: xur 1y ngdn ngir (Language
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Processing), nhan dang ki ty (Character Recognition), nhan dang tiéng noi
(Voice Recognition), nhan dang mau (Pattern Recognition), xt 1y tin hiéu
(Signal Processing), Loc dir li¢u (Data Filtering),.....

KHAI NIEM VE MANG NORON

1.4.1 Tim hiéu vé noron

1.4.1.1 Noron sinh hoc:

Qua qué trinh nghién ctru vé bd ndo, nguoi ta thiy rang: bd nio con
ngudi bao gdm khoang 10 noron tham gia vao khoang 10 két ndi trén cac
duong truyén. Mdi dudng truyén nay dai khoang hon mot mét. Cac noron co
nhiéu dic diém chung véi cac té bao khéac trong co thé, ngoai ra chiing con ¢o
nhirg kha ning ma cac té bao khac khong c6 duogc, d6 1a kha nang nhan, xir
1y va truyén cac tin hiéu dién hoa trén cic dudng mon noron, cac con duong
nay tao nén hé thong giao tiép cua bd nio.

Noron sinh hoc dugc cdu tao tir nhitng thanh phan chinh sau: Soma,

Dendrites, Axon nhu hinh 1.3.
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Happy together KheMG&iVui.Com

Synaptic knobs

Hinh 1.3 M6 hinh noron sinh hoc

Soma la than ctia noron .

Cac Dendrites 1a cac ddy manh, dai, gin lién véi soma, chiing truyén di
lidu ( dudi dang sung dién thé ) dén cho soma xir Iy. Bén trong soma céc dir
liéu d6 duoc tong hop lai.

Mot loai day dan tinh hiéu khac cling gin véi soma d6 1a cac axon. Khac
v6i dendrites, axon c6 kha ning phat cac xung dién thé, chung 14 cac ddy dan
tinh hiéu di tir noron dén cac noi khac. Chi khi nao dién thé trong soma vuot
qua mot gia tri ngudng nao d6 thi axon méi phat xung dién thé, con néu khong
thi n6 ¢ trang thai nghi.

Axon ndi voi cac Dendrites ciia mot noron khac qua mot méi ndi dic

biét goi 1a Synaptic knobs. Khi dién thé ciia synaptic knobs ting 1én do cac
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xung phat ra tir axon, thi synaptic knobs s& tao ra mot s6 chat hoa hoc ma cac
chét ndy s& mo ¢ ctra’ trén dendrites cho cac ions truyén qua. Chinh dong ions
nay lam thay doi dién thé tren dendrites, tao ra cac sung dit liéu lan truyén dén
cac noron khéc.

C6 thé tém tat hoat dong ctia mot noron nhu sau : noron 13y tong tat ca
céc dién thé vao ma né nhan duge, va phat ra m0t xung dién thé néu téng éy
16n hon médt ngudng nao d6. Cac noron ndi véi nhau béi cic synaptic knobs.
Synaptic knobs dugc goi 12 manh khi né cho phép truyén dan dé dang tin hiéu
qua cac noron khac. Nguoc lai, mot synaptic knobs yéu s& truyén dan tin hiéu
rat khé khan.

Céc synaptic knobs dong vai tro rat quan trong trong su hoc hoc tap.
Khi chiing ta hoc tép thi hoat dong ctia cac synaptic knobs tang cuong, tao nén
nhiéu lién két manh giira cac noron. Co thé nodi ngudi nao hoc gioi thi cang cé
nhiéu synaptic knobs va cac synaptic knobs 4y manh mé&, n6i cach khac thi lién
két giira cac noron cang nhiéu, cang nhay bén.

Dua trén nhitng hiéu biét vé noron sinh hoc, con ngudi xay dung noron
nhan tao vd&i hy vong tao nén mdt mo hinh c6 strc manh nhu b nio.

1.4.1.2 Noron nhan tao:

Noron nhén tao 13 mot don vi tinh toan c¢6 nhiéu dau vao va mot dau ra,
mdi dau vao dén tir mot lién két. Pic trung cua noron la mot ham kich hoat phi
tuyén tinh chuyén doi to hop tuyén tinh cua tat ca cac tinh hiéu dau vao thanh
tinh hiéu dau ra. Ham kich hoat nay dam bao tinh chét phi tuyén tinh cho tinh
toan cua mang noron.

Mot noron 1a mét don vi xtr Iy thong tin va 13 thanh phan co ban cia

mot mang noron.
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Pau vao Trong s0 lién két

Hinh 1.4 M6 hinh noron nhéan tao

Céc thanh phan co ban cia mot noron nhan tao bao gom:

¢ Tap cac dau vao: La céc tin hiéu vao (input signals) ciia noron, cac tin

hiéu nay thuong dugc dua vao dudi dang mot vector N chiéu.

¢ Tap cac lién két: Mdi lién két duoc thé hién bdi mot trong $6 (goi la
trong s6 lién két). Trong sd lién két gitra tin hiéu vao tha j véi noron k thuong
duoc ki hiéu 1a wij. Thong thuong, cac trong s6 ndy duoc khoi tao mot cach
ngéu nhién & thoi diém khoi tao mang va dugc cap nhat lién tuc trong qua trinh

hoc mang.

¢ Bo tong (Summing function): Thuong dung dé tinh téng cua tich cac

dau vao voi trong so lién két cua no.

¢ Nguong (con goi la mgt do 1éch - bias): Ngudng nay thuong dugc dua

vao nhu mot thanh ph?m cua ham kich hoat.

¢ Ham kich hoat (Transfer function) : Ham nay dugc dung dé gidi han
pham vi dau ra cia mdi noron. N6 nhan dau vao 1a két qua cua ham tong va

ngudng da cho. Thong thuong, pham vi dau ra cia moi noron dugc gioi han
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trong doan [0,1] hodc [-1, 1]. Cac ham kich hoat rat da dang, c6 thé 14 cac ham
tuyén tinh hoac phi tuyén. Viéc lya chon ham kich hoat nao 1a tuy thudc vao
ting bai toan va kinh nghiém ctia nguoi thiét ké mang.

¢ Pau ra: La tin hiéu du ra cia mot noron, véi mdi noron sé cé toi da

la mét dau ra.
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Bang 1.4.1 Mot s6 ham kich hoat co ban trong mang noron

Tén ham

Cong thuc

hardlim

a=0v6in<0

a=1vdéin>0

Hardlims (SGN)

a=-1véin<0

a=1vdéin>0

purelin a=n

Satlin a=0voin<0
a=nvoi0<n<l
a=1voin>1

satlins a=-1véin<0
a=nvoi0<n<l
a=1véin>1

tansig PUPRS L
a=———

1+e"

poslin a=0vdin<O0
a=nvoin=>0

compet a =1 v&i noron ¢ n 16n nhat
a = 0 vdi cac noron con lai

Logsig 1
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Mang noron nhan tao

Mang noron nhan tao, Artificial Noron Network (ANN) goi tit 13 mang
noron, noron network, 12 mdt mo hinh xtr 1y thong tin phdng theo cach thirc xtr
ly théng tin ctia cac hé noron sinh hoc. N6 duge tao 1én tir mot sd lugng 16m
cac phan tir (goi 1 phan tir xir Iy hay noron) két ndi véi nhau thong qua céc
lién két (goi 13 trong sd lién két) 1am viéc nhu mot thé thong nhat dé giai quyét
mot van dé cu thé nao do.

Mot mang noron nhan tao dugc cAu hinh cho mot ung dung cu thé (nhan
dang mau, phan loai dit li¢u, ...) thong qua mdt qué trinh hoc tir tap cac mau
huan luyén. V& ban chat hoc chinh 14 qua trinh hiéu chinh trong s lién két giita
cac noron.

La mot hé thdng bao gdm nhiéu phan tir xir Iy don gian, giéng nhu noron
than kinh cua ndo nguoi, hoat dong song song va dugc ndi véi nhau bdi cac

lién két noron. Mdi lién két kém theo mot trong s6 lién két.

Pauvaox1 .
‘ \

Pauray1
Pauvaox2
q ‘ d
Dauray2

NO-ron

Pauvaox3
s

Lién két Lién két
Hinh 1.5 M6 hinh don gian vé mét ANN
Mo hinh mot ANN trén gom 3 16p: 16p dau vao ( Input), 16p an ( Hidden)
16p dau ra ( Output). M&i nat trong 16p nhap nhan mot gia tri cua mat bién doc

1ap va chuyén véo 16p mang.
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PAC TRUNG VE MANG NORON
1.5.1 Tinh phi tuyén:

Mot noron c6 thé tinh toan mét cach tuyén tinh hay phi tuyén tinh. Mot
mang noron, cAu thanh béi su két ndi cac noron phi tuyén tinh thi tu nd sé€ co
tinh phi tuyén. Hon nita, diéu dic biét 1a tinh phi tuyén nay duoc phan tan trén
toan mang. Tinh phi tuyén 14 mot thudc tinh rat quan trong, nhét 1a khi cac co

ché vat ly sinh ra céc tin hi¢u dau vao (vi du tin hiéu tiéng no61) von 1a phi tuyén.

1.5.2 Tinh chat twong ing dau vao dau ra:

Maic du khai niém “hoc” hay “hudn luyén” chua dugc ban dén nhung dé
hiéu dugc mdi quan hé dau vao — dau ra cla mang noron, chung ta s¢ dé cap
SO qua vé khai niém nay. Mot mo hinh hoc phé bién duoc goi 1a hoc vé1 mot
ngudi day hay hoc c6 giam sat lién quan dén thay d6i cac trong s lién két cua
mang noron bang viéc ap dung mot tip hop cac mau tich liiy hay cac vi du tich
lity. Mdi mot vi du tich lily bao gdm mot tin hiéu dau vao va mot dau ra mong
mudn twong tmg. Mang noron nhan mét vi du ldy mot cach ngdu nhién tir tap
néi trén tai ddu vao cua nd, va cac trong s6 lién két cua mang duoc bién doi
sao cho c6 thé cuc tiéu hoa su sai khéc gifra dau ra mong mudn va dau ra thuc
su cia mang theo mot tidu chuan théng ké thich hop. Sy tich lily cia mang
duoc 1ap lai véi nhiéu vi du trong tap hop cho t&1 khi mang dat t61 mang trang
thai 6n dinh ma & d6 khong co6 mot sy thay doi dang ké ndo cua cac trong sd
lién két. Cac vi du tich litly dugc ap dung trude co thé duoc ap dung lai trong
thoi gian cua phién tich liily nhung theo mot thur ty khac. Nhu vady mang noron
hoc tir cac vi du bang cach xay dung nén mot twong tng dau vao-dau ra cho
van dé can giai quyét.

1.5.3 Tinh chit thich nghi.

Céac mang noron c6 mot kha nang méc dinh 1a bién doi céc trong so lién
két tuy theo sy thay ddi ctia moi truong xung quanh. Pédc bi¢t, mdt mang noron

d3 duoc tich lity dé hoat dong trong mot méi trudng xac dinh cé thé duoc tich
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lily lai mot cach dé dang khi c6 nhiing thay doi nhé cta cac diéu kién moi

truong hoat dong.

1.5.4 Tinh chét dwa ra 101 giai c6 bing chirng.

Trong ngit canh phan loai miu, mot mang noron c6 thé duoc thiét ké dé
dua ra thong tin khong chi vé mau duoc phan loai, ma con vé su tin cady cua
quyét dinh da dugc thuc hién. Thong tin nay co thé duoc st dung dé loai bo

cac mau mo ho hay nhap nhang.

1.5.5 Tinh chét chap nhén sai xét.

Mot mang noron, dugc cai dat duoi dang phﬁn cung, von c6 kha nang
chap nhan 13i, hay kha ning tinh toan thd, voi y nghia 1a tinh ning ctia n chi
thoai hoa khi c¢6 nhitng diéu kién hoat dong bat loi. Vi dy, néu mét noron hay
cac lién két két ndi ciia n6 bi hong, viéc nhan dang lai mot mau duoc luu trit sé

suy giam vé chat luong.

1.5.6 Kha nang cai dat VLSI (Very-large-scale-intergrated).

Ban chat song song d6 sd ctia mdt mang noron lam cho no rat nhanh
trong tinh toan dbi v6i mot sb cong viéc. Pac tinh nay cling tao ra cho mdt
mang noron kha nang phu hgp cho viéc cai dat sir dung k¥ thuat Very-large-
scale-intergrated (VLSI). K¥ thuat nay cho phép xay dung nhitng mach cung
tinh toan song song quy md 16n. Chinh vi vy ma uu diém ndi bat ctia VLSI 14
mang lai nhitng phuong tién hiru hiéu dé c6 thé xir Iy duwoc nhitng hanh vi co

do phuc tap cao.

1.5.7 Tinh chit dong dang trong phén tich va thiét ké.

Vé co ban, cic mang noron c6 tinh chat chung nhu 1a cac bd xir Iy thong

tin. Chung ta néu ra diéu nay vdi cung y nghia cho tat ca cac linh vuc ¢6 lién
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quan tdi viée ung dung mang noron. Pac tinh nay thé hién & mot s6 diém nhu

sau:

Céc noron, dudi dang nay hoac dang khac, biéu dién mot thanh phén

chung cho tat ca cadc mang noron.

Tinh théng nhét nay dem lai kha ning chia sé cac Iy thuyét va cac thuat

todn hoc trong nhiéu img dung khic nhau cia mang noron.

Céc mang t6 hop (modular) c6 thé duoc xay dung thong qua mot su tich

hop cac mo hinh khac nhau.

PHAN LOAI MANG NORON NHAN TAO
Mic dit mdi noron don 1é ¢6 thé thuc hién nhitng chirc nang xir 1y thong

tin nhat dinh, sttc manh cta tinh toan noron chu yéu c6 duge nho su két hop
cac noron trong mot kién trac théng nhat. Mot mang noron 12 mét mo hinh tinh
todn dugc xac dinh qua cac tham s6: kiéu noron (nhu 14 cac nut néu ta coi ca
mang noron 13 mét d6 thi), kién trac két ndi (su to chuc két ndi gitra cac noron)
va thuat toan hoc (thuat toan dung dé hoc cho mang).

Vé ban chat mot mang noron c6 chirc nang nhu 1a mot ham anh xa F:
X — Y, trong d6 X 1a khong gian trang thai dau vao (input state space) va Y 1a
khong gian trang thai dau ra (output state space) ciia mang. Cac mang chi don
gian 1a 1am nhiém vy anh xa céac vector dau vao x € X sang cac vector dau ra
y € Y thong qua “bo loc” cac trong sd. Tuc 13 y = F(x) = s(W, x), trong d6 W
1 ma tran trong s lién két. Hoat dong cua mang thudng 1a cac tinh toan sd
thuc trén cac ma tran.

1.6.1 Céc kiéu mé hinh mang noron

Céch thire két ndi cac noron trong mang xac dinh kién triic ctia mang.
Céc noron trong mang c6 thé két ndi day du co nghia 1a mdi noron déu dugc
két ndi vai tit ca cac noron khac, hodc két ndi cuc bod chéng han chi két ni
giita cac noron trong cac ting khac nhau. Nguoi ta chia ra hai loai kién triic

mang chinh:
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¢ Tu két hop (autoassociative): 1a mang c6 cac noron dau vao ciing 1a

cac noron dau ra. Mang Hopfield 1a mot kiéu mang tu két hop.

Palraly. i

output

Input

e

Hinh 1.6 Mang tu két hop

¢ Két hop khac kiéu (heteroassociative): 1a mang c6 tip noron dau vao
va dau ra riéng biét. Perceptron, cac mang Perceptron nhiéu ting (MLP: Multi
Layer Perceptron), mang Kohonen, ... thudc loai nay.

- 57(7

_ output
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Hinh 1.7 Mang két hop khac kiéu

Ngoai ra tiiy thudc vao mang cé cac két ndi nguoc (feedback connections) tir
cac noron dau ra téi cac noron dau vao hay khong, nguoi ta chia ra 1am 2 loai
kién triic mang;

¢ Kién trtc truyén thang (feedforward architechture): 1a kiéu kién tréic
mang khong c6 cac két ndi nguoc trd lai tir cac noron dau ra vé cac noron dau
vao; mang khong luu lai cic gia tri output trude va cac trang thai kich hoat ciia
noron. Cac mang noron truyén thang cho phép tin hi¢u di chuyén theo mot
duong duy nhét; tir dau vao téi dau ra, dau ra ciia mot tang bat ki sé khong anh

huong t6i ting d6. Cac mang kiéu Perceptron 1a mang truyén thang.
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Hinh 1.8 Mang truyén thiang

¢ Kién truc phan hoi (Feedback architecture): 1a ki€u kién tric mang co
cac két no1 tr noron dau ra t61 noron dau vao. Mang luu lai cac trang thai trude
do6, va trang thai ti€p theo khong chi phu thudc vao céc tin hi¢u dau vao ma con

phu thudc vao céc trang thai trude do cia mang. Mang Hopfield thude loai nay.

Noronvao  Noron an No'ron ra
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O >

Hinh 1.9 Mang phan hbi

1.6.2 Perceptron
Perceptron 1a mang noron don gian nhét, no6 chi gém mot noron, nhan
dau vao 13 vector c6 cac thanh phéan 13 cac sb thuc va dau ra 1a mot trong hai

gia tri +1 hodc -1.
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Hinh 1.10 Perceptron

Pau ra ciia mang duoc xac dinh nhu sau: mang l1ay tong co trong s6 cac
thanh phan cua vector dau vao, két qua nay cing ngudng b dugc dua vao ham
truyén (Perceptron dung ham Hard-limit 1am ham truyén) va két qua cia ham
truyén sé 1a dau ra cia mang.

Perceptron cho phép phan loai chinh xé4c trong truong hop dir liéu cod
thé phan chia tuyén tinh (cic maiu nam trén hai mat d6i dién ciia mot siéu
phang). N6 ciing phan loai dung dau ra cic ham AND, OR va cac ham c6 dang
dung khi n trong m dau vao cta né dung (n < m). N6 khong thé phan loai duoc

dau ra ctia ham XOR.

1.6.3 Mang nhiéu tiang truyén thang (MLP):

MO hinh mang noron dugc str dung rong rai nhét 1a moé hinh mang nhiéu
tang truyén thang (MLP: Multi Layer Perceptron). Mot mang MLP tong quat
14 mang c6 n (n>2) ting (thong thudng ting dau vao khong duoc tinh dén):

trong d6 gdm maot tang dau ra (tang thir n) va (n-1) tang an.
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Hinh 1.11 Mang MLP tong quat

Kién triic ciia mot mang MLP tong quat c6 thé mo ta nhu sau:

¢ Dau vao 1a cac vector (x1, x2, ..., xp) trong khong gian p chiéu, dau ra
1a cac vector (y1, y2, ..., yq) trong khong gian q chiéu. Pdi voi céc bai toan
phan loai, p chinh 14 kich thudc cia mau dau vao, q chinh 13 sé 16p can phan
loai. Xét vi du trong bai toan nhan dang chir s6: voi mdi mau ta luu toa do (x,y)
ctia 8 diém trén chi sd d6, va nhiém vu cia mang la phan loai cac mau nay vao
mot trong 10 16p tuong tmg véi 10 chit s6 0, 1, ..., 9. Khi d6 p 1a kich thudc
mAu va bang 8 x 2 = 16; q 1a s6 16p va bang 10.

¢ M&i noron thudc ting sau lién két v4i tat ca cac noron thudc tang lién
trugce no.

¢ Dau ra cua noron tang trude la dau vao cua noron thude tang lién sau

Hoat dong cia mang MLP nhu sau: tai téng dau vao cc noron nhan tin
hiéu vao xir Iy (tinh tong trong s6, guri toi ham truyén) roi cho ra két qua (1a két
qua cta ham truyén); két qua nay s& duoc truyén t6i cac noron thudc tang an
thir nhat; cac noron tai dy tiép nhan nhu 14 tin hiéu dau vao, xir Iy va gui két
qua dén ting an thtr 2;...; qua trinh tiép tuc cho dén khi cac noron thudc ting
ra cho két qua.

Mot s6 két qua da dugc ching minh:

¢ Bat ki mot ham Boolean nao ciing c6 thé biéu dién duoc boi mot mang

MLP 2 tang trong d6 cac noron str dung ham truyén sigmoid.
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¢ Tat ca cac ham lién tuc déu co6 thé xap xi béi mot mang MLP 2 ting
st dung ham truyén sigmoid cho cac noron tdng 4n va ham truyén tuyén tinh
cho cac noron tang ra véi sai s6 nho tuy ¥.

¢ Moi ham bét ky déu c6 thé xap xi boi mot mang MLP 3 ting sir dung
ham truyén sigmoid cho cic noron ting 4n va ham truyén tuyén tinh cho céac

noron tang ra.

1.7 XAY DUNG MANG NORON
Vé co ban ta ¢6 thé hiéu mang noron la mat dd thi co hudng nhu hinh
1.12. Trong do6 cac dinh cua dd thi 1a cac noron va cac canh cua dd thi 1a céac

lién két gitra cac noron.

Hinh 1.12 So d6 d6 thi c6 hudng don gian
Vi vay dé xay dung mdt mang noron ta xay dung mot dd thi ¢ hudng:

s0 dinh cua do6 thi bang s6 noron trong mang, gia tri cuia cac canh chinh la trong

sO lién két noron.

1.8 HUAN LUYEN MANG NORON
Hoc 1a qué trinh thay d6i hanh vi cta cic vat theo mot cach nao d6 1am

cho ching c6 thé thyc hién tét hon trong tuong lai.
Mot mang noron duoc huyan luyén sao cho véi mét tap cac vector dau

vao X, mang c6 kha nang tao ra tap cac vector dau ra mong mudn Y cua no.
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Tap X duogc st dung cho hudn luyén mang dugc goi 14 tap huan luyén (training
set). Cac phan ttr x thudc X duoc goi 1a cac mau huin luyén (training example).
Quaé trinh huin luyén ban chit 1a su thay ddi cac trong sb lién két cua mang.
Trong qué trinh nay, cic trong sé ciia mang s& hoi tu dan téi cac gia tri sao cho
v6i mdi vector dau vao x tir tip huan luyén, mang sé& cho ra vector dau ra y nhu
mong mudn

C6 ba phuong phap hoc phd bién 14 hoc c6 giam sat , hoc khong giam
sat va hoc tang cuong.

1.8.1 Hoc c6 giam sat

La qua trinh hoc c6 su tham gia giam sat cia mot “thay gido”. Ciing
giéng nhu viéc ta day mot em nhé cac chir cai. Ta dua ra mdt chir “a” va bao
v61 em do ré“lng day la chir “a”. Viéc nay dugc thyc hién trén tAt ca cac mau chir
cai. Sau d6 khi kiém tra ta s& dua ra mot chir cai bat ki (c6 thé viét hoi khac di)
va héi em do day la chir gi?

V&1 hoc c6 gidm sat, tap mau huin luyén dugc cho dudi dang

D={(x,t) | (x,t) € [IRNX RK]} trong do6: x = (Xl, Xy oo XN) la vector dac
trung N chiéu cia mau hudn luyén va t = (t NI tK) la vector muc tiéu K

chiéu tuong g, nhi€ém vu cua thuat toan la phai thiét 1ap dugc mdt cach tinh
toan trén mang nhu thé nao d6 dé sao cho véi mdi vector dic trung dau vao thi
sai sO gitra gia tri du ra thuc sy cta mang va gia tr1 muc ti€u tuong ing la nho
nhat. Chiang han mang c6 thé hoc dé xdp xi mot ham t = f(x) biéu dién mdi
quan hé trén tdp cac mau huan luyén (x, t).

Nhu vay véi hoc cé giam sat, sb 16p can phan loai da duoc biét trude.
Nhi¢m vu cua thuat toan 1a phai xac dinh dugc mdt cach thurc phan 16p sao cho

v&i moi vector dau vao s€ dugce phan loai chinh xac vao 16p cua nd.

1.8.2 Hogc khong giam sat

La viéc hoc khong can c6 bat ky mdt sy giam sat nao.
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Trong bai toan hoc khong gidm sat, tap dir liéu huin luyén dugc cho
dudi dang: D = {(x1, X2, ..., XN)}, VO1 (X1, X2, ..., XN), 12 vector ddc trung cua
mau huin luyén. Nhiém vu cua thuat toan 1a phai phan chia tap dit li¢u D thanh
cac nhom con, mdi nhom chira cac vector dau vao cé dic trung gidng nhau.

Nhu vay vt hoe khong giam sat, s6 16p phan loai chua dugc biét trude,
va tiry theo tiéu chudn danh gia do tuong ty giita cAc mau ma ta ¢ thé co cac

16p phan loai khac nhau.

1.8.3 Hoc tang cudng

La sy to hop cua ca hai m6 hinh trén. Phuong phap nay cu thé nhu sau:
v6i vector dau vao, quan sat vector dau ra do mang tinh dugc. Néu két qua
duge xem 13 “tot” thi mang s& duoc thudng theo nghia ting céc trong so két
ndi 1én; nguoc lai mang s& bi phat, cac trong s6 két ndi khong thich hop s&
dugce giam xubéng. Do d6 hoc ting cudng 1a hoc theo nha phé binh (critic),

nguoc voi hoc ¢6 giam sat 1a hoc theo thiy gido (teacher).

19 BIEUDIEN TRITHUC CHO MANGNORON
Do cau trac mdt mang noron la vo cung da dang, nén dé cé theé biéu dién

tri thire mot cach c6 hiéu qua, nguoi ta dwa ra bon quy tic chung sau:

Quy tdc I: Cac dau vao tuong tu cac 10p twong tw can phai ludn tao ra
nhiing biéu dién tuong tu trong mang, va nhu vdy nén duoc phan 16p thudc
vé cung loai. Trong tiéu chuan ndy, nguoi ta thuong str dung mot sd thude
do dé xac dinh d6 “twong ty” giita cac dau vao (vi du khoang cach euclide).

Quy tdc 2: Cac phan tir ma c6 thé phan ra thanh cac 16p riéng biét thi
nén co6 nhitng biéu dién khac nhau déng ké trong mang.

Quy tic 3: Néu mot dic trung nao d6 dic biét quan trong thi nén c6 mot
sO lwgng 16n noron lién quan dén viéc biéu dién dic trung nay trong mang.
S6 lugng 16m cac noron bao dam mirc d6 chinh xac cao trong viée thyc hién

cac quyét dinh va nang cao kha nang chiu dung cac noron hong.
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Quy tdc 4: Thong tin ban dau va cac tinh chat bat bién nén duoc dua vao
trong thiét ké ban diu ctia mang neural, va nhu vy sé giam b6t ganh ning
cho qué trinh hoc. Quy tic 4 dic biét quan trong vi néu ching ta ap dung
n6é mot cach thich hop sé dan dén kha nang tao ra cac mang noron v&i mot
kién trac chuyén biét. Diéu nay thuc sy duoc quan tim do mot sé nguyén
nhan sau:

1. Cac mang noron thi giac va thinh giac sinh hoc dugc biét 1a rat
chuyén biét.

2. Mot mang noron véi clu tric chuyén biét thuong cé6 mot )
luong nho cac tham sé tir do phu hop cho viéc chinh Iy hon 1a
mot mang két ndi day di. Nhu vy mang noron chuyén biét can
mot tap hop dit liéu nhé hon cho viéc tich liiy; n6 hoc s€ nhanh
hon, va thudng c6 kha ning tong quat hoa tot hon.

3. Tbc d6 chuyén thong tin qua mot mang chuyén biét 1a nhanh hon.

4. Gia cuia viéc xay dung mot mang chuyén biét s€ nho hon do kich

thudc nho cua no6 so voi mang két ndi day du.

1.10 UNG DUNG CUA MANG NORON .
Mang noron trong mdt vai nam tr¢ lai day da dugc nhiéu ngudi quan

tam va d3 ap dung thanh cong trong nhiéu linh vuc khac nhau, nhu tai chinh, y
té, dia chat, vat Iy. That vay, bat cr ¢ dau cd van dé vé du bao, phan loai va
diéu khién, mang noron dé c6 thé ung dung duoc. Vi du nhu kha nang nhén
dang mit ngudi trong cac hé thong quan 1y thong tin lién quan dén con ngudi
(quan ly nhan sy & cac cong sé, doanh nghiép; quan ly hoc sinh, sinh vién trong
cac truong trung hoc, dai hoc, cao déng. ..); cac nganh khoa hoc hinh sy, t01
pham; khoa hoc tudng sé, i vi...

Két hop chat ché vdi logic md, mang noron nhan tao da tao nén cudc
cach mang thyc sy trong viéc thong minh héa va van ning hoa cac bo didu
khién k¥ thuat cao cho ca hién nay va trong twong lai. Vi du nhu tng dung tu

dong diéu khién hé thdng 14i tau, hé théng du bao su co,...
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1.11 TONG QUAN VE GIAI THUAT DI TRUYEN
1.11.1 Lich si¢ phdt trién ciia Gidi thudt di truyén

Giai thuat di truyén (GAs) la mét trong nhitng mé hinh tinh toan phd
bién va thanh cong nhat trong linh vuc tinh toan thong minh. Cling véi cac k§
thudt tinh todn thong minh khac nhu tinh todn mo (fuzzy computing), mang
No-ron (neural networks), hé da tac tir (multiagent systems), tri tué bay dan
(swarm intelligence), giai thuat di truyén ngay cang phat trién, dugc ap dung
rong rai trong cac linh vuc cua cudc séng. C6 thé noi, GAs da bude dau duge
ap dung thanh cong trong cac truong hop, ma viéc mo ta toan hoc cho bai toan
gip rat nhiéu kho khan.

Vi du: Cac hé thong phirc hop (complex systems) véi cac ham muc tiéu
an va cac moi rang budc phuc tap, cac bai toan thiét ké v6i cac ham muc tiéu
qua phirc tap khong tuyén tinh, hay cac bai toan lap ké hoach/lap lich véi khong
gian tim kiém NP-kho (NP-hard).

o Khdai niém:

Giai thuat di truyén (hay giai thuat tién hoéa ndi chung) 1a mot trong
nhirng phat trién quan trong ctia nhitng nha nghién ctru vé tinh toan tmg dung
cudi thé ky trude trong viée giai xap xi cac bai toan toi wu toan cuc. Viéc khai
thac nguyén 1y tién hoa nhu 13 mot dinh hudng heuristics da giup cho giai thuat
di truyén giai quyét hiéu qua cac bai toan t6i wu (véi cac 1i giai chap nhan
duoc) ma khong can sir dung cac diéu kién truyén thong (lién tuc hay kha vi)
nhu 13 diéu kién tién quyét. Mot trong nhitng dic tinh quan trong cta giai thuat
di truyén 1a 1am viéc theo quan thé cac giai phap. Viéc tim kiém bay gio duoc
thuc hién song song song trén nhiéu diém (multipoints).

Tuy nhién, diy khong phai 13 13 thuat toan tim kiém da diém don thuan
vi cac diém co twong tac v6i nhau theo nguyén li tién hoa tu nhién. Trong ngit
canh sir dung giai thuat di truyén, nguoi ta co thé dung khai niém “ca thé”
tuong duong voi khai niém “gidi phap”. Cac budc co ban cua giai thuat di

truyén dugc mo ta nhu sau:
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« Budc 1: t=0; Khoi tao P(t) = {x_1,x 2,....x_n}, v6i N l1a tong sb
lwong ca thé.

* Budc 2: Tinh gia tri cac ham muc tiéu cho P(t).

« Bu6c 3: Tao bé lai ghép MP = se{P(t)} v&i se 1a toan tir lya chon.

* Buodc 4: Xac dinh P’(t) = cr{MP}, vdi cr 1a toan tur lai ghép.

« Bude 5: Xac dinh P”(t) = mu{P’(t)}, v6i mu 1a toan tir dot bién.

* Budc 6: Tinh gia tri cdc ham muc tiéu cho P”’(t)

* Budc 7: Xac dinh P(t+1) = P”(t) va dat t = t+1

« Bué6c 8: Quay lai Buéde 3, néu diéu kién dirng chua thoa mén.

- Biéu dién giai phép:

Pay 1a mot trong nhitng cong viéc quan trong trong thiét ké giai thuat
di truyén, quyét dinh viéc ap dung cac toan tir tién hoa. Mot trong nhitng biéu
dién truyén thong ctia GAs la biéu dién nhi phan. Véi phép biéu dién nay, giai
phap cho mét bai toan dugc biéu dién nhu 1a mot vector bit, con goi 1a nhiém
sdc thé. Mdi nhidm séc thé bao g6m nhiéu gen, trong d6 mdt gen dai dién cho
mot tham s thanh phan ciia giai phap. Mot kiéu biéu dién khac cling thuong
ding 12 biéu dién s6 thuc. Vi phép biéu dién nay, cac toan tir tién hoa sé& thuc
hién tryuc tiép trén cac gia tri sd thuc (genes).

- Lya chon: Viéc lya chon céc c4 thé duoc thuc hién khi can mot sb ca
thé dé thuc hién sinh san ra thé hé sau. Mdi ca thé c6 mot gia tri thich nghi
(fitness). Gid tri nay duoc dung dé quyét dinh xem lua chon cé thé ndo. Mot s6
phuong phap lira chon thuong ding bao gom:

+ Roulette wheel: Dua trén xac suét (ty 18 thuan véi gia tri ham thich
nghi) dé Iya chon ca thé.

+ Giao d4u (nhi phan): Chi dinh ngdu nhién 2 cé thé, sau d6 chon ca
thé t6t hon trong hai ca thé do.

- Lai ghép: Toan tir lai ghép duoc ap dung nham sinh ra cac ca thé con
m&i tir cac ca thé cha me, thira hudng cac dic tinh tot tir cha me. Trong ngit
canh tim kiém thi toan tir lai ghép thuc hién tim kiém xung quanh khu vuc cta

cac giai phap biéu dién bdi céc ca thé cha me.
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- Dot bién: Tuong tu nhu lai ghép, dot bién cling 1a todn tir m6 phong
hién tugng dot bién trong sinh hoc. Két qua cua dot bién thuong sinh ra cac ca
thé méi khac biét so vi cé thé cha me. Trong ngit canh tim kiém, toan tir dot
bién nham dua qué trinh tim kiém ra khoi khu vuc cuc bo.

1.11.2  Nhiém sic thé

Céc GAs ciing nhu cac thuat toan tién hoa khac hinh thanh dya trén quan
niém cho rang qua trinh tién hoa tw nhién 1a qua trinh hop 1y, hoan hao. T né
da mang tinh t6i wu. Quan diém trén nhu mot tién dé, khong chirmg minh, nhung
phu hop véi thyc té khach quan.

Muc tiéu nghién ctru ciia GAs c6 thé duoc khai quat nhu sau: Triru
tugng hoa va mé phong qua trinh thich nghi trong hé théng ty nhién. Thiét ké
phan mém, chuong trinh mé phong, nham duy tri cac co ché quan trong cua hé
théng tu nhién. Giai thuét di truyén st dung mot s6 thuat ngit ciia nganh di
truyén hoc nhu: nhiém sac thé, quan thé (Population), Gen.... Nhiém sic thé
duoc tao thanh tir cac Gen (dugc biéu dién cua mot chudi tuyén tinh). Mdi Gen
mang mot s6 dic trung va co vi tri nhat dinh trong nhiém sic thé. Mdi nhiém
sac thé s& biéu dién mot 101 giai ctia bai toan.

Céc toan tir di truyén, Toan tir sinh san gom hai qua trinh:

Qua trinh sinh san (phép tai sinh), qua trinh chon loc (phép chon). Phép
tai sinh 14 qua trinh cac nhidm sic thé dugc sao chép trén co sé do thich nghi.
D6 thich nghi 13 mot ham duoc gan gia tri thuc, twong tng véi moi nhiém sdc
thé trong quan thé. Qua trinh nay, dwoc md ta nhu sau:

Xéc dinh d6 thich nghi cua tirng nhiém sic thé trong quan thé ¢ thé hé
thir t, 1ap bang cong don cac gia trj thich nghi (theo thir tw gan cho ting nhiém
sac thé). Gia sir, quan thé co n ca thé. Goi do thich nghi ctia nhiém sac thé i

tuwong (rng 12 fi tong cong don thu i 1a fti duoc xac dinh boi:

-2
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Goi Fn 12 téng do thich nghi ciia toan quan thé. Chon mot sb ngiu nhién
f trong khoang tir 0 toi Fn. Chon c4 thé thir k dau tién thoa man > ftk dua vao
quan thé méi.

+ Phép chon: 1a qua trinh loai bo cac nhiém sic thé kém thich nghi trong
quan thé. Qua4 trinh nay duoc mo ta nhu sau:

- Sap xép quan thé theo thir ty muc do thich nghi giam dan.

- Loai bo cac nhiém séc thé & cubi day. Gitr lai n ca thé tot nhat

Toan tir ghép chéo: Ghép chéo 1a qua trinh tao nhiém sic thé méi trén
co s& cac nhidm sic thé cha-me bing cich ghép mot doan trén nhidm sic thé
cha-me vé6i nhau. Toan tir ghép chéo dugce gan v4i mot xac suét p c.

Qua trinh dugc mo ta nhu sau:

Chon ngau nhién mot cap nhiém sic thé (cha-me) trong quan thé. Gia
stt, nhiém sic thé cha-me co cung do dai m. Tao mdt sb ngéu nhién trong
khoang tir 1 t&i m-1 (goi 1a diém ghép chéo).

Piém ghép chéo chia nhiém sac thé cha-me thanh hai chudi con c6 do
dai m1, m2. Hai chudi con méi dugc tao thanh la: m11+ m22 va m21+m12.

Pua hai nhiém sic thé méi vao quan thé.

Toan tir dot bién: Dot bién 1a hién tuong nhiém sic thé con mang maot
s6 dic tinh khong c6 trong ma di truyén cta cha-me.

« Chon ngau nhién mot nhiém sic thé trong quan thé;

« Tao mot s6 ngdu nhién k trong khoang tir 1 téi m,1 <k <m;

« Thay dbi bit thir k. Pua nhiém sic thé nay vao quan thé dé tham gia
qua trinh tién hoa & thé hé tiép theo.

1.11.3 Co sé todn hoc ciia gidi thudt di truyén

Co so 1y thuyét cua giai thuat di truyén dya trén biéu dién chudi nhi
phan va Iy thuyét so d6. Mot so do 1a mot chudi, c¢6 chiéu dai bang chudi nhiém
sac thé. Cac thanh phan ctia né c6 thé nhan mot trong cac gia tri trong tap ky
tu biéu dién Gen hodc mot ky tu dai dién “*”.

So d6 biéu dién khong gian con trong khong gian tim kiém. Khong gian

con nay la tap tat ca cac chudi trong khong gian tim kiém ma véi moi vi tri
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trong chudi, gia tri cia Gen trung voi gid tri clia so dd; ki tu dai dién “*” 6 thé
trung khép véi bat ky ky tu biéu dién nao.

S0 dd (* 101 0) s& khép v6i 2 chudi: (11010)va(01010).

Nhu vay, so d6 (1 1 01 0) va (010 1 0) chi khép voi chudi chinh né,
con so dd (* * ** *) khép véi tat ca cac so d6 ¢ do dai 1a 5.

33 32}

Véi so d6 cu thé co tuong tmg 2r chudi, r: 1a s ky tu dai dién “*” ¢
trong so d6; nguoc lai, mot chudi ¢ chidu dai m s& khdp voi 2m so dd.

Mot chudi c¢6 chiéu dai m, s& ¢ tdi da 3m so dd. Trong mot quan thé
dan sb kich thudc n, c6 thé co twong tmg tir 2m dén nx2m so d6 khac nhau.

Thudc tinh cua so dd:

Céc so d6 khac nhau c6 dic trung khac nhau. Cac dic trung nay thé
hién qua hai thudc tinh quan trong: bac va chiéu dai xac dinh.

Bac ctia so d6 S (ky hiéu o(S)) 1a téng s6 vi tri 0, 1 c¢6 trong so d6. Pay
14 cac vi tri ¢6 dinh (khong phai vi tri ctia cac ky tu dai dién) trong so dd. Bac
c6 thé x4c dinh bang cach 1y chiéu dai cua chudi trir di s6 ky tu dai dién.

TrongsodoS=(**10*1*)cobaco(S)=7-4=3;

Chiéu dai x4c dinh cta so d6 S (ky hiéu 13 8(S)) 1a khoang céach giita 2
vi tri ¢6 dinh & dau va cubi. Chiéu dai ctia so d6 xac dinh do nén thong tin chira
trong so d6 d6. Trong vi du trén §(S)= 6-3 =3. Nhu vay, néu so d6 chi c6 mot
vi tri ¢b dinh thi chiéu dai x4c dinh cta so dd sé& bang 0.

Chiéu dai ctia so do gitp ta tinh x4c suét ton tai cta so do do anh huong
cua ghép chéo.

Pic diém hoi tu cta giai thuat di truyén khi ap dung giai thuat GAs cho
cac van dé thyc té thudng rat kho khan.

Ly do:

« Cach biéu dién nhiém sic thé c6 thé tao ra khong tim kiém khac véi
khong gian thuc ctia bai todn;

« S6 budc lap, khi cai dit thuong khong xac dinh trude;

« Kich thuéc quan thé thuong co gidi han.

Trong mot sd trudng hop, GAs khong thé tim duoc 10i giai toi wu. Ly

do, GAs hoi tu sdm vé 101 giai to1 uu cuc bo. Hoi tyu som 1a van dé cua giai
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thuat di truyén cling nhu cac giai thuat toi wu khac. Néu hoi tu xdy ra qua nhanh
thi cac thong tin dang tin cdy dang phat trién trong quan thé thudng bi bo qua.
Nguyén nhan cta sy hoi ty sém lién quan téi hai van dé:

* Quy mé va loai sai s6 do co ché tao mau;

« Ban chét ciia ham muc tiéu

Co ché tao mau: C6 hai van dé quan trong trong tién trinh tién ho4 cta
giai thuat di truyén 1a:

+ Tinh da dang cta quan thé va ap luc chon loc. Hai yéu t6 nay lién
quan mat thiét voi nhau: khi ting ap luc chon loc thi tinh da dang cua quan thé
s€ giam va nguoc lai. Noi cach khac, ap luc hdi tu manh s€ dan t6i sy hoi tu
som cua giai thuat. Nhung néu ap luc chon loc yéu c6 thé lam cho tim kiém
thanh v hiéu. Nhu vay, can thoa hiép hai van dé. Hién nay, cac phuong phap
dua ra déu c6 khuynh huéng dé dat téi muc dich nay.

Nam 1975 DeJong da xem xét mot s6 bién thé cua chon loc don gian
béng cach dua ra: mo hinh phat trién wu tG, mo hinh gia tri mong doi va mo
hinh nhan t6 tap trung.

Nam 1981 Brindle xem xét mot s6 bién thé khac nhu: tao mau tat dinh,
tao mau hon loan, tao mau hon loan phén du khong thay thé, dau tranh hdn
loan, tao mau hon loan phﬁn du c6 thay thé.

Nim 1987 Baker nghién ctru phuong phap tao mau khong gian hon loan.
Phuong phap nay ding cach “quay” banh xe dinh ty 1¢ trudc dé thuc hién chon
loc. Banh xe nay dugc thiét ké theo chuén, quay véi sé khoang chia déu theo

kich thuéc quan thé.
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Hinh 1.13 Béanh xe Banker
Nguoi ta thue hién viée sinh san bang cach quay banh xe Roulette vi
s6 1an bang s6 nhiém sac thé trén banh xe Roulette. Pdi v4i bai toan nay sb 1an
quay banh xe Roulette 1 4. Nhiém sac thé 1 c¢6 gia tri thich nghi 1a 169, twong
tmg 14,4 % tong d6 thich nghi. Nhu vay, nhiém sic thé 1 chiém 14.4% trén
banh xe Roulette. Mdi lan quay nhiém sac thé 1 s& chiém khe voi gia tri 0,144.

Khi yéu ciu sinh ra 1 thé hé méi, mot vong quay ciia banh xe Roulette
dugc danh trong s6 phil hop sé chon ra mot ca thé dé sinh san. Bang cach nay,
nhirng nhiém sic thé c¢6 do thich nghi cao s€ c6 co hdi dugc chon 16n. Nhu vay,
s& ¢6 1 s6 lugng con chau 16n trong cac thé hé ké tiép.

Ham muc tiéu:

Cu sau mdi thé hé duge hinh thanh, ching ta can tinh lai d6 thich nghi
cho timg ca thé dé chuan bi cho mot thé hé méi. Do s6 luong cac ca thé ting
1én, do thich nghi giita cac ca thé khong co sy chéch 1éch dang ke.

Do d6, cac ca thé c6 do thich nghi cao chua han chiém uu thé trong thé
hé tiép theo.

Vi vdy, can an dinh ty 18 d6i v6i ham thich nghi nham tang kha ning
cho cac nhiém sic thé dat do thich nghi cao. C6 2 co ché dinh ty 18 nhu sau:

1) Dinh ty 1é tuyén tinh: D¢ thich nghi dwoc xdc dinh theo cdng thrc:
/
fi =axf, +b



39

Can chon cac tham sb a, b sao cho do thich nghi trung binh dugc anh
xa vao chinh né. Ting d6 thich nghi t6t nhit bing cach nhan né véi do thich
nghi trung binh. Co ché ndy c6 thé tao ra cac gia tri 4m can xur 1y riéng. Ngoai
ra, cac tham s6 a, b thudng gin véi doi sdng quan thé va khong phu thude vao
bai toan.

2) Phép cdt Sigma:

Phuong phép nay dugc thiét ké vira dé cai tién phuwong phéap dinh ty 16

tuyén tinh vira dé xtr 1y cac gia tri am, vira két hop thong tin ma bai toan phu

thuoc. O ddy, d6 thich nghi méi duoc tinh theo cong thic:

fi=fi +(f=cx0)

Trong d6 ¢ 1a mot sb nguyén nho (thudng 1ay gia tri tir 1 ti 5); o 1a 46

léch chuan cua quan thé. Voi gia tri am thi ' duoc thiét 1ap bang 0.

1.12 TIM HIEU VE GIAI THUAT DI TRUYEN

Giai thuat di truyén (GAs) trong linh vuc tin hoc 13 mét trong nhiing
giai thudt thi vi, bai vi n6 mé phong quy luat dau tranh sinh t6n cta tuw nhién
va ciing 1a mot giai thuat vo ciing hiéu qua dbi véi cac bai toan ti vu.

Giai thuat di truyén la mét k¥ thuat cua khoa hoc may tinh, nham tim
kiém giai phép thich hop cho cac bai toan téi wu t6 hop. Giai thuat di truyén 1a
mot phan nganh cta giai thuat tién hoa van dung cac nguyén 1y cua tién hoa
nhu di truyén, dot bién, chon loc tu nhién va trao d6i chéo.

Giai thuat di truyén cling nhu cac thuat toan tién hod, déu duoc hinh
thanh dya trén mot quan ni¢m dugc coi 1a mat tién dé phu hop véi1 thuc té
khach quan. D6 1a quan niém "Qud4 trinh tién hoa tu nhién 1a qua trinh hoan
hao nhat, hop 1y nhét va ty n6 da mang tinh t6i wu". Qua trinh tién hod thé hién
tinh t6i uu & chd thé hé sau bao gio ciing tot hon thé hé trudc. Ngay nay, giai
thuat di truyén duoc ding phd bién trong mot sé nganh nhu tin sinh hoc, khoa

hoc may tinh, tri tu¢ nhan tao, tai chinh va mét ) nganh khéc.
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e Ddc trung ciia gidi thudt di truyén

Giai thuat di truyén 1a k¥ thuat chung, gitip giai quyét van dé bang cach
mo phong sur tién hoa cia con ngudi hay cia sinh vat néi chung (dua trén thuyét
tién hoa muon loai ctia Darwin), trong diéu kién quy dinh sin ctia méi truong.
Muc tiéu cua Giai thuat di truyén khong nhim dwa ra 101 giai chinh x4c toi vu
ma 13 dua ra 101 giai twong dbi toi wu. Mot ca thé trong Giai thuat di truyén sé
biéu dién mot giai phap cia bai toan.

Tuy nhién, khong giéng v6i trong ti nhién 1a mot ca thé ¢ nhiéu nhiém
sdc thé (NST) ma dé gi6i han trong GAs, ta quan niém mot c4 thé c6 mot NST.
Do d6, khai niém ca thé va NST trong GAs coi nhu 13 twong duong. Mot NST
duoc tao thanh tir nhiéu Gen, mdi Gen c¢6 thé co céc gia tr1 khac nhau dé quy
dinh mét tinh trang nao d6. Trong GAs, mot Gen dugc coi nhu mat phé”m tor
trong chudi NST. Mot tap hop cic ca thé co cung mot sé dic diém nao diy
dugc goi 1a quan thé. Trong thuat giai di truyén, ta quan niém quan thé 1a mot

tap cac 101 giai cua mdt bai toan.
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CHUONG 2:UNG DUNG MANG NORON TRONG BAO MAT

2.1 PINH NGHIA VE NEURAL CRYPTOGRAPHY

Mang noron dugc biét dén véi kha ning tim kiém nhirng giai phap giai
quyét cho mot van dé nhat dinh. Tinh ning nay dugc sir dung rong rai trong
cac ung dung thudc linh vuc mat ma hoc. Song song d6, mang noron cling cung
cAp mot tinh ning tiép can mdi dé nham tin coéng cac thuat toan ma hoa dua
trén nguyén tdc moi chuc nang déu c6 thé duoc tao boi mot mang noron nhét
dinh, day la cong cu manh mé da dugc ching minh 1a co thé st dung dé tim
ham ngugc cua bat ky thuat toan méat ma hoc.

Nhitng y tuong vé viéc hd tro hoc luat, tu hoc va cac hanh vi ngau nhién
cua mang noron hodc céc thuit todn tuong ty co thé duoc st dung cho céach
khia canh khac nhau cia mat ma hoc, nhu ma hoa khoa cong khai, giai quyét
van dé phan phdi khoa bang cach str dung mang noron dong bd héa 14n nhau,
bam hoic hé s6 gia ngau nhién.

Hai céi tén dugc str dung dé thiét ké trong linh vuc nghién ctru nay 14
Neuro-Cryptography va Neural Cryptography.

Phuong phép nay duoc biét dén 1an dau tién 1a tir nam 1995.

2.2 CAC NGHIEN CUU NEURAL CRYPTOGRAPHY

Nam 1995, Sebastien Dourlens ap dung mang noron cryptanalyze DES
bang cach cho phép cac mang ty hoc dé 1am thé nao dé co thé dao nguoc bang
S cua DES. Thtr nghiém cho thiy khoang 50% céc bit quan trong c6 thé duoc
tim thdy, cho phép hoan thanh viéc tim dugc khoa trong mot thoi gian ngan.
Ung dung phéan ctng vé6i nhiéu bo diéu khién da duoc dé xuat dé dé dang tao
ra mang noron da 16p trong phan ctng.

Moét vi du vé mdt giao thirc m& hda cong khai dugc dua ra boi Khalil
Shihab. Ong mo ta cac chuong trinh giai mi va tao ra khoa cong khai duya trén
mot mang noron lan truyén nguoc. Cac chuong trinh ma héa va qua trinh tao

khoa riéng dua trén dai s6 Boolean. K§ thuat nay c6 vu diém 1a thoi gian ngén
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va d¢ phuc tap nhd. Mét bat loi dat trung cua cac thuat toan lan truyén nguoc:

vi bo dao tao rat 16n, nén giai doan hoc tip ciia mot mang ludi noron rat dai.[11]

23  MOT SO UNG DUNG CUA NEURAL CRYPTOGRAPHY
2.3.1 Ung dung mang noron trong gidm sdt an todn théng tin

Mang noron dugc timg dung nhiéu trong giam sat an toan thong tin boi
nhirng vu diém ctia n6é nhu kha ning cip nhat thudng xuyén diu hiéu cua cac
cudc tan cong maéi hay chua ton tai trong hé thong.

Phén 16n hoat dong ctia cac hé thong phat hién tin cong trong giam sat
an toan thong tin chu yéu dua trén co so dit liéu (CSDL) cac dau hiéu va quy
luat dé phan tich cac dit liéu ddu vao sau d6 dua ra két luan c6 hay khong co
tan cong. Dé viéc phat hién tin cong dat hiéu qua cao thi CSDL nay can phai
thudng xuyén duge cap nhat (dugc thuc hién bang phuong phap thu cong hodc
tu dong trong khoang thdi gian nhat dinh).

Khi cudc tin céng c6 dau hidu va quy luat khac véi cac dau hidu va quy
luat trong CSDL thi tin cong d6 s& khong duoc phat hién. Vi luc nay cac CSDL
chua dugc cap nhat dau hiéu cta cac kiéu tan cong nay. Do hé théng phat hién
tan cong thong thudng khong phai lic nao ciing c6 kha nang nhan dang duoc
moi cudc tin céng nén can mot hé théng co kha ning cap nhat thuong xuyén
dau hiéu cta cac cudc tan cong moi hay chua c6 trong hé thong. Mang noron
hay mang noron nhan tao (Artifical Neural network-ANN) 1a mot gidi phap co
thé dap tmg duoc yéu cau nay.

Muc tiéu chinh ctia mang noron trong hé thong phat hién tin cong la
chuyén d6i mot tap cu thé nhiing dir licu dau vao thanh mot tap cu thé nhirng
dit liéu dau ra, ¢ nghia 1a, dya vao céac dir li¢u dau vao vé cac g061 tin trong
mang hodc céc sy kién trong hé théng, mang noron s€ phai dua ra két luan vé
mot cude tin cong (dé giai quyét bai toan phan loai). Hiéu qua giai quyét bai
toan phu thudc vao su lya chon kién trac mang noron va vi¢c huin luyén mang

noron. Viéc lya chon kién tric mang noron toi uu la tim ra dugc mdt mang
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noron c6 kha ning giai quyét bai toan dat ra voi mot muc tiéu c6 sai so toi
thiéu.

Viéc huan luyén mang noron thu cong sé& tén thoi gian va cong sirc, vi
vay hé thdng phat hién tan cong nay da duoc tich hop voi phan mém Statistica
Neural Networks dé huan luyén mang noron (goi 4 huan luyén mang noron tu
dong).

Viéc huan luyén mang noron v6i phan mém Statistica Neural Networks
duoc dua trén cac mau dao tao, trong do mdi bd dau dit liéu dau vao s& c6 mot
ciu tra 101 dung (twong tmg mot dit liéu dau ra xac dinh).

Céu tric tong quat ctia hé thdng phat hién tin cong duoc trinh bay trong

hinh dudi day:
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GIAO DIEN NGUOI DUNG

A A A A

Mo dun thong ké Mo dun gidm sét M6 dun théng ké
cac goi dir licu an toan thong tin cac su kién trong Mo dun trg giup
mang tap trung hé théng

A I
A 4

Mang noron 1 Mang noron 2

A I
v

Nguén dit liéu

Hinh 2.1 Céu tric tong quat cta hé thong phat hién tin cong

Theo so dd trén, modun nguén dit liéu s@ tao vector dit liéu dau vao dua
trén phan mém Snort va nhat ky an ninh cia Windows. Dit liéu ddu vao cho
mang noron tht nhat 1a thong tin vé cac goi tin trong mang (thoi gian, dia chi
IP ngudn va dich, kiéu giao thirc, thoi gian séng cia géi tin (time to live), do
dai tiéu d&, d6 dai dir liéu). Mang noron thtr nhat chiu trach nhiém giam sat tin
cong mang. Dir liéu dau vao cho mang neural thir hai 14 cic thong tin vé sy
kién trong hé théng (kiéu su kién, ID sy kién, ngdy, thoi gian, kiéu su kién).

Mang noron thir 2 chiu trach nhi€ém gidm sat cac sy kién trong hé théng.
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Modun théng ké cac goi dir liéu mang duge st dung dé tao mau huin
luyén. Cac mau nay s& duoc sir dung dé tao ra mot mang noron cé kha nang
phan tich dir liéu ddu vao va thyuc hién gidm sat trong mang. Médun nay cung
cap cho viéc phan tich mot sb lwong twong ddi ciia cac cude tAn cong mang.

Modun thong ké cac sy kién trong hé thng cho phép phan tich theo
biéu dd dong vé su xuat hién cta bat ky mdi de doa nao trong bat ky khoang
thoi gian ndo, médun nay duoc sir dung 1am mau dé huin luyén mang noron
thir hai c6 kha ndng giam sat cac sy kién trong hé théng.

Modun giam sat an toan thong tin tap trung s€ thu cac goi tin mang theo
thoi gian thuc va modun nay dua cac thong tin d6 dén dau vao cia mang noron
thi nhat. Mang noron thit nhat nay s& dua ra két luan vé tan cong dya trén cac
thong tin nay. Tuong tu nhu vay, modun nay ciing s€ thu céc su kién trong hé
thong theo thoi gian thuc va dua cac thong tin ndy vao dau vao ciia mang noron
thir hai. Mang noron thtr hai nay sé& xac dinh mic d6 nguy hiém cua cic su
kién.

Thuec té cho thay, viéc tng dung mang noron vao trong hé théng phat
hién tdn cong cho phép gitip ting hiéu qua giam sat, do kha ning tu hoc cua
mang noron gitp phat hién cac tin cong co it diu hidu nhan biét gidng véi cac

dau hiéu tan cong ctia CSDL trong hé théng giam sat .

2.3.2 Phat hién xam nhdp dwa trén mang Noron

Hé théng phat hién xam nhap trai phép phat hién su truy cdp va khai
thac hé théng may tinh bat hop phap thong qua viéc giam sat cac hoat dong bat
thudng cia ngudi sit dung, dua trén viée thiét 1ap cac luat (rules) hodc str dung
cac 1énh du doan truc tuyén.

Tuy nhién, cac bién phap nay to ra khong hiéu qua, kha ton kém, do tin
cay khong cao va khong c6 kha nang tu cap nhat dé phat hién xam nhap moi.
Viéc ing dung mang noron, mot k¥ thuat hoc may trong cac hé théng phat hién
xam nhap 1a hudng tiép can da khac phuc duge cac han ché trén va dang duoc

quan tam nghién ctru.



46

Nhitng nim gan ddy van dé an ninh mang di trd nén cap thiét va tac
dong 16n t61 hiéu quéa hoat dong cuia cac mang may tinh hién dai. Mot trong
nhirng bién phap bao dam an toan cho cac hé thong mang 1a Hé thdng phat hién
xam nhap trai phép (Intrustion Detector System - IDS). Tuy nhién, cac bién
phap nay t6 ra khong hiéu qua kha tén kém, do tin cdy khong cao va khong co
kha nang tu cap nhat dé phat hién xam nhap madi. Mot hudng tiép can khac da
khic phuc dugc cac han ché trén va ngdy cang thé hién tinh wu viét 1a ing dung
k¥ thuat hoc may (machine learning), v6i nhiéu phwong phap khac nhau. Trong
d6 c6 ung dung mang noron, mot ky thuat hoc mdy trong cac hé théng phat
hién xAm nhap. Véan dé nay da da duoc nghién ctru, dé xuat tir nhitng nam 1990

va gan day c6 nhiéu két qua nghién ctru dugc cong bo trén toan thé gidi.

e H¢ thong NNID

Tur nam 1998, ba nha khoa hoc Jake Ryan, Meng-Jang Lin, Risto
Miikkulainen da dé xuét giai phap xay dung hé thong phat hién xam nhép dua
trén mang noron (Neural Network Intrusion Detector - NNID). NNID st dung
giai thuat hoc lan truyén nguogc (backpropagation), hoat dong trén moi truong
UNIX va 12 IDS khéong truc tuyén. Tai cudi mdi ngay lam viéc, ngudi quan tri
hé thong s& chay NNID dé kiém tra phién dang nhap ciia ngudi ding co phu
hop v&i mau hoat dong théng thuong cua ho hay khong. Néu hoat dong cua
ngudi dung khong phu hop vi mau hoat dong thong thuong thi sé dwa ra canh
bao vé& mot sy xaAm nhap té1 he¢ théng.

Cac mau hoat dong thong thuong cua ngudi sit dung hop phéap dugc goi
13 ho so ngudi dung. Dé tao ra ho so ngudi dung, hé thong s& sir dung phuong
phap thdng ké, nham thong ké tan suat sir dung cac cau 1énh trong hé thong cia
moi ngudi dung, tir d6 tao nén cac biéu dd str dung Iénh cua tirng nguoi dung,
viéc hoc hd so ngudi dung ciing dugc thue hién thong qua cac biéu do nay. Dir
liu dé sir dung cho viéc thong ké dugc 14y tir cac ban ghi nhat ky (log record)

cua hé thong, vdi muc dich ghi lai toan bd hanh vi cua moi ngudi dung trong
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phién ding nhap cia ho. Cac ban ghi nay khong lam anh huong t6i quyén riéng
tu ctia ngudi dung khi tham gia vao hé thdng. Tan suét sir dung cac cau 1énh
trong hé théng hay thoi quen ctiia mdi ngudi dung khi sir dung cac tng dung
trong hé thong duoc goi la diu vét ngudi dung (a “print” of the user).

Hé thdng NNID gdm 3 tang chuén (tAng dau vao — input layer, tang 4n
—hidden layer va ting d4u ra — output layer). Tang dau vao ctia hé théng NNID
gdm 100 noron, dai dién cho vector ngudi dung; tAng an gdm 30 noron va tang
dau ra c6 10 noron tuong ung véi 10 nguoi dung.

- Trién khai hé thong NNID

NNID duoc trién khai theo 3 giai doan:

+ Thu thap dit liéu huan luyén (training data): thong ké nhat ky diang
nhap cia mdi nguoi ding trong nhiéu ngay trudc d6. Lap vector thé hién tin
sut str dung cac 1énh ctia mdi ngudi dung trong ting ngay.

+ Huén luyén (training): Huan luyén NNID dé nhan dang nguoi ding
dua trén cac vector phan bd cau lénh.

+ Thuc hién (performance): X4c dinh nguoi dung dua trén mdi vector
phan b6 1énh méi. Néu hé théng xac dinh né khong thude cac ngudi ding
thuong, hodc khong c¢6 xac dinh rd rang thi sé dua ra canh bao vé mot su bat
thuong.

- Ddnh gid vé NNID

Trién khai NNID cho hé théng c6 nhiéu nguoi dung thi ty 1¢ phét hién
bat thudng van khong thay doi. Hé thdng van co thé hoc tot cac mau ho so cua
nguoi ding va bat cr mot hanh dong nao khac véi hanh dong thong thuong
ctia nguoi dung thi déu bi coi 1a bat thudng.

Déi v6i cac xam nhap mai, do NNID ludn cép nhat hd so va phan tich
hoat dong hang ngay ctia mdi nguoi ding va NNID ciing duoc huan luyén lai
theo dinh ky nén cac xAm nhap méi s& dé dang duoc phat hién. Cac hé thong
hién nay chi can 90 gidy dé thyc hién diéu nay.

NNID dé dang huin luyén va khong tén kém béi n6 hoat dong khong

tryc tuyén va duya trén dit liéu nhat ky dang nhap hang ngdy. Véi cac hé thong
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phat hién xam nhap khong yéu cau thoi gian thyc thi NNID 1a mot giai phap
kha tdi wu.

Céc hé théng phét hién truy nhap trai phép truyén théng dang gip kho
khin trude cac cude tn cong ngdy cang phire tap va bién héa 1én cac hé thong
may tinh. Viéc tng dung mang noron trong phat hién xam nhap trai phép da
dugc nghién ctru tir 1au va da thé hién nhiéu vu diém so véi cac hé thong dung
ky thuat truyén thong.

24 UNG DUNG MANG NEURAL CRYPTOGRAPHY VAO MA
HOA ) )

2.4.1 Y TUONG

Pé xay dung mot hé théng bao mat cac van ban quan trong ciia cong ty
nhu cac tai liéu mat, hop dong cong ty... t6i da tmg dung mang noron vao ma
hoa céc tai li¢u nay, sau do s€ luu trir tai liéu duoc ma hdéa vao mot hé co so dix
ligu. Tai li¢u chi dugc giai ma khi nguoi dung c6 dugc key do nguoi upload
cung cép.

Xay dung mot mang noron Perceptron ma cac phan tir trong so lién két
dugce dong bo hoa vao trong 16p mang nay, ma trong do cac trong so lién két
s€ la cac khoa bi mat trong md hinh Tree Parity Machines.

M6 hinh TPM (Tree Parity Machines) bao gdm mét vector dau vao X,
mot 16p an Sigma &, mot trong s6 lién két W gitra cac vector dau vao va 16p
an, va mot bo ham kich hoat ma dém céc gia tri két qua 13 T. N6 c6 thé dugc
mo ta boi ba thong sb: K( s6 lwong té bao than kinh an), N (sé luong cac té bao
than kinh két nbi v6i dau vao mdi té bao than kinh an) va L (gidi han gia tri

cho trong s6 ({-L ... + L}).
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W11

X1 X1z Xz X Xa Xz X2z X, X1 Xk Xkz Xin={-1;1}

Hinh 2.2 M® hinh Tree parity machine
Hai may c6 cling mét cau tric mang noron theo mé hinh TPM tuong t

nhau. Pé tinh gia tri dau ra, ta st dung mot phuong phap don gian:

=[15, 6i

Vai:
Noron an: K
Noron dau vao : X;; € {—1,1}
Gia tri trong so lien két: W;; € {—1,....0,....+1}
Si=Sgn(XiZ, Wi Xij)

—1néux<0
Sgn(x)=
1néux=>0

Khi nao chiing ta cap nhat gi tri trong so lién két? Va bang cach nao?
Chung ta chi cap nhat gia tri trong s6 chi khi nao gi tri ddu ra bang nhau. O

day co 3 qui tac hoc tap khéc nhau:

%= 9(Wij+ Xi; T 0(5iT))  Hebbian learning rule (1)
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Y= 9(Wij - Xi;.T 0(5i T)) Anti-Hebbian learning rule

@)
Y= 9( Wij + Xij 0(5i T)) Random-walk learning rule
3
_ Oifx <=~
Véi On(X) = 2 (4
1 ifx > Py
Voi:

Theta 0 1a mot chirc nang dic biét. Theta (a, b) = 0 néu a # b; nguoc lai

a=b thi Theta=1.

g (...) c6 chtrc ning giir trong s6 trong pham vi (-L ; + L)

x 1a vector dau vao va w 1a vector trong so.

Sau khi hai may dugc dong bd hoa, thi ma tran trong s lién két cua
chung 14 bang nhau. Ta c6 thé st dung ma tran nay dé xay dung mot khoa chia
sé gitra hai may.

Trong [11], c¢6 rat nhiéu thong tin vé cic cudc tan cong trén thudt toan
nay. Trong mot kénh cong cong chung thi nhiing ké tin cong Eve c6 thé nghe
trom va bat duoc gia tri thong tin gitta bén A va B, nhung khong c6 co hoi dé
thay d6i chiing. Toi chi mudn noéi ¢ day 1 ké tdn cong Eve khong thé hack
duoc.

Déi v6i hé thdng ma hoa thong thudng, chiing ta cé thé cai thién su an
todn ciia cac giao thirc bang cach ting chiéu dai cta khéa. Trong truong hop
ciia ma hoa bang noron nhén tao, ching ta cai thién bang cach ting gia tri L
ctia mang noron. Thay d6i tham s nay 1am ting chi phi cia mot cudc tan cong
thanh cong theo cap s6 nhan. Do d0, pha v su an toan ctia trao doi khoa bang

mang noron thudc do phire tap cao.
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Ung dung giai thuat di truyén vao budc khoi tao ma tran trong sé dau

vao dé tao ra 2 ma tran trong ddi gidng nhau thong qua su so sanh cac thong

sO clia ma tran, qua trinh ndy nham giam thoi gian dong bo gitta 2 cdy TPM

nén s€ tang duogc toc do xur Iy cia chuong trinh.

Chu trinh hoat dong cua Gas:

Budc 1: Khai tao va danh gia quan thé

Kich thudc quﬁn thé duoc xac dinh va quﬁn thé duoc khoi tao ngau
nhién. Mot ham fitness sau d6 duoc ap dung s& danh gia quan thé
tie 14 n6 s& quyét dinh sy twong thich ciia mét ca thé so v6i phan
con lai ctia quéan thé.

Buéc 2: Lua chon ciia nhiém séc thé

C6 rat nhiéu phuong phap, trong d6 su chon loc cha me phai duoc
thuc hién. Trong bai bao nay, chung toi tap trung vao roulette wheel
va tournament selection.

Budc 3: Lai chéo chon loc DNA

Khi ca thé cha me dugc lya chon, lai chéo hodc tron va két hop duoc
stt dung dé tao ra quan thé méi cua ca thé con.

Budc 4: Dot bién

Dot bién trong cac thuat toan di truyén dong vai tro nhu mot cong
cu ma gy ra sy da dang trong dén sd.

Cac budc trén duoc lap di ldp lai cho dén khi mot diéu kién thich

nghi dugc dap ung.

Bang cach ung dung giai thuat di truyén , chiing t6i ¢ ging tdi uwu hoa

cac trong s6 dau vao dé tao ra khoa trong viéc déng bo tao khoa cua cay TPM,

dé dat duoc téc do xur Iy nhanh hon va it 13p lai qua trinh xir 1y.[8]



52

2.4.2 QUY TRINH MA HOA SU DUNG THUAT TOAN NORON

GA khoi tao ma tran
trong s6 dau vao

A

Machine A Machine B
(Server) (Client)
A 4 \ 4
Tao cay TPM ThletliapNthlc_)ng 0 e Tao cay TPM

GA khoi tao ma tran
trong so dau vao

A

Pong bd TPM |«

NO

Néu dau ra giong

NO

NO

nhau & ca 2 TPM

| YEs

Cép nhat trong s6 cho 2 TPM dé hoc luat

e

NO

ong bo hoa?

‘ YES

Tao khoa

Tao khoa <

A 4

Quy trinh ma hoa

\4

Hinh 2.3 Thuit toAn ma héa bang mang noron nhan tao
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Thuat toan Algorithm dugc st dung trong khéa noron dya theo quy tic sau:
1. Gan trong s6 cho cdy TPM ngéu nhién.
2. Liap lai cho dén khi ca hai ciy TPM dugc dong bo hoa
2.1 GA tao ra ma tran trong s6 dau vao
2.2 Tinh toan gia trj ciia cac noron an st dung
2.3 Tinh toan gia trj ciia cac noron dau ra sir dung
2.4 Dit liéu dau ra cua cay TPM sé& dugc ddi chiéu.
Néu dau ra khac nhau , quay vé 2.1
Néu khong ap dung mét hoc lut (Hebbian, Anti-Hebbian va Random
Walk) cho trong s sir dung phuong trinh (1), (2), (3) va (4) ¢ trén.
+ Déi v6i Geometric Attack

1) Néu Output A! = Output B, ké tin cong khong cap nhat Output C

2) Néu Output A = Output B = Output C, ké tin cong cap nhat bang

cach sir dung quy tic hoc tap.

3) Néu Output A = Output B! = Output C; Nhirng ké tan cong khong
thé cap nhat s6 trong nhung hai cdy A va B cap nhat dugc trong )

cua no.
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CHUONG 3: CAI PAT CHUONG TRINH THU NGHIEM

3.1 MUC PiCH UNG DUNG

Cong ty c6 phan Kién Nhan 13 mot don vi chuyén cung cap nhiing (g
dung, website theo yéu cdu ciua khac hang. V&i sé lwong nhan vién hon 30
ngudi va mot s6 cong tac vién part-time, dé quan i cong viéc hang ngay ciing
nhu tién d6 thuc hién nhitng du 4n quy mo vira va 16n cong ty yéu ciu nhan
vién giri béo cdo bang file van ban.

Ngoai nhiing van ban cong viéc co ban, nhan vién cling giri nhiing file
mang tinh chat bi mat ctia cong ty nén phai dam bao khong dugc dé nhiing
cong ty canh tranh hoic nhitng dbi twong xu c6 duoc.

Ung dung nay dugc tao ra cling bdi 1y do d6. Céc file vin ban s& duoc
guri di dudi dang d3 dugc ma hoa va chi nhitng ngudi c6 quyén hang méi co
kha ning giai ma va xem file. Ung dung dugc xdy dung theo co ché client-
server kém theo quy trinh mi héa két hop giita giai thuat di truyén va neural

cryptography mang lai tinh tuyét mat va an toan cao.
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3.2 CAIDAT VA CHAY THU NGHIEM

Chuong trinh dugc viét v6i ngon ngir C# trong bd Visual Studio 2015 va SQL
server 2010. Pugc chay thtr nghi¢m trong ndi bo cong ty .

Cai dat chuong trinh két ndi véi SQL server :

Tén database : UngDungMaHoa

User : sa

Pass : 123123

UB UNDERBASIC B

Admil , o >
- Danh séch van ban

Ding xuit © Déimit khin

Puong din i liéu .. Thuvien 10 v |dong Tim kién:

& Vin bin

Mi * Ténvan bin Ngay tao Nguoi tao Ma chia sé van bin Chiic nang

¥ Dah sich van bin 9 Mo 02.072016 20:00:1 Aduin YIPXYTIGSS3Q n\i\ ﬂ

¥ Vin ban chia s&

12 Décuong udn vin 11-07-2016 19:54:15 Adniin UYTUVVVUPWNO n ‘7‘ ﬂ
& Quin I ngudi ding

+ Danh sich newdi ding Ma Tén van bin Ngay tao Ngwiri tao Mai chia s viin ban Chikc nang

Hién thi 1 1612 ctia 2 phéu g « Previous Next —

Hinh 3.1 Giao dién chinh cia chuong trinh (Quyén admin)
Trong giao dién chinh chiing ta c6 thé quan 1y dugc cai muc van ban, tai liéu
cia minh va c6 thé chia sé hodc stra doi cac muc nay. Chi nhitng ngudi dung duoc

chia sé¢ moi c6 dugc key va download dung key dé giai ma dugc tai li¢u.
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UB UNDERBASIC [

‘\) Danh sach van ban duoc chia sé
Admin
B:mgméit D6i mit khu d‘ong Tim kiém“
Duong dan tai liv ..~ Thuvién ) . ‘ .
Mi * Ténvanbin Ngay chia sé Neudi chia sé Chikc ning

& Vin bin

13 Cryptography Genetic 1 7/11/2016 7:52:58 M Lé Vin Test
¥ Danh sdch van bin

i Cryptography Genetic 2 7/11/2016 7:53:02 BM Lé Vin Test
¥ Vin ban chia s&

& Quin Iy ngudi ding Mi Tén van ban Ngay chia sé Nguoi chia sé Chite nang

¥ Danh sach nguoi ding Hién thi | t6i 2 ctia 2 phan fir « Previous Next —

Hinh 3.2 Muc vin ban dugc chia sé

Xem thong tin van ban!

Tén vén ban
Cryptography Genetic 1
Chi chd
Bai béo vé Cryptography Genetic

Ma tai vé

SN2XWUQP3VYW

Hinh 3.3 Muc thong tin ctia van ban dugc chia sé
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Vian ban dugc chia sé chi dugc xem nhirng muc nhu tén van ban, ghi chq, key
ma héa. Khi nguoi ding mudn xem tai liéu phai nhap ding key ma hoéa dé chuong

trinh gidi ma va tai ve.

Vui [ong nhap ma tai vé!

Nhap mé kiém tra

Hinh 3.4 Giao dién tai vdn ban

UB UNDERBASIC =

‘:) Thém van ban maoi

Test
Ping xuit Déi mat khiu Tén vin ban
Duwomg din tai liéu .. | Thrvién [Tén van ban
%8 Vin ban Ghi cha
+” Danh sich vin ban Ghi cha
+ Vin ban chia s& Chon file

No file selected.

Pinh dang hb tro: .doc, .docx, xls, xlsx, .pdf, image,...

Hinh 3.5 Giao dién thém van ban




UB UNDERBASTC

4

Ding xuat @ Dbimat khdu

Duong dan tai ligu .. Thwvign

4 Vin ban

¥ Danh sich vin ban

¥ Vin ban chia s&
& Quan Iy ngudi ding

¥ Danh sach ngudi ding
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+ Thém ngudi ding

Danh s&ch ngudi dung

10

Ma

v dong
Tai khoan Ho tén
admin Admin
vitrung V6 Thanh Trung
test L& Vin Test
Tai khodn Ho tén

Hiénthi 1 161 3 cita 3 phén tir

Hinh 3.6 Giao dién quan li nguoi dung (quyén admin)

Email

vitrung(@gmail.com

test(@gmail.com

Email

Ngay tao

30-06-2016 08:55:12

01-07-2016 13:47:40

01-07-2016 14:12:51

Ngay tao

Tim kiém:

Ngay sita

30-06-2016 08:55:12

11-07-2016 19:59:40

11-07-2016 19:56:21

Ngay sita

Chite nang

a
jaon
0@ O

Chite nang

« Previous Next —
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KET QUA PAT PUQC VA HUONG PHAT TRIEN:
<> Két qua dat dwoc

Tim hiéu chi tiét co s& 1y thuyét lién quan dén mang noron, dic trung, cach
xay dung va huin luyén mang noron.
Tim hiéu chi tiét co s dir lidu lién quan dén giai thuat di truyén, cic co
ché ma hoa ung dung Giai thuat di truyén. Céac khai niém vé Giai thuat di
truyén, nhiém sic thé, cac toan tir lai, ghép chéo, dot bién.
Téng quan vé Mat mi hoc, co ché mé hoa va giai ma.
Nghién ctru ing dung Giai thuat di truyén, mang noron nhén tao vao xay
dung khoéa bi mat.
Xay dung thanh cong thtr nghiém xay dung khéa bi mat ung dung vao bao
mat thong tin tai cong ty Kién Nhan.

< Ddnh gid thuc tién irng dung

- Tbc do xt Iy
Duéi day 1a bang miéu ta toc do tao key va ma hda khi dung dong bo TPM

binh thuong va dong b khi c6 sir dung giai thuat di truyén.

Kich thudc Key Khoéng dung GAs Dung GAs
8 ki tur 2735 lan lap 0.35s 1352 1an lap 0.29 s
12 ki tyr 3251 lan lap 0.39 s 2163 lan lap 0.32s
16 ki tu 3861 lan lap 0.45s 3187 lan lap 0.37s

e Céc sb liéu trén chi mang tinh tham khdo do diéu kién thuc hién thi
nghiém con tuong doi.

- Han ché cua tng dung:

Chua thuc hién cong vi¢c truyén va két ndi1 voi nhi€éu may con cung lic dugc.

Cong viéc bao mat cac file dir liéu va key ma hoa ¢ server con tuy thudc vao

con nguoi nén tinh an toan van chua cao.

Chua du diéu kién va moi truong thi nghiém & quy mé 16n dé co6 thé so sanh

duoc vadi cac phuong thirc ma hoa khac.
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K/

<> Huwdng phat trién

Neural cryptography van con kha moi, thong qua nhitng nghién ctru va
ung dung cia n6 hién tai cho théy duoc tiém nang phat trién rat lon trong
cac linh vuc bao mat, ma hoa.

Mot s6 linh vuc c6 thé ung dung thém nhu nhan di¢n khuoén mat, bong
ma'it, van tay, giong noi... hodc trong viéc ma hoda, giai ma thong tin nhu

email, tin nhan, mang xa hoi..
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